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1 ֟  

1.1 ῖ  

RG-WG ᵝ №ҹң ̔ұ Ȃұ

ȁTrunk ȁChannel ȁTrunk+Channel Ȃ ȁ

ȁ Ȃ 

1.1.1 ұ  

1.1.1.1  

  ̆ Ҍ Ⱶ ῒז Ȃ RG-WG

Ȃ 

 

1.1  

1.1.1.2 Trunk  

    Trunk Ҭ Ҍ ’̆ ֜ Ҭ ⱴ Trunk ̆

Trunk ҉ ᾛ VLAN RG-WG Ҍ Ҭ Ⱶ ⱳ Ȃ 



 

1.2 Trunk  

1.1.1.3 Channel  

  Channel ץ Channel ⱴ Ȃ 

Internet ֜WAF֜ We
 

1.3 Channel  

1.1.1.4 Trunk+Channel  

  Trunk+Channel Trunk Channel ȂRG-WG ץ Ҍ Ҭ Ⱶ

̆Ӟ ץ ⱴ Ȃ 



 

1.4 Trunk+Channel  

1.1.2  

1.1.2.1  

  ֜ ѿҩ ҉ RG-WG ̆ NAT

̆ RG-WG Web Ⱶ ף ⱳ Ȃ 

 

1.5  



1.1.2.2  

  ̆ᶏ Ἕ ֜ Ἕ RG-WG Ҭ̆RG-WG Ἕ

ῃ ̆ ⌠ ₯ Ҋפ Ҋ TCP  RST̃̂פ Ⱶ ̆RG-

WG Ҍ Ạᴋᵥ Ȃ 

 

1.6  

̔ Ἕ Ҍ ҍῒז ѿ ҬȂ 

1.1.2.3  

̆ᶏ Ἕ ֜ Ἕ RG-WG Ҭ̆RG-WG Ἕ

ῃ ̆ҌҊ  Ȃפ

 

1.7  



2  

2.1 web פ  

  ȁ RG-WG ң ̔WebUI CLÎ פ ̃Ȃ 

 WebUI̔Web Ȃ 

 

׆ Ҭ ̆ Ҭ ץ Ḥ ץ̆ Ȃ 



 

2.1 Web  

 CLI̔ פ Ȃ 

ѿҩ ᵌԍ DOS UNIX ׆̆פ ῃ ̂SSH̃ Telnet ̆ ׆ JavaScript פ

└ Ȃ ᶫԅ ץפ ̆ᵖ ӎ Ȃ 

 

2.2 CLI פ  

 CLI Web RG-WG ̆ ᾢ

RG

¸



2.1.1 web  

ᶏץ Web ̆ Ҋ Ȃ 

2.1 Web  

URL https://192.168.1.200 

 GE1 

 admin 

 ҹ admin̆ ḱ ᶏ ḱ Ȃ 

  Web Ҋ̔ 

1) Ҭ IP ̔192.168.1.2̆ ҹ 255.255.255.0̕ 

2) ᶏ ץ ץ ⌠ RG-WG GE0̕ 

3) Ҭ ꜚ ῀ URL̔https://192.168.1.200̕ 

4) ῀ Web Ȃ 

̔ https:// ľSĿȂ 

פ 2.1.2  

ᶏץ SSH ⌠ CLIȂ 

2.2 SSH  

IP  192.168.1.200 

 GE1 

SSH  22 

 admin 

 admin 

Console פ ҊȂ 

2.3 Console  

ұ  COM1̂ ᵰ ҩұ ̆ ұ ̃ 

https://192.168.1.200/


̂

̃ 

9600 

ᵝ  8 

Ả ᵝ  1 

Ẽ     

└  

2.2  

  Web Ҭ ₯ ץ Ȃ  

 

2.3  

  Ҋ Ȃ 

2.4  

  

Һ ץ  Ҍ Һ Ȃ 



 ̆ ̕ 

̆ Ȃ 

 ̆ ̆ ץ ꜚ ꜚ ̕ 

̆Ҍ ̆ Ҭ Ȃ 

 ̆ ̕ 

̆Ҍ Ȃ 

 ̆ ̕ 

̆Ҍ Ȃ 



ᵬ ׃ ӈ Ȃ 

3.2  

RG-WG Web Ҋ̔  

 1̔ Һ ץ RG-WG ̂ ̆ 443 ̃Ȃ  

 2̔ IE ̆ HTTPS RG-WG IP ̆ᶛ https://192.168.1.200Ȃ  

 3̔ ₮ ῃ ̆ ₯ȍ Ȏ̆ RG-WG ⱴ Ȃ 

 4̔ Ҭ̆ ᶏ ̆ ῀ ̂∆

admin̆ admiñ̆ ₯ȍ Ȏ̆ ῀ Web Ȃ 

  

Ҋ ̆ ̆ ᵬҌ ῒז Ȃ  

Ԋ ̔  

 ᶏ IE6.0 ҉ץ ̆ № ҹ 1024¦768   Ȃ҉ץ

 ∆ ᶏ ̂ ῏ ∆ ̆ B̃Ȃ   

 ̔ŵ ῀  Ŷ ῀  ŷ № ΏȂ  

 ӊ╠̆ ԅ ₮ ̕ ̆ Ȃ  

3.3  

╠ Ҭ №ҹ҈ ̔  

  

№ץ ̆ accountȂ  

  

ץ ̆ adminȂ 

 

 

 



3.2 Ḥ  

  

 account( ) ΐ Ȃ 

accountgroup̂ account ԍ ac-

countgroup ⇔ ̃ 

ΐ Ȃ 

 admin( ) ̆ΐ ̆

ץ Ȃ 

admingroup̂ account ԍ ac-

countgroup ⇔ ̃ 

ΐ Ȃ 

 audit( ) ΐ Ȃ 

auditgroup̂ account ԍ ac-

countgroup ⇔ ̃ 

ΐ Ȃ 

ᶏ ̆ ḱ ∆ Ȃ 

3.4  

admin ⱳ ̆ ῀ ╠ ̆ Ҋ Ȃ 

Ҭ Һ ᵬ ᴪ Ҍ ̆ ῤ Ҍ ̕ᵖ Ḥ

ᵬ ̆ Ḥ ᵬ Ȃ 

 



1.Һ  2. ᵬ  3. Ḥ 4.  

3.1  

 Һ ̔ ⱳ Һ Ȃ 

 ᵬ ̔ ᶫ ҩⱳ ȁ ᵬ Ȃ 

 Ḥ ̔ Ḥ Ȃ 

 ̔ ̆ ⱳ Ҋ Ȃ 

3.3 ⱳ  

ⱳ   



DNS Ⱶ  ⱴ − DNS Ⱶ  Ȃ 

DNS  DNS Ⱶ Ȃ 

SNMP  SNMPȂ 

 ⱴ Ḥ Ȃ 

῏  RG-WG ῏ ᵬȂ 

 ₮ Ȃ 

Ḡ  Ḡ BypassȂ 

 RG-WG WebUI Ȃ 

  Port ̆Channel ̆

Trunk Ȃ 

 Ȃ 

 Ȃ 

ARP  ꜚ ARP ARPȂ 

Ⱶ  HTTP Ⱶ  HTTP Ⱶ Ȃ 

HTTP  HTTP Ȃ 

HTTP ף  HTTP ף Ȃ 

HTTP ף

 

HTTP ף Ȃ 

HTTPS ף  HTTPS ף Ȃ 

 Web Һ  Ҍ Web Һ Ȃ 

URL ↓  Ҍ URL ↓ Ȃ 

IP ↓  ╠ IP ↓ ᴨᾢ

IP ↓ Ȃ 



HTTP ↕ HTTP ↕Ȃ 

HTTP └ ↕ HTTP └ ↕Ȃ 



Ⱶ  RG-WG ҉ Ⱶ

Ȃ 

Ⱶ  Ⱶ Ȃ 

Ⱶ  Ⱶ ᵬ Ȃ 

Ҋ  ᶫ Ⱶ Ҋ Ȃ 

 ᴋⱵ ⱴȁ ȁ− ᴋⱵḤ Ȃ 

ᵬҙ  ᴋⱵ Ȃ 

DDoS  DDoS  DDoS Ȃ 

DDoS  DDoS Ȃ 

IP ↕ IP ↕Ȃ 

TCP ↕ TCP ↕Ȃ 

UDP ↕ UDP ↕Ȃ 

HTTP ↕ HTTP ↕Ȃ 

 ᴍ  ᴍ ꜚ ᴍȂ 

 Ȃ 

 Ȃ 

₯  ₯ Ȃ 

DDoS  DDoS ₯ Ȃ 

 Ȃ 

№   





 

4.1 Ḥ  

4.3  

4.3.1  

  Licese ֟ ᶏ ҹ ѿ ̆ѿ ӈԅ ᶏ ֟ ᴆ̆License

ԅ RG-WG ↓ Ḥ Ȃ License ↓ ҍ ╠ ↓ Ҍ ̆↕

License Ҍ ̆Ҍ ᶏ ȂLicense ѿ└ᵬ̆Ҍ License Ҍ ԑץ Ȃ

WG ҉ License ӊ ̆ Ȃ License Ȃ 

4.3.2  License ᶏ  

 ᴆ 

  ᴆӊ╠̆ ᶏ WebUI License ᴆ ⱳ ̆ License

ᴆȂ 

 └ᵬ License ᴆ 



  ̆ ᴪ ҩ֟ License ᴆȂ 

 ҉ License ᴆ 

  WebUI ҉ License ᴆȂ 

4.3.3 ᴆ  

4.3.3.1 ᴆ  

 1̔ ľҺ -> -> Ŀ ῀ Ȃ 

  

4.2 ᴆ 

 2̔ ₯ȍ Ȏ ᴆ̆ ᴆḠ Ȃ 

 3̔ Ḡ ᴆȂ 

  

4.3.3.2 Ḥ  

 



̔ Ḡ License ᴆ̆Ҍ Ȃ  License ᴆ ̆RG-WG Ҍᴪ

ῃ ᵬ ῀ IP Ȃ License ѿҩ  Licensĕ  License ̆

ᶫ ӯ LicenseȂ ↕ License ̆RG-WG ֽֽᵬҹѿҩ ̆

ᴋᵥ ῃḠ ⱳ Ȃ 

4.3.3.3 ╠ Ḥ  

  ľҺ -> -> ╠ Ḥ Ŀ, Ḥ ̆ Ḥ ̆Web ῃ Ḥ

̆DDoS Ḥ ̆ Ḥ ̆ Ḥ ῒז Ḥ Ȃ 

 

4.4 ╠ Ḥ  

5  

5.1  

׃ ԅ ᵬῤ ̆ΐᵣῤ ҊȂ 

5.1 ᵬ 

ⱳ   



 ⱴ Ḥ Ȃ 

Ḥ  Ḥ Ⱶ Ȃ 

ᴍ  ᴍ RG-WG Ḥ Ȃ 

 ↕ Ȃ 

 ᴆ ȁ Ḥ Ữ Ȃ 

DNS Ⱶ  ⱴ − DNS Ⱶ  Ȃ 

DNS  DNS Ⱶ Ȃ 

SNMP  SNMPȂ 

 ⱴ Ḥ Ȃ 

῏  RG-WG ῏ ᵬȂ 

 ₮ Ȃ 

Ḡ  Ḡ BypassȂ 

 RG-WG WebUI Ȃ 

5.2  

ľ -> Ŀ̆ ῀ Ȃ ῍ ҈ ̔ ȁ

̆ΐᵣ ׃ 3.3Ȃ 

῀ ץ ȁ ḱ ȁ ᵬȂ 

5.2.1  

5.2.1.1 WebUI 

ץ ᴍ ץ ̆ ȁ ⱴȁ ȁ− Ȃ 

  

ľ -> -> Ŀ ῀ ̆ ץ ↓ Ҭ Ȃ

↓ Ҭ ᴋѿ ₯ ץ Ḥ Ȃ 



 

5.1  

 ⱴ  

1) ₯ȍ ⱴȎ ̆ ₮ Ȃ 

 

5.2 ⱴ  

2) Ḥ Ȃ 

Ҋ ̔ 

5.2  

  

 ӈ ̆ᵖ Ҍ ҍῒז Ȃ 

 ̆ ץ admingroupȁaccountgroupȁ

auditgroupȂ 

 ῀ ̆ ľ

Ŀ ᴪ IPѿ ̆ ҹľ



ĿȂ 

̂№ ̃ ῀ ľ Ŀ

ᴪ IP Ȃ 

 ̔Ҭ Ȃ 

 ̔8ȁ10ȁ16Ȃ 



  

1) ↓ Ҭ ѿҩ ̆ ₯ȍ Ȏ ̆ ₮ Ȃ 

 

5.4  

2) ῀ ̆ Ҍ └Ȃ 

3) ₯ȍḠ Ȏ Ḡ Ȃ 

5.2.1.2 CLI 

 ⱴ  

usermngt -A/--add -n/--name {username} -g/--group {admin/audit/account} -p/--pwd {passwd} 

  

usermngt -E/--edit -n/--name {username} <-g/--group {admin/audit/account} | -p/--pwd {passwd}> 

 −  

usermngt -D/--del -n/--name {username} 

  

usermngt -S/--show 

5.2.2 ḱ  

ḱ Ȃ 

  ľ -> ->ḱ Ŀ̆ ῀ḱ Ȃḱ ῀ ̆

῀ ̆↕Ҍᾛ ḱ Ȃḱ ⱳ ̆ Ҋ ῀ Ȃ 

̔ ḱ Ȃ 



̔ Ȃ 

̔ ῀ ̆ ѿ Ȃ 

 

5.5 ḱ  

Ԋ ̔ ḱ ̆ ̆ Ҍ Ȃ 

5.2.3  

ץ ᴍ ץ Ȃ 

῀ ľ Ŀ̂ 5.2.1̃ ᴪ IP 

ѿ ̆ ↓ Ҭ ץ Ḥ ̕ ľ Ŀ ῤ ╠ ̆

̆ ₯ȍ Ȏ Ȃ 

 

5.6  

5.3 Ḥ  

Ḥ Ḥ ̆Һ ̆SOCȁ Ҭ Ȃ Ḥ ᶫ

Ḥ ̆ Ḥ ̆ Ḥ ̆ Ḥ ̆ ᴆȂҺ ᶫ ȂSOC ԍ



̆ IPȁ Ȃ Ҭ ԍ Ҭ Ҭ IP̆

ץ Ҭ ѿ Ȃ ᶫ ̆Ӟ ᶫ NTP Ȃ 

5.3.1 Ḥ  

5.3.1.1 WebUI 

Ḥ Ҋ̔ 

 1̔ ľ -> Ḥ -> Ḥ Ŀ ῀ Ḥ Ȃ 

 

5.7 Ḥ  

 2̔ Ҭ ῀ Ḥ Ȃ 

 

5.8 Ḥ  

Ḥ Ҋ Ȃ 



5.3 Ḥ  

  

ᵣ  ӈ ᵣ Ȃ 

 ӈ Ȃ 

 ӈ Ȃ 

ᴆ ӈ ᴆȂ 

̂№ ̃ ̆ ↕ ꜚ

Ȃ 

 3̔ ₯Ḡ Ḡ Ȃ 

  

5.3.1.2   CLI 

 Ḥ  

info –S –o {organization} –c {city} –u {country} –m {mail} 

 Ḥ  

info -L 

5.3.2  Һ  

5.3.2.1 WebUI 

Һ Ҋ̔ 

 1̔ ľ



5.9 Һ  

 3̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

5.3.2.2 CLI 

 Һ  

hostname -S –n {new host name} 

 Һ  

hostname –L 

5.3.3  

ľ -> Ḥ -> Ŀ ῀ ̆ ץ ̔

Ⱶ Ȃ 

5.3.3.1  

5.3.3.1.1 WebUI 

Ҋ̔ 

 1̔ ľ -> Ḥ -> Ŀ ῀ Ȃ 

 



5.10  

 2̔ Ҭ ҹ Ȃ 

 3̔ ῀ΐᵣ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

5.3.3.1.2 CLI 

  

time -S –d <MM/DD/YYYY> -t <HH:MM:SS> 

  

time –L 

5.3.3.2 Ⱶ  

NTP ῃ ̂Network Time Procotol̃ȂNTP ԑ ҉ᴰ ѿȁ ‰

Ȃΐᵣ ҉ ̆ҹ ᶫ Ⱶ̆ ғ ֓

ԑ ̆ ‰ ȂNTP Delaware Mills ׆̆ 1982 ᴆ ∆ ₮⌠

ԅ 20 ̆2001 NTPv4 ⌠ԅ 200 Ȃ ԍ ̆ Ḡ

SNTP̂ ̃Ȃ ᶏ ҉ ᴰ NTPv3 Ὲ ԍ 1992 ̆ ╠₃Ӎ

ԍ NTPv3 Ȃ̂ ׃ NTPv3 ȁᵣ ץ ᵬ Ȃ̃ 

5.3.3.2.1 WebUI 

Ⱶ Ҋ̔ 

 1̔ ľ -> Ḥ -> Ŀ ῀ Ȃ 



 

5.11 NTP Ⱶ  

 2̔ ҹ Ⱶ Ȃ 

 3̔ NTP Ⱶ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

5.3.3.2.2 CLI 

 ntp 

ntp –C –p <mode> -e <enable> –i <server ip> 

 ꜚ ntp 

ntp  -R 

 Ả ntp 

ntp  -S 

 ntp  

ntp  -L 



5.4 ᴍ  

ᴍҺ RG-WG ᴆ ᴍȂ RG-WG Ḥ ᴍ̆ץᶫ

ᶏ Ȃ ᴍ ץ ῀ ₮ ̆ ⱴԅ Ȃ Ҥ ̆

Ӈ ץ ѿ ҉ Ȃ 

5.4.1 WebUI 

ľ -> ᴍ Ŀ ῀ ᴍ ̆ ץ ᴍȁ ꜚ ᴍȁ ᴍ ᴆ ῀ȁ

ᴍ ᴆ ₮ ᴍ ᵬȂ 

 

5.12 ᴍ 

ᴍ̔ ₯ȍ ᴍȎ ̆ ꜚ ᴍ ╠ db ᴆ̆ ᴍ ⱳ Ҋ̔ 

 

5.13 ᴍ ⱳ  

ꜚ ᴍ̔ 

1) ₯ȍ ꜚ ᴍȎ ̆ ₮ ꜚ ᴍ Ȃ 

 



5.14 ꜚ ᴍ 1 

2) ꜚ ᴍȂ 

 

5.15 ꜚ ᴍ 2 

3) ꜚ ᴍ ̆ ꜚ ᴍ ᴆȂ 

4) ₯ȍḠ Ȏ Ḡ Ȃ 

ᴍ ᴆ ῀̔ 

1) ₯ȍ ῀Ȏ ̆ ₮ ᴍ ᴆ ῀ Ȃ 

 

5.16 ᴍ ᴆ ῀  

2) ₯ȍ Ȏ̆ ᴍ ᴆȂ 

3) ₯ȍ ῀Ȏ ῀ ᴍ ᴆȂ 

ᴍ ᴆ ₮̔ 

1) ᴍ ᴆ↓ Ҭ ᴆ ₯ȍ ₮Ȏ ̆ ₮ ᴆḠ Ȃ 

2) ᴆḠ ̆ ₮ ᴍ ᴆȂ 

ᴍ ̔ 

1) ᴍ ᴆ↓ Ҭ ᴆ ₯ȍ Ȏ ̆ ₮ ᴍ ᴆ Ȃ 



 

5.17 ᴍ ᴆ  

2) ₯ȍ Ȏ ╠ ҹ ᴍ ᴆḠ Ȃ 

5.4.2 CLI 

 ᴍ  

dbmanage -B 

  

dbmanage -R -p <backup point> 

 −  

dbmanage -D -p <backup point> 

  

dbmanage -L 

5.5  

5.5.1  

  ľ -> Ŀ ῀ ̆ ₯ȍ Ȏ ₯ȍ

Ȏ Ȃ 



 

5.18  



5.6.1 ᴆ  

5.6.1.1 WebUI 

ᴆ Ҋ̔ 

 1̔ ľ -> -> ᴆ Ŀ ῀ ᴆ Ȃ 

 

5.20 ᴆ  

 



TLS  TLS Ȃ 



mail -L/--list 

5.6.2 Ḥ  

5.6.2.1 WebUI 

Ḥ Ҋ̔ 

 1̔ ľ -> -> Ḥ Ŀ ῀ Ḥ Ȃ 

 

5.23 Ḥ  

 2̔ Ḥ Ȃ 

1) Ḥ Ḥ Ȃ 

2) Ḥ ₯ ᴆ ᴆҍ ᴆ ѿ Ȃ 

 3̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  



5.6.2.2 CLI 

 Ḥ  

sms -S/--set -e/--enable {0/1} -r/--



  

5.25 ⱴ DNS Ⱶ  

 DNS  

ľ ->DNS Ⱶ ->DNS Ŀ ῀ DNS ̆ Ώ҉ Һ DNS ҉ DNS̆ Ҍ

DNS ‖ Ȃ 

 

5.26 DNS 1 



5.8 DNS  

5.8.1 WebUI 

ľ ->DNS Ŀ ῀ DNS ̆ ץ RG-WG Ⱶ Ȃ ⱳ ̆

ᶏ Ⱶ Ȃ ץ Web ῃ ҉ ңҩ DNS Ⱶ

Ȃѿҩ Һ DNS Ⱶ ̆ѿҩ ᴍ DNS Ⱶ Ȃ Һ DNS Ⱶ ᵬҌ ̆Ҍ ̆ ᴪ ꜚ

ᴍ DNS Ⱶ ᵬҹ Ⱶ Ȃ 

  

5.27 DNS 2 

5.8.2 CLI 

 DNS  

dns -S –p <primary DNS> -s <secondary DNS> 

 DNS 

dns -L 

5.9 SNMP  

̂SNMP̃̆ ѿ ‰ ̆ ѿҩ ̂application layer proto-

col̃ȁ ̂database schemã̆ ѿ ᴆȂ ̆ ץ



⌠ ҉ ᴋᵥ ҉῏ ’Ȃ ԑ ᵬ ̂IETF̆Internet Engineer-

ing Task Forcẽ ӈ internet ѿ №Ȃ 

ץ RG-WG ҉ SNMP SNMP ῏ ̆ ҊȂ 

 1̔ ľ ->SNMP Ŀ ῀ SNMP Ȃ 

  

5.28 SNMP  

 2̔ SNMP ץ Ȃ 

SNMP Ҋ Ȃ 

5.5 SNMP  

ⱳ   

 SNMP Ȃ 

Ḥ  SNMP Ⱶ Ḥ Ȃ 

Ḥ  SNMP Ⱶ Ḥ Ȃ 

ᵝ  SNMP Ⱶ ᵝ Ȃ 

ᵣ  SNMP Ⱶ ᵣ Ȃ 

ᾛ  ᾛ IPȂ 





Ḥ Ҋ Ȃ 

5.6 Ḥ  

  

IP  IP Ȃ 

 RG-WG IP Ȃ 

ᾛ SSH ᾛ ҉ RG-WG SSH

ⱵȂ 

ᾛ Web 



 − Ḥ  

ѿҩ ҩ ₯ȍ− Ȏ − Ȃ 

5.10.2 CLI 

 ⱴ Ḥ  



 

5.33  

̔ Ḡ ̆Ῥ ꜚ ῏ Ȃ ↕̆ӊ╠ Ḡ ᴪҡ Ȃ 

5.11.2 CLI 

 ῏  

shut -S  

  

shut –R 

5.12  

5.12.1 WebUI 

  

ľ -> -> Ŀ



 

5.35 ₮  

̔ ₮ ̆ ҡ ̆ ғ ̆ Ҍ ̆ ᾢ ᴍ Ḃץ Ȃ 

5.12.2 CLI 

  

rollbacksystem 

 ₮  

factoryreset 

5.13 Ḡ  

 Bypass  

ľ -> Ḡ -> Bypass Ŀ ῀ Bypass ̆ ῀ Bypass

Ȃ 

 

5.36 Bypass  



5.14  

5.14.1  

ԍ WAF ᶏ ̆ ҊȂ 

 1̔ ľ ->WebUI -> Ŀ ῀ Ȃ 

 

5.37  

 2̔ ῀ WebUI Ȃ 

 3̔ ₯ȍḠ Ȏ Ḡ Ȃ 

 4̔ḱ ⱴ҉ WAF Ȃ 

  

5.14.2 Web Ⱶ 

  Web Ⱶ ҊȂ 

 1̔ ľ ->WebUI -> Web ⱵĿ ῀ Web Ⱶ Ȃ 

 

5.38 Web Ⱶ 

 2̔ ₯ȍ Ȏ Ȃ 



 

6  

6.1  

  Һ ᵬ ץ Ȃ Һ ׃ ̆Channel̆

̆ARP Ȃ 

6.1  

ⱳ   

׃  Port̆Channel̆ Trunk Ȃ 

׃  Ȃ 

׃  Ȃ 

ARP ׃  ꜚ ARP ARP Ȃ 

6.2  

  ѿ ҈ ֜ ̆ Ҋ Ȃ ץ ץ ̆ ῤ ԋ ֜

̆ ӊ ҈ Ȃ ӊ҉ ץ IP ҙⱵ̆ ARP,IP Ȃ 



VLAN

Channel

Port

Port

IP

ROUTE

ARP

 

6.1  

  ѿҩ ̆  ID=1̆ MngtBridgĕ ѿ ꜚ ̆ 4 ҩ ꜚⱴ῀

ҩ Ȃ ̆ ꜚⱴ῀ ҩ Ȃ ץ ҙⱵ ̆ ᾢ׆ Ҭ

̆ᵖ Ḡ Ҭ ѿҩ ̆ ↕ᴪ Ȃ 

6.3  

6.3.1 Port  

  ԋ ֜ ̆ ץ Ȃ ꜚ⇔ ̆Ҍ ⇔

− Ȃ ῀ⱴץ Channel ̆ Channel № Ȃ 

6.3.1.1 WebUI 

  Port Ҋ̔ 

 1̔ ľ -> ->Port Ŀ, ῀ Port Ȃ 

 

6.2 Port  

 2̔ Port ₯ȍ Ȏ ̆ ₮ Port Ȃ 





6.3.2.1 WebUI 

Channel Ҋ̔ 

 1̔ ľ -> ->Channel Ŀ, ῀ Channel Ȃ 

 

6.4 Channel



 

6.6 −  

 3̔ ₯ȍOKȎ − Channel Ȃ 

  

̔Channel Ҍ Ҭ̆ ↕ − Ȃ



⌠ 2 ֜ № ̆ Ҍץ ᵝ └̆

Bridge ⅞№Ȃ  

  ѿҩ Bridge ԍ OSI 2 ̆ └ ѿҩ Bridge ῤ Ȃ Ҍ Bridge ӊ  

Bridge ҍ LAN/WAN 3 ̂ ̃ ῏ Ȃ ↕̆ Ḃ ѿ֜ ҉

̆Ẋ Ҍױ ԍ ѿҩ Bridgĕ ’ҊӞ Ȃ 

  Bridge ҹץ ᶫץҊᵬ ̔ 

  1. ῃ  2. └ 3. ≠  4. └ 

  Bridge Ҍᾣ 2 ֜ ⱳ ̆ Ӟ 3 ⱳ Ȃ ҩ Bridge ѿҩ ῏ ץ

IP ̆ ץ 3 ⱳ Ȃ 

6.3.3.1 WebUI 

  Ҋ̔ 

 1̔ ľ -> -> Ŀ, ῀ Ȃ 

 

6.7  

 2̔ ₯ȍ ⱴȎ ̆ ₮ Ȃ 

 

6.8  



 3̔ Ȃ 

1) ѿ Ҭ Ȃ 

׃ Ҋ Ȃ 

6.2  

  

 ῀ ̆ ҹ 1 ҹ ̆ Ҍ ᶏ

Ȃ 

MTU MTU ҹ ᴰ ᾝ̆ ṿҹ 1500Ȃ 

 ̆Ҍ ḱ Ȃ 

ץ  ҹ Ȃ 

2) ₯ȍҊѿ Ȏ ῀ ԋ ̆ ץ ҉ ⱴ IP Ȃ 

 

6.9 ԋ  

̔ ḱץ ȁ MTU IP Ȃ 

 4̔ ₯ȍ Ȏ Ḡ Ȃ 

  

− ̔ 

 1̔ ľ -> -> Ŀ, ῀ Ȃ 

 2̔ Ҭѿҩ ҩ ₯ȍ− Ȏ ̆ ₮ Ȃ 



 

6.10 −  

 3̔ ₯ȍOKȎ− Ȃ 

̔ ᾢ Port ȁChannel IP ̆ ↕ − Ȃ 

  

6.3.3.2 CLI 

 ⇔  

vlan -C -i vlanid 

 −  

vlan -D -v vlanname 

 ᶏ  

vlan -E -v vlanname 

  

vlan -N -v vlanname 

 ⱴ port /Channel  

vlan -L -v vlanname -g portname/channelname 

 port /Channel  

vlan -U -v vlaname -g portname/channelname 

 ⱴ IP  

vlan -A -v vlanname -f ipaddr -m mask 

 − IP  

vlan -R -v vlanname -f ipaddr 

 ḱ MTU 



vlan -M -v vlanname -t mtu 



Trunk



1) ԋ Ҭ ₯ȍ ⱴȎ ₮ IP Ȃ 

 

6.15 IP  

2) IP Ȃ 

3) ₯ȍḠ ȎḠ IP Ȃ 

 7̔ ₯ȍ Ȏ Ḡ Trunk Ȃ 

  

6.3.4.2 

 



trunk -M -v trunkname -t status 

 trunk  

trunk -S 

 

6.4  

  ԑ Ḥ ׆ ᴰ ⌠ ꜚȂ OSI Ҭ ҈

Ȃ  

  ᴰ ̆ ѿ֓Ҭ ̆⌠ ױ Ȃ ᴰ

̆ ѿҩỮ ⌠ ҩ ᶃ Ȃ ҩ ̆Ҋѿ



 

6.17 ⱴ  

 3̔ Ȃ 

׃ Ҋ ̔ 

6.4  

  

Ip  IP Ȃ 

 Ȃ 



route -D -i ipaddr -m mask -g gateway [-t {metric}] 

  

route -S 

6.5  

  ̂Policy Routing̃̆Ӟ Ạ ԍ ̆ ѿ ̆ ԍ ӈ Ȃ

ҩ ץ / ῒ Ȃ 

6.5.1 WebUI 

  Ҋ̔ 

 1̔ ľ -> Ŀ, ῀ Ȃ 

 

6.18  

 2̔ ₯ȍ ⱴȎ ̆ ₮ Ȃ 



 

6.19 ⱴ  

 3̔ Ȃ 

Ҋ Ȃ 

6.5  

  

 ӈ Ȃ 

 Ȃ 

 Ȃ 

 Ȃ 

 Ȃ 

῏ IP Ȃ 

ӈ ↕ ↕ ᵝ ̆ ╠ ᾢ Ȃ 0 ↕ ῀⌠ ̆ 1 ↕ ῀

⌠ ╠ ̆ῒ ↕ ץ̆ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

   



6.5.2 CLI 

 ⱴ  

proute -A -x {index} [-s {ip/mask} -d {ip/mask}] -g {gwip} 

 ḱ  

proute -M -x {index} [-s {ip/mask} -d {ip/mask}] -g {gwip} 

 −  

proute -D -x {index} 

  

proute –L 

6.6 ARP  

  ARP ̂Address Resolution Protocol̃̆ ȂARP ⱳ

IP ̆ MAC Ḡץ̆ Ḥ ≠ ̆ IPv4 Ҭ Ҍ Ȃ 

 





7 Ⱶ  

7.1 Ⱶ  

RG-WG ץ Web



ῒז Ⱶ   ұ  



 

7.2  ұ ף  

 

7.3  

 3̔ HTTP Ⱶ ̆ Ҋ Ȃ 

7.2 HTTP Ⱶ  

  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

IP  ip ҹ xxx.xxx.xxx.xxx/xx ңᵝҹ ᵝ ̆ Ȃ 



 Ⱶ Ⱶ Ȃ 

 ұ Ȃ 

ף  ̔ 

ҹұ ץ ף ̕



 

7.5 HTTPS Ⱶ  

 3̔ HTTPS Ⱶ ̆ Ҋ Ȃ 

7.3 HTTPS Ⱶ  

  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

IP  IP ҹ xxx.xxx.xxx.xxx/xx ңᵝҹ ᵝ ̆

ȂIP ҹ waf ף IPȂ 

 Ⱶ Ȃ 

 ұ Ȃ 

ף  Ȃ 

IP  ̆ IP̕ 

̆Ҍ IPȂ 



 Ⱶ Ȃ 

ssl  ssl .key ᴆȂ 

ssl ӥ ssl ӥ.crt ᴆȂ 

 Ⱶ ssl Ȃ 

ᴪ  ssl ᴪ ⱳ Ȃ 

 Ȃ 

 4̔ ₯ȍḠ Ȏ Ȃ 

  

7.4 ῒז Ⱶ  

  ῒז Ⱶ Ҋ̔ 

 1̔ : ľ Ⱶ -> Ⱶ ->ῒז Ⱶ Ŀ ῀ῒז Ⱶ Ȃ 

 

7.4 ῒז Ⱶ  

 



  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

IP  IP ҹ xxx.xxx.xxx.xxx/xx ңᵝҹ ᵝ ̆

Ȃ 

 ұ Ȃ 

  

 Ȃ 

 4̔ ₯ȍḠ Ȏ ̆ Ȃ 

  

7.5 Ⱶ  

Ⱶ Ҋ̔ 

 1̔ᾢ ⱴ ҩ HTTP Ⱶ ̆ 7.2 Ȃ 

 2̔ ľ Ⱶ -> Ⱶ Ŀ̆ ῀ Ⱶ Ȃ 

 

7.6 Ⱶ  

 3̔ ₯ȍ ⱴȎ ῀



 

7.7 HTTP Ⱶ  

Ⱶ ̆ Ҋ Ȃ 

7.7 HTTP Ⱶ  

  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

 Ⱶ Ⱶ Ȃ 

 ұ Ȃ 

ף  Ȃ 

 Ⱶ Ȃ 

 hash Ȃ 

 Ȃ 

 5̔ ₯ȍҊѿ Ȏ ̆ ῀Ҋѿ Ȃ 



 

7.8 HTTP Ⱶ ԋ  

1) ₯ȍ ⱴȎ ̆ ῀ Ⱶ Ȃ 

 

7.9 Ⱶ  

2) Ⱶ ̆ Ҋ Ȃ 

7.8 Ⱶ  

  

Ⱶ  Ⱶ



ף Ⱶ  Ⱶ ҹף Ⱶ ̆‗

Ⱶ ᵬҹ Ȃ 

̔HTTP ̆ ғֽ ѿҩף Ⱶ ᵬҹ ף Ȃ 

3) ₯ȍḠ Ȏ Ḡ Ȃ 

 6̔ ₯ȍ Ȏ̆Ḡ Ȃ 

  

7.6 HTTP ף Ⱶ  

HTTP ף Ⱶ Ҋ̔ 

 1̔ ľ Ⱶ ף<- Ⱶ Ŀ̆ ף῀ Ⱶ Ȃ 

 

ף 7.10 Ⱶ  

 2̔ ₯ȍ ⱴȎ ῀ HTTP ף Ⱶ Ȃ 

 

7.11 HTTP ף Ⱶ  



 3̔ HTTP ף Ⱶ ̆ Ҋ Ȃ 

7.9 HTTP ף Ⱶ  

  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

IP  ip ҹ xxx.xxx.xxx.xxx/xx ңᵝҹ ᵝ ̆WAF

ף ᶏ IP Ȃ 

ף  ᶏ Ȃ 

Ⱶ ף  Ⱶ ̆ ץ Ⱶ HTTP

Ⱶ Ⱶ Ȃ 

ף  ip Ȃ 

 Ȃ 

 4̔ ₯ȍḠ Ȏ ̆Ḡ Ȃ 

  

̔ Ⱶ ץ ľᴋ Ŀ̆ ף ҩ Ⱶ ̆ ľ -Web Һ

ĿȂ 

̔ web Ṝ HTTP ף Ⱶ Ⱶ ̆ Ҋ Ȃ 

 

7.12 Web  



7.7 HTTPS ף Ⱶ  

  HTTPS ף Ⱶ Ҋ̔ 

 1̔ ľ Ⱶ ף<- Ⱶ ->HTTPS ף Ⱶ Ŀ ῀ HTTPS ף Ⱶ Ȃ 

 

7.13 HTTPS ף Ⱶ  

 2̔ ₯ȍ ⱴȎ ῀ HTTPS ף Ⱶ Ȃ 

 

7.14 HTTPS ף Ⱶ  

̔ Ⱶ ץ ľᴋ Ŀ̆ ף ҩ Ⱶ ̆ ľ -Web Һ

ĿȂ 

 3̔ HTTPS ף Ⱶ ̆ Ҋ Ȃ 

7.10 HTTPS ף Ⱶ  

  

Ⱶ  Ⱶ ̆Ҍ Ȃ 

IP  IP ҹ xxx.xxx.xxx.xxx/xx ңᵝҹ ᵝ ̆

ȂIP ҹ waf ף IPȂ 



ף  Ȃ 

Ⱶ ף  Ⱶ ̆ ץ Ⱶ HTTP

Ⱶ ȁ Ⱶ HTTPS Ⱶ Ȃ 

ף  IP Ȃ 

 



8.2 Web Һ  

ץ  ꜚ ⱴ Web Һ Ӟ ץ ӟ ꜚ Web Һ Ȃ Web ץ

Web Һ Ȃ 

8.2.1 ꜚ Web Һ  

ꜚ Web Һ Ҋ̔ 

 1̔ ľ ->Web Һ Ŀ ῀ Web Һ Ȃ 

 

8.1 Web Һ  

 2̔ ₯ȍ ⱴȎ ₮ Web Һ Ȃ 

  

8.2 Web Һ  

 3̔ Web Һ Ⱶ Ȃ  

 4̔ ₯ȍḠ ȎḠ Web Һ Ȃ 

  

8.2.2 ꜚ Web Һ  

ꜚ Web Һ Ҋ̔ 



 1̔ ľWeb -> ӟ Ŀ ῀ ӟ ̆ ӟ ̔ ӟ

Ⱶ IP̂IP ҹץ ̃̆ Ḡ Ȃ 

 

8.3 ӟ  

 2̔ Ⱶ Һ Ȃ 

 3̔ ľ ->Web Һ Ŀ ץ ӟ Web Һ Ȃ 

 

8.4 Web Һ  

  

8.2.3 Web  

  ѿҩ ҩ Web Һ ץ ꜚ Web ̆ Ҋ̔ 



 1̔ ľ ->Web Һ Ŀ ῀ Web Һ Ȃ 

 2̔ Web Һ ̆ ₯ȍ Ȏ ̆ ⱳȂ 

 

8.5 Web Һ ⱳ  

 3̔ ľWeb ->Web Ŀ ῀ Web ̆ ץ ⌠ ꜚ Web

Ȃ 

 

8.6 Web  

  

8.3 IP ↓  

  IP ↓ IP ̆ ↕ ץ IP ↓ Ȃ 

IP ↓ Ҋ̔ 

 1̔ ľ ->IP ↓ Ŀ ῀ IP ↓ Ȃ 

 2̔ ₯ȍ ⱴȎ ̆ ₮ IP ↓ Ȃ 



8.7 IP ↓  

 3̔ ץ IP ↓ ȁ ꜚᵬȂ 

 4̔ ₯ȍ Ȏ IP ↓ ̆ Ҭ ꜚ IP ↓ Ȃ 

 

8.8 IP ↓  

 5̔ IPȂ 

1) IP ↓ Ҭ ₯ȍ ⱴȎ ̆ ₮ IP Ȃ 

 

8.9 IP  

2) IP Ȃ 

IP Ҋ Ȃ 



8.2 IP 1 

  

 IP ̆ IP Ȃ 

 ̔ 

̔ IP ̕ 

Ҍ ̔Ҍ IP Ȃ 

IP  ӈ IP Ȃ 

 ӈ Ȃ 

3) ₯ȍḠ Ȏ Ḡ IP Ȃ 

 6̔ ₯ȍ Ȏ Ḡ IP ↓ Ȃ 

  

8.4 URL ↓  

  URL ↓ ץ ѿ URL̆ ↕ ץ URL ↓ ̆Ҍ

↕ Ῥ ῀ └ URLȂ 

  URL ↓ Ҋ̔ 

 1̔ ľ ->URL ↓ Ŀ ῀ URL ↓ :Ȃ 

 2̔ ₯ȍ ⱴȎ̆ ₮ URL ↓ Ȃ 

 

8.10 URL ↓ 1 

 3̔ URL ↓ URLȂ 

 4̔ ₯ȍ Ȏ Ḡ URL



 

8.11 URL ↓ 2 

 5̔ URLȂ 

1) URL ↓ Ҭ ₯ȍ ⱴȎ̆ ₮ URL Ȃ 

 

8.12 URL  

2) URL Ȃ 

URL Ҋ Ȃ 

8.3 URL  

  

 URL ̆ ↕ ̔ 

̔ URL̕ 



↕ ̔ᶏ URL̆ www.baidu.com/*̆

www.baidu.com/ ҩ URL̆  

www.baidu.com/abab̆www.baidu.com/abab/cdcdȂ 

ꜚᵬ ꜚᵬ ̔ 

̔ URL̕ 

Ҍ ̔Ҍ URLȂ 

URL ӈ URLȂ 

3) ₯ȍḠ Ȏ Ḡ URL Ȃ 

 6̔ ₯ȍ Ȏ Ḡ URL ↓ Ȃ 

  

9 Web  

9.1 Web  

  Web ῃ ↓ ῃ ‗ ↕ȁ Ḥ ̆ΐᵣ Ҋץ

ῤ Ȃ 

9.1 Web  

  

Web  Web Ȃ 

Web  Web ↕Ȃ 

HTTP ↕ HTTP ↕Ȃ 

HTTP └ ↕ HTTP └ ↕Ȃ 

↕ ↕Ȃ 

↕ ↕Ȃ 

↕ ↕Ȃ 

http://www.m.hbshengran.com/*


ᴺ ↕ ᴺ ↕Ȃ 

ᴆ҉ᴰ ↕ ᴆ҉ᴰ ↕Ȃ 

ᴆҊ ↕ ᴆҊ ↕Ȃ 

Ḥ ↕ Ḥ ↕Ȃ 

↕ ↕Ȃ 

ӟ  ӟ Ȃ 

9.1.1 ҍ ȁ ↕ ῏  

RG-WG ῃ ⱳ ȂRG-WG └ ѿ ̆

Web ̆Web ӈ ↕ ӈ ↕Ȃ 

ȁWeb ↕ ῏ ҊȂ 

W

 

9.1 ȁ ȁ ↕῏  



 ӈ ↕ 

HTTP ↕̂ 9.4̃ȁHTTP └ ↕̂ 9.5̃ȁ ↕̂

9.7̃ȁ ↕̂ 9.8̃ȁ ᴺ ↕̂ 9.9̃ȁ ᴆ҉ᴰ ↕̂

9.10̃ȁ ᴆҊ ↕̂ 9.11̃ȁ Ḥ ↕̂ 9.12̃Ȃ 

 ӈ ↕ 

ӈ ↕̆ ↕ ↕̂ 9.6̃Ȃ 

9.1.2 Web  

  Web Ҋ Ȃ Web Ⱶ ȁWeb Һ ȁIP ȁWeb

Ȃ 

Ⱶ

WebҺ / IP↓

ӈ ↕ ӈ ↕

Web

Web

ӈ ↕ ӈ ↕

 

9.2 Web  



9.2 Web  

Һ ׃ Web ̔ 

 1̔ ľWeb ->Web Ŀ ῀ Web Ȃ 

 

9.3 Web  

 2̔ Web Ҭ ₯ȍ ⱴȎ ₮ Ȃ 

 

9.4   

↓僔



 ӈ Web Ȃ 







↕ ↕ 9.6Ȃ 

↕ ↕ 9.7Ȃ 

↕ ↕ 9.8Ȃ 

ᴺ ↕ ᴺ ↕

9.9Ȃ 

ᴆ҉ᴰ ↕ ᴆ҉ᴰ ↕ 9.10Ȃ 

ᴆҊ ↕ ᴆҊ ↕ 9.11Ȃ 

Ḥ ↕ Ḥ ↕ 9.12Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

9.4 HTTP ↕ 

HTTP ᴰ ̂Hypertext Transfer Protocol̃ Ȃ  Internet ҉ᴰ  Web Ḥ

̆ HTTP



 

9.10 ⱴ



Ҥ ≢ ӈ ↕ ₯ Ҥ ≢̆№ҹᵞ ȁҬ ȁ

Ȃ 

ꜚᵬ ӈ RG-WG ꜚᵬ̆ ȁ

ȁ ȁ ȁ Ȃ 

 ꜚᵬҹ ̆ ץ ₮ ῀ Ҭ Ȃ 

 ӈ RG-WG ̔ 

ľ ḤĿ Ḥ ̕ 

ľ ᴆĿ ᴆ Ȃ 

 ̆ ⌠ ₯ ₯ ̆ ץ

₯ Ҭ ̕ 

Ҍ ̆Ҍ Ȃ 

ᶛ URL ӈҌ HTTP ᵬ URL̆ ץ URL ↓

Ȃ URL ↓ 8.3Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

9.5 HTTP └ ↕ 

₮ԍḠ ֓ ῃ ̆ └ ֓ Ȃΐᵣ №ҹץҊ₃ ̔ 

1) URI └̆ᾛ Ҍᾛ URL Ȃ 

2) HTTP └̆ᾛ Ҍᾛ HTTP Ȃ 

3) IP └̆ᾛ Ҍᾛ IP Ȃ 

֟ └ ̆ ץ ץ̆ ᴆ Ḥ ̆ ̆ ꜚᵬȂ 

HTTP └ ↕ Ҋ̔ 

 1̔ ľWeb -> Web ↕->HTTP └ ↕Ŀ ῀ HTTP └ ↕ Ȃ 

 

9.11 HTTP └ ↕  



 2̔ ₯ȍ ⱴȎ ₮ ⱴ HTTP └ ↕ ̆ Ҋ Ȃ 

 

9.12 ⱴ HTTP └ ↕ 1 

 3̔ ↕ ꜚᵬȂRG-WG ҉ HTTP └ ↕

ꜚᵬȂ 

 4̔ ₯ȍḠ Ȏ ѿҩ HTTP └ ↕ Ҭ̆ ⱴ HTTP └ ↕ Ҭ

₮ └ ↕↓ ̆ Ҋ Ȃ 

 

9.13 ⱴ HTTP └ ↕ 2 

 5̔ HTTP └ ↕ Ȃ 

1) ↕↓ Ҭ ₯ȍ ⱴȎ ₮ ⱴ HTTP └ ↕ Ȃ 



 

9.14 ⱴ HTTP └ ↕  

2) Ҭ ↕ Ȃ 

HTTP └ ↕ Ҋ Ȃ 

9.5 HTTP └ ↕  

  

HTTP Url ӈ ↕ URL Ȃ URL ↓

8.3Ȃ 

IP  ӈ ↕ IP Ȃ IP

8.3Ȃ 

 └ Ȃ 

ᴨᾢ  ӈ ↕ ᴨᾢ ̆ ᴨᾢ ӈ ↕ ᾢ

̆ Ӌ↕ Ȃ
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9.6.1 ⱴ ӈ  

9.6.1.1 WebUI 

  ӈ Ҋ̔ 

 1̔ ľWeb -> ↕-> -> ӈĿ ῀ ӈ Ȃ 

 

9.16 ӈ  

 2̔ Ҭ ₯ȍ ⱴȎ ̆ ₮ Ȃ 

 

9.17  

 3̔ Ȃ 



ӈ Ҋ Ȃ 

9.6 ӈ  

 





 

9.20 ↕  

  ↕ Ҋ Ȃ 

9.8 ↕  

  

 ӈ ӈ ↕ Ȃ 

↕  SQL ῀ȁ ₯̂XSS̃ȁ ȁḤ ȁ

ȁ ȁ ₮ȁῒזȁ ӈ ↕̆ ҩ ↕

Ҋ ץ ↕Ȃ 

ᶛ URL ӈҌ ᵬ URL̆ ץ URL ↓ Ȃ

URL ↓ 8.3Ȃ 

ꜚᵬ ӈ ⌠ ₯ RG-WG ꜚᵬ̆ ȁ ȁ

ȁ ȁ Ȃ 

 ӈ ⌠ ↕ ₯ RG-WG ̔ 

ľ ḤĿ Ḥ ̕ 



  

9.7 ↕ 

   ̆ ѿ ѿ ↕̆ ꜚ ҆ Ḥ Ȃ ҉ ̆

̆ ̆ ᶏ ᶫ Ȃᵖ ᶏ ̆Ҍᵖ

̆ ғ Ⱶ ̆ RG-WG ̆ ץ Ḥ Ȃ 

  Һ ↕ ̔ 

 1̔ ľWeb -> Web ↕-> ↕Ŀ ῀ ↕ Ȃ 

 

9.21 ↕  

 2̔ ₯ȍ ⱴȎ ₮ ⱴ ↕ Ȃ 

 

9.22 ↕ 1 

 3̔ ↕ ₯ȍḠ Ȏ ↕̆ ⱴ ↕ Ҭ ₮

↕↓ Ȃ 



 

9.23 ↕ 2 

 :4̔ ↕↓ Ҭ ₯ȍ ⱴȎ ⱴ ↕ Ȃ 

 

9.24 ↕  

↕ Ҋ Ȃ 

9.9 ↕  

  

URL URL̆ ץ URL ↓ ̆ 8.3Ȃ 

ꜚᵬ ӈ ⌠ ↕ ₯ RG-WG ꜚᵬ̆

ȁ Ȃ 



Ҥ ≢ ӈ ↕ ₯ Ҥ ≢̆№ҹᵞ ȁҬ ȁ

Ȃ 

 ӈ ⌠ ↕ ₯ RG-WG ̔ 

ľ ḤĿ Ḥ ̕ 

ľ ᴆĿ ᴆ Ȃ 

 ̆ ↕ ₯ ̆ ץ ₯ Ҭ

̕ 

̆Ҍ ₯ Ȃ 

 ̆ ↕ ̕ 

Ҍ ̆ ↕ Ȃ 

 





 

9.28 ⱴ ↕  

2) ↕ ̆ Ҋ Ȃ 

̔RG-WG ľḠ URLĿ ľḠ Ŀ ľ Ŀ ῏ ̆ ⌠ ҉ľḠ

URLĿ ľḠ Ŀ̆RG-WG Referer ᾛ ҹ ̆ Referer ҹ ̆Ῥ

ҹ ҹ̆ Ῥ ₯ Referer ҹḤᴋ Referer̆ Ḥᴋ Referer ↕Ҍ ꜚᵬ

̆ ↕ ꜚᵬȂ 

9.10 ↕  

  

Ḡ URL Ḡ URL̆ ץ URL ↓ Ȃ 

 ң ̔Referer Referer+CookieȂ 

Referer̔ 



Referer ̕ 

Referer+Cookie̔ 

Referer ̆ RG-WG ӈ CookieȂ 

̔ URL ҹ Ҍ ̔Referer+Cookiĕ

↕ ѿ ᴪ ҹ ₯ ᵬȂ 

Ҥ ≢ ӈ ↕ ₯ Ҥ ≢̆№ҹᵞ ȁҬ ȁ

Ȃ 

ꜚᵬ ӈ ⌠ ↕ ₯ RG-WG ꜚᵬ̆

ȁ ȁ ȁ ȁ Ȃ 

ᴨᾢ  ᴨᾢ ≢ ̆ᴨᾢ Ҍ Ȃ 

 ӈ ⌠ ҉ᴰ ↕ ₯ RG-WG ̔ 

ľ ḤĿ Ḥ ̕ 

ľ ᴆĿ ᴆ Ȃ 

ᾛ Referer ҹ  Ҭ Referer ̆ Referer ҍ ᾛ ҹ

Ҍѿ ↕∞ ҹ ̔ 

̆ᾛ Referer ҹ ̕ 

Ҍ ̆Ҍᾛ Referer ҹ Ȃ 

 ̆ ↕ ₯ ̆ ץ ₯ Ҭ

̕ 

Ҍ ̆Ҍ ₯ Ȃ 

 ̆ ↕ ̕ 

Ҍ ̆ ↕ Ȃ 

̔ ↕ ̆ Referer ҹ ̆

 

-;�×



  

9.9 ᴺ ↕ 

  CSRF̂Cross-site request forgery ᴺ ̆Ӟ ҹľone click attackĿ session ridinğ Ώ

ҹ CSRF XSRF̆ ѿ ≠ Ȃ Ἕ ̂XSS̃̆ᵖ ҍ XSS Ҍ ̆ ғ

₯ ₃Ӎ ȂXSS ≠ ῤ Ḥᴋ ̆ CSRF ↕ ᴺ Ḥᴋ ≠ Ḥᴋ

Ȃ 

  ᴺ ↕ Ҋ̔ 

 1̔ ľWeb -> Web ↕-> ᴺ ↕Ŀ ῀ ᴺ ↕ Ȃ 

 

9.29 ᴺ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ᴺ ↕ Ȃ 

 

9.30 ⱴ ᴺ ↕ 1 

 3̔ ῀ ↕ ₯ȍḠ Ȏ ̆ ↕ ⱴ ҬȂ 



 

9.31 ⱴ ᴺ ↕ 2 

 4̔ ᴺ ↕ Ȃ 

1) ⱴ ᴺ ↕ Ҭ ₯ȍ ⱴȎ ̆ ₮ ⱴ ᴺ ↕ Ȃ 

 

9.32 ⱴ ᴺ ↕  





3) ₯ȍḠ Ȏ Ḡ ᴺ ↕ Ȃ 

 5̔ ₯ȍḠ Ȏ Ḡ ᴺ ↕ Ȃ 

  

9.10 ᴆ҉ᴰ ↕ 

ᴆ҉ᴰ ₯ ₯ ≠ WEB ҉ᴰ ᴆ ҌҤ̆ ᴰ҉ץ ӈ ӊ

ᴆ⌠



 

9.35 ⱴ ᴆ҉ᴰ ↕ 2 

 :5̔ ᴆ҉ᴰ ↕ Ȃ 

1) ₯ȍ ⱴȎ ̆ ₮ ҉ᴰ ᴆ ↕ Ȃ 

2) ↕ ȁ ᴆ ȁMIME ȁShell Ȃ 





 ӈ ⌠ ҉ᴰ ↕ ₯ RG-WG ̔ 

ľ ḤĿ Ḥ ̕ 

ľ ᴆĿ ᴆ Ȃ 

 ̆ ҉ᴰ ↕ ₯ ̆ ץ ₯ Ҭ

̕ 

Ҍ ̆Ҍ ₯ Ȃ 

 ̆ ҉ᴰ ↕ ̕ 

Ҍ ̆ ҉ᴰ ↕ Ȃ 

ᴆ҉ᴰ ↕ ᴆ Ҋ Ȃ 

9.13



ᴆ  ̆ ᴆ ̕



Ȃ 

 

9.39 ⱴҊ ↕ 2 

 5̔ ᴆҊ ↕ Ȃ 

1) ₯ȍ ⱴȎ ̆ ₮ ᴆҊ ↕ Ȃ 

2) ᴆҊ ↕ ȁ ᴆ ȁMIME Ȃ 



 

9.40 ᴆҊ  

ᴆҊ ↕ Ҋ Ȃ 

9.16 ᴆҊ ↕  

  

ᶛ URL ӈҌ Ҋ ↕ URL̆ ץ URL ↓

Ȃ URL ↓ 8.3Ȃ 

Ҥ ≢ ӈ ↕ ₯ Ҥ ≢̆№ҹᵞ ȁҬ ȁ

Ȃ 

ꜚᵬ ӈ ⌠ Ҋ ↕ ₯ RG-WG ꜚ

ᵬ̆ ҡ ȁ ȁ Ȃ 

ᴨᾢ  ᴨᾢ ≢ ̆ᴨᾢ Ҍ Ȃ 

 ӈ ⌠ Ҋ ↕ ₯ RG-WG

̔ 

ľ ḤĿ Ḥ ̕ 



ľ ᴆĿ ᴆ Ȃ 



9.12 Ḥ ↕ 

  Ḥ ↕ Ҋ̔ 

 1̔ ľWeb -> Web ↕-> Ḥ ↕Ŀ ῀ Ḥ ↕ Ȃ 

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ Ḥ ↕ Ȃ 

 

9.41 ⱴ Ḥ ↕ 1 

 3̔ ῀ ↕ ₯ȍḠ Ȏ ̆ ↕Ḡ ҬȂ 



 

9.43 ⱴ Ḥ ↕  

2) Ḥ ↕ ̆ Ҋ Ȃ 



 ̆ ↕ ̕ 

Ҍ ̆ ↕ Ȃ 

3) ₯ȍḠ Ȏ Ḡ Ḥ ↕ Ȃ 

 5̔ ₯ȍḠ Ȏ Ḡ Ḥ ↕ Ȃ 

  

9.13 ↕ 

  



9.45 ↕ ↓  

 4̔ ↕ Ȃ 

1) ↕ ↓ Ҭ ₯ȍ ⱴȎ ̆ ₮ ⱴ ↕ Ȃ 

 

9.46 ⱴ ↕  

2) ↕ Ҋ Ȃ 

9.20 ↕  

  

ᶛ URL ᶛ URL̆ ץ URL





 

9.48 ⱴ ӟ  

 3̔ ӟ Ȃ 

ӟ Ҋ Ȃ 

9.21 ӟ  

  

 ӈ Ȃ 

Ⱶ  ӟ Web Һ Ⱶ ̆ Ⱶ

̆ Ⱶ 7Ȃ 

IP ӟ IP̆ IP ↓ ̆ IP ↓

8.3Ȃ 

IP ҹץ ̆ IP ӟȂ 

ᴨᾢ  ᴨᾢ ̆ᴨᾢ ≢ ̆ᴨᾢ Ҍ Ȃ 

 ̔ ӟ ̕ 

̔Ҍ ӟ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ ӟ Ȃ 

  



10 ῃ Ҭ  

  Һ ῃ Ҭ ῃ ̆ΐᵣῤ Ҋ̔ 

10.1 ῃ Ҭ ᵬ 

ⱳ   

ῃ Ҭ  ῃ Ҭ Ȃ 

ῃ IP  ῃ IP Ḥ Ȃ 

ῃ ṿ  ῃ ṿ Ḥ Ȃ 

ῃ  



 2̔ Ҭ ̆ Ȃ 

 3̔ ₯ȍḠ ȎḠ ̆RG-WG ᴪ ׆ꜚ ῃ Ҭ Ҋ Ȃ 

  

10.2 ῃ IP  

  ῃ Ҭ RG-WG ᴪ ׆ꜚ ῃ Ҭ Ҋ Ҋ ῃ IP

Ȃ 

 

10.2 ῃ IP  

10.3 ῃ ṿ  

ῃ Ҭ RG-WG ᴪ ׆ꜚ ῃ Ҭ Ҋ Ҋ ῃ

ṿ Ȃ 



 

10.3 ῃ ṿ  

10.4 ῃ  

ῃ Ҭ RG-WG ᴪ ׆ꜚ ῃ Ҭ Ҋ Ҋ ῃ

Ȃ 

 

10.4 ῃ  





 ӈ ↕ Ȃ 

Ⱶ  Ⱶ Ȃ 

 ̔ὅ ȁWindows ≠ ȁ

ȁ ₯ȁ ף Ȃ 

ꜚᵬ ӈ ⌠ ↕ ₯ RG-WG ꜚᵬ̆

ȁ ȁ ȁ ȁ Ȃ 

Ҥ ≢ ӈ ↕ ₯ Ҥ ≢̆№ҹᵞ ȁҬ ȁ Ȃ 

 ӈ ⌠ ↕ ₯ RG-WG ̔ 

ľ ᴆĿ ᴆ ̕ 

ľ ḤĿ Ḥ Ȃ 

 ̆ ↕ ₯ ̆ ץ ₯ Ҭ ̕ 

̆Ҍ ₯ Ȃ 

 ̆ ↕ ̕ 

Ҍ ̆ ↕ Ȃ 

 3̔ ₯ȍḠ ȎḠ Ȃ 

  

11 └ 

11.1 └  

└Һ └̆ ↕ └ Web ץ

ҹȂ 

Һ └ ᵬ ̆ΐᵣῤ Ҋ̔ 

11.1 └ ᵬ 

ⱳ   



IP  ӈ ↕ IP IPȂ 

Ⱶ  ӈ ↕ Ȃ 

 ӈ ↕ Ȃ 

↕ ӈ ↕Ȃ 

11.2 IP  

11.2.1 WebUI 

IP Һ ӈ ↕ IPȂIP IP ȁIP IP ȂIP ץ

ҩ IP /IP Ȃ 

ľ └->IP Ŀ ῀ IP ̆ ץ IP ȁIP IP ⱴȁ ȁ−



 

11.2 ⱴ IP  

 3̔ IP Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

11.2.1.2 IP  

IP Ҋ̔ 

 1̔ ľ └->IP ->IP Ŀ ῀ IP Ȃ 

 

11.3 IP  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ IP Ȃ 



 

11.4 ⱴ IP  

 3̔ IP Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

11.2.1.3 IP  

IP Ҋ̔ 

 1̔ ľ └->IP ->IP Ŀ ῀ IP Ȃ 

 

11.5 IP  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ IP Ȃ 



 

11.6 ⱴ IP  

 3̔ IP IP Ȃ 

̔ ⱴ IP ץ ⱴ ҩ IP IP Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

11.2.2 CLI 

 ⱴ IP  

ipobj -A -n {name} -i {sip/eip | ip/mask} 

 ḱ IP  

ipobj -M -n {name} -i {sip/eip | ip/mask} 

 − IP  

ipobj -D -n {name} 

 IP  

ipobj –L 



 ⱴ IP  

objgroup -C -n {group_name} -t ip 

 − IP  

objgroup -D -n {group_name} -t ip 

 ⱴ IP ⌠ IP  

objgroup -A -n {group_name} -t ip -o ipobject 

 ׆ IP − IP  

objgroup -R -n {group_name} -t ip -o ipobject 

 IP  

objgroup -L/--list 

11.3 Ⱶ  

11.3.1 WebUI 

Ⱶ Һ ӈ ↕ №̆ ICMP,TCP,UDP / Ȃ Ⱶ ץ

ҩ Ⱶ Ȃ 

ľ └-> Ⱶ Ŀ ῀ Ⱶ ̆ ץ Ⱶȁ Ⱶ ⱴȁ ȁ−

ᵬȂ 

 Ԋ ̔ Ⱶ Ⱶ ↕ᶏ ̆↕ − Ȃ 

 Ԋ ̔ Ⱶ ↕ᶏ ̆↕ − Ȃ 

11.3.1.1 Ⱶ  

Ⱶ Ҋ̔ 

 1̔ ľ └-> Ⱶ -> ⱵĿ ῀ Ⱶ Ȃ 



 

11.7 Ⱶ  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ Ⱶ Ȃ 

 

11.8 ⱴ Ⱶ  

 3̔ Ⱶ Ȃ 

TCP/UDP̆ ῀ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

11.3.1.2 Ⱶ  

Ⱶ Ҋ̔ 

 1̔ ľ └-> Ⱶ -> Ⱶ Ŀ ῀ Ⱶ Ȃ 

 



11.9 Ⱶ  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ Ⱶ Ȃ 

 

11.10 ⱴ Ⱶ  

 3̔ Ⱶ ̆ Ⱶ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

11.3.2 CLI 

 ⱴ Ⱶ  

svrobj -A -n {name} -p {ip_proto_number} -i {sport/eport} 

 ḱ Ⱶ   



svrobj –L 

 ⱴ Ⱶ  

objgroup -C -n {group_name} -t service 

 − Ⱶ  

objgroup -D -n {group_name} -t service 

 ⱴ Ⱶ ⌠ Ⱶ  

objgroup -A -n {group_name} -t service -o svrobject 

 ׆ Ⱶ − Ⱶ  

objgroup -R -n {group_name} -t service -o svrobject 

 Ⱶ  

objgroup -L/--list 

11.4  

Һ ӈ ↕ ̆ ѿ Ȃᵖ ץ ӈ

↕ ѿ ῤ ѿ ῤ Ȃ 

Ҋ̔ 

 1̔ ľ └-> Ŀ ῀ Ȃ 

 

11.11  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ Ȃ 



 

11.12 ⱴ  

 3̔ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

 Ԋ ̔ ↕ᶏ ̆↕ − Ȃ 

11.5 ↕ 

11.5.1 WebUI 

↕ᶏ ӈ IP / ̆ Ⱶ/ ̆ ӈΐᵣ ↕ └Ȃ ↕

Ҋ̔ 

 1̔ ľ └-> ↕Ŀ ῀ ↕ Ȃ 

 

11.13 ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ↕ Ȃ 



 

11.14 ⱴ ↕  

 3̔ ↕ Ȃ 

↕ Ҋ Ȃ 

11.2 ↕  

ⱳ   

 ӈ Ȃ 

ӈ ↕ ↕ ᵝ ̆ ╠ ᾢ Ȃ

0 ↕ ῀⌠ ̆ 1 ↕ ῀⌠ ╠ ̆ῒ

↕ ץ̆ Ȃ 

 ↕ ̔ 

̔ ↕ ̕ 

̔ ↕ Ȃ 

ꜚᵬ ᴆ ꜚᵬ̔ 

ҡ ̔RG-WG Ҍ ̕ 



ᾛ ̔RG-WG Ȃ 

IP 



 

11.15  

 2̔ ₯ȍ ⱴȎ ̆ ₮ Ȃ 

 

11.16  

 3̔ ̆ Ҋ Ȃ 

11.3  

ⱳ   



11.7 



 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

12  

12.1 Ⱶ  

ѿ ₯ ḱ Web ̆ ץ ₯ ῤ ̆ ῒ

₯ RG-WG ̆ᶭ ץ Ḡ Ȃ 

Ⱶ ғ ץ ̆ Ⱶ RG-WG ҉ ̆ Ӈ RG-WG

ץ ⌠ Ⱶ Ȃ 

ľ -> Ⱶ Ŀ ῀ Ⱶ ̆ ₯ȍ┘ Ȏ ̆

Ⱶ ᴪ Ⱶ ↓ Ҭ̆ Ⱶ Һ ȁIP ȁ ᵬ ̕ Ⱶ

̆ ₯ȍ Ȏ ץ ₮ Ҭ ῀ Ⱶ Ȃ  

 

12.1 Ⱶ  

12.2 Ⱶ  

12.2.1 WebUI 

ⱴ ң ̔ 

ѿ ᶏ Ⱶ ⱳ ⌠ Ⱶ ľ Ŀ̆ 12.1Ȃ 

ѿ Ⱶ Ҭ ₯ȍ ⱴȎ̆ ₮ Ҭ ꜚ ̆ Ҋ̔ 

 1̔ ľ -> Ⱶ Ŀ ῀ Ⱶ Ȃ 



 

12.2 Ⱶ  

 2̔ ₯ȍ ⱴȎ ̆ ₮ Ⱶ Ȃ 

 

12.3 Ⱶ  

 3̔ Ȃ 

1) ѿ ̂ 12.3̃Ҭ Ⱶ ̆ Ҋ Ȃ 

12.1 Ⱶ 1 

 



IP  ̔ ⌠ Ⱶ ̂Web Ⱶ ҍ

Ⱶ ѿҺ ҉̃ IP ̕ 

̔ ӈ Web Ⱶ



 

12.4 Ⱶ ԋ  

ԋ Ҭ ̆ Ҋ Ȃ 

12.2 Ⱶ 2 

  

ᵬ ץ  Windows Linux̆ Ⱶ ѿ Ȃ 

Web Ⱶ  Web Ⱶ Ȃ 

Web  ̆ Ώ Ȃ 

ᶛ / ᴆ ⱴ / ᴆ Ҍᴪ Ḡ Ȃ 

ᶛ ᴆ ץ  *.txtȁ*.xml ᴆ ̆ ֓ ᴆ Ҍᴪ Ḡ Ȃ 



 

12.5 Ⱶ ҈  

 Ⱶ ԍ ᴍ ’Ҋ̆ ᴆ̆Ҍ Ⱶ ⌠

Ȃ 

 4̔ ₯ȍ Ȏ Ḡ Ȃ 

  

̔ Ῥᶏ Ȃ 

12.2.2 CLI 

  

webkeeper -S/--show  [-i/--ip {websever ip}] 

 ⱴ   

webkeeper -C/--create -n/--name {website} -o/--os {0-win 1-linux} -i/--ip {websever ip} -r/--root 

{webroot} -b/--back {backdir} [ -s/--status {0/1} -e/--excl {excldir} -t/--extp {excltype} -p/--expc 

{exclproc} -d/--dura {duration, def 60s} -l/--log {0/1}] 

  

webkeeper -E/--edit -n/--name {website} -i/--ip {websever ip} -o/--os {0-win 1-linux} -r/--root 

{webroot} -b/--back {backdir}  -s/--status {0/1} -e/--excl {excldir} -t/--extp {excltype} -p/--expc 

{exclproc} -d/--dura {duration, def 60s} -l/--log {0/1} 

䍌䤀



webkeeper -L/--list 

12.3 Ⱶ  

ľ -> Ⱶ Ŀ ץ Ⱶ ̆ ľ Ŀ ҹ ҹ

ⱳȂ 

 

12.6 Ⱶ  

12.4 Ҋ  

  ľ -> Ҋ Ŀ ῀Ҋ ̆ ץ Ҋ Ҍ ᵬ Ҭ

Ȃ 

 

12.7 Ҋ  

12.5 Ⱶ  

Ⱶ ᴍ ᵬҹ Ⱶ ̆ ⌠ ᴍ ̆ ᴆ

⌠ Ḡ Ȃ 

Ⱶ Ⱶ ғ ץ ̆ Ⱶ RG-WG ҉ ̆ Ӈ RG-WG

ץ ⌠ Ⱶ Ȃ 



ľ -> Ⱶ Ŀ



 

12.10 Ⱶ  

 3̔ Ⱶ ̆ Ҋ Ȃ 

12.3 Ⱶ  



̔ Ⱶ ᴆ Web ᴆѿ ̆ ↕ ᴪ Ⱶ

⌠ Web ҊȂ 

 



13  

13.1  

  ⱳ Web Ȃ 

Һ ᵬῤ ̆ΐᵣῤ Ҋ Ȃ 

13.1 ᵬ 

ⱳ   

ᴋⱵ ⱴȁ ȁ− ᴋⱵḤ Ȃ 

ᴋⱵ  ᴋⱵ Ȃ 

13.2 ᴋⱵ 

  ᴋⱵ Ҋ̔ 

 1̔ ľ -> ᴋⱵĿ ῀ ᴋⱵ Ȃ 

 

13.1 ᴋⱵ  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ᴋⱵ Ȃ 



 

13.2 ⱴ ᴋⱵ  

 3̔ ᴋⱵ Ȃ 

№ҹ ꜚ Ȃ 

ᴋⱵ 13.2Ȃ 

ꜚ ᴋⱵ ҊȂ 



 

13.3 ꜚ ᴋⱵ  

ᴋⱵ Ҋ Ȃ 

13.2 ᴋⱵ  

  

ᴋⱵ  ӈ ᴋⱵ Ȃ 

 №ҹ ꜚ ң ̔ 

̔ ꜚ ꜚ ᴋⱵ̕ 

ꜚ ̔ ꜚ Ȃ 

URL URL̆ ľhttp://Ŀ ľhttps://ĿȂ 

 URL ҹ ̆ ῀ Ȃ 

 URL ҹ ̆ ῀ Ȃ 

 



ҹ ꜚ ̆ ץ ̔ ȁ

ȁ Ȃ



14 DDoS  

14.1 DDoS  

DDoS ↕ȁ Ḥ ̆ΐᵣ Ҋῤץ Ȃ 

14.1 Web  

  

DDoS  DDoS Ȃ 

DDoS  ↕Ȃ 

IP ↕ IP ↕Ȃ 

TCP ↕ TCP ↕Ȃ 

UDP ↕ UDP ↕Ȃ 

HTTP ↕ HTTP ↕Ȃ 

14.1.1 ҍ ȁ ↕ ῏  

DDoS ⱳ ȂRG-WG └ ѿ ̆ DDoS

̆DDoS ↕Ȃ 

DDoS ȁ ↕ ῏ Ҋ̔ 



DDoS

DDoS

I
P

↕

H
T
T
P

↕

U
D
P

↕

T
C
P

↕

 

14.1 DDoS ȁ ȁ ↕῏  

14.1.2 DDoS  

DDoS Ⱶ ȁIP ȁDDoS ȁҺꜚ Ȃ 

DDoS Ҋ ̔ 



Ⱶ

↕

DDoS

DDoS

↕

 

14.2 DDoS  

14.2 DDoS  

Һ ׃ DDoS ̔ 

 1̔ ľDDoS -> DDoS Ŀ ῀ DDoS ̆ ץ DDoS

ⱴȁ ȁ− ┘ ᵬȂ 

 

14.3 DDoS  

 



 

14.4 ⱴ DDoS  

 3̔ DDoS Ȃ 

DDoS Ҋ Ȃ 

14.2 DDoS  

  

 Ȃ 

Ⱶ  Ⱶ Ȃ 

IP ᵬ IPȂ 

DDoS  DDoS ̆ ӈ Ȃ 

 Ȃ 

ᴨᾢ  ᴨᾢ Ȃ 

 4̔



14.3 DDoS  

DDoS ӈԅ DDoS ↕̆ IP ↕ȁTCP ↕ȁUDP ↕ȁHTTP

↕Ȃ DDoS ץ DDoS Ȃ 

Һ ׃ DDoS Ȃ 

 1̔ ľDDoS -> DDoS Ŀ ῀ DDoS ̆ ץ DDoS

ⱴȁ ȁ− ┘ ᵬȂ 

 

14.5 DDoS  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ DDoS ̆№ҹ HTTP Ȃ 



 

14.6 ⱴ DDoS  



 



SYN Flood ₯ ↕ SYN Flood ₯ ↕Ȃ 

↕ ↕Ȃ 

ACK Flood ₯ ↕ ACK Flood ₯ ↕Ȃ 

₯ ↕ ₯ ↕Ȃ 

₯ ↕ ₯ ↕Ȃ 

Conn Flood ₯ ↕ Conn Flood ₯ ↕Ȃ 

UDP ₯ ↕ UDP ₯ ↕Ȃ 

DNS ₯ ↕ DNS ₯ ↕Ȃ 

CC ₯ ↕ CC ₯ ↕Ȃ 

HTTP ↕ HTTP ↕Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.4 IP ↕ 

14.4.1 ₯ ↕ 

  Һ ׃ ₯ ↕ Ȃ 

 1̔ ľDDoS ->IP ↕-> ₯ Ŀ ῀ ₯ ↕ ̆ ץ

₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.8 ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ₯ ↕ Ȃ 



 

14.9 ⱴ ₯ ↕  

 3̔ ₯ ↕ Ȃ 

₯ ↕ Ҋ Ȃ 

14.4 ₯ ↕  

  

 ↕ Ȃ 

Land ₯  Land ₯ Ȃ 

Smurf ₯  Smurf ₯ Ȃ 

Winnuke ₯  Winnuke ₯ Ȃ 

 Ȃ 

IP №  IP № Ȃ 



№  № └̆ ṿȂ 

 └̆ ṿȂ 

ꜚᵬ ⌠ ₯ ꜚᵬȂ 

 Ȃ 

Ҥ ≢ ↕Ҥ ≢Ȃ 

 ᴆ Ḥ Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.4.2 ICMP Flood ₯ ↕ 

Һ ׃ ICMP Flood ₯ ↕ Ȃ 

 1̔ ľDDoS ->IP ↕->ICMP Flood ₯ Ŀ ῀ ICMP Flood ₯ ↕ ̆

ץ ICMP Flood ₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.10 ICMP Flood ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ICMP Flood



 

14.11 ⱴ ICMP Flood ₯ ↕  

 3̔ ICMP Flood ₯ ↕ Ȃ 

ICMP Flood ₯ ↕ Ҋ Ȃ 

14.5 ICMP Flood ₯ ↕  

  

 ↕ Ȃ 

ping ping ⱳ Ȃ 

ping  ping └̆ ṿȂ 

ҩ IP ICMP  ҩ IP ICMP └̆ ṿȂ 

ҩ IP ICMP  ҩ IP ICMP └̆ ṿȂ 

ꜚᵬ ⌠ ₯ ꜚᵬȂ 

Ҥ ≢ ↕Ҥ ≢Ȃ 

 ᴆ Ḥ Ȃ 



 Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.5 TCP ↕ 

14.5.1  

Һ ׃ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕-> Ŀ ῀ ↕ ̆ ץ

↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.12 ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ↕ Ȃ 



 

14.13 ⱴ ↕  

 3̔ Ȃ 

Ҋ Ȃ 

14.6 ↕  

  

 ↕ Ȃ 

ACK  ACK Ȃ 

SYN|ACK  SYN|ACK Ȃ 

RST  RST Ȃ 

FIN  FIN Ȃ 

Coonect  Coonect Ȃ 



 ṿȂ 

ҩ IP  ҩ IP ṿȂ 

ꜚᵬ ⌠ ₯ ꜚᵬȂ 

Ҥ ≢ ↕Ҥ ≢Ȃ 

 ᴆ Ḥ Ȃ 

 Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.5.2 SYN Flood ₯  

  Һ ׃ SYN Flood ₯ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕->SYN Flood ₯ Ŀ ῀ SYN Flood ₯ ↕ ̆

ץ SYN Flood ₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.14 SYN Flood ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ SYN Flood ₯ ↕ Ȃ 



 

14.15 ⱴ SYN Flood ₯ ↕  

 3̔ SYN Flood ₯ ↕ Ȃ 



  

14.5.3 Conn Flood ₯  

Һ ׃ Conn Flood ₯ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕->Conn Flood ₯ Ŀ ῀ Conn Flood ₯ ↕

̆ ץ Conn Flood ₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.16 Conn Flood ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ Conn Flood ₯ ↕ Ȃ 

 

14.17 ⱴ Conn Flood ₯ ↕  

 3̔ Conn Flood ₯ ↕ Ȃ 





 

14.19 ⱴ ACK Flood ₯ ↕  

 3̔ ACK Flood ₯ ↕ Ȃ 

ACK Flood ₯ ↕ Ҋ Ȃ 

14.9 ACK Flood ₯ ↕  

  

 ↕ Ȃ 

ACK  ACK ̆ ṿȂ 

ҩ



14.5.5 ₯  

Һ ׃ ₯ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕-> ₯ Ŀ ῀ ₯ ↕ ̆ ץ

₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

̔



Ҥ ≢ ↕Ҥ ≢Ȃ 

 ᴆ Ḥ Ȃ 

 Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.5.6 ₯  

Һ ׃ ₯ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕-> ₯ Ŀ ῀ ₯ ↕ ̆ ץ ₯

↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.22 ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ ₯ ↕ Ȃ 

 

14.23 ⱴ ₯ ↕  



 3̔ ₯ ↕ Ȃ 

₯ ↕ Ҋ Ȃ 

14.11 ₯ ↕  

  

 ↕ Ȃ 

҉  ҉ ṿ̆ ⌠ tcp ᵞԍ ṿ

ҹ Ȃ 

 ҉ Ȃ



 

14.25 ⱴ UDP ₯ ↕  

 3̔ UDP ₯ ↕ Ȃ 

UDP ₯ ↕ Ҋ Ȃ 

14.12 UDP ₯ ↕  

  

 ↕ Ȃ 

UDP UDP Ȃ 

ҩ IP  ҩ IP ̂PPS̃̆ ṿȂ 

ҩ IP ̃ ҩ IP ̂PPS̃̆ ṿȂ 

ҩ IP  ҩ IP ̂KBPS̃̆ ṿȂ 

ꜚᵬ ⌠ ₯ ꜚᵬȂ 

Ҥ ≢ ↕Ҥ ≢Ȃ 

 ᴆ Ḥ Ȃ 



 Ȃ 

 4̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

14.6.2 DNS ₯  

Һ ׃ DNS ₯ ↕ Ȃ 

 1̔ ľDDoS ->TCP ↕->DNS ₯ Ŀ ῀ DNS ₯ ↕ ̆ ץ DNS

₯ ↕ ⱴȁ ȁ− ┘ ᵬȂ 

 

14.26 DNS ₯ ↕  

 2̔ ₯ȍ ⱴȎ ̆ ₮ ⱴ DNS ₯ ↕ Ȃ 

 

14.27 ⱴ DNS ₯ ↕  

 3̔ DNS ₯ ↕ Ȃ 

DNS ₯ ↕ Ҋ Ȃ 





 

14.29 ⱴ HTTP Flood ₯ ↕ 1 

 3̔



 

14.31 ⱴ HTTP Flood ₯ ↕  

2) HTTP Flood ₯ ↕ Ȃ 

HTTP Flood ₯ ↕ Ҋ Ȃ 

14.14 HTTP Flood ₯ ↕  

  



 ᴆ Ḥ Ȃ 

ῃ  ῃ ṿ̂ҩ/ ̃̔ 

Get ̔ῃ Get ṿȂ 

Post ̔ῃ Post ṿȂ 

ῒז ̔ῃ ῒז ṿȂ 

IP  IP ṿ̂ҩ/ ̃̔ 

Get ̔ ҩ IP Get ṿȂ 

Post ̔ ҩ IP Post ṿȂ 

ῒז ̔ ҩ IP ῒז ṿȂ 

 ṿ̂ҩ/ ̃̔ 

Get

Get



 

14.33 ⱴ CC ₯ ↕ 1 

 3̔ ῀ ↕ ₯ȍḠ Ȏ ̆ Ḡ CC ₯ ↕̆ Ҭ CC ₯

↓ Ȃ ץ ⱴȁ ȁ− ┘ HTTP ↕ Ȃ 

 

14.34 ⱴ CC ₯ ↕ 2 

 4̔ CC ₯ Ȃ 

1) ₯ȍ ⱴȎ ̆ ₮ ⱴ CC ₯ Ȃ 



 

14.35 ⱴ CC ₯  

2) CC ₯ Ȃ 

CC ₯ Ҋ Ȃ 

14.15 CC ₯  



 4̔ ₯ȍḠ Ȏ Ḡ CC ₯ ↕ Ȃ 

  

15 Ḥ  

15.1 ῃ Ḥ  

  ῃ Ḥ ⅞№ ᵣ ’Ȃ 

ľ Ḥ ->ῃ Ḥ Ŀ ῀ῃ Ḥ ̆ ץ TCPȁUDPȁICMP RawIP

╠ ȁ ȁ ῀ PPSȁ ₮ PPSȁ ῀ BPSȁ ₮ BPS ṿȂ Ҋ Ȃ 

 

15.1 ῃ Ḥ  

 ┘ ̔ ₯ȍ┘ Ȏ ̆┘ Ȃ 

 ̔ ₯ȍ Ȏ ̆ Ȃ 

15.2 Ḥ  

  Ḥ ╠ ꜚ Ḥ Ȃ 



ľ Ḥ -> Ḥ Ŀ ῀ Ḥ ̆ ץ ╠ ꜚ Ḥ Ȃ 

 

15.2 Ḥ  

 № ̔ № 15ȁ25ȁ50 100̆ ꜚ ╠↓ Ҭ Ḥ Ȃ 

 ᴆ ̔ ῀ Ҭ ῀ ȁ IPȁ ̂ ҹ 255.255.255.255̃ȁ

IPȁ ̂ ҹ 255.255.255.255̃̆ ᴆ Ḥ ̂IP

ᶏ ̆ ῀ ̃Ȃ 

 

15.3 Ḥ  

 ┘ ̔ ₯ȍ┘ Ȏ ̆┘ Ȃ 



15.3 Ⱶ Ḥ  

Ⱶ Ḥ Һ Ⱶ ’Ȃ 

 Top5 ̔ ľ Ḥ -> Ⱶ Ḥ ->Top5 Ŀ ῀ Top5 Ḥ ̆ ץ ╠

ȁ ╠ ȁ ╠ PPSȁ ╠ BPS top5 Ḥ Ȃ 

 

15.4 Ⱶ Ḥ  

 Ⱶ Ḥ ̔ ľ Ḥ -> Ⱶ Ḥ -> Ḥ Ŀ ῀ Ḥ ̆ ₯ Ⱶ

Ⱶ Ḥ Ȃ 

 

15.5 Ⱶ Ḥ  



 



16  

16.1  

  Һ ׃ ԅ ╠ Ȃ 

15.1  

ⱳ   

׃  ̆ Ȃ 

ᴍ ׃  ᴍ ꜚ ᴍ Ȃ 

׃  ᶏ Ȃ 

׃  ᶏ Ȃ 

₯ ׃  ₯ ᶏ Ȃ 

DDoS ׃  DDoS ᶏ Ȃ 

׃  ᶏ Ȃ 

16.2 ᴍ  

  ᴍ Һ №ҹ ᴍ ꜚ ᴍȂ 

 ᴍ  

  ľ -> ᴍ Ŀ, ῀ ᴍ ̆ ץ ⌠ ᴍ ᴆȂ 

 

15.1 ᴍ  

 ᴍ 



  ľ -> ᴍ -> ᴍĿ, ῀ ᴍ ₯ȍ ᴍȎ ̆ᴪ ᴍѿҩ ╠



3) ₯ȍ Ȏ ₮ ᴍ Ȃ 

 

15.5 ᴍ  

4) ᴍ Ҭ ₯ȍ Ȏ ᴍ Ȃ 

Ҭ ҩ ᴆ ᴍ Ṝ ҹ҉׆⌠Ҋ ѿҩ ᴆ Ȃ 

 ᴍ −  

1) ľ -> ᴍ -> Ҭѿҩ ҩ ᴆ->− Ŀ, ῀ ᴍ Ȃ 

2) ѿҩ ҩ ᴍ ᴆ ₯ȍ− Ȏ ₮ Ȃ 

 

15.6 ᴍ −  

3) ₯ȍOKȎ− Ȃ 

 ᴍ ᴆ ₮ 

1) ľ -> ᴍ Ŀ̆ ῀ ᴍ Ȃ 

2) Ҭ ᴍ ᴆ ₯ȍ ₮Ȏ ̆ ₮ db ᴆ⌠ Ȃ 



 

15.7 ᴍ ᴆ ₮ 

16.3 Syslog  

Syslog Һ Syslog Ȃ Ҋ̔ 

 1̔ ľ ->Syslog Ŀ ῀ Syslog Ȃ 

 

15.8 Syslog  

 2̔ ̆ ῀ syslog IP Ȃ 

 3̔ ₯ȍḠ Ȏ Ḡ Ȃ 

  

16.4 



 №  

ľ -



 

15.11  

  

₯ȍ Ȏ − Ȃ 

 ₮ 

ľ -



 

15.12 ₮ 

16.5  

Һ ̆



15.13  

 ᴆ  

₯ȍ ᴆȎ Ȃ



 

15.15  

  

₯ȍ Ȏ − Ȃ 

 ₮ 

ľ -> -> ₮Ŀ, ₮ ⌠ Ȃ 



 

15.16 ₮ 

 

16.6 ₯  

  ₯ Һ ₯ ̆ IP ̆ /IP̆ URL̆ ̆

̆ ₯ ₯ ̆ № ̆ ᾢ ꜚ Ȃ



 ᴆ  

₯





 

15.20 ₯ HTTP Ḥ  

 ₯  

₯ȍ Ȏ − ₯ Ȃ 

 ₮ ₯  

ľ -> ₯ -> ₮Ŀ, ₮ ₯ ⌠ Ȃ 



 

15.21 ₯ ₮ 

 ↕ 

₯ Ҭ ₯ȍ ↕Ȏ ꜚ ⱴ URL ҹ ↕ ᶛ URL ̆ ↕

RG-WG ҌῬ URL ↕ Ȃ 

̔ ↕ֽ HTTP ↕ ↕Ȃ 



 

15.22 ₯  

16.7 DDoS  

DDoS Һ DDoS ₯ ȁ῀᷅ IPȁ῀᷅ ȁ ₯ IPȁ ₯ ̆

№ ̆ ᾢ ꜚ Ȃ 

 № DDoS  

ľ ->DDoS Ŀ, ῀ DDoS ̆ ꜚ Ȃ 



 

15.23 DDoS  

 ᴆ  

₯ȍ ᴆȎ DDoS Ȃ 

 

15.24 ᴆ  

 DDoS  

ľ ->DDoS -> ѿҩ ᴆ ₯ ₯ȍ Ȏ Ŀ Ḥ ̆

ȁ ₯ ȁ ₯ ȁDDoS ȁDDoS ↕ȁ ꜚᵬȁҤ ≢ȁ ȁ ₯

ȁ ȁ ᴍȁ ȁ Ḥ Ȃ 



 

15.25 DDoS  

 DDoS  

₯ȍ Ȏ − DDoS Ȃ 

 DDoS ₮ 

ľ ->DDoS -> ₮Ŀ, ₮ DDoS ⌠ Ȃ 



 

15.26 DDoS ₮ 

16.8  

Һ ȁWeb ȁWeb Ⱶ ȁ ȁ ᴆ

₯ ̆ № ̆ ᾢ ꜚ Ȃ 

 №  

ľ -> Ŀ, ῀ ̆ ꜚ Ȃ 

 



15.27  

 ᴆ  

₯ȍ ᴆȎ ץ Ȃ 

 

15.28  

  

ľ -> -> ѿҩ ᴆ ₯ ₯ȍ Ȏ Ŀ Ḥ ̆

Web ȁ ₯ ȁWEB Ⱶ ȁ ȁ ᴆ Ḥ Ȃ 



 

15.29  

  

₯ȍ Ȏ − Ȃ 

 ₮ 

ľ -> -> ₮Ŀ, ₮ ⌠ Ȃ 



 

15.30 ₮ 

16.9 ῃ  

ῃ Һ ῃ Ҭ ↕ ₯ ȁ IPȁ IPȁ ȁ
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