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1.  

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆  ᶕ Ȃ

ᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 
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User EXEC 
̂

̃ 
Ἴ ὡ

Ȃ 

Ruijie> 
ὡ exit ԇ Ȃ

ὡ ̆ ὡ

enable ԇȂ 

ᴳ

ȁ

ᶕ  

Privileged 
EXEC 
̂

̃ 

Ю ̆ ᴳ

enable
ԇ ὡ

Ȃ 

Ruijie# 

⁮ ̆ ὡ

disable ԇȂ 
ὡὤ ̆ ὡ

configure ԇȂ 

ᴳ

ԇ

Ȃ

έ ԇ

ᶑ Ȃ 

Global 
configuratio
n 
̂ ὤ

̃ 

Ю ̆ ᴳ

configure
ԇ ὡ

Ȃ 

Ruijie(co
nfig)# 

⁮ ̆ ὡ

exit ԇ end ԇ̆

ὡ Ctrl+C Ȃ 
ὡ ̆ ὡ

interface ԇ Ȃ

interface ԇѐ

ὡ Уэ

Ȃ 
ὡVLAN ̆

ὡ vlan vlan_id ԇȂ 

ᴳ

ԇ

э

ὤ Ȃ 

Interface 
configuratio
n 
̂

̃ 

ὤ

Ю ̆ ᴳ

interface
ԇ ὡ

Ȃ 

Ruijie(co
nfig-if)# 

⁮ ̆ ὡ

end ԇ̆ ὡ Ctrl+C
Ȃ ⁮ὤ

̆ ὡ exit ԇȂ

interface ԇѐ

ὡ Уэ

Ȃ 

ᴳ

Ȃ 

Config-vlan 
̂ VLAN

 ̃

ὤ

Ю ̆ ᴳ
vlan 
vlan_id
ԇ ὡ

Ȃ 

Ruijie(co
nfig-vlan
)# 

⁮ ̆ ὡ

end ԇ̆ ὡ Ctrl+C
Ȃ 

⁮ὤ ̆

ὡ exit ԇȂ 

ᴳ

VLAN
Ȃ 

 

1.2 ╠ 

Ԉ ԇ Ю ὡ ̂?̃‟  э ԇ ԇȂ ҂ Ԉ‟ 

ԇὯ э ԇ ᶕ Ȃ Ю ̔ 

ԇ  

Help 
֗ᴉ ԇ Ю ╠

ᶕ Ȃ 
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% Ambiguous command: 
"show c" 

ὡ

̆

⁞ У ԇȂ 

ὡ ԇ̆

Ѭ ὡУэ

Ȃ ὡ Ὧ

  Ȃ 

% Incomplete command. 
ὡ ԇ

Ὧ

Ȃ 

ὡ ԇ̆ ὡ

ᾋ ὡУэ Ȃ

ὡ Ὧ

  Ȃ 

% Invalid input detected at 
‘^’ marker. 

ὡ ԇ ̆

̂^̃ ҩӊ

ᴁ Ȃ 

ԇ

Ю ὡУэ ̆

ἵ ԇ Ὧ

  Ȃ 

1.6 ᴳ ԇ 

ᵏҩ ὡ ԇ Ȃ ὡ з ԇ ︠‍ Ȃ 

ӱ ԇ ὡ ԇ̆ Ю ѐ ᴐ̔ 

ᴐ  

Ctrl-P Э

 
ԇ ѐ ₥У ԇȂӱ У ̆

ᴳ ᴐ Ԉ Ȃ 

Ctrl-N Ю

 
ᴳ ҩ Ctrl-P Э ᴐѮ ̆ᴳ ᴐ ԇ

ѐ ⁮ У ԇȂ ᴳ ᴐ Ԉ Ȃ 
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Ctrl-B 
Ἵ ⁮ Уэ Ȃ 

C t r l - F  
Ἵ ⁮ Уэ Ȃ 

Ctrl-A Ἵ ⁮ ԇ Ȃ 

ᾃ

╟Ἵ Ȃ 

Ctrl-E Ἵ ⁮ ԇ Ȃ 

Backspace  ‮ Ἵ Уэ Ȃ ‮ ὡ

Ȃ 
Delete  ‮ Ἵ Ȃ 

Return  
ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ  

╟ У У

Ȃ 
Space  

ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ 

1.7.2 ԇ ╟  

Ԉᴳ ╖ ѐ ╟ ̆ ԇ̆ᴳ ԇ Ԉ

Ȃל Ἵ ̆ э ԇ ֶ ᴇ ╟ 20 э ת̆ Ӱ ԈᴳἽ

⁮₥ ⁮ ԇ Ȃ 

ԇ Ἵ ╟ ᴐ Ю ̔ 

╖   

Ἵ Уэ  Ctrl-B 

Ἵ ⁮  Ctrl-A 

Ἵ ₥ Уэ  Ctrl-F 

Ἵ ╟⁮  Ctrl-E 

ᴿ ԇ mac-address-table static
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80 э Ȃ 

 

ᴳ ԇ ╟ ԇ ╖ ̆ Ԉ ԇȂέᴇ ᴳ

Ȃ 

1.8 CLI  ᶕ  

1.8.1 Show ԇ  

show ԇ   ᶕ ѐ ᾃ ̆ Ԉ ᴳ ԈЮ ԇ̔ 

ԇ  

Ruijie# show any-command | 
begin regular-expression 

show ԇ  ᾃ ѐ

ᾃ ̆ Уэꜛ ᾃ Ԉ

Ԉ ὤ ᶕ  Ȃ 

 
 

�a���_�É�!��
1) ֗ Ю Show ԇ 

2) ᶕ ᾃ ‍שּ ᾗ̆ԈЮ Ȃ 

 

show ԇ  ᶕ ѐ ᾃ ̆ Ԉᴳ ԈЮ ԇ̔ 

ԇ  

Ruijie# show any-command | 
exclude regular-expression 

show ԇ  ᾃ ѐ ̆

ҩꜛ ᾃ Ԉ ̆  ὲ

ӹ ᶕ ᾃ Ȃ 

Ruijie# show any-command | 
include regular-expression 

show ԇ  ᾃ ѐ ̆

Ө  ꜛ ᾃ ̆ὲӹᶕ

Ȃ 

 
 

�a���_�É�!��
show ԇ  ᾃ ѐ ̆ ὡ ̂ ̆”|”̃Ȃ Ѯ

̆ Ԉ ‡ ᾃ ̂ ѕ̃Ȃ з ᾃ

‍שּ ᾗȂ 

 

1.9 ᴳ ԇ⁞  

ᵏ ԇ⁞ ╖ ̆ Ԉ ֗ ᴐѝ ԇ ⁞ ̆ᴿ ̔ "mygateway" Ѭѝ
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Ȃ ч Ԉ ԇ Ȃ
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2  

2.1  

 �	    Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ ԇ ȈȂ 

2.1.1 ԇ ⁸  

2.1.1.1  

⁸ Э Уэ ╕ ̆ ᴳ ԇᶑ ‚‍ ⁞Ȃ ԇ Ԉ

⁸ ̆ ⁞ Ԉ ╖ ̆ ⁸ὲ Ԉᴳ ԇȂ 

ӱ ὤ ̆ ԇ ᶑ ֒ѐ ̆ Эּ Ҿ ֒ ̂ ᴳ TFTP̃̆

ԏ ᶑ ԇ ὤȂ ԇ ᶑ ὡ ֒Ѯ₥ ╗ ̆ ԇ

ԇȂ ԇ enable secret ᴳ ҩ ╗ Ȃ 

2.1.1.2 ԇ ⁞  

֗ᴉ ⁞ ԇ̆ ⁞ 15 Ȃ 

2.1.1.3 ⁞ ԇ 

ӊ ᵏЮ ԇ ұ ⁞ ԇȂ 

 ԇ ᴐ  

Step 1 

Ruijie(config)# enable password [level level] 
{password | encryption-type  
encrypted-password} 

ԇȂ ₥ 15 ԇ̆

з ὤ ԇ ᾳЮ Ȃ 

15 ԇ̆ ֶ  Уэ

̆ ╟ ѝ ὤ ԇȂ 

15 ԇ 15 ὤ ԇ ὤ

̆ ֶ  Уэ ᶕ Ȃ 

Step 2 
Ruijie(config)# enable secret [level level] 
{encryption-type encrypted-password} 

ὤ ԇ̆╖ б ԇ ᴳת̆ ҩ

ԇ╗ Ȃѝҩ ὤ ̆ ᴳ

ὤ ԇȂ 
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Step 3 Ruijie(config)#service password-encryption Ὧ ԇ ╗ Ȃ 

Step 4 
Ruijie# enable [level]  Ruijie# disable [level]

‎ ⁞ ӱ̆ ᴂ ⁞‎ ⁮

⁞ ὡ ⁞ ԇȂ 

ԇѐ̆ ᴳ level Ὧ ̆‡ѝ ⁞ Ѭ ԇȂ ҩ ⁞

ԇ ̆ ԇ ұ Ҿ ⁞ Ȃ 

2.1.1.4 э ⁞ 

ᾳЮ̆ чэ ԇᶑ ⁞̔ ⁞̂1 ̃ ⁞̂15
̃Ȃת Ԉѝ э ԇ‚‍ 16 э ⁞Ȃ а ⁞ ԇ̆ Ԉ

а ⁞ᴳ а ԇ Ȃ 

⁞ ԇ ᾳЮ̆ ὡ ⁞Ӊа ԇ Ȃѝҩ ὤ ̆ ԏ

ѝ ⁞ ԇȂ 

2.1.1.4.1 ԇ  

⁞ᴳ У ԇ̆‡ Ԉ ԇ ᴳ ҫ ᴂ ⁞̕

ԇ ᴳ УҾ̆‡ Ԉ ԇ ᴳ ҫ ⁞Ȃ 

ᴔ Ԉᴳ Ю ԇ ԇ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 

Ruijie(config)# privilege mode [all] {level level | 
reset} command-string 

ԇ ⁞‚‍Ȃ 

mode ̔̇ ԇ CLI ԇ ̆

ᴿ ̔config ὤ ̕exec
ԇ ĭnterface Ȃ

all̔ ԇ ԇ ̆ ѝ

⁞Ȃ 

level level̔ ⁞̆ ӱ 0 ⁮ 15Ȃ 

reset̔ ԇ ѝ ⁞Ȃ 

command-string̔ ԇȂ 

У ԇ ̆ Ԉ ὤ Юᴳ no privilege 15Ruijie# 
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cancel                 cancel pending reload scheme 
in                     reload after a time interval 
<cr>  

Ю reload ԇ ὲ ԇ ѝ ḣ ̔ 
Ruijie# configure terminal 
Ruijie(config)#  privilege exec all reset reload 
Ruijie(config)# end 

ὡ 1 ̆ ԇ ̔ 
Ruijie# disable 1 
Ruijie> reload  ? 
% Unrecognized command. 

2.1.1.5 ̂linẽ ԇᶑ  

ӊ ̂ TELNET̃ ԇ ̆ line ԇᶑ ̆ line
Ю ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config-line)# password [0 | 7] line 

line ԇ 

0̔Ԉ ԇ̕ 

7̔Ԉ ԇ̕ 

Line̔ ԇ ѕ̕ 

Step 2 Ruijie(config-line)# login line ԇᶑ  

 

 �	    
̆ ᴳ ҩ line ԇ̆ ̆҂аֶ ὡ ԇ

Ȃ ЮУ Ӯ Ȃ 

2.1.1.6 ֶ  

ӊ lock ԇ ֶ ї ᴃ̆Ԉ Ȃ ᴳ ᴃֶ ╖ ̆

line Ю ╖ ̆ EXEC Ю̆ ᴳ lock ԇ

ᴃ ̕ ̆ Ю ὡ֗ᴉ ̆ ֶ ὡ ԇ̆ ԇ ╖

̆ ╟ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(config-line)# lockable ᴃ line ╖  

Step 2 Ruijie# lock ᴃ ₥ line  
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 ԇ ᴐ  

Step 1 
Ruijie# username import filename 

ӱ flash ѐ ֒ ὡ ᶕ ̆ ὡ

ᶕ Ἴ ὡ⁮ flash Э 

Step 2 
Ruijie# username export filename 

web ᶕ  ⁮ flash ֒

ѐȂ webȁtftp  ⁮  

2.1.2.4  

֙ ̆ Ю̆ έᴇ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 
Ruijie(config-line)# login local 

AAA Ὧ ̆

 

Step 2 
Ruijie(config-line)# login 

authentication {default | list-name} 

AAA ̆ AAA
Ȃ ᴳ AAA ‟ ѐ ̆

ꜛ Radius ȁ ȁ Ȃ 

 

 �	    
AAA ȁRadius ╘ Ԉ ‟ ̆ AAA Ὧ

Ȃ 

2.1.3  

2.1.3.1  

ѐ ̆ ᵏέᴇ ( ȁ ȁ ) ( ȁ‍ȁ )Ԉ
ᶕ Ȃ ұУ ̆ У ᴳ ᴔ Ἴ ѝ ₥

Ȃ ̆ ̆ᴔ҂ Ԉ ᶢ Ȃ ў ұ

Ү֒ Ȃ 

2.1.3.2  

ᴔ Ԉ Э Ȃ ᴔ ҩ ̆

Ԉᴔ ѝῆУ Ю ̆ ᴳ Ю ̆ Ӱ Ȃ Ԉ

У ̆ ‡Эа ᾋ ̆ ᴔ ᶢ Э Ȃ 

ת ұ ᵏ ֒ ̆ Э Э ֒ ̆

Ө ̆ Ю ̆ Ȃ 

 

 ԇ ᴐ  

Step 1 Ruijie# clock set hh:mm:ss month day year Ȃ 

ᴿ 2003-6-20̆10:10:12 
Ruijie# clock set  10:10:12 6 20 2003        //  
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Ruijie#  show clock                          //  
clock: 2003-6-20 10:10:54 

2.1.3.3  

ᴔ Ԉ Юᴳ show clock ԇ ᶕ ̆ Ю̔ 
Ruijie# show clock                       // ₥  
clock: 2003-5-20 11:11:34 

2.1.3.4 ֒  

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а ̆ ѝ ֒

̆ ᴳ Ὧ Ю҂ Ȃ 

֒ ֒ а ̆ ֒ ̆ ԇ ֒

⁸ ֒ Ȃ 

֒ ֒ ̆ Ю clock update-calendar э ԇ̆ ֒ ֶ

֒ ḣȂ 

 

 ԇ ᴐ  

Step 1 Ruijie# clock update-calendar ֒ ֒  

ᴳ Ю ԇ Ԉ ₥ ֒ ⁸⁮ ֒ ̔ 
Ruijie# clock update-calendar 

2.1.4  

2.1.4.1  

ᴉᴳ reload [modifiers] ԇ⁸ ‚̂schemẽ̆Ԉ Ȃ

╖ ̆ Ҿ Ю(  ұ ὲ ) Ԉѝ ᵏ ᴐЭ ᵳ‾Ȃmodifers
reload ᵏ У ԇ ̆ Ԉᴳ ԇ ᴳ ╗ Ȃ modifiers inȁatȁ

cancelȂέᴇᴳ Ю̔ 
�„  reload  in   mmm | hhh:mm  [string] 

У Ȃ mmm  hhh:mm ᾱ ̆Ԉ‍ ѝ

ᴁ̆ Ԉ֗ У ὡȂ string Уэ ╠ ̆ Ԉ ѝ э ‚ Уэ╠

̆Ԉᵳ ̆  ұ ̆ 10 ‍ ̆ ԏ

Ԉ ὡ reload  in  10  testȂ 
�„  reload  at  hh:mm month day year [string] 

э Ȃ ὡ ḣ э Ȃ year ,
ὡ̆‡ ֙ ֙̆ ұ ԏ ⁸ҩ а 31 ̆

ԈУ ̆ ₥ 1 1 ⁮ 11 30 Ѯ ̆‡ ὡ ֙Ȃת ̆

₥ ֙ѝ 12 ֙̆ зἵ 1 э  ̆
ᾳЮ̆ ὡ ֙ 1 ֙ а ӭ 1 ֙̆

ὡ̆‡ ֶ ѝ ӭ 1 ֙̆ӱ Ȃstring ЭȂ ₥

2005-01-10 14:31̆ ԏ Э ̆ ԏ Ԉ ὡ reload at  08:30 11 1  
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2.1.4.4  

а ‚ reload ԇ ̆ Ԉ Ю ὡ reload ԇ

Ȃ 

2.1.4.5 ‮  

Ю̆ᴳ Ю ԇ‮ ‚̔ 

 ԇ ᴐ  

Step 1 Ruijie# reload cancel ‮ ‚ 

Ѯ₥ ‚̆‡ֶ Ѯ₥ ╟ ‚Ȃ 

2.1.5 ԇ  

2.1.5.1  

ѝҩ ᵳ̆ᴔ ԈѝУ (System Name) Ȃ ᴔ

ѝ CLI ԇ ̆‡ ̂ 32 э ̆‡ ὲ₥ 32 э ̃

ᴐѝ ԇ ̆ ע Ȃע ᾳЮ̆ ѝľRuijieĿȂ 

2.1.5.2  

ӊ ᵏὤ Ю ԇ ̔ 

 ԇ ᴐ  

Step 1 
Ruijie(Config)# hostname name 

̆ ̆

а 32 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no hostname ᴁ ḣȂЮ ᴿ

RGOS̔ 
Ruijie#  configure terminal                     // ὡὤ  
Ruijie(config)# hostname RGOS      // ѝ RGOS 
RGOS(config)#                                       // ᶢ  

2.1.5.3 ԇ  

ᴔ ԇ ̆‡ ̂ 32 э ̆‡ ὲ₥ 32 э ̃

ᴐѝ ̆ ע Ȃᴔע Ԉ ὤ Юᴳ prompt
ԇ ԇ ̆ ԇ EXEC Ȃ 

 ԇ ᴐ  

Step 1 
Ruijie# prompt string 

ԇ ̆ ̆

32э ‡̆ ὲ₥32э Ȃ
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Step 1 

Ruijie(config)# banner login c message c 

Ȃc ‍ ̆ э‍

Ԉ ֗ᴉ ( ’&’ )Ȃ ὡ‍

̆ 

̆ ᴔ Ԉ ὡ ̆ᴔ

ὡ‍ ὡ̆

̆ ὡ ‍ Ӱ

ὡ ̆‡ Ҿ х Ȃ

̆ ѐа   ᴐѝ‍

̆ а 255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no banner login ‮ Ȃ 

Ю ᴿ ҩ ᴉ Уэ ̆ ԏᴳ (#)ᴐѝ‍ ̆ ѝ“Access 
for authorized users only. Please enter your password.”̆ ᴿ Ю̔ 

Ruijie(config)# banner login  #                     // ‍  
Enter TEXT message.  End with the character '#'. 
Access for authorized users only. Please enter your password. 
#                                                         // ‍  
Ruijie(config)# 

2.1.6.4  

ᶕ ᴔ ̆Ю Уэ ᴿ  ̔ 
C:\>telnet 192.168.65.236 
 Notice:  system will shutdown on July 6th. 
 Access for authorized users only. Please enter your password. 
 User Access Verification 
 Password:                                                     

ὲѐ“Notice̔system will shutdown on July 6th.” ѝ ̆
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 �	    
‟ ў Э Ԉ ԇ ̕show version ѐ

SYSTEMUPTIMĔ ѝ̔DD:HH:MM:SSȂ 

 

 �	    
╟ᴐ ̆ ӊ ֒ ֒ ѐ аУ

ᾳȂ ᴳ ԇ ў ᾃ ѐ Boot/Ctrl ֒

₥ flash ѐᶑ Ȃ 

 

2.1.7.3 ֒ ᴇᶕ  

֒ᶕ ў ꜛ ᶕ Э ᶕ Ȃ ᶕ ꜛ ̔ ̆

̕ ᶕ ̔ Э ̆ Э ̂

̆‡ ѝ ̃̆ ꜛ ̆ ꜛ э ̂

ꜛ ̃ᴔ Ԉ Юᴳ Ю ‟ ԇ ᶕ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# show version devices ₥ ᶕ  

Step 2 Ruijie# show version slots ₥ ᶕ  

2.1.8 ⁸  

2.1.8.1  

Уэ ⁸ ̂Consolẽ̆ э ⁸ ̆ Ԉ Ȃ

У ᴳ Ḁ̆ ⁸ ὲ Ȃ Ԉ

ѕ Ȃ ̆ ⁸

У Ȃ 

2.1.8.2 ⁸  

Ю̆ Ԉᴳ ԈЮ ԇ ⁸ ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config-line)# speed speed 

⁸ ּ ̆ ᴁ bpsȂ ұѕ

̆ᴔ ּ ѝ 9600ȁ19200ȁ
38400ȁ57600ȁ115200 ѐ Уэ̆

9600Ȃ 

Ю ᴿ ᴉ ѕ ѝ 57600 bps̔ 
Ruijie# configure terminal                  // ὡὤ  
Ruijie(config)# line console  0           // ὡ ⁸  
Ruijie(config-line)# speed 57600        // ⁸ ѝ 7600 
Ruijie(config-line)# end                            // ⁮  
Ruijie#  show line console  0                       //  
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2.1.9.3 ᴳ Telnet Server 

Ԉ ԈЮ ԇ̆ Telnet Server ╘̔ 

 ԇ ᴐ  

Step 1 Ruijie# enable service telnet-server Telnet Server ╘̕ ԇ IPV4 ╘Ȃ

2.1.10  

2.1.10.1  

Ԉ ̆ ⁸ ̂ꜛ ̆Ԉ ⁮

ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  ᶕ ̆ѐ Ȃ 

2.1.10.2  

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ Ȃ 

ӊ ᵏ LINE Ю ԇ ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config-line)# exec-timeout minutes 
[seconds] 

LINE Э̆ ̆

̆ ֗ᴉ ὡ ̆ ѐ Ȃ 

minutes̔
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Ruijie# configure terminal                        // ὡὤ  
Ruijie(config)# line vty  0                     // ὡ LINE  
Ruijie(config-line)#  session-timeout  20    // ѝ 20min 

2.1.11 ֒ѐ ԇ 

ѐ̆ Ḁ ὡ ԇ э╖ ̆ ὤ CLI ὡ

̆҂ Ȃ Ҿ╖ ԇ ὤ Уэ

֒ѐ̆ ̆ э ֒̆ Ԉ Ὧ ὤ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie# execute {[flash:] filename} Уэ ֒Ȃ 

ᴿ ̔ ֒
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http ╘̆ᴳ Ю ԇ 
Ruijie(config)#  enable service web-server http 
 

https ╘̆ᴳ Ю ԇ 
Ruijie(config)#  enable service web-server https  
 

 �	    

enable service web-server ԇ 3
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Ruijie#  configure terminal                      // ὡὤ  
Ruijie(config)#  enable service web-server https // https Server  
Ruijie(Config)# ip http secure-port  4443 
 
ᴳ Ю ԇ web ╘  
Ruijie# show web-server status  
http server status : enabled 
http server port : 8080 
https server status:  enabled 
https server port: 4443 
 

 �a   

ὁ http ╘ https ╘ Ȃ http ╘

ᾳЮ̆ᾋ https ╘, за http ╘ У ̆‡

https ╘̆http ╘ ̆ ⁮ https ╘ ╘

Ὧ ̆http ╘ Ȃ 

 
  



֒  
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3 ֒  

3.1  

֒ Уэ ╠ ẏ Э ֒ᶕ ̆Ӈ ᵏҩѕ

Flash ᴐѝ ╠ ẏ ̆ ұ ẏ Ӈ ᴐ ֒̆Ԉ УҾӇ

֒Ȃ 

֒ ѕ Flash Э Ԉ ᶑ ̆ э ֒ Уэ ֒ ֒ ᶕ

Ȃ ẏ ᾗ ᾋ ὲӹ ᴐ ̆ ֒ ╟ Ԉ ̆

Ԉ ⁮ ᵏ ֒ ᴐ̆ э ̆ а⁮̆ѝҩἹ‍ ‾

̆ ֒ ᵏҩ ╖ Ԉ ᶕ Ȃ 

3.2 ֒  

ԏ ӱԈЮΰэ ᴉ ֒ ̔ 

�z ‎  

�z ⁸ ֒ 

�z ᾃ  

�z ע  

�z …  

�z ╟ ֒ 

�z ₥ ᴐ  

�z ‮ ֒ 

�z ‮  

3.2.1 ֒  

ԇὯ ᾗа ̆ ֒ ᾗ ̆ ֒ ѝ 4096Ȃ 

֒ Ԉ ᶕ а ᴐȂ 

 
�a���_�É�!��fFlash ẋ 128M6

╗ dir 
 

fFlash



֒  
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ᴿ ̔ USB ̆ ᴐ ֶ flash ֒ ᴐȂ USB ֒ а

зflash⅓ᴍ ᴂұ512K ̆ ╟ ֒ ᾋ Ȃ 
flash ẏ ̂аꜛ flash ẏ ̃ѝ512M Э̆ ⅓ᴍ ᴂұ4M ̆ѝᶑ

flash ֒ ᴐ ̆ ╟ ֒Ȃ 
ᴿ ̔ USB ̆ ᴐ ֶ flash ֒ ᴐȂ USB ֒ а

зflash⅓ᴍ ᴂұ4M ̆ ╟ ֒ ᾋ Ȃ 
flash ẏ⅓ᴍ ᴂұ ֒ 110% ̆ѝᶑ ╖ ̆ ╟

֒Ȃ 
ᴿ ̔ 10MB ֒̆ ᴐ ‾ У ‍flash ẏ ᴐѝ 10MB

̆ flash ẏ⅓ᴍ ᴂұ11MB ̆ ╟ ֒ ᾋ Ȃ 

 

3.2.2 ‎  

ӱ ₥ ‎ὡ⁮ Ȃ  

Ю̆ Ю ᴳ ԇ̔ 

ԇ ᴐ  

Ruijie# cd directroy  ὡ directory



֒  



֒  
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3.2.8 ₥ ᴐ  

Ю̆ Ю Ԉ ₥ ᴐ ᶕ ̔ 

ԇ ᴐ  

Ruijie# pwd ₥ ᴐ ᶕ  

 

3.2.9 ‮ ֒  

Ю̆ Ю Ѩ‮ Уэ ֒ ╖ ̔ 

ԇ ᴐ  

Ruijie# rm [recursive] filename ‮ ֒ Ȃ 

Ruijie# delete [recursive] filename ‮ ֒ Ȃ 

Ю ᴿ ‮ MNT ЮУэ ṁ large.c ї ֒̔ 

Ruijie# delete  mnt/large.c  

Ю ᴿ ‮ aaa ̔ 

Ruijie# delete  recursive  aaa  
 

3.2.10 ‮  

Ю̆ Ю Ԉ Ѩ‮ ̔ 

ԇ 

ᴐ
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4  

4.1  

ԇ Ю ў CTRL ֒ Эּ Ю ̆

ч ̔У ᴳ TFTP ̆ У ᴳ Xmodem
ѕ Ȃ 

4.2  

ԏ ӱԈЮΰэ ᴉ ֒ 

�z TFTP ּ ֒ 

�z XMODEM ּ ֒ 

4.2.1 TFTP ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ ў TFTP Server ֒̕ Ю ֒ ̕

⁮ ̆ Юᴳ ԈЮ ԇЮ ֒̆ Location ‡ ὡ TFTP 
Server IP Ȃ 

ԇ ᴐ  

Ruijie# copy tftp: //location/ 
filename flash: filename [vrf  vrfname] 

Ю ў URL ֒ filename
⁮ Ȃ  

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ ў TFTP Server ֒̕ ў ᶑ Эּ ֒ ̆

Юᴳ ԈЮ ԇЭּ ֒Ȃ 

ԇ ᴐ  

Ruijie# copy flash: filename  
tftp: //loca tion/filename [vrf  vrfname] 

ӱ Эּ ֒ filename⁮ў

URL Ю̆ ֒

Ȃ  
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�a���_�É�!��

֒ ֒ ѐ ̆‡ tftp ╗Э ̆ Ю̔ 
copy tftp:”//localtion/filename” flash:filename [vrf  vrfname] 

̆ ֒ ѐ ̆҂ ֒ ╗Э ̆ Ю̔ 
copy tftp://localtion/filename flash:”filename” [vrf  vrfname] 

 
 

4.2.2 XMODEM ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ Windows ⁮ ̕ Юᴳ ԈЮ

ԇЮ ֒̕ ў Windows ѐ̆ “ּ ” ѐ “ ֒”╖ ̆

Ю ̔ 

 
 

  ֒ ў Ю ֒̆ “Xmodem”̆  “ ”̆‡

Windows Ԉ ꜛȂ Ю ̔ 

 

 

ԇ ᴐ  
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Ruijie# copy xmodem flash:filename 
ӱў Ю ֒⁮

ѝ filenameȂ 

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ Windows ⁮ ̕ Юᴳ ԈЮ

ԇЭּ ֒̕ ў Windows ѐ̆ “ּ ” ѐ “ ֒”╖ Ȃ

Ю ̔ 

 

 

  Эּ ֒ ẏᴁ ̆ “Xmodem”̆  “ ”̆ ֶ

У ẏ ֒ ̆  “ ” ֒Ȃ Ю ̔ 

 

 

ԇ ᴐ  

Ruijie# copy flash:filename xmodem 
ӱ Эּ ֒ filename⁮
ў  

 
 

�a���_�É�!��
֒ ѐ ̆ ֒ ╗Э ̆ Ю̔ 

copy xmodem flash:”filename” copy flash:”filename” xmodem 
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4.2.3  

а ̆ᴳ Ԉᴳ Э tftp xmodem ּ֒ ⁮

ЭȂּ֒ ⁮
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5̃ ᾋ ╟ ̆ э ֶ ̆ ╗ ֒ ̆

ֶ 5 6 ᶕ аֶת̆ 7 ᶕ ̆ ԆѮ ̔ 

System load main program from install package ...... 

ӱ ֒ѐ╗ ў  

6̃ ў ̆ ╟ ╖ ֶ ╟̆ ѐ ӱ ὲӹ ֶ ⁮

Ю ̔ 

A new card is found in slot [1].  
System is doing version synchronization checking ...... 
Current software version in slot [1] is synchronous. 
System needn't to do version synchronization for this card ...... 

Ю ̔ 

System is doing version synchronization checking ...... 
Card in slot [3] need to do version synchronization ...... 

ὲӹ ᶕ  

Version synchronization begain ...... 
Keep power on, don't draw out the card and don't restart your machine before 
finished !!!!!! 

ὲӹ ᶕ  

Transmission is OK, now, card in slot [3] need restart ... 
Software installation of card in slot [3] is in process ...... 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!! 
Software installation of card in slot [3] has finished successfully ...... 
The version synchronization of card in slot [3] get finished successfully. 

Э ч ᾳУ ̆ а ᾋ ╟ ̆ У

̆ ╟ ̆ ṁ ᴐȂ 

ֶᵑ ӱ Уэ Э ᴐȂ 

У ᴐ̆ ᵳ ᴐҩȂ 

 

 
�a���_�É�!��

╟ ѐֶ̆ аἵ ̆У   נ ̆ ╘ а

ᴁ ̆҂а ᵳ ὲӹ Ȃ 

 

 
�	 ��


\�!��
ұ ὡ ֶ ╟ ᴐȂ 

 

�z ֒ ̔ 

Э 1̇7̆ ᴁ ֶ ҩȂ 
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5 HTTP  

5.1 HTTP  

5.1.1 HTTP  

HTTP ꜛ HTTP HTTP ч Ȃ 

HTTP ᴐѝ ⁮ HTTP ╘ ̆ ╘ Э ֒

֒ Ȃ 

HTTP ᴐѝ HTTP ╘ ̆ WEB ⁮ ̆ Эּ ֒

֒ Ȃ 

5.1.2 ᴐ  

�z  

HTTP ⁮ ╘ Э̆ӱ ╘ ЭЮ ֒⁮ ЭȂ 

ᴐ ѝԈЮ ̔ 

Уȁ ╘ Ȃ ִ̆Ἴ CLI ╘ ̆ ̆‡

֒ѐ ╘ Ȃ 

үȁ ⁮ ╘  

Ьȁ ╘ ̆  Ю ֒‟  
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�z  

HTTP ‾ WEB ֒Эּ⁮ ̆ Э ֒ Ȃ 

5.1.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 
RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 
RFC1867 - Form-based File Upload in HTML 
 

5.2 ᶕ  

5.2.1 ᶕ  

ᶕ ╖ ч ᴐ ̔Уȁ ѝҩ Ὧ ╖ ̆ ҩ Ю

╖ ȁ н╘ ᾳȂүȁ ҩ ᴳ ᾰͅУ  

Ԉ Ȃ 

ᶕ ╖ ╟ ╘ ̆   УҾ ᾳ

╟ ֒ Ȃ 
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5.2.2 ᴐ  

�z ᶕ  

ᶕ ᾃ  ᶕ  
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5.2.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 
RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 
RFC1867 - Form-based File Upload in HTML 
RFC821 - Simple Mail Transfer Protocol -- SMTP 
RFC822 – Standard for the format of arpa internet text messages -- MIME 
 

5.3  

Ю HTTP Ȃ 

 ╖  ḣ 

 ╘  0.0.0.0̂ ֒ ҩ ╘ ̃

  80 

 ╟   

  ╟  

   

 

Ю ᶕ  

 ╖  ḣ 

 ╖  Ὧ  

 HTTP Эּ╖ ̂POST̃  

 ֒ ╘ ╖   

 

5.4 ╟ HTTP  

1. �Â̂ ̃ ╟ ֒ 
2. �Â̂ ̃ ╘  

5.4.1 ╟ ֒ 

ᾳЮ̆HTTP ╟ ̆ ̆ ╟ ̆ ὡ

̆ ԈЮ ᴐ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# http check-version  
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Step 2 Ruijie# http update { all | string} ֒ 

 

ѡᴿ̔ 

# ╟ HTTP  
Ruijie# http check-version  
files need to be updated: web, config, character-db, normal. 
bin: 
support identification of 31 kinds of popular games. 
Ruijie# http update web character-db // WEB ֒  
updating files, please wait... 
update success! 

5.4.2 ╘  

ᾳЮ̆HTTP ╘ 0.0.0.0̆ 80̆ ╘ ̆

ὡ ̆ ԈЮ ᴐ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# http update server host [ port  
port-value ] 

╘  

Step 3 Ruijie# show running  

 

 �	    ╘ а ̆ ұ ֒ѐ ҩ ╘ Ȃ 

 

ѡᴿ̔ 

# ╘  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# http update server 10.83.132.1  
Ruijie(config)# exit 

5.5 ╟  

1. �Â̂ ̃ ӱ  
2. �Â ╟  
3. �Â  
4. �Â ╟ ֒ 

5.5.1 ӱ  

ᾳЮ̆HTTP ӱ Ȃ ӱ ̆ ὡ

̆ ԈЮ ᴐ̔ 
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 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# http update set oob ӱ  

Step 3 Ruijie# show running  

‮ Ὧ ̆ Ԉ Ю no http update set oob ԇ Ȃ 

 

ѡᴿ̔ 

# ӱ HTTP  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# http update set oob 
Ruijie(config)# exit 

5.5.2 ╟  

ᾳЮ̆HTTP ѝ ╟ Ȃ Ԉᶢ ѝ ╟ ╟ ̆ Ὧ ╟ Ȃ

Ԉ Ю no http update mode ԇ Ȃ 

ὡ ̆ ԈЮ ᴐ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# http update mode { auto-update | 
auto-detect | manual }  

Step 3 Ruijie(config)# http update auto-update { all | 
string } ╟ ֒ 

Step 4 Ruijie(config)# end  ὤ  

Step 5 Ruijie# show running  

 

 �	    Ὧ ╟ ѝ ╟ ̔http update mode manualȂ

 

ѡᴿ̔ 

# HTTP ╟ URL ȁ  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# http update mode auto-update 
Ruijie(config)# http update auto-update url-db character-db route-db 
Ruijie(config)# exit 

5.5.3 ╟  

ᾳЮ̆HTTP ╟ Ȃ ᶢ ╟ ̆ ὡ ̆

ԈЮ ᴐ̔ 
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 ԇ ᴐ  
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5.6.1 Ὧ ╖  

ᾳЮ̆ ╖ Ὧ ̕ ╖ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# [no] feedback enable Ὧ ᶕ ╖  

Step 3 Ruijie(config)# [no] feedback user enable Ὧ ᶕ ╖  

Step 4 
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Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

 

ѡᴿ̔ 

# 2 э ֒  
Ruijie# configure terminal   
Ruijie(config)# feedback subscriber test@qq.com   
Ruijie(config)# feedback subscriber test@163.com   
Ruijie(config)# end 
Ruijie# show running 
 

5.6.4 ᶕ  

Ὧᶕ ̆ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# feedback user-info 
organization string1 industry-type string2 
contact-info 
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Step 4 Ruijie# show running  

 

ѡᴿ̔ 

# ᶕ  
Ruijie# show feedback items 

no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   NO 

3,   high cpu,   NO 
Ruijie# configure terminal   
Ruijie(config)#  feedback ignore-item 2 
Ruijie(config)# end 
Ruijie# show feedback items 

no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   YES 

3,   high cpu,   NO 

5.6.6 ᶕ  

ᶕ Ȃ ̆ Ԉ ⁮ᶕ ᶕת̆ Ḁ ֶ֒

Ȃ ᴂ ֶ̆ У ת̆ а ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# feedback frequency minute ᶕ   

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

ѡᴿ̔ 

# ѝ 5 ‍ ̔ 

Ruijie# config  

Ruijie(config)#  feedback frequency 5 

Ruijie(config)#  end 

Ruijie# show run 

5.7 ֒ ╘╖  

5. �Â Ὧ ֒ ╘╖  
6. �Â̂ ̃ SMTP ╘ ᶕ  
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5.7.1 Ὧ ֒ ╘╖  

ᾳЮ̆ ֒ ╘╖ ̕ Ὧ ֒ ╘╖ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# no mail-service enable Ὧ ֒ ╘╖  

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

֒ ╘╖ ̆ Ԉ Ю mail-service enable ԇ Ȃ 

 

ѡᴿ̔ 

# Ὧ ֒ ╘╖  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# no mail-service enable 
Ruijie(config)# end 
 

5.7.2 SMTP ╘ ᶕ  

ᾳЮ̆SMTP ╘ ᶕ ѝ Ȃ ԈЮ ̔ 
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Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# mail-client smtp-server smtp.qq.com 
Ruijie(config)# mail-client username test@qq.com password  test 
Ruijie(config)# end 
Ruijie#show run 
... 
! 
mail-client smtp-server smtp.qq.com 
mail-client username test@qq.com password 093b10013  
... 
Ruijie#mail-client check 

Connect to SMTP server. OK! 

Login to SMTP server. OK! 

Send a test mail. OK! 
Check SMTP OK! 



 

 

 
 
 

 

 
 
 

‍ᾊӮ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1.  

2.  

3.  

4.  

5. үЬ ‎  

6. Port VLAN 

7. Native VLAN 

8.  

9. ip/mac  

10. LINE  

11.  

12.  
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1   

1.1 Ӯ  

Ruijie ‟ ч ̔ Ȃ Э

ȁ ֒ ̆ ̔Ԉ Ȃ 

Э ȁ ֒ ̆ Ԉб

Ὧ ̆҂ Ԉ ұ Ȃ ̔Dialer ȁNULL ȁLoopback ȁ

Ȃ Э ұ ̆ ̆ У Ȃ 

Ruijie ‟ έᴇ Ю ̔ 

  ῆ 

Ԉ  
GigabitEthernet 
tenGigabitEthernet 

IEEE802.3ȁRFC894 

Dialer  dialer — 

Loopback  Loopback — 

NULL  NULL — 

 
GigabitEthernet  
0/0.10(ᴿ) 

— 

1.2 Ὥ  

1.2.1 ὡ  

�!„�!
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1.2.2 IP  

ҩ NULL ̆ Ԉѝ э IP ̆ ԇ Ю̔ 
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1.3  

Уэ ֗╘ Ю ̔ 

�z ⁸  

�z ᴁ  

�z Ὧ  

1.3.1 ⁸  

ԇ ᴐ  

Ruijie# show interface [interface-type 
 interface-number] 



 

http://www.ruijie.com.cn 

GigabitEthernet 0/0 is DOWN  , line protocol is DOWN   
Interface address is: 192.168.10.10/24 
MTU 1500 bytes, BW 2000 Kbit 
Keepalive interval is 10 sec , set 
Carrier delay is 2 sec 
RXload is 1 ,Txload is 1 
Queueing strategy: WFQ 
5 minutes input rate 0 bits/sec, 0 packets/sec 
5 minutes output rate 0 bits/sec, 0 packets/sec 
0 packets input, 0 bytes, 0 no buffer 
Received 0 broadcasts, 0 runts, 0 giants 
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 
0 packets output, 0 bytes, 0 underruns 
0 output errors, 0 collisions, 2 interface resets 

1.3.3 Ὧ  

аᴳ ᾳЮ ԈὯ Ȃ shutdown ԇ Ὧ ̆ no shutdown ԇ

╟ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# shutdown Ὧ Уэ  

Ruijie(config-if)# no shutdown Уэ  

1.4 ᴿ 

1.4.1 ᴿ 

Юᴿ УэԈ ╖ ̔ 

Ruijie(config)# interface GigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

1.4.2 Ὧ ᴿ 

Уэ а ̆ Ԉ Ὧ Ȃ Юᴿ̔ 

Ruijie(config)#  Interface gigabitEthernet 0/0 
Ruijie(config-if)# shutdown
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2  

Ԉ ̆Ԉ VLAN Ȃ  

2.1 Ԉ  

2.1.1 Ԉ ֗╘ 

УэԈ ̆ ֗╘ў ̔ 

�z ὡԈ  

�z IP  

�z ̂ ̃ 

�z Ӯ ̂ ̃ 

�z ȁ ̂ ̃ 

�z MTÛ ̃ 

2.1.1.1 ὡԈ  

ὤ Юᴳ interface ԇ ὡ Ȃ 

ԇ ᴐ  

Ruijie(config)#interface interface-type
interface-number 

ὤ Ю ὡ interface
ԇ̆ ὡ Ȃ ҂ Ԉ

ὤ Юᴳ interface 
range interface range macro ԇ

У Ȃת Ѭ У

э ᾃ έ

 

Юᴿ  ҩ ὡ Gigabitethernet 0/1 ᴿ̔ 

Ruijie(config)# interface gigabitethernet  0/1 
Ruijie(config-if)# 

Ю Ὧ Ȃ 
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2.1.1.2 ᴳ interface range ԇ 

2.1.1.2.1 У  

Ԉᴳ ὤ Ю interface range ԇ э Ȃ ὡ interface 
range ̆ ұ ᾃ Ȃ 

 

ԇ ᴐ  

Ruijie(config)# interface range 
{port-range | macro macro_name} 

ὡУ Ȃ 
interface range ԇ Ԉ

Ȃ 
macro Ԉᴳ Ѭ̆

ᴳ ѬȂ 
э Ԉᴳ ̂,̃ Ȃ 
У ԇѐ ѐ

ұ Ȃ 

ᴳ interface range ԇ ̆ range ̔ 

̔ 

GigabitEthernet slot/{ Уэ port} - { Уэ port}̕ 

TenGigabitethernet slot/{ Уэ port} - { Уэ port}̕ 

ЪἺ ̆ TenGigabitethernet Ԉ Ȃ 

Ю ᴿ ὤ Юᴳ interface range ԇ̔ 

Ruijie# configure terminal  
Ruijie(config)# interface range GigabitEthernet  0/1 - 7  
Ruijie(config-if-range)# no shutdown  
Ruijie(config-if-range)# 

Ю ᴿ ᴉᴳ ‍ ̂,̃ э range̔ 

Ruijie# configure terminal  
Ruijie(config)# interface range GigabitEthernet  0/1-5, 0/6-7  
Ruijie(config-if-range)# no shutdown  
Ruijie(config-if-range)# 

2.1.1.2.2 ᴳ Ѭ 

Ԉ ѬУҾ Ԇ ὡȂת ᴳ interface range ԇѐ

macro Ὧ Ѯ₥̆ Ἴ ὤ Юᴳ define interface-range ԇ Ѭ Ҿ Ȃ 

ԇ ᴐ  
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Ruijie (Config-if)# ip address 
ip-address ip-mask [secondary] 

IP Ԉ ὲ  

Ruijie (Config-if)# no ip address 
ip-address ip-mask [secondary] 

Ԉ IP  

Ԉ э IP ̆ Secondary Ὧ   IP Ѯ ὲ IP
Ȃ 

2.1.1.4 MAC  

ᾳЮ̆ эԈ Уэὤ У MAC Ȃ ̆Ԉ MAC
Ԉᶢ ת̆ ᶑ У Э MAC У Ȃ 

Ԉ MAC ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (Config-if)# mac-address  
mac-address 

MAC  

Ruijie (Config-if)# no mac-address MAC  

MAC ֶ Э ̆ ᾳЮ̆ а MAC
Ȃ 

2.1.2  

ѝҩ ╠ұ ᴃУэ ╖ ̆ ԈѝУэ Уэж э ̆҂

(Description)Ȃ Ԉ Ѭ έᴇ ̆ ̆

Gigabitethernet 0/1 ‍ A ж ᴳ ̆ Ԉ э ѝľPort for User 
AĿȂ 

ԇ ᴐ  

Ruijie(config-if)# description string ̆ 32э Ȃ 

Ю ᴿ ҩ ᴉ Gigabitethernet 0/1 ̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# description PortForUser A  
Ruijie(config-if)# end 

Ҿ ᾳЮ̆ э Ȃ Ԉ Ὧ Уэ

Ȃ Ὧ Уэ ̆‡ э Э аֶ ֗ᴉ ̆ э ъ э

╖ Ȃ ҂ Ԉ Уэ Ὧ Ȃ

ч ̔Up Down̆ Ὧ ̆ ѝ down̆ ‡ѝ upȂ 
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ԇ ᴐ  

Ruijie(config-if)# shutdown Ὧ Уэ  

Ruijie(config-if)# no shutdown Уэ  

Ю ᴿ ᴉὯ Gigabitethernet 0/2̔ 

Ruijie# configure terminal  
Ruijie(config)# interface
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Ruijie(config-if)# duplex {auto |  
full | half } 

Ȃ 
̔ speed,duplex, ѝ auto
̆ Ὧ  

Юᴳ no speed̆no duplex ԇ̆ ȁ ѝ ḣ̂

̃ȂЮ ᴿ ᴉ Gigabitethernet 0/1 ѝ 100M̆ ѝὤ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface  gigabitethernet  0/1 
Ruijie(config-if)# speed 100 
Ruijie(config-if)# duplex full 
Ruijie(config-if)# end 

 
�a���_�É�!��

IEEE Ὧ ῆ̆︢Ἲ Master Slave .. 

 

2.1.5 MTU 

Ӈ ̆ ֶ ⁮ ұԈ ῆ ̆ ѝ jumbo
Ȃ Ԉ MTU ⁸ ἵ Ȃ 

MTU ѐ ̆аꜛ Ԉ Ȃ 

MTU ὡ Ȃ   аֶ MTUȂ ⁮ ̆

MTŬ х Ȃ  

Ԉ MTU ἵ ѝ 64~1500 ̆ ѝ 4 ̆ ѝ 1500 Ȃ 

ԇ ȂSVI а MTU Ȃ 

ԇ ᴐ  

Ruijie(config-if)# Mtu num 
MTU 

Num̔<64-1500> 

Ю ᴿ ҩ ᴉ Gigabitethernet 0/1 MTU̔ 

Ruijie# config terminal  
Enter configuration commands, one per line. End with CNTL/Z. 
Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# mtu 64 
Ruijie(config-if)# end 

2.1.6 Ԉ  

Ԉ ԇў ̔ 

�z Ԉ  

�z Ԉ  
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Ruijie((config-subif))# encapsulation dot1Q 
VlanID 

802.1Q
VLAN ID ̆VLANID

б Э ὲѐУ

э VLANID У  

VLANID ḣ ѝ 1 4085Ȃ 

 
�	 ��


\�!  

ὲӹ ̆з VLAN native ╖ ̆ ў ὲ

Ȃ 

 

2.2.2.2 IP  

VLAN ֗╘Ԉ ̆ ѝ VLAN Ԉ IP Ȃ

IP ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie((config-subif))# ip address 
ip-address mask 

IP  

802.1Q Ԉ IP У Уэ�ÛAI 
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�z  

έᴇ ̔ 

hostname "Ruijie" 
! 
interface gigabitEthernet  0/0 
no ip address 
! 
interface gigabitEthernet  0/0.20 
encapsulation dot1Q 20              // 802.1Q ̆VlANID ѝ 20 
ip addr 192.168.0.1 255.255.255.0             // IP 802.1Q ̆VlANID ѝ
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3  

̆ Ӈ ╖ ת Эа ȁ

Ȃ ӊ ᵏԈЮΰ ̔Loopback( ) ̆NULL( ) ̆

Dialer( ) Ԉ Ȃ 

3.1 Loopback  

Loopback( ) ὤ ֒ ̆ ұ UP Ȃ Loopback
ꜛ ֶ ̆ꜛ ᶕ ȂLoopback IP Ԉ ᴐѝ

OSPF ȁ  Telnet Telnet Ȃ Уэ

Loopback ұנ УэԈ ̆ Ԉ ᴐУэ Ԉ Ȃ 

ԇ 
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5 minutes output rate 0 bits/sec, 0 packets/sec 
0 packets input, 0 bytes, 0 no buffer 
Received 0 broadcasts, 0 runts, 0 giants 
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 
0 packets output, 0 bytes, 0 underruns 
0 output errors, 0 collisions, 0 interface resets 

ӱЭ Ԉҩ Loopback Ԉ ᴐ ᾰͅ б ̆IP ̆

MTU ̆ Bandwidth Ȃ 

3.2 NULL  

ӊ ᵏ NULL( ) Ȃ ӨӨ ұУэ ȂNULL( )
ұ UP з аֶў╟ ̆֗ᴉ NULL ꜛ

ֶ х ̆ NULL Э֗ᴉ ֝ аֶ ╖Ȃ NULL Эа ֗

ᴉ ԇ̂аꜛ Уэ ԇ help б exit̃Ȃ 

NULL ұ Ȃ ᴳ ̆ Ԉ а

NULL а ᴳ ‟ ̆ ẹЮ эᴿ Ȃ 

Ruijie(config)# ip route 127.0.0.0 255.0.0.0  null 0 

Ю   NULL Ὧ ԇȂ 
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3.3.2  

3.3.2.1 ֗╘‟  

а Ԉ ֗╘‍ѝ̔ 

�z Ԉ ̕ 

3.3.2.2 Ԉ  

ӊ ᵏ ԇ interface gigabitEthernet ὡԈ Ȃ ὲ У

̆ У ὡԈ … УэԈ ̆ Ԉᴳ ԇ no 
interface ‮ … Ԉ ȂԈ Ԉ Ԉ IP

‍Ȃ 

ԇ ᴐ  

Ruijie(config)# interface gigabitEthernet 
slot-number/interface-number.subinterface-number 

ὡԈ

 

Ruijie(config)# no interface gigabitEthernet 
slot-number /interface-number.subinterface-number 

‮ … Ԉ

 

ὲѐ Slot-number/Interface-number ѝ / ̆Subinterface-number ѝ
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4  

4.1 ᾃ ‎  

NBR ‟ӊ ѐ̆ έ ᾃ ̆ ᾃ ̆ў

ұ ⁞ Ȃ ԏ ѐ̆҂ ‍ᾃשּ Ȃ ‍

̆҂ έ ᾃ Ȃ 

Ԉ Ὧᶕ ̆ҩ ₥ э έ ᾃ

Ȃ ҂ Ԉ ԇ ᶢ ᾃ Ȃ 

 �a    

1ȁ ӱᾃ ‎ ⁮ ̆ ӱ ‎ ⁮ᾃ ̆

Ȃ 

2ȁ NBR ‟ӊ а ᴐ Ὧ ὲת̆ έ ᾃ ̆

҂ Ԉ ᾃ ‎ ̆ Ȃ 

 

4.2  

Ю Ȃ 

 ╖  ḣ 

 ᾃ  а ӊ ḣа ̆ Ԉ ԇ

‍ Ȃ 

 

4.2.1 ᾃ ‎  

ԈЮ ̆ Ԉ э ᾃ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 

Ruijie(config)# specify interface 
interface-name  { lan | wan} 

ѝᾃ

̆ὲѐ̔ 
interface-name̔ Ȃ 
lan̔ ѝᾃ Ȃ 
wan: ѝ Ȃ 

Step 3 Ruijie(config)# end  
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Step 4 Ruijie# show running  

 

 �	    



үЬ ‎  
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5 үЬ ‎  

5.1 үЬ ‎  

5.1.1 үЬ ‎  

NBR ӊ έ ү Ь ̆Ь Ԉ ұ  ̆ү ұᾃ

Ȃ ѐ̆   Ь бὲӹ ̆ Ь

ᵏ Ьע Ȃ Ḁ Ԉ‾ үЬ ‎ ╖ ̆ ү ‎ ѝЬ

Ȃ҂ Ԉ ‎ Ь ‎ ү ̆╟ Ȃ 

үЬ ‎ ̆ Ԉ ⁸ ԇ ̆҂ Ԉ web Э Ȃ 

 

 �	    

Ԉӱ ₥ Э ⁮ ү Ь ᾰͅ Э

ľWANĿ Ь ̆ Э ľLANĿ ѝү Ȃ

ľLANx/WANyĿ ԈүЬ ‎ Ȃ ̆҂ Ԉӱӊ ҉ѐ Ȃ 

Ь έ ᾃ ̆У έ ᾃ Ь ѝľLAN Ŀ̆έ

Ь ѝľWAN ĿȂѝּש‍ Ҿ ү̆ ѝ ̂PORT̃̆
Ь έ ľLAN Ŀ ľWAN ĿѮ‍̆҂ ᾃ  Ȃ⁞שּ

ṁү ⁮Ь ‎ ̆ ‎ ľLAN Ŀ ľWAN ĿȂ

 

 �a    үЬ ‎ ᶑ ̆ Ѯ Ȃ 

5.1.2 ᴐ  

Ь ̆ Уэ ̆ Уэ ѝЬ Ѯ ̆ ᴳ Э̆ б

ע Ь ⁞̕ Ь ‎ ү ̆ ὲѮЭ ֶ Ȃ 

5.1.3  

 



үЬ ‎  
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5.2  

 ╖  ḣ 

 үЬ ‎ ╖  Ὧ  

5.3 үЬ ‎  

5.3.1 үЬ ‎  

‎ ѝЬ ( LAN/WAN )̔convert port num to [wan | lan] 

ѝ lan ̔no convert port num 

 ԇ ᴐ  

Step 1 Ruijie# 



үЬ ‎  
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5.4.1.2  

 
 

ὡ 4 ADSL ̆‡ έ 4 эЬ ̆ ᾳЮ ᵏҩ 2 эЬ ̆

Ȃ ὲѐ 2 эү ̆‎ Ь ̆ᴳЬ ⁮ 4 э̆ Ԉ

Ȃ 

5.4.1.3   



үЬ ‎  
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Processed with reload? [no]y 
Reloading... 
 

5.4.1.5  

₥ үЬ Ὧ  

Ruijie(config)#exit 
Ruijie#show convert cur-info 
PORT0    PORT0 
PORT1    PORT1 
PORT2    PORT2 
PORT3    WAN3 
PORT4    WAN2 





Port VLAN 
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6.3 Port VLAN 

6.3.1 Port VLAN 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)# interface gigabitEthernet 
sub-interface-name 

ὡ … Уэ 802.1Q  

Step 3 Ruijie((config-subif))#encapsulation dot1Q 
VlanID 

802.1Q VLAN ID  

Step 4 Ruijie(config-subif)#vlan port min max [tag] [min̆max]Ѯ ̂ꜛ min max̃ lan
╗ὡ⁮ VLANȂtag lan ֶ

Э э VlanID tag 

 

 �a    

ꜛ ү Эᴳ vlan port ԇȂУ ᾳЮ̆ interface 
gigabitEthernet̂ fastEthernet̃0/0 Э Ȃ 

vlan port Ѯ₥̆ Ἴ Э Уэ dot1Q VLANȂ 

 

6.3.2  

ԇ ᴐ  

Ruijie#show running-config interface 
gigabitEthernet sub-interface-name 

Э vlan port  

6.4 Port VLAN ѡᴿ 

6.4.1 Port VLANὴ ᴿ 

6.4.1.1  

ᾃ э ‚‍̆ ⁮ Ȃ 

У VLAN Э‚‍чэ VLAN̔ 

1̈Уэ VLAN 192.168.0.0/24 ў ̆Уэ VLAN 192.168.1.0/24 ў Ȃ 

2̈ Ԉ 802.1Q



Port VLAN 
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6.4.1.2  

 
Port VLAN  

6.4.1.3  

 

6.4.1.4  

1̃ VLAN 10 
Ruijie(config)# interface gigabitEthernet  0/0.1 
Ruijie(config-subif)# encapsulation dot1Q  10 
Ruijie(config-subif)# vlan port  0 0 tag 
Ruijie(config-subif)# ip address 192.168.0.1 255.255.255.0 
2̃ VLAN 20 
Ruijie(config)# interface gigabitEthernet  0/0.2 
Ruijie(config-subif)# encapsulation dot1Q  20 
Ruijie(config-subif)# vlan port  1 1 tag 
Ruijie(config-subif)# ip address 192.168.1.1 255.255.255.0  
 



Native VLAN 



Native VLAN 
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7.3 Native VLAN 

7.3.1 Native VLAN 

 ԇ ᴐ  

Step 1 Ruijie(config)#interface GigabitEthernet 
Sub_interface_number 

… ὡ  

Step 2 Ruijie(config-subif)#encapsulation dot1Q 
vlan_num 

802.1Q̆ VLAN ID 

Step 3 Ruijie(config-subif)#vlan port min_port 
max_port 

VLAN LAN ̆

ѝ UNTAG 

Step 4 
Ruijie(config)#native lan num vid value 

LAN Native VLAN̆value
ѝ 1-4085 

Ԉ no native lan num lan Native VLAN  

 

7.3.2  

show running-config  

7.4 Native VLAN ѡᴿ 

7.4.1 Native VLANὴ ᴿ 

7.4.1.1  

LAN0 Ю ч PĈPC1 PC2̃̆LAN1 Ю ч PĈPC3 PC4̃̆ PC1
PC2 Ѯ Ԉҵ ̆PC3 PC4 Ѯ Ԉҵ ת̆ ұа VLAN ч PC Ѯ а ҵ

Ȃ 



Native VLAN 
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7.4.1.2  

 
Native VLAN  

7.4.1.3  

Native VLAN̔LAN0 Native VLAN ѝ VLAN 10̆ LAN1 Native VLAN
ѝ VLAN 20̆ ѝа vlan tag ּ Ȃ 

7.4.1.4  

1̃ VLAN 10 ̆а tag  
Ruijie(config)# interface gigabitEthernet  0/0.1 
Ruijie(config-subif)# encapsulation dot1Q  10 
Ruijie(config-subif)# vlan port  0 0 
Ruijie(config-subif)# ip address 192.168.0.1 255.255.255.0 
2̃ VLAN 20 ̆а tag  
Ruijie(config)# interface gigabitEthernet  0/0.2 
Ruijie(config-subif)# encapsulation dot1Q  20 
Ruijie(config-subif)# vlan port  1 1 
Ruijie(config-subif)# ip address 192.168.1.1 255.255.255.0  
3) LAN0 Native VLAN ѝ VLAN 10 ̆LAN1 Native VLAN ѝ VLAN 20 
Ruijie(config-subif)#exit 
Ruijie(config)#native lan 0 vid 10 
Ruijie(config)#native lan 1 vid 20 
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8  

8.1  

8.1.1  

ẹ╖ Ԉ Уэ ⁸У֙⁮ У ̆ᵏ ″

‍ ̆ ѝ ӝ ᵏУ Ȃ 

 

 �a    ү  

8.1.2 ᴐ  

    ╖ Уэ ᴐѝ ̆ Ԉ Уэ эὲӹ ╗ὡ⁮

‟ ̆з Ԉ ̆ꜛ ̆ ̆ Ȃ

ֶ / ⁸У֙⁮ ̆У Ԉ pc ̆ ꜛ ֒ ꜛ‍ Ȃ 

8.1.3  

Ȃ 

8.2  

Ю Ȃ 

 ╖  ḣ 

 ╖  Ὧ  
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8.3  

8.3.1  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)# mirror master port   
port-num slave port port-num  [rx | tx | all] 

slave ⁮ master
ЭȂ 

 

8.3.2  

show running-config ẹ Ȃ 

8.4 ѡᴿ 

8.4.1 ὴ ᴿ 

8.4.1.1  

lan0 lan1ȁlan2 ̔ 
Ruijie(config)# mirror master port  0 slave port 1 rx 
Ruijie(config)# mirror master  port 0 slave port 2 rx 
Ю ᴿ lan0 lan1 ̔ 
Ruijie(config)# mirror  master  port 0 slave port 1 all 
Ю ᴿ lan0 lan1 ̔  
Ruijie(config)# no mirror  master  port 0 slave port 1 all  

 



ip/mac  
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9 ip/mac  

9.1 ip/mac  

9.1.1 ip/mac  

ᴳ ѐ̆ ֶ ⁮ᾃ  ̆ ȁ а Ȃ ᾰͅ

Ԉў╟ ̆ Ҿ Ȃ ̆ ᾃ  ╖ Ԉ ╟ ⁞

̆ ў╟ Ȃ 

9.1.2 ᴐ  

ip mac ̆ ֶ̆ ̆а ⁮ cpu
Ȃ 

9.1.3  

Ȃ 

9.2  

 ╖  ḣ 

 ip/mac ╖  Ὧ  

9.3 ip/mac  

9.3.1 ╗ip/mac  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 





ip/mac  
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Ruijie(config)#show pkt-block 
ip : 192.168.1.200 
ip : 192.168.1.201 mac: 0000.1111.0001 

 



LINE  
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10 LINE  

10.1  

LINE УҾ ᴐ̔ 

�z ὡ LINE  

�z ╗/῏ LINE VTY  

�z LINE Ю Ԉ  

10.2 LINE  

10.2.1 ὡLINE  

ὡ⁮ LINE ̆ Ԉ LINE Ю̆ έᴇ LINE Ȃ ὡ⁮

LINE ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# line [aux | console | tty | 



LINE  
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Ruijie(config)# line vty line-number LINE VTY ╗⁮ эḣ 

Ruijie(config)# no line vty 
line-number LINE VTY ῏ ⁮ эḣ 

 

10.2.3 LineЮ  

⁸ LINE Ю Ԉ ̆ Ԉ ԇ Ȃ ᾳЮ̆VTY
Ԉἵ ̕ ὲ TTY̆аἵ ֗ᴉ Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  

transport input {all | ssh | telnet | none} 
Line Ю Ԉ

 

no transport input  
LINE Юаἵ ֗ᴉ

 

default transport input 
LINE Ю

ѝ  

 

10.2.4 LineЮ ⁸‟  

LINE Ю ⁸̆ Ԉ ԇ Ȃ ᾳЮ̆Line Ю

֗ᴉ ⁸‟ Ȃ ̆ ἵ   Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  

access-class  access-list-number  {in | out} 
Line Ю

⁸‟  

no access-class  access-list-number  {in |out}
Line Ю

⁸‟  

 



 

http://www.ruijie.com.cn 

11  

11.1 Ӯ  

DLDP ұԈ н╘ ὡȁ ּ ̆ ᵏ У н╘ Ȃ ѝԈ Ѳ

̆ Ԉ ὡ DLDP ⁮ Э ҩ̆ת

ᾰͅ ̆ з ╗ҩ ᴁ Ȃ 

ў ᴐ Ԉ‍ Ю ΰэ ̔ 

‫ ע ̔ 

‫ Э ╟ э╖ Ḁ̆ ѝ‫ ̆ע ֶ arp ̆

mac Ȃ У а⁮ mac У ұ‫ ע ̆ ╖

̆ ѝ‮ Ȃ ⁮ mac ̆ ѝ ╖ Ȃ 

╖ ̔ 

Ю̆ Ԉ ICMP echo Ȃ ⁮ ‡

ѝ UPȂ ̆‡ echo ̆ ⁮ ̆ ̆ ѝ

‫ ע ȂḮ э ѐ̆ ‮ ╖ ̆ ѝ‮ Ȃ 

‮ ̔ 

‮ Ю̆ аᾋ ╖ ‍ ̆ὲ ᶑ У Ȃ 

DLDP ‍⁞ ў╟/ ╟ ᴐ̆ ╟ аў╟ arp icmp echoꜛ̆

icmp echo ꜛ Ȃ ѐ ̆ э dldp ̆ ╟

Ȃ 

╟ ѝў╟ ᴐȂ 

11.2  

11.2.1  ֗╘  

Ԉ ̆ Ю ֗╘ Ȃ 

�z Ԉ ╖  

�z ЮУ ip 

�z interval  

�z retry  
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12  

12.1 PPPOE  

12.1.1 PPPOE Ӯ 

ӊ Ԉ Э PPP(PPPOĔPPP over Ethernet)̆ DDR Ȃὲ

DDR ̆ ᶕ‡₁ ̆ Ԉ ̆ ╟ Ȃ 

ӊ PPPOE ұנ DDR( DDR Profiles)̆ Ԉ ̆έ

ᴇ ᴳ Ȃ 

12.1.2 PPPOE ֗╘ 

ӱ PPPOE Ԉ  ̆PPPOE ꜛ ԈЮЬэ ̔ 

�z Ԉ  

�z  

�z ὤ  

12.1.2.1 Ԉ  

Ԉ ֗╘ꜛ ԈЮ ‍̔ 

�z ᴳ PPPOE 

�z Ԉ ⁮  

̆Ԉ УҾ ̆ ̂no shutdowñ Ȃ 

ᴳ Ԉ PPPOĔ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# pppoe enable PPPOE 

ұ ӊ PPPOE DDR Profiles ̆ Ԉ ⁮

̆ᵏ DDR Profiles ᴳ Ȃ Ԉ ⁮ ̆

Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie(config-if)# pppoe-client  
dial-pool-number pool-number  
dial-on-demand 

Ԉ ⁮

 ( ╖ ,
₁ pppoe ╘ ) 

Ruijie(config-if)# pppoe-client  
dial-pool-number pool-number no-ddr 

ԇ ЭУ ԇ ╖

,҂ Ԉ ⁮

 ( ╟

╖ , ╟ ⁮ pppoe ╘

) 

 
�a���_�É�!��
dail-on-demand no-ddr У ̆dail-on-demand PPPOE DDR ╖ ̆ў

, DDR ╖ Ȃ 
no-ddr ҩ pppoe ╟ ╖ , ╟ ⁮ pppoe ╘ .  

 

12.1.2.2  

PPPOE PPP Э ̆ Э PPPOE
Ὧ Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# interface dialer dialer-number ὡ  

Ruijie(config-if)# ip address negotiate  

Ruijie(config-if)# dialer pool pool-number 
Ὧ ̆бԈ

ѐ УУ Ȃ 

Ruijie(config-if)# dialer idle-timeout seconds 
̂ ̃ ̆

̆ ╟ Ȃ 

Ruijie(config-if)# encapsulation ppp 
PPP̆PPPOE
PPP Э Ȃ 

Ruijie(config-if)# mtu 1488 
ּ ἷ

ѝ 1488Ȃ 

Ruijie(config-if)# dialer-group  
dialer-group-number 

б dialer-list ̆Ὧ

₁ ‡Ȃ 

Ruijie(config-if)# ppp pap sent-username  
username password password 

ᴳ

Ȃ 

 
��
�	 ��


\�!  
ԈЭ ԇ ҩ ԇѝ ԇԈ ̆ὲӹ ԇ Ȃ ⁞ Ὡ MTU ḣ

ѝ 1488̆ ‡ ᶕȂ 

PPPoE ұ ᾳЮᶢ ҩ IP ̆‡ Ю

clear pppoe tunnel ԇ PPPoE ̆Ԉᴳᶢ Ȃ 
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12.1.2.3 ὤ  

PPPOE ὤ ̆ў ꜛ Ю̔ 

�z Ѭ ₁ ‡ 

�z  

ᴳ PPPOE ὲӹ╖ У ᴳ NAT̆‡ ὲӹ ὤ Ȃ έᴇ

ᾰͅ ὤ Ȃ 

Ѭ ₁ ‡̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# dialer-list number dialer-group protocol  
protocol-name {permit | deny | list access-list-number |  
access-group}  

Ѭ₁

‡ 

ұ IP У ᾳЮ ̆ ̆ Ԉѝҩᴳ

PPPOE ̆ У ѝ PPPOE Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip route  0.0.0.0  
0.0.0.0 dialer dialer-number  
[permanent] 

Ȃpermanent ᴳ

У ̆ ᴳ

̂enable-timeout̃ᾃ̆

ұ down Ȃ 

 
�	 ��


\�!  

Ԉа ̆ Ԉ Ȃת ӣѫ ᾰͅ

У ̆ ‡ Ȃ 

 

12.1.3 PPPOE 

PPPOE,̆ EXEC Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show pppoe {tunnel | 
session} 

ԇ ̆tunnel session ᶕ У

Ȃ 

Ruijie# show interfaces dialer 
dialer-number 

̆ ҃⁮ IP
Ȃ 

Ruijie# 
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ᴳ ‟ PPPOE ⁮ ᶕ Ȃ 

̔ 

1. ѝ 5 ‍ ̆5 ‍ ᶕ̆ ╟ Ȃ 

2. ѝ‍
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13 VLAN-TERMINAL  

13.1 VLAN-TERMINAL 

13.1.1 VLAN-TERMINAL  

Vlan ╖ ̆ ѐ̆ э ѝУэ vlan, Ӈ trunk ̆

а ᾳЮ̆ Ԉᴳ эvlan Уэᾃ  Ȃ VID

VID Уэ lan  Ȃέᴇ Ю̔ 

 
‍ ̔EG Уэᾃ ̂ ̃бӇ ̆Ӈ supervlan ╖ зӇ

ẹ EG
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έᴇ ᴐ Ю Ȃ 

13.1.2 VLAN-TERMINAL ᴐ  

VLAN-TERMINAL ұὲ ╖ ̆ ̆ аֶ ὲӹ ӊ

Ȃ CLI ̆ᴳ ╟ ӱӇ Э VID ̆ Ҿ tag Ȃ

Ҿ ̆ ѐ TAG ̆ ᶑ ̕ ұ ѐ TAĞ

ᴐ ̕ ̆ ᶕ ̆ Ὧ ⁮ TAG ᶕ

̆ Ἱ̆ᴳ Ȃ 

13.2  

Ю vlan terminal Ȃ 

 ╖  ḣ 

 vlan terminal ╖  Ὧ  

 vlan terminal ѐ э vid Э  200 э 

13.3 VLAN-TERMINAL 

�„  ̂ ̃ Ὧ vlan terminal ╖  

�„  ̂ ̃ ⁸ VID 

�„  ̂ ̃ э VID Э  

13.3.1 Ὧ vlan termina╖  

ᾳЮ̆vlan terminal ╖ Ὧ ̕ vlan terminal̆ УЮ ̕ 

 

 ԇ ᴐ  



VLAN-TERMINAL 

http://www.ruijie.com.cn 

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# vlan-terminal enable vlan terminal ╖  

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show vlan-terminal  

Ὧ vlan-terminal ╖ ̆ Ԉ ὤ Ю no vlan-terminal enable ԇ  

  ѡᴿ̔ 

  # vlan terminal 
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# vlan-terminal  enable   
Ruijie(config)#  

13.3.2 vlan terminal vidЭ  

ᾳЮ̆VID Э ѝ 100 э̆ эа ̆ ᾃ ̆а Ԉ

̆ Ԉ ԈЮ ᶢ Э ̔  

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# vlan-terminal  per-vlan num 
э vlan Э ̆num ḣ ѝ

1~1000Ȃ 

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show vlan-terminal   

‮ Ὧ ̆ Ԉ ὤ Ю no vlan-terminal per-vlan 

ѡᴿ̔ 

# ᶢ э vlan Э ѝ 15 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# vlan-terminal per-vlan 15 
Ruijie(config)# end 
Ruijie#  
 

13.3.3 ⁸ VID 

ў ѝҩ Ҿ VID̆ Ԉ ̕ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# interface interface-name ὡ  
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Step 3 Ruijie(config-if-interface-name)# vlan-terminal 
vlan-list vlan-list 

⁸ VID̆vlan-list ѝ : 
num1̆num2 ̆num3-num4̆num5-num6  

Step 4 Ruijie(config-if-interface-name)#end  

Step 5 Ruijie# show vlan-terminal   

‮ Ὧ ̆ Ԉ Ю  no vlan-terminal vlan-list ԇ Ȃ 

ѡᴿ̔ 

# 0/1 vid ѝ 2̆5̆ 30~60̆ 90~200 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if-GigabitEthernet 0/1)# vlan-terminal  vlan-list 
2,5,30-60,90-200 

Ruijie(config-if-GigabitEthernet 0/1)# end 

13.4 VLAN-TERMINAL  

Ԉᴳ Ю ԇ vlan terminal  

 ԇ ᴐ  

Step 1 Ruijie# show vlan-terminal  vlan terminal  

 

    ѡᴿ̔ 

    Ruijie# show vlan-terminal 
    vlan-terminal: enable 
    per-vlan:     20 
    Gi0/1:       1, 2, 60-80 
    Gi0/2:       4, 100-20 
 

13.5 Э VIDᶕ  

VID Э VID Э IP 

ԇ ᴐ  

Ruijie# show vid-info VID Э VID Э IP 

ѡᴿ̔ 

        Ruijie# show vid-info 
vid             count          ip 

100             1            192.168.1.2 

102            2            192.168.1.10,192.168.1.12  
 



 

 

 
 
 

IP ╘ 

 
 
 

‍ᾊӮ IP ╘ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1. IP ╘ 

2. IPv4  

3.  

4. NAT 

5.    
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1 IP б ╘ 

1.1 IP  

1.1.1 IP Ӯ 

IP 32 ᴁү ⁸ ̆ѝҩ҉ᾗ ᵳ̆У ︠ ⁸ Ȃ︠ ⁸ ̆‍ѝ

̆ 8 ᴁ̆ ӱ 0~255̆ Ѯ ľ.Ŀ ̆ ľ192.168.1.1Ŀ ︠ ⁸

IP Ȃ 

IP Ѭ̆ IP ҵ Ȃ32ᴁ IP чэ ‍ ̔1̃ ‍̕

2̃ ‍Ȃ ‍ ΰэ ᴁ ḣ̆ ₥ᴳ ѐ IP Ԉ‚‍

Ȃ 

A ̆ ᴁѝľ0Ŀ̆ 7 э ᴁ ̆24 э ᴁ Ȃ

Ὥ 128 э A Ȃ 

 

B ̆₥чэ ᴁѝľ10Ŀ̆ 14 э ᴁ ̆16 э ᴁ

Ȃ Ὥ 16,348 э B Ȃ 

 

C ̆₥Ьэ ᴁѝľ110Ŀ̆ 22 э ᴁ ̆8 э ᴁ

Ȃ Ὥ 2,097,152 э C Ȃ 

 

D ̆₥ э ᴁѝľ1110Ŀ̆ὲᴍ ᴁѝ Ȃ 
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₥ э ᴁѝľ1111Ŀ аἵ ‍ ̆ Ҿ ѝ E ̆ ұᶑ

Ȃ 

 

ѐ̆ IP ‚ ̆У IP ‍ Ȃ

бҵ ̆‡ ⁮ ‍ IP Ȃѐ שּ Ԉ ѐ ҵ

ᶕ ѐ ̂CNNIC̃ ̆ IP ‍ ѝ ҵ б ‍ Ὠ

̂ICANN,Internet Corporation for Assigned Names and Numbers̃Ȃ ѝᾃ

̆ а IP ת̆ ҂а ᵳ‍ ̆ ‍ ж Ȃ 

Ю ѝᶑ б ‟ ̔ 

⁞   

0.0.0.0 ᶑ  

1.0.0.0~126.0.0.0  A  

127.0.0.0 ᶑ  

128.0.0.0~191.254.0.0  
B  

191.255.0.0 ᶑ  

192.0.0.0 ᶑ  

192.0.1.0~223.255.254.0  C  

223.255.255.0 ᶑ  

D  224.0.0.0~239.255.255.255  

240.0.0.0~255.255.255.254 ᶑ  
E  

255.255.255.255  

ὲѐж Ьэ ᵏ ̆ Ҿ аֶ ҵ ѐᴳ ̆ ‍ ҩ Ҿ

ҵ ̆‡ Ҿ IP ҵ ȂЮ ѝ

̆ RFC 1918 Ѭ̔ 

⁞ IP   

A  10.0.0.0~10.255.255.255 1 э A  

B  172.16.0.0~172.31.255.255 16 э B  

C  192.168.0.0~192.168.255.255 256 э C  

Ὧұ IP ȁTCP/UDP ὲ ‍ ᾰͅ RFC 1166 Ȃ 
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1.1.2 IP ֗╘‟  

IP ֗╘ꜛ ԈЮ ת̆ У ṁ̆ὲ ֗╘ Ԉ έᴇ

ᾱ Ȃ 

�z IP ̂ ̃ 

�z ̂ARP̃ ̂ ̃ 

�z IP ⁮ ̂ ̃ 

�z Ὧ IP ̂ ̃ 

�z ꜛ ̂ ̃ 

1.1.2.1 IP  

Уэ ҩ IP ̆ Ԉ IP ̆ ҩ IP ̆ ἵ

IP Ȃ 

‍ Уэ IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address ip-address mask Уэ IP  

Ruijie(config-if)# no ip address Уэ IP  

҂ Уэ 32 ḣ̆ IP ΰэ ѝ ‍Ȃ ѐ̆ḣ

ѝ“1” IP ᴁ ѝ ‍̆ḣѝ“0” IP ᴁ ѝў

‍Ȃ A ѝ“255.0.0.0”Ȃ Ԉ‾ Уэ

‚‍̆ ‚‍ Уэ ў ‍ УҾ ᴁ҂ᴐѝ ‍̆ ў ̆

╗ ̆ ѝ Ȃ 

 
�	 ��


\�!��

Э̆ ᴁ Ԉ ў ‍ѐ ֗ᴉУ ᴁȂ ӊ ӱ

‍ ӱ ⁮ Ȃ 

 

б IP Ὧ Ю‟֗╘‟ ̆ԈЮ֗╘ᴐѝ ̆ Ԉ ᾳᾱ

̔ 

�z э IP  

1.1.2.1.1 эIP  

ӊ Ԉ Уэ э IP ̆ὲѐУэѝў IP ̆ὲᴍὤ ѝ IP Ȃ

IP Э ת⁸̆ IP бў IP Ԉ IP Ѯ ұа

Ȃ ѐֶ̆ ᴳ ⁮ IP ̆ ԈЮ ᾳЮ IP ̔ 

�z Уэ ў Ȃᴿ ̆ У Уэ C ̆ ‍ 254
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ў Ȃת ў 254 ̆УэC а ‍ ̆ ‍ УэC
Ȃ чэ ̆ Ԉ э IP Ȃ 

�z ұ ү ̆ ‚‍Ȃ IP ᴳ Ԉᴳ

⁮ ұ IP Ȃ ұ э ̆ Уэ IP Ȃ 

�z Уэ чэ Уэ ̆ Ԉ… Уэ ̆

IP ̆ ȂУэ а чэ чэԈЭ

  Ȃ 

 
�	 ��


\�!��

IP Ѯ₥̆ ҩў IP Ȃ Э У ҩ IP ̆

‡ὲ ҂ У IP Ȃ ὲ Ἴ ‍ IP ̆ Ԉ

ѝў Ȃ 

 

IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address ip-address mask 
secondary 

IP  

Ruijie(config-if)# no ip address ip-address 
mask secondary 

IP  

 

1.1.2.2 ̂ARP̃  

ѐ̆ э IP чэ ̔1̃ ̆ ұ ꜛ

ѐ̆ ῆ ת̆ Э ѐ

MAC ̆ ҃ Э ѝ MAC ̆MAC ЭԆ IP ̕2̃
̆ ҵ ЭԆ IP ̆ ҂ ҩ Ȃ 

Эч IP Ѯ ᶕ̆ 48 MAC Ȃ IP
MAC ѝ ̂ARP̃Ȃ MAC
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1.1.2.2.1 ARP 

ARP ᵏҩ IP MAC ╟ ╖ ̆ ᾳЮа Ȃ

ӊ ARP̆ Ԉ а ұ IP ARP Ȃ 

ARP̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# arp ip-address mac-address arp-type
Ѭ ARP̆ὲѐ

arp-type ₥

arpa Ȃ 

Ruijie(config)# no arp ip-address   ARP 

1.1.2.2.2 ARP AnyIp  

ѝҩ IP Ὧ аᶢ ҂ Э ̆ ᾐἹ Ὧ̆Ԇ

ARP ̆ ѝ IP ╟ Ȃ 

Юч ᾳ ᶢ Э ̔ 

1ȁ IP ұ ת̆ Ὧ IP а Э IP̕ 

2ȁ IP а ұ ת̆ ұ ὲ ̆ ᾰ ᾳ̕ 

ұ IP а ұ ὲ̆╟ ARPȁ╟ ᵑ ұ Ἴ

ARP ̆ Ю ( ᴓ
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1.1.2.2.3 ARP  

₥ ARP Ethernet II ̆ ӊ ѐ҂ ѝ ARPA Ὧ Ȃ 

1.1.2.2.4 ARP  

ARP ╟ ҃⁮ IP MAC ᴐ Ȃ ̆ARP
ᾰѐᶑ ת̆ ARP ҂ ̆ Ԉ ‾ Ȃ

⁞ ̆ ‡У а ARP Ȃ 

ARP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# arp timeout seconds 
ARP ̆

0-2147483̆ὲѐ 0
а  ע

Ruijie(config-if)# no arp timeout  

ᾳЮ̆ ѝ 3600 ̆ 1 э Ȃ 

1.1.2.2.5   Ὧ ᶕARP  

       Ὧ ᶕ ARP Уэш ARP ҃ Ȃ   Ὧ ᶕ arp ╖ ̆ ҃ arp
Ḁ̆ ֶ ̆ ⁮ ҃ ARP ̆ ‡аֶ ҃Ȃ ⁮ ARP

̆ ARP ע а ̆з ARP Ȃ 

ԇ ᴐ  

Ruijie(config-if)# arp trust-monitor enable 
╟   Ὧ ᶕ

arp ╖  

Ruijie(config-if)# no arp trust-monitor enable  

 

ᾳЮ̆   Ὧ ᶕ arp ╖ Ȃ 

 
�a���_�É�!��

ARP ע Ḁֶ̆ arp ̆ ⁮ mac
зע Ὧ ᶕ ARP ╖ ̆‡ֶ   loğ заֶ ARP Ȃ 

 

1.1.2.2.6 Ὧ ╟ ARP ҃╖  

Ὧ ╟ ARP ҃╖ ̆ аֶᾋ ҃ ╟ ARP ̆ꜛ ў╟   ARP
Ԉ ⁮ ARP Ȃ ұὯ Ѯ₥ ҃⁮ ╟ ARP , ѝע

ARP ̆‡ֶ ̆ע ע ⁮ ̆ ╟ ARP ֶ Ȃ 

 

ԇ ᴐ  
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Ruijie(config-if)# arp-learning enable 
╟ ╟ arp ҃

╖  

Ruijie(config-if)# no arp-learning enable 
Ὧ ╟ arp ҃

╖  

 

ᾳЮ̆ ᴳ ╟ arp ҃╖ Ȃ 

1.1.2.2.7 ARP  

ARP ╖ ̆ ֶ ̆ ҃ ARP Ȃ Ԉ

̆ Юў IP ӱ IP ᾃ ̆

Ȃ ̔ У ̆ ֒ Ь UP̂ UP з ҩ IP
̃Ȃ У ̆ У ̆а ᶑ Ю Ȃ 

ԇ 

R u i j i e ( c o n f i g i f ) #  
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⁸‮ Э ᶕ֗ ARP ̆ Ԉ clear arp trusted ԇȂ 

 ԇ ᴐ  

Step 1 Ruijie(config)# clear arp trusted [ip [mask]] ‮ ᶕ֗ ARP  

 

 �a    
clear arp trusted ԇֶ‮ Э ᶕ ARP ̆ а

Э ȂУ ᾳЮᴳ clear arp trusted ip ԇ‮ ᶕ֗ ARP Ȃ 

ᾳЮ̆ ᶕ֗ ARP аֶ ̆ע ἵ ᶕ֗ ARP ̆ע ὤ

arp trusted aging ԇȂ 

 ԇ ᴐ  

Step 1 Ruijie(config)# arp trusted aging ἵ ᶕ֗ ARP  ע

ᶕ֗ ARP ̆ Ԉ ὤ Ю arp trusted number ԇ

Ȃ 

 ԇ ᴐ  

Step 1 

Ruijie(config)# arp trusted number 
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1.1.2.4 ꜛ  

ꜛ ѝ э Э ў Ȃ ӊ ч ꜛ̔1̃
̆ ѝУэ ў ̆ ў ‍ὤѝľ1Ŀ̕2̃
̆ ѝ ў ̆ 32 ᴁὤѝľ1Ŀ Ȃ ꜛ ₥ У

Ҿ IP ᴳ ̆ὲѐꜛ ︠‍ IP Ȃ Ԉ ᴉ ⁸ ᴳ ꜛ Уэ

ӝ Ȃ 

IP ̆ ֶ ̆ш ̆ ᾳ

ѝ Ȃ ᵏҩУҾ╕ ⁸ ̆ ὲ Ȃת ұ

Ӈ ұү ̆ ּ Ȃ 

ᾱ ╕ э Уэ ̆ ̆ ᴳ

ꜛ IP а ּ Ȃ 

Ὧұ ̆ RFC 919 RFC 922Ȃ 

ᴉ ꜛ ̆ ԈЮ֗╘֗╘ ̆ Ȃ 

�z ⁮  

�z … IP  

1.1.2.4.1 ⁮  

IP ѝ э IP IP ̆ ѝ 172.16.16.255
ѝ Ȃת ӊ а Ȃ 

б ⁮ IP ̆ У Ȃ

⁮ ̆ ѝ ̂У

IP ѝὤľ1Ŀ ̃̆ Ԉ Э ў Ȃ 

Ԉ Э̆ ╟ ⁮ ╖ ̆ Ԉ ⁮

ҩȂ ԇ ⁮ ּ ̆ а ὲ

Ȃ 

Э̆ Ԉ Ѭ ⁸‟ ⁸ Ҿ Ȃ Ѭҩ ‟ ̆

‟ ѐ Ѭ ꜛ ⁮ Ȃ 

⁮ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip directed-broadcast 
[access-list-number] 

Э̆ ╟ ⁮

 

Ruijie(config-if)# no ip directed-broadcast  

 



IP б ╘ 

http://www.ruijie.com.cn 

1.1.2.4.2 … IP  

₥ᴳ ꜛ̆ὲ ѝὤľ1Ŀ̆ ѝ 255.255.255.255Ȃ ӊ Ԉ

֒ Ѭӊ ὲ ꜛ̆ з Ԉ ꜛȂ 

⁞ұ 255.255.255.255 ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip broadcast-address ip-address …  

Ruijie(config-if)# no ip broadcast-address  

 

1.1.3 IP  

̆ ԈЮ֗╘ ̆ ᴐȂ 

�z ᾰ ᾃ  

�z  

1.1.3.1 ᾰ ᾃ  

Ԉ‮ УҾ ᾰȁ ȁ ὤ ᾃ ̆ў ꜛ Ьэ ̔ 

1) ARP ᾰ̕ 

2) ў ⁮ IP ̕ 

3) Ȃ 

ԇ ᴐ  

Ruijie# clear arp-cache ARP ᾰ 

Ruijie# clear ip route {network [mask] | *} IP  

 

1.1.3.2  

Ԉ IP ȁ ᾰȁ ᾃ ̆ Ҿᶕ ︠‍

╠Ȃ ⁮ ̆ Ԉ ꜛ

Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie# show arp ARP ᾰ  

Ruijie# show ip arp IP ARP ᾰ  

Ruijie# show ip interface [interface-type 
interface-number] 

IP ᶕ  

Ruijie# show ip route [network [mask] ]   

Ruijie#show ip route   

Ruijie# ping ip-address [length bytes] [ntimes 
times] [timeout seconds] 

 

 

1.1.4 IP ᴿ 

ᵏҩԈЮ IP ᴿ̔ 

�z IP ᴿ 

1.1.4.1 IP ᴿ 

�z  

IP ‍ Ю Ȃ 

 

IP ᴿ 

RIP ת̆ ἵ ѝ RIPv1̆ C Э Ԉ ⁮ 172.16.2.0/24
̆ D Э Ԉ ⁮ 172.16.1.0/24 Ȃ 

�z έᴇ  

RIPv1 а ̆ ѐа ᶕ ̆172.16.1.0/24
172.16.2.0/24чэ C 192.168.12.0/24‍→ ̆ ̆

C DЭ а ⁮ Ȃת RIP э ̆

б Уэ ̆ б ѝУ Ȃ э

̆ Ԉ A B̆ 192.168.12.0/24 Э Уэ

172.16.3.0/24̆ чэ ‍→ ҩȂԈЮ ᾗ  A B
Ȃ 

A ̔ 
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interface GigabitEthernet 0/0 
ip address 172.16.3.1 255.255.255.0 secondary 
ip address 192.168.12.1 255.255.255.0 
! 
interface GigabitEthernet 0/1 
ip address 172.16.1.1 255.255.255.0  
! 
router rip 
network 172.16.0.0 
network 192.168.12.0 
 

B : 
interface GigabitEthernet 0/0 
ip address 172.16.3.2 255.255.255.0 secondary 
ip address 192.168.12.2 255.255.255.0 
! 
interface GigabitEthernet 0/1 
ip address 172.16.2.1 255.255.255.0  
! 
router rip 
network 172.16.0.0 
network 192.168.12.0 

1.2 IP ╘  

1.2.1 IP ╘ ֗╘‟  

IP ╘ ̆ꜛ ԈЮ ֗╘̆ԈЮ֗╘ ֗╘̆ Ԉ ̔ 

�z Ὧ 

�z IP  

1.2.2 Ὧ 

ѐа ꜛ ⁮ Уэ ̆ ᶑ ⁮ Ὧ̆ᴳ

show ip redirects ԇ Ȃ 

Ὧ̆‡ ὤ Ю Ю ԇ̆ ԇ no ‮

ὯȂ 

ԇ  

ip default-gateway ip-address Ὧ 

Ὧ̆ Ю ԇȂ 

ԇ  
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Ruijie(config-if)# no ip redirects Ὧ ICMP  

 

1.2.3.3 ICMP  

ҵ Э э ̆ѝҩ ᶕ ̆  Ԉ

ICMP ̆ ⁮ ICMP ֶ Ȃ ӊ

Ԉ ICMP ̆ ᾳЮ Ȃ 

ICMP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip mask-reply  

Ruijie(config-if)# no ip mask-reply Ὧ  

 

1.2.3.4 IP MTU 

MTÛ ּ ἷ̃ḣ̆ ұ MTU ꜛ ӱ

  ‍ ̆ ‡ Ȃ 

ӊ ἵ MTU ḣ̆ з MTU ֶע IP MTU IP MTŬע ֶ

╟б MTU ᶑ У Ȃת Ѯа ̆ ҩ IP MTU ḣ̆ MTU аֶ Ȃ 

Уэ Э ̆ MTU ḣ ᶑ У Ȃ 

IP MTU ḣ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip mtu bytes MTU ḣ̆ 68~1500 

Ruijie(config-if)# no ip mtu ḣ 

 

1.2.3.5 IP  

ӊ IP Ȃ ⁮ IP ꜛ ֶ̆ IP ш ȁ ȁ

̆ Ҿ RFC 791 ѐ Ȃ ⁮ ꜛ ҩὲ

ѐУэ ̆ ֶ ╟ᴐ̕ ⁮ ̆ ֶ Уэ ICMP
̆ х ꜛȂ ӊ ᾳЮ IP Ȃ 

IP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip source-route IP  
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Ruijie(config)# no ip source-route Ὧ IP  
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2 IPv4  

2.1 IPv4   

2.1.1 IPv4  

ѝҩ ̆ ₥ ԏᴳ ҩ(Prefix Tree+Adjacency) Ruijie Express 
Forwardinĝ REF̃ ȂREF ҩ э ẹ̆ а

‍ᶕ ̆ аᾋ Cache ̆ ѐ CPU ᾋ ╗ Cache ᾰͅ῏ ҩ ѐ CPU
ᾰ ̆҂ᶑ ҩ Ȃ 

REF УЮчэ ֒ ẹ̔ 
�„  Prefix Tree 

₥ Ȃ У רּ ‡ IP ₥ ̆ ұ Ȃ ѐ̆ ұ

Prefix Tree У б Radix Tree а ̆ ᴳ ҩУ ѝ M-Tries Tree
Ȃ M-Tries Tree Prefix Tree ֶ Radix Tree ᾃ

̆ Prefix ᶕ ҂ֶ ת̆ Ȃ 
�„  Adjacency 

Ȃꜛ ҩ   ᶕ ̆ᴿ ЮУ ‟ ̆ЮУ ֒̆  

ᶕ Ȃ רּ ⁮ ̆ ̆  

Ȃѝҩᵳұ ̆ У ̕ѝҩ

̆ ЮУ ‟ ᶕ ѝ Ȃ 

REF ‍ѝЬэ ̔ 

1) REF ̕ 

2) Prefix Tree ὲ   ̕ 

רּ (3 ⁮   ̆ᾋ ᶕ   ̆

  Ȃ 

2.2 ᴳ  

NBR ‟ӊ ̆ Э ᴳ ̆а Ȃ 

2.3  

̆ ₥ Ь ұ IP Ȃ REF ѐ̆

₥ IP/MASK Ὧ ⁮ эЮУ ̆ ̆ Ὧ ⁮Уэ ̆ ᵑ
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Ȃ IP ᵑ ₥ רּ ⁮ ̆ IP ‟̆

ѐὲѐ У Ȃέᴇ Ь Ю̔ 
1. IP ұ IP Ȃ IP ‟̆

ѐ ΰ Ȃ Ȃ 

2. IP IP IP ̆ IP IP ‟̆

ѐ Ȃ 

3. IP IP ̆ IP ‟̆ ѐ ̆

ұ У IP ӱ У Ȃ 

̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# ip ref load-sharing  
Original 

ѝ IP  + IP
 

Ruijie(config)# no ip ref load-sharing original 
IP + IP ̆ ұ

 

Ruijie(config)# ip ref load-sharing 
original-only 

ѝ IP  

Ruijie(config)#no ip ref load-sharing 
original-only 

IP ̆ ұ

 

 

2.4 б  

╟ ᶕ ̆ аֶ ў╟ ╗ ‮ Ҿ֗ᴉ ᶕ ̆

Ԉ ᾃ ᵏ ₥ ᶕ Ȃ 

̆ ₥ ᵏ Ю ԇ̔ 

�„  ᶕ  

�„  ᶕ  

�„  ᶕ  

�„  ᶕ  

2.4.1 ᶕ  

ᶕ REF ᶕ ̆ꜛ ҩ ̆Ԉ х

Ȃ 

 ԇ ᴐ  

Ruijie# show ip ref packet-statistic [clear] / REF ₥ ᶕ  

2.4.2 ᶕ  

ѐ̆У Ȃ ԏ Ԉ ԈЮ ԇ ₥ ᶕ ̔ 

 ԇ ᴐ  
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Ruijie# show ip ref adjacency [glean | local | 
ip | (interface interface_type interface_number) 
| statistic] 

Ԉ ȁ ȁ

IP ȁ Ὧ

Ὧᶕ Ȃ 

2.4.3 ᶕ  

IP
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3  

3.1  

3.1.1  

3.1.2 ᶕ  

₥ ᶕ ̆ ᴳ show ip fpm flows ԇȂ 

 ԇ ᴐ  

 Ruijie# show ip fpm flows [filter 
ip_protocol_number urce_ip 
source_ip_mask_len dest_ip dest_ip_mask_len]

₥ ᶕ  

3.2 х ᾳ 

₥ х ᾰͅ ᴳ show ip fpm counters ԇȂ 

 ԇ ᴐ  

 Ruijie# show ip fpm counters ₥ х ᾳ 

3.3 ὤ ᶕ  

₥ ὤ ᶕ ̆ ᴳ show ip fpm statistic ԇȂ 

 ԇ ᴐ  

 Ruijie# show ip fpm statistics ₥ ὤ ᶕ  

3.4 ᶕ  

₥ ᶕ ̆ ᴳ show ip fpm user ԇȂ 
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 ԇ ᴐ  

 Ruijie# show ip fpm users ₥ ᶕ  

3.5 ӄ  

ӄ ̆ ᴳ ip session timeout ԇȂ 
 

 ԇ ᴐ  

 Ruijie# ip session timeout {icmp-closed | 
icmp-connected | icmp-started | 
rawip-closed | rawip-connected | 
rawip-established | rawip-started | 
tcp-close-wait | tcp-closed | tcp-established | 
tcp-fin-wait | tcp-last-ack | tcp-syn-receive | 
tcp-syn-sent | tcp-time-wait | udp-closed | 
udp-connected | udp-established | 
udp-started } num 

а а ӄ  

3.6 ӄ ᴿ 

Ю ӄ ḣ Ю̔ 

 ԇ ᴐ  

 icmp-closed 10s 

 icmp-connected 10s 

 icmp-started 10s 

 rawip-closed 10s 

 rawip-connected 300s 

 rawip-established 300s 

 rawip-started 300s 

 tcp-close-wait 60s 

 tcp-closed 10s 

 tcp-established 1800s 

 tcp-fin-wait 60s 

 tcp-last-ack 30s 

 tcp-syn-receive 10s 

 tcp-syn-sent 10s 

 tcp-time-wait 10s 
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 udp-closed 10s 

 udp-connected 30s 

 udp-established 600s 

 udp-started 60s 

ᵏҩԈЮ ᴿ ̔ 

�„  ᴳ ӄ ᴿ 

�„  ӄ ᴿ 

�„  ӄ ᴿ 

3.6.1 ᴳ ӄ ᴿ 

ᴳ ѐ̆ ḣ ȂḮ ᴳ ѐ ̆ а

Ḁ̆ Ԉ tcp-established udp-established ӄ Ȃ Ю̔ 

ip session timeout tcp-established 600 
ip session timeout udp-established 300 

3.6.2 ӄ ᴿ 

Ḁ̆ TCP ̆ѝҩᴳ ̆У tcp-closedȁ
tcp-close-waitȁtcp-fin-waitȁtcp-syn-sentȁtcp-time-wait̆ ΰэḣ ⁮ Ȃ

Ю̔ 

ip session timeout tcp-closed 5 
ip session timeout tcp-close-wait 10  
ip session timeout tcp-fin-wait 10  
ip session timeout tcp-syn-sent 5  
ip session timeout tcp-time-wait 5 

3.6.3 ӄ ᴿ 

Ḁ̆У TCP ̆ѝҩᴳ ̆У

tcp-closedȁtcp-close-waitȁtcp-fin-waitȁtcp-syn-sentȁtcp-time-wait̆ ΰэḣ ⁮

Ȃ Ю̔ 

ip session timeout tcp-closed 5 
ip session timeout tcp-close-wait 10  
ip session timeout tcp-fin-wait 10  
ip session timeout tcp-syn-sent 5  
ip session timeout tcp-time-wait 5 

UDP ̆ѝҩᴳ ̆ udp-connectedȁudp-closed̆ ⁞

udp-connected Ȃ Ю̔ 

ip session timeout udp-closed 5 
ip session timeout udp-connected 600  
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4.1.4 TCP  

ᾃ ў TCP ̆ ў TCP н╘ Ȃ ̆ Ԉ

NAT TCP ȂNAT … ҩУ ў ᵏ TCP ╘̆ ў

ᾃ ў ̆ ̆ ⁮ ‍ Ȃ

̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# 
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�„  TCP ᴿ 

4.1.6.1 ╟ ᾃ ᴿ 

ԈЮ ѐ̆ ὤ ӱ NAT Net200 ѐ‍ ̆ Ѭҩ ѝ

200.168.12.2~200.168.12.100Ȃ ᾃ רּ ‟ 1 ꜛ ֶ NAT Ȃ 
! 
interface GigabitEthernet 0/0 
ip address 192.168.12.1 255.255.255.0 
ip nat inside 
! 
interface GigabitEthernet 0/1 
ip address 200.168.12.1 255.255.255.0 
ip nat outside 
! 
ip nat pool net200 200.168.12.2 200.168.12.100 netmask 255.255.255.0 
ip nat inside source list 1 pool net200 
! 
access-list 1 permit 192.168.12.0 0.0.0.255 

4.1.6.2 ᾃ ὤ ᴿ 

ᾃ ὤ ̆ὲ NAPTȂ ӊ 8.1 ԈЭ ֒ ұ╟ NAT ╟

NAPTȂ ԈЮ ѐ̆ ὤ ӱ NAT Net200 ѐ‍ ̆ Ѭ

200.168.12.200 Уэ IP ἵת̆ Ȃ ᾃ רּ ‟ 1 ꜛ ֶ

NAT Ȃ 
! 
interface GigabitEthernet 0/0 
ip address 192.168.12.1 255.255.255.0 
ip nat inside 
! 
interface GigabitEthernet 0/1 
ip address 200.168.12.200 255.255.255.0 
ip nat outside 
! 
ip nat pool net200 200.168.12.200 200.168.12.200 netmask 255.255.255.0 
ip nat inside source list 1 pool net200 
access-list 1 permit 192.168.12.0 0.0.0.255 

NAT ̆ Ԉ ⁮ ̔ 
Ruijie# show ip nat translations  
Pro Inside global      Inside local       Outside local      Outside global 
tcp 200.168.12.200:2063 192.168.12.65:2063 168.168.12.1:23 168.168.12.1:23 

4.1.6.3 ᾃ NAPT ᴿ 

NAPT Ԉ ұ ╘ Ȃ ╘ ̆ NAT ᾃ ╘ ̆

NAPT ⁮ Ȃ ̆ ὤ Э ╘ ̆

⁮ᾃ ╘ ЭȂ 

Ю ᴿ У ᾃ WEB ╘ 192.168.12.3 ⁮ὤ IP200.198.12.1 80 Ȃ

ԇ Ю̔ 
! 
interface GigabitEthernet 0/0 
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ip address 192.168.12.1 255.255.255.0 
ip nat inside 
! 
interface GigabitEthernet 0/1 
ip address 200.198.12.1 255.255.255.0 
ip nat outside 
! 
ip nat inside source static tcp 192.168.12.3 80 200.198.12.1 80 

ȇ ╘ ᴿȈȂ 

4.1.6.4 TCP ᴿ 

ԈЮ ѐ̆ ѬҩУэ ў ̆ ў TCP ̆

‍ ⁮ ў Э̆ӱ ‍ ȂRealhosts Ѭҩ ў ̆ ‟ 1
Ѭҩ ў Ȃ ў ⁮ э ў ȂԈЮ ̆ TCP ӊ ᴐ

̆ ὲ ᶑ а ̆ NAT Ȃ ACL ѝּר IP ACLȂ 
! 
interface GigabitEthernet 0/0 
ip address 10.10.10.1 255.255.255.0 
ip nat inside 
! 
interface GigabitEthernet 0/1 
ip address 200.198.12.1 255.255.255.0 
ip nat outside 
! 
ip nat pool realhosts 10.10.10.2 10.10.10.3 netmask 255.255.255.0 type rotary 
ip nat inside destination list 100 pool realhosts 
! 
access-list 100 permit ip any host 10.10.10.100 
! 

NAT ̆ Ԉ ⁮ ̔ 
Ruijie# sh ip nat translations  
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╘ ὴ ᴿ 

ѝҩ Ҿ╖ ̆ NAT ╖ Ȃ ὡ ̔ 

# ὡ  
Ruijie> enable  

# ὡὤ  
Ruijie# config terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

# ὡ WAN0  
Ruijie(config)#interface GigabitEthernet 0/1 

# WAN  
Ruijie(config-if)# ip address  218.5.19.2 255.255.255.0 

# WAN ѝὭӎ Internet ὡ  
Ruijie(config-if)# ip nat outside 

# WAN  
Ruijie(config-if)# no shut 

#  
Ruijie(config-if)# end 
Ruijie# 

# Ҿ ᶕ ̆ WAN ұ UP ( ). 
%LINK CHANGED: Interface GigabitEthernet 0/1, changed state to up 
%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/1, changed state to UPRuijie# 
config terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

# ὡ LAN  
Ruijie(config)# interface GigabitEthernet 0/0 

# LAN  
Ruijie(config-if)#  ip address 192.168.0.1 255.255.255.0 

# LAN ѝὭӎ Intranet ὡ  
Ruijie(config-if)# ip nat inside 

# LAN  
Ruijie(config-if)# no shut 
Ruijie(config-if)# end 
Ruijie# 
%LINK CHANGED: Interface GigabitEthernet 0/0, changed state to up 
%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/0, changed state to UP 



NAT 

http://www.ruijie.com.cn 

Ruijie# 
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interface GigabitEthernet 0/1 
ip address 218.5.19.2 255.255.255.0 
ip nat outside 
! 
ip nat inside source list 1 interface GigabitEthernet 0/1 
ip nat inside source static tcp 192.168.0.4 110 218.5.19.2 110 
ip nat inside source static tcp 192.168.0.4 25 218.5.19.2 25 
ip nat inside source static tcp 192.168.0.3 80 218.5.19.2 80 
ip nat inside source static tcp 192.168.0.2 21 218.5.19.2 21 
ip nat inside source static tcp 192.168.0.2 20 218.5.19.2 20 
! 
ip route 0.0.0.0 0.0.0.0 GigabitEthernet 0/1 218.5.19.1 
! 
line con 0 
line vty 0 4 
password remoteuser 
login 
! 
end 
RUIJIE# 

4.1.6.6 ᾃ NAT ᴿ 

̆ ұ бᾃ ᾳЮ̆ э Ȃ

ᾳЮ̆ аֶў╟ arp̆ת ֶ arp Ȃ 

Ю̆ 192.168.12.0 ᾃ 200.198.12.0 Ȃ 

! 
interface GigabitEthernet 0/0 
ip address 192.168.12.1 255.255.255.0 
ip nat inside 
! 
interface GigabitEthernet 0/1 
ip address 200.198.12.1 255.255.255.0 
ip nat outside 
! 
ip nat inside source static 192.168.12.0 200.198.12.0 netmask 255.255.255.0 

4.1.6.7 NAT DNS 

NAT dns alg dns̆ ᶢ DNS ̆ ұ 

̆ Ԉ   ұ э ISP̆ э ̆   ΰѱ ӣѫ

ᴍ ̆ ҩ DNS ╖ Ȃ 

Ю̔ 

1. ᶕ ᾃ ftp ╘  

2. У ╘ dns ᾃү ╘  

3. DNS ᾃ  

4.   ̆  ᶕ ̆ұ DNS
ѐᾃ ᶢ ᶕ  

5. ᶕ ⁮ DNS ᶕ ╘  



NAT 

http://www.ruijie.com.cn 

Ȃ Ю Ȃ 

 

Ю̔ 

interface GigabitEthernet 0/0 

 ip address 10.123.123.123 255.255.255.0 

 ip nat outside 

 duplex auto 

 speed auto 

description ᶕ 

interface GigabitEthernet 0/1 

 ip address 61.123.123.123 255.255.255.0 

ip nat outside 

 duplex auto 

 speed auto 

description  

interface GigabitEthernet 0/2 

 ip address 192.168.1.254 255.255.255.0 

 ip nat inside 

duplex auto 

 speed auto 

description ᾃ  
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/*dns ╘ */ 

ip nat inside source static 192.168.1.1 61.123.123.123 

ip nat inside source static 192.168.1.1 10.123.123.123 

/* ᶕ ‡*/ 

ip nat inside source static 192.168.1.2 10.123.123.124 match gigabitEthernet 0/0 

/* ‡*/ 
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5    

5.1    

 
  ὴ  

5.1.1 
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 �a    

ᶑ а VPN Ȃ 

ұ ₥ VPN а ⁞ ̆

ᶑ ֶ VPN а ⁮а   ̆ VPN Ȃ

 

5.1.3.2  

ECMP   ᴿ ̆ᴳ а   Э‍ ̆б

ᴿȂ ұ ECMP   ̆ὲ ḣ ̆а   Ѯ ұ 

Ȃ Уэ  ḣ̆‡   а б ̆   ḣ̆

‡ ת̆ ҂ Ԉ ִ Уэ  Ȃ 

5.1.3.3  

‾ ̆ ECMP   ‍ ̆

  Ȃ 

5.1.3.4 ᶑ  

ᶑ ᾃ э  ḣ̆ ұ ѝ  

ҩ Ү֒ ̆ ᶑ ֶ ᾃ ὲ а ḣ   ̆

⁮̆ ‎ ⁮   ѐ Ȃ ᶑ Ԉ э ̆ ִἼȂ 

5.1.4  

Ю   Ȃ 

 ╖  ḣ 

    Ὧ  

 

 �a   ecmp   Э nexthopȂ 

 

5.2    

5.2.1 /Ὧ  

ᾳЮ̆ Ὧ ╖ ̆ ὡ ̆ ԈЮ ╖

̔ 
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 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)# mllb enable  ╖  

 Ruijie(config)# no mllb enable Ὧ ╖  

ѡᴿ̔ 

# ὤ ╖ ╖ Ȃ 
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# mllb enable  

# ὤ Ὧ ╖ ╖ Ȃ 
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# no mllb enable  

5.2.2  

̆ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)# interface interface-name ὡ Ȃ 

Step 3 Ruijie(config-if)# bandwidth kilobits   

 Ruijie(config-if)# no bandwidth  ѝ ḣ 

ѡᴿ̔ 

# ѝ 1M̔ 
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# interface  fastEthernet 0/1 
Ruijie(config-if)#  bandwidth 1000 

# ̔ 
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# interface  fastEthernet 0/1 
Ruijie(config-if)#  no bandwidth  

5.2.3 ḣ 

ḣᴐѝ ╗ὡ   ̆ ḣЭ ̆аᾋ

ᴐѝ   ̕ ᴂұ ḣЮ ̆ ᴐѝ   Ȃ

ḣ   Ȃ ḣԈ ‍ ̆ ḣ 1̇100. 

ḣ̆ Ю ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 
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Step 2 
Ruijie(config)# mllb threshold percent-upper | 
[lower percent-lower] 

ḣѝ percent̆ ḣ

1-100 Ȃpercent-up ѝ ḣЭ ̆

percent-lower ѝ ḣЮ Ȃ 

 Ruijie(config)# no mllb threshold 
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 ԇ 
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# ‎ ѝ Э ḣ ‾  
Ruijie# configure  terminal     
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# load-monitor uplink  

# ‎ ѝЭ Ю ‾ ḣ 
Ruijie(config)# load-monitor mixed-link  

5.2.8 ᶑ  

ᶑ Ԉ ᾃ ̆ э ḣ̆ ᶑ ֶ

‎ ⁮ Уэ ὲᴍ Ȃ ᶑ ╖ б ╖ Ὧ ̆б ╖

Ὧ ̆ ᶑ Ἴ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)#over-load-protect interface-group 
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Step 2 Ruijie(config)#over-load-protect threshold 
percent 

ᶑ ḣ 
percent̆ ḣ̆ ḣѝ 90 

Step3 Ruijie(config)#no over-load-protect threshold ‮ ᶑ  

ѡᴿ̔ 

# ᶑ ḣѝ 80 
Ruijie# configure  terminal     
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# over-load-protect threshold 80 
 

5.3  

5.3.1  

Ю show mllb config ԇ Ὧ  

ԇ ᴐ  

Ruijie (config)# show mllb config ᶕ ̆ὲѐꜛ ҩ ᶕ Ȃ

ѡᴿ̔ 

# Ю show running-config ԇ ̔ 
Ruijie# show mllb config 
multi-link load balance configure:   

multi-link load balance state: enabled    

multi-link load balance policy: load    

multi-link load balance load-interval: 5 

multi-link load balance threshold: 90 lower: 90 

multi-link load balance load-monitor: down-link 

multi-link load balance first-choice set to GigabitEthernet 0/5 is up   

multi-link load balance load-sharing original 

5.3.2 ᶑ  

Ю show over-load-protect configure ԇ ᶑ Ὧ  

ԇ ᴐ  

Ruijie (config)# show over-load-protect configure ᶑ ᶕ Ȃ 

ѡᴿ̔ 

# Ю show over-load-protect configure ԇ ᶑ ̔ 
Ruijie# show over-load-protect configure  
>Over-load-protect configure 
---------------------------------------------------------------- 
over-load-protect state: disable 
interface-group: 1, 2, 19 
load-interval: 5 
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threshold: 90 

5.3.3 ‾  

Ю show load-monitor configure ԇ ‾  

ԇ ᴐ  

Ruijie (config)# show load-monitor configure ‾ ᶕ Ȃ 

ѡᴿ̔ 

# Ю show load-monitor configure ԇ ‾ ̔ 
Ruijie(config)#show load-monitor configure  
>Load-monitor: down-link 

5.4 ὴ ѡᴿ 1 

5.4.1.1  

̆ὲ ⁞а ̆ὴ ΰ Уэ ISPȂᴿ ֝н 

2   ̆‍⁞ gi0/2
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5.4.1.3  

1̃ ╖  

#ὤ ╖ Ȃ 
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# mllb enable  

2̃  
Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 
#   ЮУ  

Ruijie(config)# 
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5.5.1.2  

 
ᶑ  

5.5.1.3  

1̃ 1 

#ὤ Ȃ 
Router(config)# interface-group  1 

Router(config-intf-group)# interface gi 0/1 

Router(config-intf-group)# interface gi 0/2 

Router(config-intf-group)# exit 

2̃ ᶑ ╖  
Ruijie(config)# over-load-protect  enable 

3̃ ᶑ 1 
Ruijie(config)# over-load-protect  interface-group  1 



 

 

 
 
 

ѝ  

 
 
 

‍ᾊӮ ѝ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1. үЬ ‍ ⁞ ԇ 

2. ⁞ 

3.  

4. ֶ … ⁸б  

5. ⁸ 

6.   

 

 



үЬ ‍ ⁞ ԇ 

 

1 үЬ ‍ ⁞ ԇ 

1.1 үЬ ‍ ⁞ 

1.1.1 үЬ ‍ ⁞  

ᾃ ѝ ⁸̆ Ἴ ‍ ⁞̆үЬ ‍ ⁞

ѐ vlan ȁ IP IP ⁮‍ ⁞ ̆έᴇ ᴐ

Ю Ȃ 

1.1.2 үЬ ‍ ⁞ ᴐ  

үЬ ‍ ⁞ ᾃ ̆ vlan tagȁ IP IP
⁞  vlan ȁ ̆ а ‚

‍̆Ԉᵳ ̆ ⁮ ᾃ ѝ ⁸ Ȃ 

1.1.2.1 vlan  

үЬ ‍ ⁞ Ԉ vlan ̆Уэ vlan id ұУэ vlan Ȃ ₥ vlan 
tag ‍ Ȃ Ὧ Ю̆ רּ ѐ ľanyĿ̆

Ю רּ ѐ native vlan vlan ̆ native vlan
vlan ̆‡ רּ ѐ ľanyĿȂ 

1.1.2.2  

ѐ̆ ᾃ ip mac ᾃ ѝ ⁸Ȃ

ᾃ ip mac ̆ ⁞ ip mac
‍ ̆ ⁞ Ȃ mac ip ‍

רּ⁞ ѐа Ԉ mac רּ ᴐѝ רּ Ȃ Ԉ

ṁ ᴳ ̆web ̆vpn Ȃ 

1.1.2.3  

Ҿ Ю̆ ᾃ ⁸ȂүЬ ‍ ⁞ Ԉ ⁞

ip רּ ̆ Ԉ ⁞ ̆ ⁮ ᾃ

⁸ Ȃ 







үЬ ‍ ⁞ ԇ 

 

1.6 vlan  

�„  ̂ ̃ vlan  

1.6.1 vlan  

vlan ̆ ὡὤ ̆ ԈЮ Уэ vlan ̔ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#vlan-group name vlan vid-list vlan  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show vlan-group  

‮ Ὧ ̆ Ԉ ὤ Ю no vlan-group name ԇȂ 

ᾃ  vlan-enable ԇ vlan tag ̆vlan ⁞

Ȃ 

vlan Ѯ vlan id а ᾰ ̆ э vlan id Ѯ ̆ э vlan id
ұ Уэ vlan ̆ ľ-Ŀ vlan id vlan id э vlan idȂ 

Уэ vlan ľanyĿ̆ үЬ ‍ ⁞╖ ̆ vlan id רּ аѐὲӹ֗

Уэ vlan ̆‡ רּ ѐ vlan ľanyĿȂ 

 

ѡᴿ̔ 

# vlan ľvlan-group1Ŀꜛ vlan 1ȁvlan 3ȁvlan7ȁvlan8ȁvlan9 

Ruijie# configure terminal 

Ruijie(config)# vlan-group vlan-group1  vlan 1,3,7-9  
Ruijie(config)# end 

1.7 vlan ᶕ  

ԇ ᴐ  

Ruijie# show vlan-group [group name] 
show vlan-group ὤ vlan ᶕ ̕ 
╗Эέᴇ vlan ᶕ Ȃ

ѡᴿ̔ 

# vlan ᶕ  

Ruijie#show vlan-group 
vlan-group    police_flow      police_url    flow      vlan id 
any             9             0            0          
vlan1           0             0            0          1 
vlan2           0             0            0          3-5 
vlan3           0             0            0          7,9 



үЬ ‍ ⁞ ԇ 

 

1.8  

1.8.1  

̆ ὡὤ ̆ ԈЮ Уэ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# subscriber static name name 
parent parent [ [ip-host ip-addr] [mac mac-addr] | 
ip-subnet subnet mask | ip-range start end] 
[ password pwd_str { two-way-bind | 
single-way-bind} ] 

Уэ ̂ ̃ 

Ruijie(config)#end  

Ruijie# show subscriber [all | static | dynamic | parent 
[name | root] ] 
 

 

‮ Ὧ ̆ Ԉ ὤ Ю no subscriber static name name ԇȂ 

Уэ ľ/Ŀ̆ үЬ ‍ ⁞╖ ̆ ip רּ аѐὲӹ֗

Уэ ‡ רּ ѐ Ȃ 

₥ 5 ̆ ѝ 4 ̆ ԈЮ

҉ᾗ̔ ὤ ̆ Ѯ ľ/Ŀ ̆ ѐа   ľ/Ŀ̆ Уэ

₥ ╗ľ/ĿԆ ̆ У Ȃ 

ip а Ѯ ᾰ m̆ac ‡а ὲӹ֗ᴉ

ᾰ Ȃ Ԉ ip ‍ ip ȁip ip
Ь ̆Ԉ mac ‍ ꜛ mac аꜛ mac ч ̆ὲѐ

ip Ԉ ꜛ mac ̆ip ip а Ԉ ꜛ

mac Ȃ 

Ԉ ᴐѝ ᴳ ̆ᴐѝ ̆ ip mac ̆

Ԉ Ȃ ̆ Ө ұ ip mac ᴳ ת̆ ip̆mac
Ԉᴳ ὲӹ Ȃ ̆ Ө ұ ip mac ᴳ ̆ ip mac

҂Ө ұᴳ Ȃа ̆а ᴳ ip mac ⁸ȂȂ 

 

ѡᴿ̔ 

# ľ 1Ŀ̆ip ľ192.168.196.156Ŀ̆ὲ ľ 1Ŀ̆ľ 1Ŀ
ľ ĿȂ 

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#subscriber static name 1 parent / / 1 ip-host 
192.168.196.156  
Ruijie(config)# end 
 



үЬ ‍ ⁞ ԇ 

 

1.8.2  

̆ ὡὤ ̆ ԈЮ Уэ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# [no] subscriber set name 
attribute {avoid-monitor [flow-monitor] | deny | 
release | vip | auth-deny | pwd-edit }  

 

ὁ ̂ὁ Ԉ

̃ ̆ ̆vip ̆ 
̆ ᶢ  

Ruijie(config)#end  

Ruijie# show subscriber [all | static | dynamic | parent 
[name | root] ] 
 

 

 

‮ Ὧ ̆ Ԉ ὤ Ю [no] subscriber set name attribute 
{avoid-monitor [flow-monitor] | deny | release | vip | auth-deny | pwd-edit } ԇȂ 

ҩὁ ὁᾃ ̆ὁ ⁞̆ὁ ⁸ ̆ ὁ Э̆

Ԉ ̂flow-monitor̃ᾋ ὁ ⁸̕ Ю

̆ Ю̆ ὁ
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ԇ ᴐ  

Ruijie# subscriber import [txt | csv] filename ὡ ֒ 

Ruijie# show subscriber [all | static | dynamic | 
parent [



үЬ ‍ ⁞ ԇ 
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Ю ľ.txtĿ ֒ѐ У ѡᴿ̔ 

/ / 1, 1,192.168.197.1 

 

ľ.csvĿ ֒ Microsoft Excel ѐ   ѝľ.csvĿ ⁮ ֒Ȃ

֒ѐ ѝ̔У ‍ѝ 3 ‟̆‍⁞ѝ̔ ȁ ȁ ip Ȃ 

Ю ľ.csvĿ ֒ ѡᴿ̔ 

/group1 xinlang 192.168.196.11-192.168.196.25 

/group1 baidu 192.168.197.0/24 

/group1 user1 192.168.198.1 

/group1 user2  

   

 

ѡᴿ̔ 

# ὡ ֒ľuserfileĿ 

Ruijie# network-group import txt userfile 
 

1.10.3    

  ԇУ ұ ֙ ₥ ѐ ̆   ̆ ὡ

̆ ԈЮ ὡ ֒̔ 

ԇ ᴐ  

Ruijie# network-group export [txt | csv] filename   ֒ 

 

ѡᴿ̔ 

#   ѐ ⁮ ֒ľuserfileĿ 

Ruijie# network-group export txt userfile 
 

1.11 ᶕ  

ԇ ᴐ  

Ruijie#Show network-group  [ all | brief  | parent 
[ root |  name ] ] 
 

show network-group ὤ ᶕ

̕╗Эέᴇ ᶕ

Ȃ 

ѡᴿ̔ 

# ᶕ  

Ruijie#show network-group all 
network-group police_flow police_url  flow      ip 
/              9          0        351        
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network1       0          2        0      192.168.197.3  
network2       0          0        0      192.168.197.1 
network3       0          0        0      192.168.197.2 
 

1.11.1  

ԇУ ұ а ᾳЮ̆ ̆ ὡ

̆ ԈЮ Уэ ̔ 

ԇ ᴐ  

Ruijie#network-group rename oldname newname Уэ  

 

  ѡᴿ: 

  # ѝ xx ѝ yy 

  Ruijie#network-group rename xx yy 

1.11.2 ╟  

╟ ԇУ ұ а ὲЮ ̆ ὲ ̆

ὡ ̆ ԈЮ ╟Уэ ̔ 

ԇ ᴐ  

Ruijie#network-group xx move to parent yy ╟Уэ  

 

     ╟ ̆ Ю ⁸̔ 

  а ╟⁮ ̆а ╟ ̆ а а ╟̆ ╟Ѯ

̆ ╟Ѯ а 5 Ȃ 

     ѡᴿ: 

     # ѝ xx ╟⁮ yy Ю 

     Ruijie# network-group xx move to parent yy 

1.12  

1.12.1  

sam ╘ Ю̆sam ᶕ ̔ 

ԇ ᴐ  

Ruijie# sam-online recycle time 
Ruijie# sam-offline recycle { off | time} 

Sam ̆  

Sam ̆ ̂ а ̃ 



үЬ ‍ ⁞ ԇ 

 

 

  ѡᴿ: 

  ᴿ 1̔ sam ̆ 30 ‍ ע ̆sam а  ̔ע

Ruijie#config 
Ruijie(config)# sam-online recycle 30 
Ruijie(config)# sam-offline recycle off 

1.13 ᶕ  

ԇ ᴐ  

Ruijie#show auth-subs [ all | brief  | parent [ root | 
name ] ] 
 

show auth-subs ὤ ᶕ ̕╗

Эέᴇ ᶕ Ȃ 

ѡᴿ̔ 

# ᶕ  

Ruijie#show auth-subs all 
name                                                             mac            flow  fc  url dir dym 

ip 

/                                                               0000.0000.0000  16    0    1   1   
0   

smp_root                                                        0000.0000.0000  0     0    0   1   
0   

webauth_root                                                    0000.0000.0000  0     0    0   
1   0 
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2 ⁞ 

2.1 ⁞ 

2.1.1 ⁞  

⁞ ѐ ‍ ⁞̆ӱ ⁞ 

Ȃ ⁞ ⁞ ў ‍ Ȃӱ

Ȃ 

₥ ‍ ̆ᵑ ұ ꜛ ⁞ Ȃў ꜛ ⁞ ⁞̆

⁞̆ ⁞̆ ‍ έ ⁞ Ȃ ұ ‍ UDP
DPI ‡̆ ѐ̆҂ ꜛ ⁞Ȃת ұ TCP ̆ ҩ ⁞ ̆ ѝ ₥

̆ DPI ‡ ꜛ ⁞Ȃ ⁞ ̆ Ԇ ̆

э ⁮ Э̆ӱ ̆ ╖ ѝ ╖ Ȃ

ұ TCP Ȃ 

2.1.2 ⁞ ᴐ  

2.1.2.1  

ч ̔ 

�¾ У ‍ ‍ ̂ ‍ ̔ľ ֒Ŀȁľ"IP
Ŀ̆ľ ֒Ŀȁľ ᴇ ֒ĿȁľP2P ֒Ŀȁľ ֒Ŀȁ

ľҵ ּ֒ Ŀȁľ ֒ Ŀȁľ Ŀȁľ Ŀȁľ

Ŀȁľ ὤ Ŀȁľ ֒Ŀȁľ Ŀȁľ Ŀȁľ

֒Ŀȁľ ֒Ŀȁľ ֒ Ŀȁľ ╟ҵ Ю έĿȁľ ╟ҵ

Ŀȁľ ╟ҵ Ŀȁľ ╟ҵ ֒ Ŀȁľ ╟ҵ

Ŀȁľ ╟ҵ Ŀȁľ ╟ҵ Ӈ ֒Ŀȁľ ╟ҵ WEB ,Ŀȁ

ľ ╟ҵ ĿȁľRFCĿȁľHTTP ĿȁľὲӹĿ̃̕ 

�¾ У ̆ Ѭ ‍ Ȃ Ѭ ‍ ‍ѝ Юч ̔ 

�„  Ѭ ‍ ̔ ҩὯ ȁ ⁸ ȁ

ȁIP э ‍ ̆ а Ԉᶢ Ҿ ‍ ̆ Ԉ

‍ ̆ ‍ Ю ̆╗ὡ⁮ԈЭ э

Ѭ ‍ ѐȂ 
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�„  Ѭ ‍ ̔ Ѭ ‍ ̆ Ѭ

‍ ѐ̆ Ԉ ‍ ̆ ‍ Ю ̆

╗ὡ Ѭ ‍ ѐ̆ ⁞ ⁸Ȃ 

 

ᾳЮ У ‍ ‍ ̆ Ԉ show identify-application group-state
ԇ ₥ Ȃ 

э ╗ὡҩὯ ̆ ⁸ ֶӊ ү ‍

Ȃ э ╗ὡ⁮ Ѭ ‍ ѐ̆҂ֶӊ ү ‍ Ȃ 

ү ‍ Ю̆ ⁞ ̂ ѐ ‡ Ѭ ‡ѐ

‡̃ ╗ὡὯ ̆ ⁸ ᾳЮ ұ IP ̆

╗ὡὯ ‡ ұὯ ̆╗ὡ ⁸ ‡ ұ ⁸ Ȃа ⁞ ̂

ѐа ‡ Ѭ ‡ѐа ‡̃ ᾳЮ ұ IP ̆҂

ὲ╗ὡὯ ⁸ ̆ ԏ‡ ұὯ ⁸ Ȃ 

ү ‍ Ю̆Уэ ‍ ̆ Ԉ╗ὡ э Ѭ ‍ Ȃᴿ

֒ Ԉ╗ὡ Ѭ ‍ 1̆҂ Ԉ╗ὡ Ѭ ‍ 2Ȃ 

 

 �	    

Уэ а ╗ὡὯ ╗ὡ ⁸ ὲת̆ ὲ Ԉ

╗ὡа ̆ ̔ QQ ֒̆ὲѐ QQ ѝ ֒‍

Ю Уэ ̆ Ԉ ֒╗ὡὯ QQ ╗ὡ ⁸ Ȃ

֒╗ὡὯ ̆ QQ а╗ὡ֗ᴉ ‡ QQ
҂ ╗ὡὯ Ȃ 

 

 �	    
⁞ Ѭ ⁞ ⁞ Ȃ ѐ̆

Ѭ ִἼ Ȃ ұ У ̆

Ѭ ̆‡ Ѭ Ȃ 

 

2.1.2.2 DPI ⁞ 

DPI ⁞ў ⁞̆ ⁞ 

ὲ ̆ ⁞ Э ̆ᾋ ᾃ б ѐ ѕ

רּ ̆ רּ רּ ⁞̆ ⁞ ִἼ

ᾱ   ⁞ Ȃ ұ Ҿ э ⁞ ̆

ֶ ̆ э ⁞   Ȃ 

2.1.2.3 ⁞ 

⁞ ̆ Ҿ έ ̆ᴿ ̆ ѐ

ꜛ ұ IPȁ ᶕ ̆ ‍ Ҿ ᶕ ̆ ὲ ̆

̆ Ԉ ⁞ Ȃ У ֶ ̆ע Ԉ ע

Ȃ 
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 1  

 �a    

1ȁ ᴐ Ὧ ̆а  

2ȁ а VPN  

3ȁ ᾃ TCP ̂SYN Уэ ᾃ

̃ 

2.1.2.9 ⁞  

ѐ̆ ѝ ѐӊ xml ⁞ѝ ̆ ̆

  Ȃѝҩ ̆ ⁞ ԇ ̆web xml ⁞

‡ ̆xml ⁞ѝ ̕ ԇὯ ̆ ‡ ̆xml Ӱ ⁞ѝ Ȃ 

2.1.3  

 

2.2  

Ю ⁞ Ȃ 

 ╖  ḣ 
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 ⁞╖  ⁞╖ ̆  

 ⁞ ╖  ⁞╖ ̆  

 DFI ⁞╖  ⁞╖ ̆  

 DFI ⁞ ╖  DFI ⁞╖ ̆  

 ╟  ╟  

  ⁞ ̆  

 HTTP  ⁞ ̆ HTTP
 

 ⁞ Ὧ  

 

 �	    
̆ Ὧ ̆

ᴐ Ȃ 

2.3 ⁞ 

̂ ̃ ⁞╖  

̂ ̃ ╖  

̂ ̃ ⁞╖  

̂ ̃ ⁞ᶕ ╖  

̂ ̃ ⁞╖  

̂ ̃ ⁞ ╖  

̂ ̃ DFI ⁞╖  

̂ ̃ DFI ⁞ ╖  

̂ ̃  

̂ ̃ Ѭ ‡ 

̂ ̃ Ὧ  

̂ ̃ ⁸  

̂ ̃  

̂ ̃ Ѭ  

̂ ̃  

̂ ̃ HTTP  

̂ ̃ ⁞  

 

2.3.1 ⁞╖  

ὡὤ ̆ ԈЮ ⁞̔ 

 

 ԇ 
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Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application enable ⁞╖  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

Ὧ ⁞╖ Ԉ ὤ Ю no identity-application enableȂ 

ѡᴿ̔ 

# ⁞  
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# identify-application enable   
Ruijie(config)#  

2.3.2 ╖  

╖ ў ѝҩ ⁞ῆ ̆ аῆ ̆ ╘ ‍

Ȃ ╖ ̆ ὡὤ ̆ ԈЮ ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application app-db 
enable 

╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

 

Ὧ ╖ ̆ Ԉ ὤ Ю no identify-application app-db enable 
 

2.3.3 ⁞╖  

ὡὤ ̆ ԈЮ ⁞╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
proto-expect enable 

⁞╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step3 Ruijie(config)#identify-application 
proto-expect timeout seconds 

⁞ ע  

Step 4 Ruijie(config)#end  

Step 5 Ruijie# show identify-application proto-expect  

‮ Ὧ ̆ Ԉ ὤ Ю no identify-application proto-expect enable 
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ѡᴿ̔ 

# ⁞ ѝ 5 ‍  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application proto-expect timeout 300 
 

2.3.4 ⁞ᶕ ╖  

ὡὤ ̆ ԈЮ ⁞ ᶕ ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
proto-expect gather 

⁞ ᶕ ╖  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

Ὧ ⁞ ᶕ ╖ Ԉ ὤ Ю no identify-application 
proto-expect gatherȂ 

ѡᴿ̔ 

# ⁞ᶕ ╖   
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# identify-application proto-expect gather  
Ruijie(config)#  

 

 �	    
⁞ ᶕ ╖ ̆ў ѝҩ ⁞ ῆ ̆ ╖

ᶕ ╘ Ȃ ╘ Ԉ ᶕ ̆

⁞ ̆ ⁞ ῆ Ȃ 

Step 4 Ruijie
f
BT6tion 
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2.3.6 ⁞ ╖  

⁞ў P2P Ю ̆ ⁞ ╖ ̆ P2P Ю

⁸̆ ╖ ̆ ὡὤ ̆ ԈЮ ⁞ ╖

̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
proto-detect drop 

⁞ ╖ ̆ ⁞

̆ ̆‡а

Ȃ 

Step 3 Ruijie(config)#
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2.3.8 DFI ⁞ ╖  

ὡὤ ̆ ԈЮ  DFI ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application dfi gather DFI ╖  

Step 3 Ruijie(config)#end 
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2.3.10 Ѭ ‡ 

ὡὤ ̆ ԈЮ Ѭ ‡̔ 

 ԇ ᴐ  

Step 1 Ruijie# 
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Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# identify-application custom name myqq class ֒  udp 
sport 1 10 dport any any sip 192.168.1.2 192.168.1.2  dip 66.12.11.34  
66.12.11.36 
Ruijie# end 
Ruijie#*Jan 11 17:25:29: %SYS-5-CONFIG_I: Configured from console by console  
Ruijie# show identify-application custom-rule   
TYPE  NAME                CLASS               SPL    SPH    DPL    DPH  SIPL         
SIPH DIPL DIPH 

TCP      Ѭ      1     10    1     100   any          any   100.1.1.1   
10.1.1.10 

UDP  myqq  ֒        1    10     any  any  192.168.1.2 192.168.1.2 
66.12.11.34  66.12.11.36 

‍ Ԉ show identify-application class  

2.3.11 Ὧ  

ὡὤ ̆ ԈЮ Ὧ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application key 
app-name 

app-name ╗ὡὯ  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show identity-application key  

‮ Ὧ ̆ Ԉ ὤ Ю no identity-application key app-name 

ѡᴿ̔ 

# FTP ╗ὡὯ  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application key FTP 
Ruijie(config)# 
 

2.3.12 ⁸  

ὡὤ ̆ ԈЮ ⁸ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application inhibitive 
app-name 

app-name ╗ὡ ⁸  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show identity-application inhibitive  
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‮ Ὧ ̆ Ԉ ὤ Ю no identity-application inhibitive app-name 

ѡᴿ̔ 

# QQ ╗ὡ ⁸  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application inhibitive QQ 
Ruijie(config)#  

2.3.13  

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application block 
app-name 

app-name ╗ὡ  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show identity-application inhibitive  

‮ Ὧ ̆ Ԉ ὤ Ю no identity-application block app-name 

ѡᴿ̔ 

# QQ ╗ὡ  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application block QQ 
Ruijie(config)#  

 

2.3.14 Ѭ  

ὡὤ ̆ ԈЮ Ѭ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
custom-group group-name 

… Ѭ group-name 

Step3 Ruijie(config-app-group)#app-add app-name app-name ╗ὡ Ѭ group-name ѐ

Step 4 Ruijie(config-app-group)#end  

Step 5 Ruijie# show identify-application custom-group 
group-name 

 

‮ Ὧ ̆ Ԉ ὤ Ю no identify-application custom-group 
group-namĕ Ԉ‮ Ѭ Ȃ 

app-group ԇ Ю app-del app-namĕ Ԉ‮ Ѭ ѐ Ȃ 

ѡᴿ̔ 
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# … Ѭ MYQQ̆ QQ ╗ὡ MYQQ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application custom-group MYQQ 

Ruijie(config-custom-group)# app-add  QQ 

 
 

2.3.15  

ԈЮ ╖  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application route 
enhance enable 

╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie# show identify-application route enhance  

‮ Ὧ ̆ Ԉ ὤ Ю no identify-application route enhance enable 

2.3.16 HTTP  

ԈЮ HTTP ╖  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application http route 
enhance enable 

HTTP ╖ ̆

ṛ

S t e p  3  Ruijie(config)#end 

Step 1  
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Step 4 Ruijie# show run  

‮ Ὧ ̆ Ԉ ὤ Ю



⁞ 
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             MSN-AUDIO 1-6-2-0 

             MSN-FILE 1-6-3-0 

             MSN-  1-6-4-0 

             MSN-  1-6-5-0 

        QQ 1-7-0-0 

             QQ-CHAT 1-7-1-0 

             QQ-  1-7-2-0 

             QQ- ּ֒  1-7-3-0 

             QQ- ֒Ὥӎ 1-7-4-0 

             QQ-  1-7-5-0 

             QQ-  1-7-14-0 

        WEBIM 1-9-0-0 

             MSN-WEBIM 1-9-1-0 

             YAHOO-WEBIM 1-9-2-0 

# Ὧ ᶕ  
Ruijie# show identity-application key  

IP  

QQ 

MSN 

FTP    
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# ‍ ᶕ  
Ruijie# show identity-application group-state 

app group state: 1  //1 ₥ ‍ ̕2 Ѭ ‍ Ȃ 

Ruijie#show identity-application disable application 

RFC 

֒ 

FTP 
Ruijie# show identify-application custom-group myqq 

QQ 

MSN 

# ᶕ  
Ruijie# show identity-application proto-expect 

protocol expectation  state: on  // ₥ ⁞╖  

protocol expectation timeout: 180 / / ₥ ע ѝ 3 ‍  

 

# ᶕ  
Ruijie# show identity-application route enhance  
identify-application route enhance: on 
identify-application http route enhance: on 

 

#  
Ruijie# show identify-application route enhance table  
..route enhance enable application list.. 

ᴇ ֒                                  4-0-0-0 

    PPFilm                               4-14-0-0 

    PPTV|PP ╗                                4-15-0-0 
    PPSTREAM                                    4-16-0-0 

    | Web                         4-17-0-0 
    UUSEE_PC|IPad                              4-33-0-0 
    QVOD                                        4-48-0-0 

                                         4-50-0-0 

                                     4-52-0-0 

                                         4-71-0-0 

    ѳ                                  4-73-0-0 

P2P ֒                                    5-0-0-0 
    BITTORRENT                                 5-3-0-0 

                                             5-5-0-0 

    QQ                                       5-22-0-0 

    |                                 5-28-0-0 
    FLASHGET                                   5-34-0-0 
    P2P-FTP                                    5-50-0-0 

    P2P-HTTP Ю                                5-51-0-0 

                                         5-52-0-0 
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2.4 Ὧ ̆ ⁸ ѐ  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application clear 
key-inhibitive-block group 

Ὧ ̆ ⁸ ѐ

 

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

ѡᴿ̔ 

# Ὧ ̆ ⁸ ѐ  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  identify-application clear key-inhibitive-block group 
Ruijie(config)#  
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3  

3.1  

3.1.1  

ұ ̆Ю ұּ⁞שּ̆ ұ IP IP ̆ У

Ȃ ұ ̆ Ԉ а ‍ ⁮

а   ̆Ԉ Ὧ н╘б ⁸н╘ ὲ ̆῏ Ȃ 

ὲў б Ю ̔ 

Ἵ ж ADSL ֓ ̆ Ҿ שּ M ֓ ⁮ 7-8 ᷁̆ѝҩ ֓

̆ Ἵ +ADSL Ȃ Э Ԉ н╘̆ת Ὧ

̂ ȁ ȁ ̃ ⁸ ̂ ȁP2P Ю ‍ȂὯשּ̃ н╘

Ҭ╒̆ ⁸ ‡ ᴂȂ 

ᾳЮ̆ ֶ ⁸ ‍ ⁮ADSL ̆ Ὧ Ἵ Ȃ Ԉ ᶑὯ

̆ӱ ᴳ ᴇ ̆ᴳ ὡ ᴳ ᴇ Ѯ ֓

Ȃ 

 

 �	    
NBR1300ĞNBR1500ĞNBR2000G 

ᴐ Ὧ ̆а  

 

3.1.2  

3.1.2.1 ⁞ 

⁞ ѐ ‍ ⁞̆ӱ ⁞ 

Ȃ ⁞ ⁞ ў ‍ Ȃӱ

Ȃ ⁞ ֶ ᴐ″ ᵑ Ȃ 

3.1.2.2  

רּ ‍ Ȃ ꜛ ľ ‍ Ŀ̆

ľ ֒Ŀ̆ľ ֒ Ŀ ľ ‍ ĿȂ 



 

http://www.ruijie.com.cn 

ľ ‍ Ŀб₥Ь а Ȃ Ԉ ‍ ѝУэ ̆ Ԉ ₥Ь

‚‍⁮а ľ ‍ ĿѐȂ ѬҩľὯ Ŀ̆ľ ⁸ Ŀ̆ľ

Ŀ ľὲӹ Ŀ эľ ‍ Ŀ̆ Ԉ Ѭ ľ ‍ ĿȂ

ľ ‍ Ŀ Ȃ 

ľ ‍ Ŀ̆ľ ֒Ŀ ľ ֒ Ŀ ‍ Ὧ Ȃľ ‍ ĿЮꜛ

ľ ֒Ŀ̆ ֒Ю ‍ѝ̂҂ ̃ ľ ֒ ĿȂ ⁞

Ѭҩ ľ ‍ Ŀ̆ľ ֒Ŀ ľ ֒ Ŀ̆ᴿ ̔ľHTTP ‍ ĿЮ ꜛ

ľHTTP ᴇ ֒Ŀ̆ľHTTP ᴇ ֒Ŀ ꜛ ľִ Ŀ̆ľ Ŀ ֒

Ȃ Ԉ ѝľִ Ŀ ľHTTP ᴇ ֒Ŀ ̆ľHTTP ᴇ ֒Ŀ ľִ

Ŀ Ȃ ҩ Ѭ ̆ Ԉ Ѭ ‍ ̆ ֒ Ȃ

ľ ‍ Ŀ̆ľ ֒Ŀ ľ ֒ Ŀ Ю Ȃ 

‍  ֒ ֒   

P2P Ю ֒ (all) (all) Y 

֒ (all) (all) Y 

ᴇ ֒ (all) (all) Y 

HTTP      

  HTTP ᴇ (all) Y 

 (all) (all) Y 

 (all) (all) Y 

ҵ ּ֒ (ꜛ IM ֒

ּ ) 

(all) (all) 
Y 

 

 �a    

ЭУ ⁞ ̆‡ὲ Ю Ю ҂ Ȃ Ѯ̆Ю ̆

Э ‡аУ ȂR ̔ ľHTTP ᴇĿ ὲЮ аת̆ ľHTTP
ĿȂ 

Ѭ‍ ̆ Ѭ‍ ѐꜛ ⁞

̆ ‍ ‍ ⁮ᶑ Ȃ 

3.1.2.3 ִἼ  

б IP ̆ Ԉᴐѝ ᵑ Ȃ Ҿ

ᾳЮ̆ ԏ ִἼ Ὧ Ὧ Ю̔ 

(set ip next-hop) >  > IP  > (set ip default next-hop) > 
 

ҩ ᾳЮ̆ Ѯ ҂ ִἼ Ὧ Ȃ Ѯ

ִἼ Ὧ б Ὧ̆ ִἼ ұἼ Ȃ 

3.1.2.4  

̆҂ ѝ ╟ ̆ ̆ Ԉ б Ȃ

̆  ѝDOWN̆‡ ҂ѝDOWNȂ У б IP У Ȃ

╖ ̆ DOWN Ȃ 
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ѐ Ȃ ⁞  ̆ ᾋ ̆‡ֶ 

У ₥   а Ȃ 

ұ Ὧ Э NAT ̆  а ̆ IP а ̆ ֶ

Ȃ ұ ̆ ⁞  ̆ а ᶢ   Ȃ ̆

̆ᵑ ұ ⁞ ̆ ⁞ ѐ Ȃ 

₥ Ὧӊ ў ⁸ Ȃ ұ ̆

⁞ Ԉ ⁮ 80%Ȃ 

3.1.3.3 DNSУ  

ұ Ҿ ̆ Ѯ₥̆ DNS Ȃ DNS ֶ ӊ У

Ȃ 

ᾃ ₥ў ч DNS̆ ᶕ Ȃᴳ э DNS ╘ ̆ᾱ ҩ

э ֶ э IP Ȃ ̆ ̆ ὡ̆ έ

чэ IPȂ PC Э DNS ╘ ̆ᾱ ҩὲ ╘

Ȃ 

ᴳ DNS HTTP ̆ DNS ѝ ᶕ ╘ ̆ ѝ HTTP
    ̆ ֶ б DNS аУ ̆  Ȃ 

ѝҩ ᾱ ̆ Ὧӊ ᾃ ҩ DNS Ԇ ╖ Ȃ ҩ ̆

DNS ֶ DNS Ԇ ̆DNS Ԇ ̆ᶢ DNS
╘ IP̆ ᶑ DNS б У Ȃ 

 

 �a    
Ҿ ╘ ᵏ ὡ̆ ѫ ӱ э DNS ╘

̆ ̆ ̆   б

╘ а ̆‡Ӱֶ  Ȃ 

 

3.1.4  

 

3.2  

Ю Ȃ 

 ╖  ḣ 

  Ὧ  

  ̆ ╟  

  ̆ ╟  

 Ὧ Ὧ 
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3.3  

ԈЮ ᴉ ̔ 

�„�� ̂ ̃ ��

�„�� ̂ ̃ ��

�„�� ̂ ̃ ��

�„�� ̂ ̃ Ὧ��

�„   

3.3.1  

╖ Ὧ ̆ ̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# end ⁮  

Ὧ ╖ ̆ ὤ Юᴳ no app route enable ԇ Ȃ 

 

3.3.2  

̆ ╟ ̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# app route app-name { interface 
interface-name | interface-group group-name} 
[ time-range time-rang-name ] 

ӱ   ‍ ̆

Ѭ  
app-namĕ  
interface interface-namĕ ‍

 
interface-group group-namĕ
‍  
time-range time-rang-namĕ

 

Step 5 Ruijie(config-if)# end   ̆ ⁮  

‮ ̆ ὤ Юᴳ
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# ľHTTP ᴇĿ ֒ ľinhibitive_intf_groupĿ ‍ ̆з

ľno_midnightĿ ᾃ  

Router(config)#app route HTTP ᴇ interface-group 
inhibitive_intf_group time-range no_midnight 

3.3.3  

̆ ̆ Ю̔ 
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Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# interface type number ὡ  

Step 4 Ruijie(config-if)# nexthop ip-address Ὧ 

Step 5 Ruijie(config-if)# end   ̆ ⁮  

‮ Ὧ ̆ Юᴳ no nexthop ԇ Ȃ 

ѡᴿ̔ 

# GigabitEthernet 0/1
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3.4.1.2  

 
Ἵ + ADSL 

3.4.1.3  

1̃  

# Ἵ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.5 
 

2̃  

# dialer 1,2,3  
Router(config)#interface-group inhibitive_intf_group 
Router(config-intf-group)# interface-member dialer 1 
Router(config-intf-group)# interface-member dialer 2 
Router(config-intf-group)# interface-member dialer 3 

# ṁ  
Router(config-intf-group)# load-balance policy load 
Router(config-intf-group)#exit 

 

3̃  
Router(config)#time-range no_midnight 
Router (config-time-range)#periodic daily 9:00 to 23:00 
Router (config-time-range)#exit 

 

4̃  

# ╘ 
Router(config)#app route enable 
 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 
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Router(config)#app route P2P Ю ֒ interface-group inhibitive_intf_group 
Router(config)#app route ᴇ ֒ interface-group inhibitive_intf_group 
time-range no_midnight 
Router(config)#app route HTTP ᴇ interface-group inhibitive_intf_group 
time-range no_midnight 
Router(config)#app route interface-group inhibitive_intf_group 
Router(config)#app route interface-group inhibitive_intf_group 
Router(config)#app route ҵ ּ֒ interface-group inhibitive_intf_group 

3.4.1.4  

1̃  

Router#show  app  route  
CLASS             INTERFACE(GRPUP)                  time-range    state  
--------------  ------------------------------  ------------- ----- 

P2P Ю ֒       inhibitive_intf_group(group)    NA              UP 

ᴇ ֒     inhibitive_intf_group(group)    no_midnight   UP 

HTTP ᴇ    inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ҵ ּ֒      inhibitive_intf_group(group)    NA              UP 
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HIT RATE(Mb/s) ѐ = ѐ / ̆ꜛ Э /Ю  

SUM DATA(byte) = ѐ + ⁞ ̆ꜛ Э /

Ю  

SUM RATE(Mb/s) = / ̆ꜛ Э /Ю  

 
 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 
 

SIP IP 

SPORT  

DIP IP 

DPORT  

SUM DATA(byte) ֶ ̆ꜛ Э /Ю  

 

3.4.2 Ἵ + ADSL ѡᴿ 

3.4.2.1  

  3 Ἵ ̆У ᶕ̆У ̆ У ḣн╘̆ᾋ╗ э ADSLȂ Ἴ

̂88.0.0.0/8̃ ̂ 80 ̃ ḣн╘Ἵ Ȃ ⁸

ὤ ADSL‍ ̆ὲᴍ н╘ ᶕ Ἵ ̆ Ȃ ᴇ ֒

а ⁸̆ Ԉ Ἵ Ȃ 
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3.4.3.2  

 
 

 

3.4.3.3  

1̃  

# ᶕἽ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.51 
 

2̃  
Router(config)#time-range no_midnight 
Router (config-time-range)#periodic daily 9:00 to 23:00 
Router (config-time-range)#exit 

 

3̃ DNS Ԇ  

# ᶕ̆ DNS 
Router(config)#interface gi 0/1 
Router(config-if-GigabitEthernet 0/1)#dns 202.96.199.133 
Router(config-if-GigabitEthernet 0/1)#exit 
Router(config)#interface gi 0/2 
Router(config-if-GigabitEthernet 0/2)#dns 58.240.57.33 
Router(config-if-GigabitEthernet 0/2)#exit 
# DNSԆ  
Router(config)#dns-proxy enable 

 

4̃ Ὧ 
Router(config)#interface gi 0/2 
Router(config-if-GigabitEthernet 0/1)#nexthop 61.61.61.1 

 

 2 Ἵ
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5̃  

# ╘ 
Router(config)#app route enable 
 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 
Router(config)#app route P2P Ю ֒ GigabitEthernet 0/2 
Router(config)#app route ᴇ ֒ GigabitEthernet 0/2 time-range 
no_midnight 
Router(config)#app route HTTP ᴇ GigabitEthernet 0/2 time-range 
no_midnight 
Router(config)#app route  GigabitEthernet 0/2 
Router(config)#app route  GigabitEthernet 0/2 
Router(config)#app route ҵ ּ֒  GigabitEthernet 0/2 

3.4.3.4  

1̃  

Router#show  app  route  
CLASS             INTERFACE(GRPUP)                    time-range    state  
--------------  -------------------------------  ------------- ----- 

P2P Ю ֒       GigabitEthernet 0/2(interface)    NA              UP 

ᴇ ֒     GigabitEthernet 0/2(interface)    no_midnight   UP 

HTTP ᴇ    GigabitEthernet 0/2(interface)    no_midnight   UP 

       GigabitEthernet 0/2(interface)    NA              UP 

           GigabitEthernet 0/2(interface)    NA              UP 

ҵ ּ֒      GigabitEthernet 0/2(interface)    NA              UP 

 

2̃ ᴇ  

Router#show  app  route  statistics 
CLASS            INTERFACE(GROUP) 
HIT DATA(byte)  HIT RATE(Mb/s) 
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20136/40359      0.1/0.98 
21031/60594      0.2/2.01 
 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 
 

3.4.4 ADSL ѡᴿ 

3.4.4.1  

ISP ADSL ὡҵ ̆ ὡ ᵏ ╘Ȃὲ ὡ ѐ̆ 30
ADSL̆ ᶕ 20 ADSLȂ ⁸ ‍ ⁮ Э̆Ὧ ᶕ Ȃ 

3.4.4.2  

 
  3 ADSL
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3.4.4.3  

1̃  

# ᶕ 20 ADSL 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 30 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 31 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 32 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 33 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 34 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 35 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 36 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 37 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 38 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 39 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 40 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 41 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 42 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 43 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 44 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 45 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 46 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 47 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 48 
Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 49 
 

2̃  

# ADSL dialer 1-30  
Router(config)#interface-group inhibitive_intf_group 
Router(config-intf-group)# interface-member dialer 1 
Router(config-intf-group)# interface-member dialer 2 
Router(config-intf-group)# interface-member dialer 3 
Router(config-intf-group)# interface-member dialer 4 
Router(config-intf-group)# interface-member dialer 5 
Router(config-intf-group)# interface-member dialer 6 
Router(config-intf-group)# interface-member dialer 7 
Router(config-intf-group)# interface-member dialer 8 
Router(config-intf-group)# interface-member dialer 9 
Router(config-intf-group)# interface-member dialer 10 
Router(config-intf-group)# interface-member dialer 11 
Router(config-intf-group)# interface-member dialer 12 
Router(config-intf-group)# interface-member dialer 13 
Router(config-intf-group)# interface-member dialer 14 
Router(config-intf-group)# interface-member dialer 15 
Router(config-intf-group)# interface-member dialer 16 
Router(config-intf-group)# interface-member dialer 17 
Router(config-intf-group)# interface-member dialer 18 
Router(config-intf-group)# interface-member dialer 19 
Router(config-intf-group)# interface-member dialer 20 
Router(config-intf-group)# interface-member dialer 21 
Router(config-intf-group)# interface-member dialer 22 
Router(config-intf-group)# interface-member dialer 23 
Router(config-intf-group)# interface-member dialer 24 
Router(config-intf-group)# interface-member dialer 25 
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Router(config-intf-group)# interface-member dialer 26 
Router(config-intf-group)# interface-member dialer 27 
Router(config-intf-group)# interface-member dialer 28 
Router(config-intf-group)# interface-member dialer 29 
Router(config-intf-group)# interface-member dialer 30 

# ṁ  
Router(config-intf-group)# load-balance policy load 
Router(config-intf-group)#exit 

 

3̃  
Router(config)#time-range no_midnight 
Router (config-time-range)#periodic daily 9:00 to 23:00 
Router (config-time-range)#exit 

 

4̃  

# ╘ 
Router(config)#app route enable 
 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 
Router(config)#app route P2P Ю ֒ interface-group inhibitive_intf_group 
Router(config)#app route ᴇ ֒ interface-group inhibitive_intf_group 
time-range no_midnight 
Router(config)#app route HTTP ᴇ interface-group inhibitive_intf_group 
time-range no_midnight 
Router(config)#app route interface-group inhibitive_intf_group 
Router(config)#app route interface-group inhibitive_intf_group 
Router(config)#app route ҵ ּ֒ interface-group inhibitive_intf_group 

3.4.4.4  

1̃  

Router#show  app  route  
CLASS             INTERFACE(GRPUP)                  time-range    state 
--------------  ----------------------------    -----------   ----- 

P2P Ю ֒       inhibitive_intf_group(group)    NA              UP 

ᴇ ֒     inhibitive_intf_group(group)    no_midnight   UP 

HTTP ᴇ    inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ҵ ּ֒      inhibitive_intf_group(group)    NA              UP 

 

2̃ ᴇ  

Router#show  app  route  statistics 
CLASS            INTERFACE(GROUP) 
HIT DATA(byte)  HIT RATE(Mb/s) 
SUM DATA(byte)  SUM RATE(Mb/s)  
-------------- ---------------------------- 
--------------  ------------ 
--------------  -------------- 

P2P Ю ֒      inhibitive_intf_group(group) 
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92333/297997     0.6/3.75 
202918/342496    0.7/4.68 

ᴇ ֒    inhibitive_intf_group(group) 

31030/101901     0.2/1.75 
401189/212002    0.3/2.61 

      inhibitive_intf_group(group) 

10120/201331     0.1/2.57 
100121/204691    0.2/2.98 

          inhibitive_intf_group(group) 

41035/97997      0.3/1.01 
60168/91067      0.1/1.41 

ҵ ּ֒     inhibitive_intf_group(group) 

20136/40359      0.1/0.98 
21031/60594      0.2/2.01 
 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 
 





ֶ … ⁸б  
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4.2  

ᾳЮ̆ ╖ ѝὯ Ȃ 

4.3 ֶ … ⁸б  

�„�� ̂ ̃ ὤ ╖ Ὧ��

�„�� ̂ ̃ ὤ ֶ ⁸��

�„�� ̂ ̃ ұ / ֶ ⁸��

�„�� ̂ ̃ ұ ACL ֶ ⁸��

�„�� ̂ ̃‎ ч ‡ ִἼ ��

�„   

4.3.1 ὤ ╖ Ὧ 

Ю ԇ Ὧ ╖ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(config)#flow-pre-mgr enable ╖ Ȃ 

Ὧ ╖ ̂ ‡ ֶ ̃̆ ὤ Ю no flow-pre-mgr enable
Ȃ 

 

 �	    
Ὧ ѝ ̆ ֶ ⁸ ‡ Ȃ Ὧ Ὧ ̆

‡ аᾋ Ȃ 

 
 

ѡᴿ̔ 

# Ὧ ֶ … ⁸б ╖ Ȃ 

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# no flow-pre-mgr enable 

4.3.2 ὤ ֶ ⁸ 

ᾳЮ̆ ὤ ֶ ⁸ ̆ ֶ ὲ ‍ ֶ

Ȃ ᴳ ѐ̆ ԏ Ԉ Ю ὤ ἵ … ֶ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(config)#flow-pre-mgr total-limit 
limit-number 

ὤ ֶ ⁸Ȃ 

limit-number̔ὤ ֶ ⁸ḣ̆ ḣ

ᾃ Ὧ̆ὲѐ 0 а ⁸Ȃ 



ֶ … ⁸б  
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‮ Ὧ ̆ ὤ Ю no flow-pre-mgr total-limit Ȃ 

 

 �a    



ֶ … ⁸б  
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 �a    

1ȁ ֶ б ᾃ Ὧ̆ ԇ ἵ̆ ὡ

ḣ ѝ ֶ Ȃ 

2ȁ Ὧ Ю̆ ұЭУ   ̆ ԏаṁ

⁸Ȃ 

 
 

ѡᴿ̔ 

# ľUserGroupAĿἵ … 5000 ֶ ̆ зľUserGroupAĿЮ э IPἵ …

ֶ ѝ 300̆ ⁸ḣ ᶕȂ 

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# subscriber static name UserGroupA parent / 
Ruijie(config)# subscriber static name UserA parent /UserGroupA ip-host 192.168.5.10 
Ruijie(config)# subscriber static name UserB parent /UserGroupA ip-host 192.168.5.11 
Ruijie(config)# flow-pre-mgr 1 subscriber User



ֶ … ⁸б  
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 �a    

1ȁ ֶ б ᾃ Ὧ̆ ԇ ἵ̆ ὡ

ḣ ѝ ֶ Ȃ 

2ȁ ұ ACL ֶ ⁸ ‡ ̆а Ȃ ‡

ұ ὁ … Ѭ ֶ ̆ ᴿȂ 

3ȁ ‡Ὧ ACL̆ὲꜛ ACL Ө IPȁ ȁ IPȁ
ȁ ̆ ‡ ACL Ȃ 

4ȁ Ὧ Ю̆ ұЭУ   ̆ ԏаṁ

⁸Ȃ 

 
 

ѡᴿ 1̔ 

# У ACL ұּר б IP̔220.200.20.20 ̆ ⁸ὲ ֶ ѝ 30 Ȃ 

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#ip access-list extended 120 
Ruijie(config-ext-nacl)#permit ip any host 220.220.20.20 
Ruijie(config-ext-nacl)#deny ip any any 
Ruijie(config-ext-nacl)#exit 
Ruijie(config)#flow-pre-mgr 2 access-list 120 action trust total-limit 30 

ѡᴿ 2̔ 

#Ḯ ᾃ IP ѝ192.168.1.0/24̆ ԏ ҩᾃ IP … ֶ ̆ὲᴍ

by-pass Ȃ 

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#ip access-list standard 2 
Ruijie(config-std-nacl)#deny 192.168.1.0 0.0.0.255 
Ruijie(config-std-nacl)#permit any 
Ruijie(config-ext-nacl)#exit 

Ruijie(config)# flow-pre-mgr 1 access-list 1 action by-pass #ᶑ ‡ ִἼ Ȃ 

 

4.3.5 ‎ ч ‡ ִἼ  



ֶ … ⁸б  
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4.3.6  

ԇ ᴐ  

Ruijie# show flow-pre-mgr rule-info ₥ ֶ ⁸ ‡Ԉ ‡

̆ꜛ ̆ ₥ ѐ ֶ Ȃ 

Ruijie# show flow-pre-mgr ip-info [ip-address] ₥ IP ֶ ⁸ IP
ֶ ᾳȂ 

ip-address̔ IP ֶ ᶕ ̆а

̆ IP ֶ ᶕ ̆ ֶ ӱ

⁮  

 

ѡᴿ̔ 

# ₥ ֶ … ⁸б ‡Ȃ 

Ruijie#show flow-pre-mgr rule-info 
flow-pre-mgr total-limit 200000 
(active)flow-pre-mgr 1 subscriber UserGroupA action trust total-limit 5000 per-ip-limit 300 (446 

flows) 
(inactive)flow-pre-mgr 2 access-list 120 action block (0 flows) 
Ruijie# 
 

# ₥ IP ֶ ⁸ IP ֶ ᾳȂ 

Ruijie#show flow-pre-mgr ip-info 
IP-ADDRESS    flow-cnt  flow-limit 
============================================== 
203    500 
103    500 
20    0 
15    0 
Ruijie# 
 

4.4 ֶ … ⁸б ὴ ѡᴿ 

4.4.1  

ἵ … ֶ ⁸ 20 ЪԈᾃ̕ 

э IP ἵ … ֶ ⁸ 500 Ԉᾃ̕ 

Ὠ э IP ἵ … ֶ ⁸ 1000 ԈᾃȂ 



ֶ … ⁸б  
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4.4.2  

 
 

4.4.3  

1̃ ᶕ  

# ὡὤ  

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

# Ὠ  

Ruijie(config)# subscriber static name LeaderGroup parent / 

# Ὠ ᶕ  

Ruijie(config)# subscriber static name LeaderA parent /LeaderGroup ip-host 192.168.5.11 
Ruijie(config)# subscriber static name LeaderB parent /LeaderGroup ip-host 192.168.5.12 

2̃ ֶ … ⁸б ‡ 

# ὤ ֶ ⁸ 
Ruijie(config)# flow-pre-mgr total-limit 200000 

# ֶ ⁸ 
Ruijie(config)# flow-pre-mgr subscriber any action trust total-limit 0 
per-ip-limit 500 

# Ὠ ֶ ⁸ 
Ruijie(config)# flow-pre-mgr subscriber LeaderGroup action trust total-limit 
0 per-ip-limit 1000 
 



ֶ … ⁸б  
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4.4.4  

# ₥ ֶ … ⁸б ‡Ȃ 

Ruijie#show flow-pre-mgr rule-info 
flow-pre-mgr total-limit 200000 
(active)flow-pre-mgr 1 subscriber LeaderGroup action trust total-limit 0 per-ip-limit 1000 (234 

flows) 
(active)flow-pre-mgr 2 subscriber any action trust total-limit 0 per-ip-limit 500 (523 flows) 
Ruijie# 



⁸ 
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5 ⁸ 

5.1 ⁸ 

5.1.1 ⁸  

⁸(Flow Control)̆Ю ̆ У ‍аשּ ȁ ȁ ̆ שּ

⁞ хꜛ ⁸̆ӱ ᶑ Ὧ ̆ ⁸ Ὧ ̆ P2Pȁ
Ȃ 

5.1.2 ⁸ ᴐ  

ὴ Ю̔ 

 
⁞ѝа ȁ ȁн╘ ̆ӱ ὡа ‟ ̕ ȁִἼ

‟ У ꜛȂ ѐ̆ ⁞а ̆ᾱ ὡ э ‟ ╖

̆ э ‟̆ Э ȁ ȁн╘̆ ṁ ̆ ִἼ

Ȃ 



⁸ 
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5.1.2.1 ⁸  

⁸ ꜛ У ‟ ̆Ю ‍⁞ Ȃ 

5.1.2.1.1  

ѐ ‚‍ ̆ Уэ Ȃ ̆ Уэ

̕ ̆ Ԉ э Ὥ Уэ ̆ Ҿ Ѯ ѝἸ Ὧ Ȃ 

 

 �a    
1. а ̆‡ ѝ ̕ 

2. Уэ Уэ ̕ 

5.1.2.1.2  

ꜛ ч ‍̔ ᶕ cir ḣᶕ pir̆pir ұ ұ cirȂcir ѝ‍

̆pir ѝἵ Ԉ ̆pir ἵ

cir ⁸ ̆ӱ Ȃ 

Ѭ ұ Ἱ‍‾ ̆ эὨ   10M̆Ὠ У‍ cir̔5M 
pir̔10M̆   ὲ ᴳ ̆ У Ԉ ὤ 10M Ȃ 

5.1.2.1.3 ִἼ  

Ѯ ִἼ ̆ ִἼ ִἼ ⁮ ̆ӱ ᾳЮхꜛ

ᴂȂ 

 

 �	    
1ȁ ִἼ 0͘7̆ὲѐ 0 ִἼ ̆7 ִἼ ᴂ̕ 

2ȁ ̆ ִἼ б Ḇ Ὧ ̕ 

 

5.1.2.1.4  

ᾃ а ‟ ̆ꜛ Ἴ Ἴ  ‟ȁὨ ‟ Ȃ 

Ἴ Ἴ  ‟ ѝ ̆ὡ ╗ὡ ‟ ̆  ӱ ‟ ̆

Ȃ 

Ὠ ‟̆ Ѭ̆ὲ Ѭ ұᶑ ꜛ ֶ Ὠ ̆ ұ ᾰͅᶑ

аֶ ̆ ҂ ⁮ ꜛ ֶȂ ₥ ⁸ ч Ὠ

‟̔SFQ ‟ Per-net ‟Ȃ 

SFQ(Stochastic Fairness Queueing)̆ Ὠ ‟̆ᾃ 128 э ‟̆ ‟⁮

128 э ‟ѐ̆ 128 э ‟ ꜛȂ 

SFQ Ὠ ̆Per-net ұ Ὠ ‟̆ὲ … э

‟̆ ұ ὡ ‟̆ ‟ ꜛȂѝҩ ὁ э

̆Per-net Ԉ эᾃ ‟ ḣ Ȃ ᾃ ̆ Ԉ

Per-net Ԉ Ȃ 





⁸ 
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̆ х ꜛ ҩ ̆ Ҿ P2p ֒ ᾳЮ ὲ

ш ̕ 

TCP хꜛ ̆ ꜛх ֶ ⅍ ּ̆ а ̕ 

ў╟ Ю ̆ ₥ ″ Э ꜛṁ ̆Ԉ ᴂ

̆ӱ ах х Ю ꜛ₥ Ю Ȃ 

 �a    
1ȁ TCP UDP ў╟ Ȃ 

2ȁ ִἼ ḣ ұ ұ 4 ̂ḣ ִἼ ᴂ̃Ȃ 

5.1.2.4 Ὥӎ  

Ὥӎ ἵ ╗ὡ̆ ╗ὡ ꜛ ̆ӱ ╗ ⁸Ȃ 

5.1.2.4.1  

Ὥӎ ḣ̆Ὥӎ ѝ Normal ̆ ╗ὡὭӎ ̕Ὥӎ

ѝ Per-IP

̆ ╗ὡὭӎ Ȃ 

5.1.2.4.2 Ὥӎ  

Ὥӎ Nor

mal Per-IPч ̆ Ѭ Э Ȃ Ὥӎ ѝPer-IP ̆ Ю Ү

̔ 

⁸ Limit ḣ̆   ⁸ ֶ ̕ 

╗ὡ Per-IP Ὥӎ ѝ Per-net ̆з per-mask ѝ 32̆ Per-IP ̆ з

Limit ⁸ ұ ұὭӎ Limit ⁸̕ 

 

 �a    

1. Ю ч ╗ὡὭӎ ̆ ὲЭУ

ἵ ╗ὡὭӎ ̆ з ὲ а ╗ὡ УэὭӎ ̕ 

2. Ὥӎ 8 э ̆ ѝ ̆

҂ ұ ұ 8 э̕ 

3. 



⁸ 
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�‰ vpn ̆ VPDN רּ Э ‍ Ȃ 

⁸ ұЭ ҷ ‍ ̆ ‍ У

‡ Ὧ ̆╗Э ‡ ╟ᴐ( ȁ ) Э ҩУ

‡ҩ̆ ‡ ҩ ⁸ Ȃ 

 

 �a    

1. ұ Ἴ ‡̕ 

2. Action ѝ pass ᾳЮ ĭn-channel out-channel а ‡̆

in out а ̆ а аṁ ̕ 

 

5.1.2.6 ⁸  

ѝҩ ᴂ ̆ ᾳЮ ⁸ֶ ̆ Ԉ tpl
Flow-control Ȃ Ҿ ᶢ ̆ᶑ Ὧᶢ аֶх Ȃ 

5.1.2.7 ⁸  

⁸ ̆ ұ ̆ Ԉ ̆

̆ з ̆ Ю чэᴿ ̔ 

ᴿ 1̔ Gi0/1 ̆ 8M̔ 

flow-template copy tpl-ibar Gi0/1 bandwith 8000 8000 
 

ᴿ 2̔ Gi0/1 Gi0/6 ̆ 16M̔ 

flow-template copy Gi0/1 Gi0/6 bandwith 16000 16000 
 

ᾰͅ ⁸ ᴐ̆ӱ Ὥӎ

ᶢ ̆ Ю ᴿ ̔ 

ᴿ 1̔ Gi0/1 ѝ 20M̔ 

flow-control Gi0/1 update bandwith 20000 20000 
 

 �a    ⁮ Ὥӎ ̆ ֶṁ ᴿ Ȃ 

 

5.2  

Ю Ȃ 

 ╖  ḣ 

   

 ִἼ  4 

 ‟  fifo 



⁸ 
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רּ‡  ‡ Ἴ  

 

5.3 ⁸ 

�„�� ̂ ̃ ⁸ ��

�„�� ̂ ̃ ⁸ ⁮ ��

�„�� ̂ ̃ ⁸ ��

�„�� ̂ ̃ ⁸ ��

�„�� ̂ ̃ ⁸ ��

�„�� ̂ ̃ ⁸ ‡��

�„  ̂ ̃Ӈ чэ ⁸ ‡ ִἼ  

5.3.1 ⁸  

ᾳЮ̆ ⁸ ̆ ὡὤ ̆ ԈЮ … ⁸ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)#flow-control Name … ⁸  

Step 3 Ruijie# show running  

‮ Ὧ ̆ Ԉ ὤ Ю no flow-control Name ԇ Ȃ 

ѡᴿ̔ 

# … Уэ ѝ ᶕ ⁸  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# flow-control DianXin 
Ruijie(config-flow-control))# end 

 

5.3.2 ⁸ ⁮  

ᾳЮ̆ ⁸ ⁮ Э̆ ὡὤ ̆ ԈЮ ⁸ ⁮

̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# flow-control Name … ⁸  

Step 3 Ruijie(config-flow-control)# exit   flow-control  

Step 4 Ruijie(config)#interface Gi 0/1 ὡ  



⁸ 
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Step 5 Ruijie(config-if-GigabitEthernet 0/1)# 
flow-policy Name 

⁸ ⁮ Gi 0/1 

Step 6 Ruijie(config-if-GigabitEthernet 0/1)# end  

Step 7 Ruijie# show running  

⁸ Э ̆ Ԉ Ю no flow-policy ԇ Ȃ 

 �	    
⁸ WAN Э ȂDialer ҩ pppoe ╖ ̆dialer

҂έ ҩ wan ̆ dialer Э҂ Ԉᴳ ԇȂ 

 

ѡᴿ̔ 

# ѝ ᶕ ⁸ ѐ ⁮ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# flow-control DianXin 
Ruijie(config-flow-control)# exit 
Ruijie(config)# interface Gi 0/1  



⁸ 

http://www.ruijie.com.cn 

Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# flow-control DianXin 
Ruijie(config-flow-control)# channel-tree inbound 
Ruijie(config-channel-tree)# exit 
Ruijie(config-flow-control)# channel-tree outbound 
Ruijie(config-channel-tree)# end 
 

 

5.3.4 ⁸  

ᾳЮ̆ ⁸ … ̆ ὡὤ ̆ ԈЮ … ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)#flow-control Name … ⁸  

Step 3 Ruijie(config-flow-control)# channel-tree 
inbound 

ὡЮ ⁸  

Step 4 Ruijie(config-channel-tree)# channel-group 
name parent {NULL | parent_name} cir 
cir_num pir pir_num [pri pri_num] 
[schedule-type {fifo | sfq | per-net per-mask 
mask per-cir pcir_num per-pir ppir_num limit 
limit_num [session-limit session_limit_num] 
[auto] [reverse]}] 

…  

Step 6 Ruijie(config-channel-tree)#end  

Step 7 Ruijie# show running  

‮ Ὧ ̆ Ԉ channel-tree Ю no 
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# ѝ ᶕ ⁸ Ю̆Ӈ ‡ 1 ‡ 2 ִἼ ̆ ԏḮ ‡ 1 2 ִἼ

‍⁞ѝ 1 2̔ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# flow-control DianXin 
Ruijie(config-flow-control)# change-priority rule1 1 rule2 2 
Ruijie(config-flow-control)# end 
 

5.4 ᶕ  

ԇ ᴐ  

Ruijie(config)# show flow-control Name 
{inbound | outbound} [channel-group 
channel-name] 

э ̆

 

ѡᴿ̔ 

# ᶕ ̔ 

Ruijie#show flow-control test inbound channel-group root 

group-name                       cir      pir      pri  schedule 

-------------------------------- -------- -------- ---- -------- 

root                             1000000  1000000  4    fifo     
 

# ᶕ ̔ 

Ruijie#show flow-control test inbound                    

group-name                       cir      pir      pri  schedule 

-------------------------------- -------- -------- ---- -------- 

root                             1000000  1000000  4    fifo     

part1                            700000   1000000  4    fifo     

part2                            200000   1000000  4    fifo     

part3                            100000   1000000  4    fifo 

 

5.5 ⁸ ᶕ  

ԇ ᴐ  

Ruijie(config)# show flow-control-policy group ѐ ⁸ ᶕ  

ѡᴿ̔ 

# ⁸ ᶕ ̔ 

Ruijie#show flow-control-policy group 
group_name                      group_id  apply_ifx     policy_entries 
group1                           0           6              14             
group2                           1           0              4      
 



⁸ 

http://www.ruijie.com.cn 

 

5.6 ⁸ ‡ᶕ  

ԇ ᴐ  

Ruijie(config)# show flow-control-policy rule [group 
name] 

ѐ ‡ ᶕ

э ⁸ Ю ‡ ᶕ
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⁞ Ὧ ̆ ⁞  э ̕ 

̆ᾱ э ὡ ̕ 

⁮ Wan  

5.7.3  

 
Ruijie# configure terminal 
# …  
Ruijie(config)# flow-control Corp 
# … Ю  
Ruijie(config-flow-control)# channel-tree inbound  
Ruijie(config-channel-tree)#  channel-group  root parent  null cir 10000 pir 10000 
pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department1  parent  root cir 5000 
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department2  parent  root cir 3 000 
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department3  parent  root cir 2000  
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  exit 
# … Э  
Ruijie(config-flow-control)# channel-tree outbound  
Ruijie(config-channel-tree)#  channel-group  root parent  null cir 10000 pir 10000 
pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department1  parent  root cir 5000 
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department2  parent  root cir 3 000 
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  channel-group  department3  parent  root cir 2000 
pir 10000 pri 4 schedule-type  fifo 
Ruijie(config-channel-tree)#  exit 
Ruijie(config-flow-control)# exit 
 

⁞ 
Ruijie# configure terminal  

# ᴳ ⁞╖  
Ruijie(config)# identify-application enable 

# ⁞  
Ruijie(config)# subscriber  static  name department1  parent  /  ip-subnet  
192.168.1.0 255.255.255.0  
Ruijie(config)# subscriber  static  name department2  parent  /  ip-subnet  
192.168.2.0 255.255.255.0  
Ruijie(config)# subscriber  static  name department3  parent  /  ip-subnet  
192.168.3.0 255.255.255.0  
# а any Ὧ ̆ Ѭ any ᾃ  
Ruijie(config)# time-range  any 
Ruijie(config-time-range)# periodic  Daily 0:00 to 23:59 

 
Ruijie# configure terminal  

Ruijie(config)# flow-control Corp 

# 1ȁ2ȁ3 ‍⁞ὡ department1ȁdepartment2 department3 

Ruijie(config-flow-control)# flow-rule 1 vlan-group any subscriber department1 
network-group any app-group any time-rang any 
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Ruijie(config-flow-control)# flow-rule 1 session-limit 0 action pass in-channel department1 
out-channel department1 

Ruijie(config-flow-control)# flow-rule 2 vlan-group any subscriber department2 
network-group any app-group any time-rang any 

Ruijie(config-flow-control)# flow-rule 2 session-limit 0 action pass in-channel department2 
out-channel department2 

Ruijie(config-flow-control)# flow-rule 3 vlan-group any subscriber department3 
network-group any app-group any time-rang any 

Ruijie(config-flow-control)# flow-rule 3 session-limit 0 action pass in-channel department3 
out-channel department3 

⁮  
Ruijie# configure terminal 
Ruijie(config)# interface  GigabitEthernet 0/1  
Ruijie(config-if-GigabitEthernet 0/1)# flow-policy  Corp 

 

5.8 NormalὭӎ ѡᴿ 

5.8.1  

Ὠ ᶕ   ѝ 10MȂὨ ᾃ ‚‍ 2э ̔department1 department 2̆ ‍

⁞ѝ̔192.168.10.0/24 192.168.20.0/24̆ Ю̔ 

э 5M̆ Ԉ ⁮ 10M̕ 

э BT 1M̆ Ԉ ⁮ 5M̕ 

эὨ BT а 6M̕ 

5.8.2  

ԈЮ ᴐ̔ 

⁞ Ὧ ̆ ⁞  э ̕ 

̆‍⁞… Э Ю ̕ 

Ὥӎ ̆Ԉ ╗ὡὭӎ  

̆ᾱ э ὡ ̕ 

⁮ Wan  

5.8.3  

̆ Ю̔ 

# ̆Time-range а any ᴐѝὯ ̆  

time-range any 
 periodic Daily 0:00 to 23:59 
 

# ‚‍ 

subscriber static name depart1 parent / ip-subnet 192.168.10.0 255.255.255.0 



⁸ 
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⁸ 
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  flow-policy Dianxin 
 
 
 

5.9 Per-IPὭӎ ѡᴿ 

5.9.1  

֝н ᶕ   ѝ 10M̆ Ю̔ 

а 500 э̆ э BT а 800k̆ а 512k̕ 

֝н BT н╘а 5M̆ н╘а 7M̕ 

э а 1M̕ 

5.9.2  

ԈЮ ᴐ̔ 

⁞ Ὧ ̆ ⁞  э ̕ 

̆‍⁞… Э Ю ̕ 

Ὥӎ ̆Ԉ ╗ὡὭӎ  

̆ᾱ э ὡ ̕ 

⁮ Wan  

5.9.3  

̆ Ю̔ 

# ̆Time-range а any ᴐѝὯ ̆  

time-range any 
 periodic Daily 0:00 to 23:59 
 

# BT н╘ ѐ ѝ BITTORRENT ̆а Ѭ 

 

#  

flow-control Dianxin 
 channel-tree inbound 
  share-pool PER-USER rate 1000 type per-ip limit 500 
  channel-group root parent null cir 10000 pir 10000 pri 4 schedule-type per-net per-mask 32 

per-cir 10 per-pir 1000 limit 500 
  # ⁸ ̔BTȁ ὲ н╘ а 1M 

  channel-group root pool PER-USER 
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  channel-group BT parent root cir 1000 pir 5000 pri 4 schedule-type per-net per-mask 32 per-cir 
1 per-pir 1000 limit 500 

  channel-group Xunlei parent root cir 1000 pir 7000 pri 4 schedule-type per-net per-mask 32 
per-cir 1 per-pir 1000 limit 500 

  channel-default root 
 ! 
 channel-tree outbound 
  share-pool PER-USER rate 1000 type per-ip limit 500 
  channel-group root parent null cir 10000 pir 10000 pri 4 schedule-type per-net per-mask 32 

per-cir 10 per-pir 1000 limit 500 
  # ⁸ ̔BT root



⁸ 

http://www.ruijie.com.cn 

ұ Global ̆ Ἴ ‡̆Ἴ ̆ᾋ Ԉ Э

̕ 

5.10.3  

̆ Ю̔ 

# ̆Time-range а any ᴐѝὯ ̆  

time-range any 
 periodic Daily 0:00 to 23:59 
subscriber static name DP-test parent / ip-subnet 192.168.10.0 255.255.255.0 
 
flow-control global 

 flow-rule 1 vlan-group any subscriber any network-group any app-group P2P ֒ 
time-rang any  

 flow-rule 1 session-limit 0 action drop  
 flow-rule 2 vlan-group any subscriber DP-test network-group any app-group any time-rang any  
 flow-rule 2 session-limit 0 action pass 
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6  

6.1  

6.1.1  

Э ѝ У ̆ Ԉᴳ

Ȃע ̆ ӝ ⁮ IP ֶ ̆IP ̆IP Э ̆ э

̆ э ̆Ԉ э ̕ 

έᴇ ᴐ Ю Ȃ 

6.1.2 ᴐ  

̆ ұ ̆

IP̆IP ̆ ̆ ‍⁞ ̆ ẏ⁮ ̕ 

6.2  

Ю Ȃ 

 ╖  ḣ 

 ╖   

6.3  

�„  ̂ ̃ Ὧ ╖  

�„  ̂ ̃ VPN  

�„  ᶕ  

6.3.1 Ὧ ╖  

ᾳЮ̆ ╖ ̕ ̆ УЮ ̕ 
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Ruijie# show online statistics {global | interface 
interface-name | bridge bridge-name} [{detail [offset 
start-record {limit  record-num}] | recent hour | 
minute_interval begin-year begin-month begin-day 
begin-hour:begin-minute to end-year end-month 
end-day end-hour:end-minute | [month| week] 
time-interval begin-year begin-month begin-day 
begin-hour to end-year end-month end-day end-hour | 
day begin-year begin-month begin-day [hour-interval 
begin-hour1 to end-hour1 [begin-hour2 to 
end-hour2]]}] 
 

Ю ₥ ̆ hour ᾃ

IP Ԉ ֶ ̕ 
NBR ‟а minute-intervalȁ time-intervalȁ
recentȁdayȁmonthȁweekȁhour-interval ᶕ

Ὧ Ȃ 

Ruijie# show online ip {global | interface 
interface-name | bridge bridge-name} [[subscriber 
subscriber-name] [subscriber-group subscriber-group] 
[vip] | {by-auth} [auth-subs-group auth-group-name] 
[auth-subs auth-name]]] [ip ip-address] 
[{minute-interval begin-year begin-month begin-day 
begin-hour: begin-minute to end-year end-month 
end-day end-hour:end-minute | {[month | week] 
day-interval begin-year begin-month begin-day to 
end-year end-month end-day | day begin-year 
begin-month begin-day} [hour-interval begin-hour to 
end-hour [begin-hour2 to end-hour2]]}] [order-by 
{{pass | drop} {upload | download} | ip | 
subscriber-group | subscriber | auth-subs-group | 
auth-subs } {desc | asc}[ top n]] 
 

Ю ₥ IP Э ȁ

ᶕ IP Э ᶕ Ȃ 
NBR ‟а minute-interval ȁday-interv13 T191.1>Tj
32 7oB4.897.731 0 Td
<01C3>Tj
/TT1 1Tf
-040023 Tc -15.171 -1.297d-(IP)Tj
/C2_0 1 Tf
0 Tw 5.474 0 Td
<01C3>Tj
/TT1 1Tf
-070028 Tc34.646 0 Td
[5-m13 T191.1>Tj
32 7oB2.577.731 0 Td
<01C3>Tj
/TT1 1Tf
-0.0009 Tc 1.029 0 Td
(week)191.1>Tj
32 7oB2. 14.143 0 Td
<01C3>Tj
/TT1 1Tf
-0.0015 Tc 0.703 0 T5(d(o)d(o)1(6r)32(-inte6(13 T191.1>Tj
32Tc 0.06865Tc 6.731 0[<311D>6<095A09C62C5805B51DB9>6<41B6>(13  Tf
0 Tj
 0.0389 -1.303<07w 5B
0.12B164301C4>Tj
/TT1 1 Tf
( ET
589  625.34.489. 4.1 -19re
 1 97 -1943Tw 2.1 -1919 Tc29re
 1BT3>Tj
/TT1 1Tf
-040023>Tj
10.5 0 0 15 Tc 422. 46.7203[(Ruijrvai
[(b#)-5( )]TJ
/TT2 1 Tf
0.0008 Tc 1.00623.234.646 0 Tsh)103( onlineval )]TJ
/TT3 1 Tj
0 Tc 0j
 64.943 0 Td
( )Tj
/TT2 1Tf
-0.0005 .28.646 0 Tip-applicnd-dtion5(ur )]TJ
/TT1 1 Tf
06.234.646 0(
(} {)Tj
/TT2 1 Tf
20003 Tc74.646 0 Tgervaobterval )]TJ
/TT1 1 Tf
-00.002 T897.731 0 Td
(| )Tj
/TT2 1 0003 Tc82.646 0 T32(-ifacend-rval )]TJ
/TT3 1 Tf
0.0001-18. 49.566 -1.149 T-)9(4t)-52(iface-namey | )]TJ
/TT2 1 Tf
-0.0016 T414.00156.0 0.457 0 TTd
bri14(odg14(o)-53-rval )]TJ
/TT3 1 Tf
14Tj
0 Tc 0 Tc80.703 0 Tbrid(4tge-nnd-dm(4t)-al )]TJ
/TT1 1 Tf
-370016 T41 4.c 0j
114.646 0(} [[d
( )Tj
/TT2 1Tf
-00.001 Tc 0 Tw02.646 0 Td
[(subscri(grrval )]TJ
/TT3 1 Tf
0.0055 17.96.566 5446 0 Td
[(sub)4(i)-4(b)224(-namey | )]TJ
/TT1 1 Tf
0(]d
( )Tj
/TT2 1 Tw 7.034 0 Tdesc)Tj
/TT1 1 T264.943 0 ]}] [)Tj
/TT2 1 Tf
-060023 Tc 7.646 0 Td
[(subs)7t)-52(iiber)32(-)1[5-m21(oup )]TJ
/TT3 1 Tf
110055 Tc94.646 0 Ts)7t
[()7tsubscri(5(subs42r)142o)-4(up)]TJ
/TT1 1 Tf
-73Tf
06.8 2.486 0 ( n]] )Tj
0-22. 14.943 -1.149 ]}] [)Tj
/TT2 1 Tf
-290023 Tc 7.646 0 Tvday-i-4(up)]TJ
/TT1 1 Tf
-0.0016 32 59Tc 0 T3 6.731 0 ( Td
(|)Tj
/TT2 1 3250.068600065 T 10.251 0  pass )Tj
/TT1 1 Tf
0 T4 0.703 0(
(} {)Tj
/TT2 1 Tf
-0.0002 by-Td
(ass )Tj
/TT1 1 Tf
0 32 0.00433.8 4.411 0 Td]]}] [)Tj
/TT2 1 Tf
-09Tj
0 Tc 0 T2 2.646 0 TTd
rvah32(auth-5(rvsubs-gr)14(o)-4} |)-5( )]TJ
/TT3 1 Tf
2Tf
0 Tj
4.566 -1.149 TTd
rvahsubs43r)15o)--wam(4t)-al 
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э ᾃ ₥ ᶕ  
Ruijie# show flowrate channel [channel-group 
channel-group] [minute_interval begin-year 
begin-month begin-day begin-hour:begin-minute to 
end-year end-month end-day end-hour:end-minute | 
{[month | week] day-interval begin-year begin-month 
begin-day to end-year end-month end-day |day 
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Ruijie# show flowrate ip {global | {interface 
interface-name | bridge bridge-name} [by-vpn]} 
[subscriber-group subscriber-group by-group | 
[[subscriber-group subscriber-group] [subscriber 
subscriber-name] [vip] | {by-auth} [auth-subs-group 
auth-group-name]  [auth-subs auth-name]] [ip 
ip-address] [application application-name] 
[application-group application-group] 
[application-type application-type]] [{recent hour | 
minute-interval  begin-year begin-month begin-day 
begin-hour:begin-minute to end-year end-month 
end-day end-hour: end-minute | {[month | week] 
day-interval begin-year begin-month begin-day to 
end-year end-month end-day | day begin-year 
begin-month begin-day} [hour-interval begin-hour1 to 
end-hour1 [begin-hour2 to end-hour2]]}] [order-by 
{{pass | drop} {upload | download} | ip  | 
subscriber-group | subscriber | auth-subs-group | 
auth-subs } {desc | asc}[top n [detail]]] [{detail | 
by-user}] 
 

Ю ΰэ

ᶕ ̆ ₥ ᶕ

̕ 
̔ Ὧ application ȁ application-group ȁ

application-type ὲѐ Уэ ΰэ ᾳ

Ю̆а ὡ ᶕ (recentȁ
monthȁweekȁdayȁday-intervalȁminute-interval

)̆ ₥ ᶕ ̕ 
NBR ‟а minute-interval ȁday-intervalȁ
recentȁdayȁmonthȁweekȁhour-interval ᶕ

Ὧ Ȃ 

Ruijie# show flowrate application {global | interface 
interface-name | bridge bridge-name}  [[subscriber 
subscriber-name] [subscriber-group subscriber-group] 
| {by-auth} [auth-subs-group auth-group-name]
[auth-subs auth-name]] [ip ip-address] 
[application-group application-group] [{[by-group] | 
[application-type application-type] [{by-type | 
application application-name}]}] [{recent hour | 
minute-interval begin-year begin-month begin-day 
begin-hour:begin-minute to end-year end-month 
end-day end-hour:end-minute | {[month | week] 
day-interval begin-year begin-month begin-day to 
end-year end-month end-day | day begin-year 
begin-month begin-day}  [hour-interval begin-hour1 
to end-hour1 [begin-hour2 to end-hour2]}] [order-by 
{{pass | drop } {upload | download} | application} 
{desc | asc}[top n]] [detail] 
 

Ю ₥ ᾃ ȁ

ȁ Ὧ ᶕ ̕ 
̔ Ὧ subscriber ȁ subscriber-group ȁ

auth-subs-groupȁauth-subsȁip ὲѐ Уэ ΰэ

ᾳЮ̆а ὡ ᶕ

(recent ȁ month ȁ week ȁ day ȁ day-interval ȁ
minute-interval )̆ ₥

ᶕ ̕ 
NBR ‟а minute-interval ȁday-intervalȁ
dayȁmonthȁweekȁhour-interval ᶕ

Ὧ Ȃ 

Ruijie# show flowrate ip-application {global |
{interface interface-name | bridge bridge-name} 
[by-vpn]}   [[subscriber subscriber-name] 
[subscriber-group subscriber-group] [vip] | {by-auth} 
[auth-subs-group auth-group-name] [auth-subs 
auth-name]] [ip ip-address] [application 
application-name] [application-group 
application-group] [application-type application-type] 
[order-by {{pass | drop} {upload | download} | ip | 
application | subscriber-group | subscriber | 
auth-subs-group | 



 

 

 
 
 

 

 
 
 

‍ᾊӮ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1.  

2. ᶕ έ 

3. DHCP 

4. DHCP Relay 

5. DNS 

6. NTP 

7. ̂SNTP̃ 

8. UDP-Helper 

9. DDNS 

10. DDNS 

11. DNS Ԇ  
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TCP עִ ў TCP ̆TCP У ұ ּ ⁸ ̆

У ̆ ῏ Э TCP
̆ э ᵳ ᾱ TCP “ ”TCP ACK ̆ Э

ᶕ ּ Ȃ ̆ ў ᵳ ѝ б ᴁұ Э̆ӱ Ԉ б╗

ҵ╟Ȃ У TCP ⁮ ̆ ̆ᴳ TCP а

хꜛ ὡ ╟ ὁ ̆ TCP ּ Ȃ 

 עִ ¾�

עִ ѐ Ц עִ ̆ עִ ꜛ ̔FTP Э

ּЮ ȁWEB /Ӈҵȁ ֒ ╘ Ȃ עִ Ԉ ╠ ѐ ̆

ȁ ּ֒ ȁ ȁ Ӈ Ȃ 

�¾  

‾ ȂУ ᾳЮ̆ Ὧ ⁮ а У ̆  

�¾ 
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MUDP  

‍ꜛ 3 э ̔ 

�z ̔4 ᴁ̆ ұ ̆‫ ѝ 1̕ 

�z ̔4 ᴁ̆ MUDP ̆ꜛ ‍ ‍̆ UDP ѐ

⁮ Ȃ б IP ѐ

У ̆Ԉ ѝ ᴁ̆ ἵ ‍ ѝ 56 ̂15*4- ‍

4̃̕ 

�z ̔24 ᴁ̆‍ѝ MUDP ╖ ч ̆‍⁞ӱ 23 ᴁ

0 ᴁ ‍ Ȃ 

�¾ MUDP ̆ Ԉ MUDP ‍Ȃ э ‍

̆ὲ  ‍ ᴁ ᾱ ̆ ᴁ ‍Ἴ 

Ȃ 

�¾ ╖ ̆ б DATA ᴳ ̆ ұ

Ȃ ╖ а MUDP Ȃ 

Ю̔ 
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MUDP έ ⅔ȁ ̆ ῆ UDP ѐּ Ȃ 

1.1.2.2 б  

 
б  

Э ̆   1ȁ2̆‍ ‍⁞   3ȁ4̆ ѫ ‍ Ѯ

Ԉ 1-3ȁ1-4ȁ2-3ȁ2-4Ȃ ᾃ ꜛ ҩУ

Ȃ ᾃּ ̆ ֶ MUDP Ȃ 

ᾃꜛ ̂Э ̃̆‍ Эּ ̆ Ԉ

̆ ‍ ⁮а Э Ȃ҂ ̆

ᾃ ּ Ὥӎ ̆ ╖ Ȃ 

ᾃ ꜛ У ̂Э ̃̆  Ȃעִ
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ὡ ACL Ȃ ⁸̆

  ұὯ Ȃ а ὡ ̆ Ȃ 

 

1.1.3 ὴ  

֝н ѐ ԈЮ ̔ 

�‹  Ἵ ὡ̆ ч ̆ ѝ ISP-1 ISP-2̕‍

ѝУ ̆ ADSL ὡ ѝ ISP-2̆ ѝ 2MȂ 

�‹  Ὠ ѐ ҩ ╘ ̆ WEB ╘ ȁFTP ╘ ȁ ╘ ȁ ֒

╘ Ȃ 

�‹  ѝ╗ ὤ ̆֝н ‍Ὠ ᴳ VPN Ὠ Ȃ 

�‹  ᶕ ᾁ‍Ὠ Ὠ ̆ WEB ȁFTP ֒Ю ̕

ֶ Ȃὲѐ̆FTP ֒Ю н╘έ ̆ ֶ Ȃ 

�‹  ұ ּ ̆ ̆ хꜛȁ Ҕ Ȃ 

�‹  ‍ ⁮ ּ ѐ ᾰͅ   хꜛ Ȃ 

ѝ ᾱЭ ̆ ‍ ⁮ Ὧ н╘ ּ ̆ ⁮ԈЮ ̔ 

�‹  ὁ Ȃ 

�‹  хꜛ ̆῏ хꜛ н╘ Ȃ 

�‹  ̆ ╗ Ȃ 

�‹  ᶑ Ȃ 
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                                     ὴ  

1.1.4 ᴐ  

4 ̆ ‍ б Ѯ ̾
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̂8̃   ὯЭ ⁮ ̆ ȁхꜛ ȁ ̆

Ӈ ̕ 
̂9̃ ̆ ╘ Ȃ 

1.1.5  

̔MUDPȂ 

1.2  
Ю Ȃ Уэ ̆έ ԈЮ ḣȂ 

 ╖  ḣ 

 ╖   

 хꜛ  1 

 

1.3  

�„  ̂ ̃ ╖  

�„  ̂ ̃  

�„  ̂ ̃ ╘  

�„  ̂ ̃ Ὧ ACL‟  

�„  ̂ ̃Ὧ ╖  

�„  ̂ ̃ хꜛ  

�„  ̂ ̃ ⁸  

�„   

�„   

�„  ̔ľ ╘ Ŀ  ľ Ὧ ACL ‟ Ŀ ү Ў ‡ ὡ

Ȃ 

1.3.1 ╖  

 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)# vwan enable ╖ Ȃ 

Step 3 Ruijie(config)# end   Ȃ 

Step 4 Ruijie# show run Ȃ 

 

ᴿ 1̔ ╖ Ȃ 

Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# vwan enable 
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Ruijie(config)# end 

1.3.2  

̆У ѝ ╟ ȁ‍ ѝў╟ Ȃ э‍ ὡȂ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)#vwan channel ͕active | 
passive͗channel-name 

̆ ὡ Ȃ

б‍ У Ȃ 

Step 3 Ruijie(config-vwan-channel)# link 
interface-name [ source-port ]  { any | 
dest-address[ dest-port ] [bandwidth bw] } 

Ȃ ╟ ѝ

any̆ў╟ аἵ Ȃ 

Step 4 Ruijie(config-vwan-channel)# end   Ȃ 
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Ruijie(vwan-channel)# 
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Step 1 Ruijie#configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)#vwan channel ͕active | 
passive͗channel-name 

̆ ὡ Ȃ

Step 3 Ruijie(config-vwan-channel)# no compress 
enable 

Ὧ ╖  

╖ Ȃ 

Step 4 Ruijie(config-vwan-channel)# end   Ȃ 

Step 5 Ruijie# show run Ȃ 

 

ᴿ 1̔ ⁸ Ȃ 

Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel active AAA // ὡ  

Ruijie(vwan-channel)# no compress enable  //Ὧ ╖  

1.3.6 хꜛ  

 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ Ȃ 

Step 2 Ruijie(config)#vwan channel ͕active | 
passive͗channel-name 

̆ ὡ Ȃ

Step 3 Ruijie(config-vwan-channel)# loss-recover 
enable 

хꜛ ╖ ȂȂ 

ḣ ̆ хꜛ ╒ ̕

Ȃ 

ᴳ  

 no loss-recover enable Ὧ ╖ Ȃ 

Step 4 Ruijie(config-vwan-channel)# end   Ȃ 

Step 5 Ruijie# show run Ȃ 

 

ᴿ 1



G!5B<.�³�S
³5%  
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Step 3 Ruijie(config-vwan-channel)# limit num ⁸ ╟ э Ȃ ѝ

ḣȂ 

Step 4 Ruijie(config-vwan-channel)# end   Ȃ 

Step 5 Ruijie# show run Ȃ 

 

ᴿ 1̔ ⁸ Ȃ 

Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel passive AAA // ὡ  

Ruijie(vwan-channel)# limit 100  // ⁸ 100 э‍ ὡ 

1.3.8  

 

 ԇ ᴐ  

Step 6 Ruijie#configure terminal ὡὤ Ȃ 

Step 7 Ruijie(config)#vwan channel ͕active | 
passive͗ 
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recv_bytes   up_rate      down_rate    recv_pkt      drop_pkt      loss_b        
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send_pkts  recv_pkts  loss_rate  delay      peer-lid   peer-pid   intf_en    
ready      Intf_name            

69fba7     xxx             172.18.3.6      12315 172.18.3.82     12315 4096       
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create_flow     : 0          update_flow     : 0          get_prispace    : 0          
get_flowevent   : 0          used_flow       : 0          other_flow      : 3           

 
 
##### mudp: 
mudp_ver        : 179978     mudp_len        : 0          mudp_cksum      : 0          

mudp_synext     : 0          mudp_ssynext    : 0          mudp_rstext     : 0           
mudp_pingext    : 0          mudp_pongext    : 0          mudp_dataext    : 0          

mudp_blk        : 0          move_rearvward  : 0           
 
##### link: 
ssyn_echo       : 0          unexpect_pkt    : 0          unexpect_state  : 0          

no_link         : 0           
 
##### channel: 
no_channel      : 0          sl_notexist     : 0          sl_notestabed   : 0          

sl_proto        : 0          sl_serempty     : 643        up_select       : 427         
down_select     : 10         ch_lenlimit     : 0          ch_notexist     : 0          
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order_noblk_2   : 0          order_assem     : 0          out_notblk      : 0          
out_noblk_2     : 0          out_blk_2       : 0          out_nonext      : 0           

out_order       : 0          group_prev      : 0          group_next      : 0          
group_notorder  : 0          group_sent      : 0          group_assem     : 0           

group_direct    : 0          group_order     : 0          tm_order_copy   : 1          
tm_order_assem  : 0          tm_head_freechk : 0          tm_head_freedata: 10          

close_freechk   : 0          close_freedata  : 0          close_freebuf   : 0          
encode_notestab : 0           

 
##### rs bytes stat: 
before_rs       : 25520      after_rs        : 127828     recv_rs         : 3100        
##### rs encode stat: 
 [0]: 
 [1]: [2]       386 
 [2]: 
 [3]: [3]         1 
 [4]: 
 [5]: 
 [6]: 
 [7]: 
 [8]: [8]         1 
 [9]: 
[10]: 
[11]: 
[12]: 
[13]: 
[14]: [4]         1 
[15]: 
[16]: [4]         1 
 
 

ᴿ 2̔ 

eg1000c#show vwan stat channel  
stat of channel:pyd 
receive_pkt    :820854         send_pkt       :9664794        over ringsize  :0  
eg1000c#show vwan stat link  
send_syn        send_ssyn       send_ping       send_pong       send_data  send_rst         
recv_syn        recv_ssyn       recv_ping       recv_pong       recv_data       

recv_rst         
channel name:pyd 
link id: 69fba7 
1               2               490             490             24              0               
1               1               490             490             18              0 
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1.4 ὴ ѡᴿ 

1.4.1  

1ȁ ‍ Ѯ Уэ Ȃ 

2ȁ ‍ ᾃ ╘ ּ Ȃ 

3ȁ ‍ ⁮ 2̆ ╘ ѝ 1̆ ὁ Ȃ 

 

1.4.2  

 
 

1.4.3  

1̃ ‍ ̔ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# access-list 111 permit tcp 3.3.3.0  0.0.0.255 2.2.2.2 0.0.0.0  
// ACL ̔3.3.3.0 ╘ 2.2.2.2 TCP  

Ruijie(config)# vwan channel AAA      // ѝ AAĂ б У

 

Ruijie(vwan-channel)# link dialer 1 6061 1.1.1.1 6062 // ̆

ѝ dialer 1  

Ruijie(vwan-channel)# access-list 111  // Ὧ ACL 111 

Ruijie(vwan-channel)#end  
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2̃ ̔ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel AAA   // ѝ AAĂ б‍ У  

Ruijie(vwan-channel)# link 1.1.1.1 6062 any // ̆б‍ Ȃ ұ

ѝа IP ̆ ѝ ╟ ̆ ѝ anyȂ 

Ruijie(vwan-channel)#end 

 

1.4.4  

# ‍ ᶕ Ȃ 

Ruijie#show vwan channel 

Channel: AAA   

Acl: 1 

State:  Established  

Link-Num: 1 

Link-Id   Src-Addr   Src-Port   Dst-Addr   Dst-Port State      

--------------------------------------------------------------- 

1       dialer1(4.4.4.4) 6061   1.1.1.1 6062  Established 

 

# ᶕ Ȃ 

Ruijie#show vwan channel 

Channel: AAA   

Acl: 1 

State:  Established 

Link-Num: 1 

Link-Id   Src-Addr   Src-Port   Dst-Addr   Dst-Port State      

--------------------------------------------------------------- 

1           1.1.1.1    6062    any(4.4.4.4)    6061       Established 

 





ᶕ έ  
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ּ ‡ ̆Уэ ꜛ Уэ Ὧ̆ ꜛѐ TTL ῏ 1 ᴐȂ

TTL ѝ0 ̆ Ὧᵳх э ꜛ̆ УэTTL ꜛ Ȃ

э ‡̆Traceroute ԇ ̔ Ἴ УэTTLѝ1 ꜛ̆

Уэ Ὧᵳ Уэ ICMP ̆Ԉ ꜛа ̆ ѝTTL ̆Ѯ

ꜛ TTL ╗ 1 ̆ үэ Ὧ TTL ̆ э У Ю ̆

⁮⁮ ̆ Уэ ICMP TTL ᶕ ̆ᵳ Юҩ ӱ ⁮

̆IP ꜛ э Ȃ 

Traceroute ԇ Ԉ Ю ̆έᴇ ԇ Ю̔ 

ԇ ╖  

 T 
 / T 1 0  1  T 3 . 0  T d 
 ( 1 ) T [ (  t ) T 0  1 2 T f 
 , Â , X 
 � 
 � � È 8 A �
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17     210.74.176.158    100 msec  52 msec  84 msec 
18     202.108.37.42       48 msec  48 msec  52 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ202.108.37.42 ў ̆ ꜛ

ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 
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2) DHCP ╘ ў DHCPOFFER ꜛ̆ꜛ IP ȁMAC ȁ ᶕ

Ԉ ̕ 

3) ў DHCPREQUEST ꜛ̆ ╘ ‍ ᵏ IP ̕ 

4) DHCP ╘ ў DHCPACK ꜛ̆ ў Ȃ 

 
�	 ��


\�!  
DHCP Ԉ ⁮ э DHCP ╘ DHCPOFFER ꜛ̆ ֗ᴉУэ

DHCPOFFER ת̆ꜛ ⁮ Уэ DHCPOFFER ꜛȂ ̆DHCP
╘ DHCPOFFER ѐ аУ ѝ ‍ ̆ ᾳЮ̆DHCP ╘ ֶᶑ

⁮   Ȃ 

 

DHCP ╘ ‍ DHCPREQUEST ꜛ̆ ѝҩ ὲ

DHCPOFFER ꜛ DHCP ╘ ҂ ⁮ ꜛ̆ OFFER̂ ‍ ̃

IP Ȃ 

DHCP DHCPOFFER ᶕ ꜛѐꜛ ̆ ֶ ╘

DHCPDECLINE ᶕ ꜛ ‍ ᶕ Ȃ 

ѐ̆ DHCP DHCPOFFER ᶕ ꜛ̆DHCP ╘ ֶ

DHCPNAK DHCP ̆ Ȃ 

ѐ̆ ӊ DHCP ╘ ̆ Ԉ ԈЮ ̔ 

�z 
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3.4 DHCPѐ Ԇ Ӯ 

DHCP ѐ Ԇ ̆ DHCP ╘ Ѯ DHCP ꜛȂ DHCP б

╘ а Уэ Э̆ DHCP ѐ Ԇ DHCP ȂDHCP ѐ

Ԇ ̆б а ̆ ּ ̆ У

аֶᶢ IP ꜛᾃ Ȃ DHCP ѐ Ԇ ⁮ DHCP ̆ Уэ DHCP ̆

  Ȃ 

DHCP ̆DHCP ѐ Ԇ ẹ DHCP ╘ ̕ DHCP ╘ D̆HCP ѐ

Ԇ ẹ DHCP Ȃ 

3.5 DHCP  

DHCP̆ Ю ֗╘‟ ̆ὲѐ₥Ьэ ֗╘ Ȃ 

�z DHCP ╘ бѐ Ԇ ̂ ̃ 

�z DHCP ̂ ̃ 

�z DHCP ̂ ̃ 

�z ̂ ̃ 

�z Ping ꜛ ̂ ̃ 

�z Ping ꜛ ̂ ̃  

�z Ԉ DHCP ̂ ̃ 

�z PPP Э DHCP ̂ ̃ 

�z FR Э DHCP ̂ ̃ 

�z HDLC Э DHCP ̂ ̃ 

3.5.1 DHCP ╘ бѐ Ԇ  

DHCP ╘ ȁѐ Ԇ ̆ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# service dhcp 
DHCP ╘ DHCPѐ Ԇ

╖  

Ruijie(config)# no service dhcp Ὧ DHCP ╘ ѐ Ԇ ╖  

 
�	 ��


\�!  

ӊ 10.1 Ԉ ᾳЮ̆DHCP ╘ DHCP ѐ Ὥ service dhcp
ԇ̆ת чэ╖ ҵ ̆ч Ѯ ‎ ᵑ ұ ҩ DHCP Ȃ 

10.1 Ѯ₥ ӊ Э̂аꜛ 10.1̃̆ ╘ ѐ а ὤ ̆ Ҿ
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Э service dhcp ԇ ע ₥ӊ ѐ ╘ Ȃ 

10.1 Ԉ ‍ӊ Э̆DHCP ╖ Ҿ╖   ᾰ ̆҂ Ҿ

╖ а ᴳ ̆ έᴇ ӊ ᶕ Ȃ 

 

3.5.2 DHCP  

⁞ ̆DHCP ╘ ֶ ѐ Ѭ ‍ DHCP
Ȃ ̆ ᴔ ᶑ УҾ а ‍ ̆ ‍ ╘ ҩ̆ᴔ

Ѭ Ҿ аἵ ‍ Ȃ 

Ҿ а ‍ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# 
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�z ╘ ̂ ̃ 

�z NetBIOS WINS ╘ ̂ ̃ 

�z NetBIOS ̂ ̃ 

3.5.3.1 ὡὲ  

ὡ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp pool dhcp-pool 
ὡ

 

ѝ“Ruijie(dhcp-config)#”Ȃ 

3.5.3.2 ╟ ֒ 

╟ ֒ ╟ ⁮ ╟ ẹ ֒Ȃ ╟ ẹ ֒ DHCP
Ю ᴐ Ȃ 

╟ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (dhcp-config)# bootfile filename ╟ ֒  

 

3.5.3.3 Ὧ 

Ὧ̆ э ᴐѝ ╘ ‍ Ὧ Ȃ Ὧ IP
б DHCP IP У Ȃ 

Ὧ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# default-router address  
[address2…address8] 

Ὧ 

 

3.5.3.4  

DHCP ╘ ‍ ̆ ᾳЮ ̆ὲ ᾳ

Ю ѝ 1 Ȃ ⁮ ̆ ‡ а ᴳ Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ 

�0

*ü
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̕ ҩ WINS ╘ ̆ ѝ Ȃ 

DHCP NetBIOS ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# netbios-node-type type NetBIOS  

 

3.5.3.9 DHCP  

╟ ̆ ὲ ̆ѝ DHCP ╘ ᵏҩУэ

‍ Ȃ ̆ ‡ ѐ ‍

ȂDHCP ‍ ѐ ̆ ̆ DHCP ѐ

⁮ ѐ ̆ ЮУэ ̆ ⁮‍ Уэ Ȃ 

̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(dhcp-config)# network 
network-number mask DHCP  

 
 

�	 ���_�É�!  
ӊ DHCP ╟ ѐ̆ ‍ Ԉ ID ѝ ̆

DHCP ╟ ѐа ч֙ ̕ ╘ Ѯ

Э ᾕᴍ[ Ԉ ̆ ҂ Ԉ ѐ ⁮ ╘ ]̆
ֶ ╘ ‍   ̆ ‍ ̕ 

̆ѝҩ ὁЭ ̆ Ḁ̆ ὲ ̆

̆ ὁ ⁮ ╘ ᾕᴍȂ 

 

3.5.3.10 DHCP ARP╖  

DHCP ARP ╖ ̆DHCP ‍ ̆DHCP
╘ ֶ MAC ‍ ╗⁮ ARP ̆ з ARP аֶ ╟

҃ ARP Ȃ ╖ Ԉ ARP Ȃ 

DHCP ARP ╖ Ὧ Ȃ Ю ╖ ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# update arp DHCP ARP ╖  

 
�	 ���_�É�!  
DHCP ARP ╖ Ԉ ѐ ARP ̆ ̂DHCP ѐ ̃

DHCP ARP ╖ Ȃ 
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3.5.4  

IP MAC Ὧ Ȃ ч ̔1̃ ̆

DHCP ╘ ѐ̆ Ѭ IP MAC ̆ ὲ У

э ̕2̃╟ ̆DHCP ╘ ⁮ DHCP ̆╟ ӱ ѐ‍ IP
̆ IP MAC Ȃ 

Ѭ ̆ Ἴ ѝ Уэ ╟ ѬУэў ̆ Ѭ DHCP
IP ֒ Ȃ ֒ MAC Ȃ ̆ У

Ѭ ̆ а Ѭ MAC ̆ ꜛ ҩ Ӯ MAC ȂὯұ

Ӯ ̆ RFC 1700 ѐὯұ“Address Resolution Protocol Parameters” ‍ᾃ Ȃ

Ԉ ѝ“01”Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp pool name 
Ѭ ̆ ὡ DHCP

 

Ruijie(dhcp-config)# host address Ѭ IP  

Ruijie(dhcp-config)# hardware-address 
 hardware-address type 
Ruijie(dhcp-config)# client-identifier 
unique-identifier 

Ѭ ֒ ̆
aabb.bbbb.bb88 

Ѭ ̆
01aa.bbbb.bbbb.88  

Ruijie(dhcp-config)# client-name name 

̂ ̃ ῆ ASCII
Ѭ ̆ а ꜛ

Ȃ Ѭ mary ў ̆

а Ѭ mary.rg.com 

3.5.5 Pingꜛ  

ᾰͅ DHCP ╘ ӱ ѐ‍ Уэ IP ֶ̆ ч Ping ԇ

(У Уэ ꜛ)Ȃ Ping ̆DHCP ╘ ѝ ѝ ̆ ‍

DHCP ̕ Ping ̆DHCP ╘ ѝ ᴳ ̆ ‍ У

э DHCP ̆ ⁮‍ ╖Ȃ 

Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp ping 
packets number 

DHCP ╘ ‍ Ѯ₥

Ping ꜛ ̆ ѝ 0 ‡а

Ping ᴐ̆ ѝ 2Ȃ 
 3 . 5 . 5  Ping  ҷ ̆DHCPPing 0
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Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ 
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�	 ��


\�!  
10.1 ‍ӊ Э̆ PPPȁHDLCȁFR ЭԈ dhcp

IPȂ 

 

3.6 ᶕ  

3.6.1 DHCP ╘  

DHCP ╘ Ь ԇ̔ 

1̃ ԇ̆ Ԉ DHCP ȁ ᾰ ȁ ╘ ᶕ ̕ 

2̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ ̕ 

3̃ ԇ̆ DHCP Ὧᶕ Ȃ 

ӊ ᵏҩЬ ԇ̆ Ὧ ᶕ ᴐ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# clear ip dhcp binding { address | *} DHCP ᶕ  

Ruijie# clear ip dhcp conflict { address | *} DHCP ᾰ ᶕ  

Ruijie# clear ip dhcp server statistics  
DHCP ╘

 

DHCP ╘ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# debug ip dhcp server [events |  
packet] 

DHCP ╘  

DHCP ╘ ᴐ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show ip dhcp binding 
[address] 

DHCP ᶕ  

Ruijie# show ip dhcp conflict   DHCP ᾰ ᶕ  

Ruijie# show ip dhcp server statistics DHCP ╘ ᶕ  

 

3.6.2 DHCP  

DHCP ч ԇ̆ Ԉ Э ԈЮ ᴐ̔ 

1̃ ̂debug̃ ԇ̆   ᶕ
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hardware-address 00d0.df34.32a3 ethernet 
client-name Billy 
default-router 172.16.1.254 
domain-name rg.com 
dns-server 172.16.1.253 
netbios-name-server 172.16.1.252 
netbios-node-type h-node 

3.7.3 DHCP  

ԈЮ ѐ̆ѝ GigabitEthernet 0/0 DHCP ╟‍ Ȃ 

interface GigabitEthernet0/0 
ip address dhcp 
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4 DHCP Relay  

4.1  

4.1.1 DHCP 

DHCP ╟ ‍ ̆ IP Ȃ 

DHCP Client   DHCP DISCOVER DHCP ServerȂDHCP Server ⁮ DHCP 
DISCOVER ̆ У Client ‍ , IP ̆   DHCP OFFER

ȂDHCP Client ⁮ DHCP OFFER ̆ Ȃ DHCP 
REQUEST ̕ а ̆ DHCP DISCOVER Ȃ ╘ ⁮ DHCP 
REQUEST ̆ IP ̂ ὲӹ ̃ Ԉ‍ ̆ Ԉ‍ ̆‡

DHCP ACK ̕ а ‍ ̆‡ DHCP NAK ȂDHCP Client ⁮ DHCP ACK
̆ ᴳD H C P  N A KDHCP DISCOVER

\

IP Ȃ 
55ESTDEST  DHCP IP  
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VLAN 10 VLAN 20 ‍⁞ 10.0.0.1/16 20.0.0.1/16 ̆ DHCP Server
30.0.0.1/16 Э̆30.0.0.2 DHCP Server 10.0.0.1/16 20.0.0.1/16 ╟

IP ̆ ᴐѝ Ὧ Э DHCP Relay Agent̆ DHCP Server IP ѝ

30.0.0.2 Ԉҩ 

4.1.3 DHCP Relay Agent Information(option 82) 

RFC3046 Ѭ̆ѐ DHCP relay ̆ Ԉ ╗Уэ option
DHCP client УҾ ᶕ ̆ӱ ᴳ ╘ Ԉ ᶕ Ѭ ̆ ѐ
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2. relay agent information option82̔ option а ὲӹ ̆

DHCP relay ѐ̆ ⁮ DHCP ᴇ ̆Ԉ ᶕ ̆

option82 ᶕ Эּ⁮ ╘ ̆option Ю̔ 

Agent Circuit ID 

 
 

Agent Remote ID 

 
 

4.1.4 DHCP relay Check Server-id╖   

DHCP ̆ ֶѝ Уэ э DHCP ╘ ̆ӱ ֙̆ ѝУ

╘ ᴐа ᴳ Ȃ DHCP эӇҵ ѐ̆ DHCP client
DHCP REQUEST ҩ ╘ ̆ ֶ ѐ Уэ server-id

option ̆ Ҿ ѐѝҩ῏ ╘ ╒̆ ԏ relay ᴳ

̆ server̆ а Уэ DHCP server̆Э





DHCP Relay  

http://www.ruijie.com.cn 

ὤ Ю̆ Ю DHCP option dot1x̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option dot1x 

DHCP option dot1x ╖   

Ruijie(config)# no ip dhcp relay 
information option dot1x 

Ὧ DHCP option dot1x ╖ Ȃ 

 

4.2.4 DHCP option dot1x access-group 

option dot1x ѐ̆ ⁸ ᴂ IP УҾ IP
̆Ԉ ⁸ᴂ Ѯ ҵ ̆ Ԉ ԇ ip dhcp relay 

information option dot1x access-group acl-name ̆ acl-name Ѭ ACL ��àÅ€F`�ƒ
, P I }
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DenyAccessEachOtherOfUnauthrize ԇ ὤ Э 

ὤ Ю̆ Ю DHCP option dot1x access-group̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option dot1x access-group 
acl-name 

DHCP option dot1x acl  

Ruijie(config)# no ip dhcp relay 
information option dot1x access-group 
acl-name 

DHCP option dot1x acl
Ȃ 

4.2.5 DHCP option 82 

ԇ ip dhcp relay information option82 ԇ ̆ ֶ DHCP relay ѐ

╗ DHCP Relay Agent Information ѐ option ⁮ ╘ Ȃ 

ὤ Ю̆ Ю DHCP option82̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option82 

DHCP option82 ╖   

Ruijie(config)# no ip dhcp relay 
information option82 

Ὧ DHCP option82 ╖ Ȃ 

 

4.2.6 DHCP relay check server-id 

ԇ ip dhcp relay check server-id ̆ ⁮ DHCP relay ֶ DHCP 
SERVER-ID option̆ аѝ ̆‡ server ̆ а ὲӹ ╘

Ȃ 

ὤ Ю̆ Ю DHCP relay check server-id ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay check 
server-id 

DHCP relay check server-di
╖   

Ruijie(config)# no ip dhcp relay 
check server-id 

Ὧ DHCP relay check server-id
╖ Ȃ 

 

4.2.7 DHCP relay suppression 

ԇ ip dhcp relay suppression ̆ ҩDHCP realy suppression а ⁮

DHCP ѝ relay   ̆ ұ ⁮ аṁ ⁸Ȃ 

Ю̆ Ю ╖ ̔ 
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Current configuration : 1464 bytes 
version RG0S 10.1.00(1), Release(11758)(Fri Mar 30 12:53:11 CST 2007 -nprd 
hostname Ruijie 
vlan 1 
ip helper-address 192.18.100.1 
ip helper-address 192.18.100.2 
ip dhcp relay information option dot1x 
interface GigabitEthernet 0/1 
interface GigabitEthernet 0/2 
interface GigabitEthernet 0/3 
no switchport 
ip helper-address 192.168.200.1 
ip helper-address 192.168.200.2 
interface VLAN 1 
ip address 192.168.193.91 255.255.255.0 
line con 0 
exec-timeout 0 0 
line vty 0 
exec-timeout 0 0 
login 
password 7 0137 
line vty 1 2 
login 
password 7 0137 
line vty 3 4 
login 
end 

4.5 DHCPὴ ᴿ 

4.5.1 IPЭ  

4.5.1.1  

1ȁ Ԉ IP Э ̕ 

2ȁ IP Э Ȃ 
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4.5.1.2  

 

4.5.1.3 ‍  

DHCP SnoopingӇ бDHCP Relay Ӈ access ̆ Client Ԉ

╟ IP Э ̆ DHCP Relay Ȃ IP
Э ч ṁ ̔У ὤ Ю DAÎ╟ ARP ╖ ̃̆ У

Ю ̆ arp-check ╖ Э Ȃ ᴿ У ṁ

Ȃ 

4.5.1.4  
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# б Snooping IP  
Ruijie(config)# interface  gigabitEthernet  3/1 
Ruijie(config-if)# no switchport  
Ruijie(config-if)# ip address  10.2.1.1 255.255.0.0 

# б Server IP  
Ruijie(config)# interface  gigabitEthernet  3/2 
Ruijie(config-if)# no switchport  
Ruijie(config-if)#  ip address 10.1.0.1 255.255.0.0 

�z DHCP Server Э ̔ 

# ѝ Relay IP  
Ruijie(config)# interface gigabitEthernet  4/1 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address  10.1.1.1 255.255.0.0   

# DHCP ╘  
Ruijie(config)# service dhcp 

# DHCP ̆ Ҿ аֶ ‍  
Ruijie(config)#  ip dhcp excluded-address  10.1.1.1 10.1.1.10  

# ὡ  
Ruijie(config)# ip dhcp pool  linwei  

# Ὧ 
Ruijie(dhcp-config)# default-router  10.2.1.1   

# DHCP  
Ruijie(dhcp-config)# network  10.2.0.0  255.255 .0.0   

# ⁮ Уэ ̂10.2.0.0/16̃  
Ruijie(config)# ip route  10.2.0.0  255.255.0.0  10.1.0.1  

 



DNS 

http://www.ruijie.com.cn 

5 DNS  

5.1 DNS  

э IP Ԉ Уэў ̆ў Уэ э ѕ ̆ ѕѮ

Ȃ ҩў ̆ а IP IP ̆ ᴃ Ѭ

ҩȂ DNS  

ў ⁮ IP 1 IP
̆ з ᵏ ᴳ ̕2 ╟ ̆ У

̂DNS ̆ ж DNS ╘ Э ў ⁮ IP ̆ Э ᴳ ў ᶕ

̆ Ἴ ⁮ DNS ╘ ў IP Ȃ 

ў ̆ ⁮ ў IP
ў ̆҂ DNS Ȃ ̆ Ԉ Ἴ

Ҿ

  

5.2  

5.2.1 DNS  

DNS  

 ḣ 

DNS ╖ Ὧ  

DNS ╘ IP   

ў ‟   

DNS ╘ э  6 

 

5.2.2 DNS ╘ 

ᴉ DNS ╖ ὯȂ 

ԇ ᴐ  
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ԇ ᴐ  

Ruijie# show hosts DNS Ὧ  

Ruijie# show hosts 
DNS name server    :     
192.168.5.134    static  
     host                 type          address              
www.163.com              static       192.168.5.243          
www.ruijie.com          dynamic      192.168.5.123          

5.2.7 ѡᴿ 

Ping ў ̔ 

Ruijie# ping www.ietf.org 
Resolving host[ www.ietf.org ] ȂȂȂȂȂȂ 
Sending 5,100-byte ICMP Echos to 192.168.5.123, 
timeout is 2000 milliseconds. 
!!!!! 
Success rate is 100 percent(5/5) 
Minimum = 1ms Maximum = 1ms, Average = 1ms 
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6 NTP  

6.1 NTP 

Network Time Protocol̂ NTP̃ ᴳ ע У ̆ Ԉᴳ

ὲ ╘ ṁ ̆ע Ԉ ᵏ ῆ ̂LAN Эб ῆ ұ 1 ̆

WAN Эΰ︠ ̃̆з ᴳ ╗  Ȃ 

NTP ᵏῆ ̆ Ἴ ῆ ̆ У ῆ UTCȂ NTP
UTC Ԉ ȁ ȁ ̆҂ Ԉӱ Internet Э Ȃ ҩῆ

Ȃ 

ѝ ╘ ̆NTP ᴳ ҩ ⁞(Authentication) ⁸̆ ᶕ

╘ ̆Ԉ ᵏ ᶑ ⁸Ȃ 

₥ NTP б ╘ ╖ ̆ Ԉӱ ╘ Э ̆҂

ᴐѝ ╘ ὲӹ Ȃ ᴐѝ ╘ ᴐ Ө Server
Ȃ 

6.2 NTP 

Ӯ ԏ ѐ NTP ╘ Ȃ 

�z NTP ὤ ὤ ⁞ ⁸ 

�z NTP ὤ  

�z NTP ὤ ᶕ֗ ID 

�z NTP ╘  

�z Ὧ NTP  

�z NTP ╖ Ὧ 

�z NTP  

�z NTP ֒  

�z NTP ў  

�z NTP ╘ ⁸  

6.2.1 NTPὤ ὤ ⁞ ⁸ 

NTP б ╘ ╗ ᶕ̆╗ ѝ ╗ ⁸Ȃ 



NTP 

http://www.ruijie.com.cn 

NTP ╗ б ╘ ᶕ‍ч ̔ Ў NTP ὤ ὤ ⁞Ԉ

ὤ Ὧ ̕ ү̆ ᶕ ╘ ᶕ֗ ̕NTP ὤ ὤ ⁸ ұ

Уэ ת̆ б ╘ Ѯ ╗ ᶕ̆ ╘

Ȃ 

ᾳЮ̆ аᴳ ὤ ὤ ⁞ ⁸Ȃ ᴳ ὤ ⁞ ⁸‡а ᶕ ╗

Ȃת ӨӨ ҩὤ ὤ ̆ аԆ У ҩ╗ ╘ б

ᶕ̆ ὲӹὤ ╘ ╗ ╘ ╗ ᶕȂ 

ὤ ὤ ⁞ ⁸̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp authenticate NTP ὤ ὤ ⁞ ⁸Ȃ 

no ntp authenticate Ὧ NTP ὤ ὤ ⁞ ⁸Ȃ 

ntp authentication-keyȁntp trusted-key ᶕ֗ Ȃ 

6.2.2 NTPὤ  

NTP ὤ ὤ ̆ Ю ὤ Ȃ 

ὤ ̆ э Уэ У key-id ̆ Ԉ ntp trusted-key
key-id ѝὤ ᶕ֗ Ȃ 

ὤ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp authentication-key key-id md5 
key-string [enc-type] 

NTP ὤ Ȃ 
key-id̔1-4294967295 
key-string̔ ֗  
enc-type̔ 0 7 ч Ȃ 

no ntp authentication-key key-id md5 
key-string [enc-type] 

‮ NTP ὤ Ȃ 

ҩὤ а У ̆ ᴳ Ѯ₥ ѝὤ

ᶕ֗ Ȃ 

 
�a���_�É�!��

₥ 1024 ̆ э ╘ ἵ УУэ ὤ ᶕȂ 

 

6.2.3 NTPὤ ᶕ֗ ID 

ὤ ὤ Уэ ̆ Уэὤ ὤ ᶕ֗ Ȃ ᶕ

֗ ̆ Ԉ ╗ ⁮ Ȃ 

ὤ ᶕ֗ ̆ ὤ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

ntp trusted-key key-id NTP ὤ ᶕ֗ IDȂ 

no ntp trusted-key key-id ‮ NTP ὤ ᶕ֗ IDȂ 

ԈЭЬ ӨӨ ὤ ⁸ Уэ ̆ б ╘ ╗ ᶕ

╘ ᶕ֗ Ȃ 

 
�a���_�É�!��

‮ ὤ ̆‡ ᶕ֗ᶕ ҂ֶ ‮ Ȃ 

 

6.2.4 NTP ╘  

ᾳЮ̆ NTP ╘ Ȃ б 20 э NTP ╘ Ӈ

ҵ̆̂ ὤ Ԉ Ὧ ̃ Ԉѝ Уэ ╘ Уэ ̆ б

╘ ╗ ᶕȂ 

б ╘ ᶕ ѝ NTP 3̆ Ԉ NTP ̆

Э ╘ NTP Ȃ 

Уэ NTP ╘ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ntp server ip-addr [version 
version][ source if-name 
number][key keyid][prefer] 

NTP ╘  
version̂NTP ̃̔1-3 
if-name ̂ ̃ ̔ ꜛ

Aggregateport ȁ Dialer 
GigabitEthernet ȁ Loopback ȁ

MultilinkȁNullȁTunnelȁVirtual-pppȁ
Virtual-templateȁVlan Ȃ 
keyid̔1-4294967295 

no ntp server ip-addr ‮ NTP ╘  
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╖ ԇ IP ̆ ὲӹ Э

ԇȂ 

 

Ю ԈЮ ԇ̆ Ὧ NTP ̔ 
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Ὧ ԇ Ὧ NTP ԇ Ԉṃ ̂ ѐ̃ Ὧ ╖

̂ ̃̆а ̆Ὧ NTP ԇаӨӨֶὯ NTP ╖ ̆ зֶ Ὧ

NTP ᶕ Ȃ 

6.2.8 NTP ֒  

ᴳ ╖ Ԉ NTP ᴳ ӱ ḣ ֒ Ȃ 

ὤ Ю ԈЮ ԇ ֒ ̔ 

ԇ ᴐ  

ntp update-calendar ֒  

no ntp update-calendar ֒  

 
ᾳЮ NTP ֒ Ȃ Ѯ ̆NTP ֶ б

╖ ҂ ֒ ȂУ ᾳЮ ╖ ̆ᴳ ֒ ҂ ᶑ

ῆȂ 

6.2.9 NTPў  

╖ ᴐѝ NTP ў ̂ ̃̆ ѝὲ ᵏ Ȃ 

ᾳЮ̆ ֶ б Ȃת ұ

б ̆ Ԉ ԇ ̆

ѝὲӹ ᵏ Ȃ 

У ҩ ̆ ᵳаֶб ὲ ḣ Ȃ 

      �	 ��



\�!��
NTP ᴳ ľ ̂stratum̃Ŀ ľ ̂hops̃ĿȂУэ

ѝ 1 ╘ э ̕ ѝ 2 ╘ ӱ ѝ 1
╘ ̕ ѝ 3 ╘ ӱ ѝ 2 ŀŀ Ȃ ḣ

ᴂ ѝ Ȃ 

 

ὤ Ю ԈЮ ԇ NTP ў ╖ ̔ 

ԇ ᴐ  

ntp master [stratum] 
ᴐѝ NTP ў

Ȃ ḣ ѝ 1͘
15̕ а ‡ ḣѝ 8Ȃ 

no ntp master NTP ў  

 

Ю Ԉ ̆ ὲ ѝ 12Ȃ 
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Ruijie(config)# ntp master  12 

 
�a���_�É�!��
ᴳ ԇ ⁞ Ȃ ѝў ̂ ὲ ҩ ᴂ ḣ ̃

Ȃ У ѐ э ᴳ ҩ ԇ̆‡ ұ

Ѯ а Ȃ 

̆ᴳ ԇ₥ ӱ б ̆‡ ╟ ῆ Ԉᶑ

ὲаֶ Ḷ ̂Ὧұ ᴉ ╟ ῆ ȇӇ Ȉѐ

‍̃Ȃ 

ԇа ntp ⁸ ⁸̂ ᴳ NTP ⁸╖ רּ ⁸̆ ԇӰ Ȃ̃ 

 

6.2.10 NTP ╘ ⁸  

NTP ╘ ⁸╖ ᵏҩУ ὤ ̂ ὤ ᴳ NTP ֙

⁸̃Ȃ ᾳЮ ֗ᴉ NTP ⁸ ‡Ȃ 

ὤ Ю ԈЮ ԇ NTP ╘ ⁸ ̔ 

ԇ6.2.10 NTP6 6 . 2 . 1 0  6 . 2 . 1 0 4 . 0 0 9 0 4  T r   N T PNTP � 

NTP
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ὲ ᴐ ̃Ȃ Э רּ‡ ת̆ ⁮б ⁸ Ὧ

Ȃ 

 

֗ᴉ ⁸ ‡̆‡ ἵ ȂתУ ҩ ⁸ ‡̆‡Ө

‡ѐ ἵ Ȃ 

Ԉ Ю Ԉἵ 1 ‟ ѐ ȁ ⁸

̕ ⁸ 2 ‟ ѐ Ө ̔ 

Ruijie(config)# ntp access-group peer 1 
Ruijie(config)# ntp access-group serve-only 2 

 

6.3 NTPᶕ  

6.3.1 NTP 

NTP ╖ ̆ Ԉ ԇ   ᶕ ̆ Ȃ 

NTP ╖ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

1  
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dispersion ѝ ╘ Ȃ 

6.4 ᴿ 

ԈЮ ѐ̆ ѐ Уэ ѝ master NTP ╘ ̆ ҩ ⁸̆ ҩ

Уэ key-id ѝ 6ȁkey-string ѝ wooooop ̆ ѝ ╘ ᶕ֗ ̕ѝҩ

Ԉ Э NTP ╘ ̆ ԏ Ю ̆ ╟ ὤ

̆ Уэ NTP ╘ У ̆ ԏ ╘ ѝ Э э

NTP ╘ ̆ Ȃ 

IPv4 ᴿ̔ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key  6 md5 wooooop  
Ruijie(config)# ntp authenticate  
Ruijie(config)# ntp trusted-key  6 
Ruijie(config)# ntp server  192.168.210.222  key 6 
Ruijie(config)# interface gigabitEthernet  0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable 
 
IPv6 ᴿ̔ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key  6 md5 wooooop  
Ruijie(config)# ntp authenticate  
Ruijie(config)# ntp trusted-key  6 
Ruijie(config)# ntp server  10::4 key 6 
Ruijie(config)# interface gigabitEthernet  0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable  
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7 (SNTP) 

7.1  

₥̆ Э ҩ ̆ NTP̂Network Time Protocol--
̃̆ У NTP ע ̆ SNTP̂ Simple Network Time Protocol̆

̃Ȃ 

NTP Ԉ ᴐ ̆ ̆ ΰѱа ╟

̆ Ԉ ᵏ 1-50 ms ȂNTP ᵏ ⁸̆ ὤ ⁞ Ȃת NTP
̆ Ȃ 

SNTP̂ ̃ NTP ע ̆ ̆ ҩ ̆

Ȃ У ҂ ⁮ 1 ̆҂ Ȃ 

ұ SNTP NTP ὤУ ̆ Ԉ SNTP Client ὤὸ

NTP ServerȂ 

7.1.1 SNTP  

SNTP / ╘ ᴐ ̆ ╘ GPS ᶕ ᴐѝ̂

SNTP
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T4̔ ⁮ ᶕ ꜛ (Ԉ ѝ )̆ ѝ Destination Timestamp̕ 

T̔ ╘ Ѯ Ḷ ̕ 

d̔ч Ѯ ̕ 

̔ 

ѝ 

T2 = T1 + t + d / 2;  
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7.2.2 SNTP 

ὡ ̆ ԈЮ SNTP̔ 

1) ὡὤ Ȃ 

Ruijie# config  

2) SNTP̆ У Ȃ ὡ э ԇ̆ ֶľ Ŀ ̆а

Ȃ(ѝҩ ὁ ̆ ч ľ Ŀ ⱷ ұ 5 )Ȃ 

Ruijie(config)# sntp enable 

3) ⁮  

Ruijie(config)# End 

4) ₥  

Ruijie# show running-config 

5) ᶑ Ȃ 

Ruijie# copy running-config startup-config 

Ὧ SNTP̆ Ԉ no sntp enable ὤ ԇ Ὧ SNTPȂ 

7.2.3 NTP Server  

ұ SNTP NTP ὤУ ̆ Ԉ SNTP Client ὤὸ NTP ServerȂ
Э
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7.2.4 SNTP  

SNTP Client У NTP Server̆Ԉᵳ ȂԈЮ

Ӈ NTP Server ̔ 

1) ὡὤ Ȃ 

Ruijie# config  

2) ̆ ᴁѝ Ȃ ѝ 60 -65535 ̆ ḣѝ 1800 Ȃ 

Ruijie(config)# sntp interval  <seconds>  

3) ⁮ 0E1C18m4<2FA6e(config)#  ₈ 0E1C18m4<2FA6e(config) 1 Tf
4.8 0 Td
(config)Tj
show running- co5 Tf
00 Tc 0 Tw 5 03D804B9059315 Tf
( )Tj
/TT2 1 Tf
01.166 0 Td
<44AF07390705B1112C7819361D Tf
( )0013 Tc 1 Tf
0.00001 Tc -2.006 -1.69
(Ru84e# )Tj
/TT5 1 Tf
4.8 0 Td
(config)Tj
/Tpy running-Ru8873907167C09C3C4B945EE459B Tf
2.03001 Tc -2.003 Tw 1098250 Td5.5 10ig�,V6�á���
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7.3 SNTP 

Ю̔ 

1) SNTP Ὧ  

Ruijie# show sntp  

2) ᴳ show sntp ᶑ ̔ 

Ruijie# show sntp  
SNTP state                 : ENABLE              //SNTP  
SNTP server                : 192.168.4.12         //NTP Server 
SNTP sync interval        : 60              //  
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8 UDP-Helper  

8.1 UDP-Helper  

8.1.1 UDP-Helper Ӯ 

UDP-Helper ў ╖ UDP ѐ Ȃ ╘ ̆

UDP ╘ ̆ ⁮ѐ ᴐ Ȃ 

ᴳ UDP-Helper ╖ ̆ ⁮ UDP



UDP-Helper 
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Ruijie(config)# ip forward-protocol 
udp ID 

ѐ UDP Ȃ 
ҩUDP ̆‡

ѐ ̆ ‡

Ȃ 
ᴳ UDP-Helper ╖ ̆

69ȁ53ȁ37ȁ137ȁ138ȁ49
ѐ  

ᴳ no ip forward-protocol udp port ԇὯ ѐ UDP Ȃ 

 
�	 �b


\����
�z UDP-Helper ѐ ╖ ҩѐ ╘ ̆ ѐ

UDP Ȃ ‡̆ ֶ ᶕ Ȃ  

�z ╟ UDP ѐ ╖ ̆ 69ȁ53ȁ37ȁ137ȁ138ȁ49 UDP
╖ ֶ ╟̆а ᾋ Ȃ 

�z 256 э ѐ UDP Ȃ 

�z ч ̆ ip forward-protocol udp domain ip 
forward-protocol udp 53 Ȃ 

����������
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9 DDNS  

9.1 DDNS 

9.1.1 DDNS  

DDNŜDynamic Domain Name Server̆╟ ╘̃ ╟ IP ⁮Уэ

╘Э̆ Ḁ ֶ ў ╟ IP ּ ᴁұ

╘ ў Э ╘ ̆ ╘ ᵏ DNS ╘ ╟ Ȃ 

9.2  

Ю DDNS Ȃ 

 ╖  ḣ 

   

9.3 DDNS 

�„  ̂ ̃  

9.3.1  

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# peanut username test 
password test 

 

Step 4 Ruijie(config)#end  

Step 5 Ruijie#show running  

̆ ὤ Ю no peanut usernameȂ 

ѡᴿ̔ 
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#   
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# peanut username test password test 1[
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10 DNS  

10.1 DNS 

10.1.1 DNS ᴐ  

DNS   ᾰͅ PC DNS ̆ӱ ᾃ

╘ ╘ Ȃ 

10.2  

Ю DNS Ȃ 

 ╖  ḣ 

 DNS Ὧ Ὧ  

 IP ‡ ‡ 

10.3 DNS 

�„  ̂ ̃ DNS╖  

�„  ̂ ̃ IP ‡ 

10.3.1 DNS╖  

ὡὤ ̆ ԈЮ DNS̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# smartdns enable DNS

Ruijie(cnfig)# S t e p  2    Ruiie# DNS
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ѡᴿ̔ 

# DNS  
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# smartdns enable   
Ruijie(config)#  

10.3.2 IP ‡ 

ὡὤ ̆ ԈЮ IP ‡̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# smartdns A.B.C.D interface 
map X.X.X.X 

IP ‡ 

Step 4 Ruijie(config)#end  

Step 5 Ruijie#show run  

 

‮ Ὧ ̆ Ԉ ὤ Ю no smartdns A.B.C.D interface map X.X.X.X 

ѡᴿ̔ 

# ч IP ‡̆ᾃ ╘ 192.168.1.100̆ gigabitethernet 0/1 Э

202.101.99.55̆ gigabitethernet 0/2 Э 58.66.101.33 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#  smartdns 192.168.1.100 gigabitethernet 0/1 map 202.101.99.55 

Ruijie(config)# smartdns 192.168.1.100 gigabitethernet 0/1 map 58.66.101.33 
Ruijie(config)#
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11 DNS Ԇ  

11.1 DNSԆ  

11.1.1 DNSԆ  

DNS-Proxy DNS Ԇ ̆У ұ ₥   Ὧ Э̆ ұ DNS ╘

PC ѐ ̆Ԇ DNS ╘ DNS Ȃ DNS Ԇ ᵏ Ю╖ ̔ 
 
1.  
ѝ ᾱ ҵא ҵ ̆ ֝Үн ᴁ̆   Ὧ ̆ᴳ УҾ

ᴳ ᶕ ᶕ ̆ Ȃת ұᾃ

ᴳ ҩУэ DNS ╘ ̆ ӱУэ Э У ȂDNS-Proxy
ѓ ̆ Ԉ а   ̆ ‾ а DNS ╘ ̆ᴳᾃ

а   Э‍ Ȃ 
 
2.any dns ╖  
DNS-Proxy ″ DNS ╘ ̆ ╟ а ̆ᶑ

ӣѫ DNS ╘ Э Ȃ Ҿа ̔ ̆ᴿ ᶕ

DNS ╘ ̕ שּ ̆ᴿ ᶕ ӏא ᶕ DNS ╘ Ȃ

DNS-Proxy Ԉ ⁮ IP IP ̆ ╟ᶢ IP
ѝ IPȂ ̆‡ ѝ Уэ ̕ שּ ̆‡ ѝ

 Ȃשּ
 
3.DNS ╢  
DNS-Proxy Ԉ″ DNS ѐ IP ̆ IP ׆

IP̆ ̆Ԉ ὁ Э IP ╢ ⁮ Ȃ 

 �	   DNS-Proxy ᴐ Ὧ ̆а  

11.1.2 DNSԆ  

11.1.2.1 DNS  

ҵ Э ̆ Ἴ IP̆ת IP Ȃ ѝҩ ᵳ

ж У ̆ ᴃ ̆DNS
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IP ̆ IP ҵ Э ȂDNS DNS ╘

̆DNS ╘ ᶑ IP Ὧ ̆DNS ╘

̆ ╘ Ȃ 

11.1.2.2 DNSԆ  

DNS Ԇ ұ DNS ╘ ѐ Ԇ ӝ̆ Ԇ ╘

ȂDNSԆ DNS Ԉ а ч ̆ DNS
DNS ╘ ѝ DNS Ԇ ̆а ‡ DNS Ԇ DNS ╘

̆ а⁮ DNS Ԇ Ȃ 
 

 �a   DNS Ԇ ₥а TCP DNS Ȃ 

11.1.3 ᴐ  

DNS-Proxy PC DNS ̆‍ DNS ̆ э ᾃ

̆ а⁮ DNS-Proxy Ȃ 
DNS-Proxy ᴐұ ₥̆Өֶ ᶢ dns ̆ὲ ִἼ Ю̔

DNS-Proxy > PBR >  > Ȃ 
DNS-Proxy Ἴ ᾃ DNS-Proxy╖ ̆   ISP

DNS ╘ ȂDNS-Proxy ⁮ dns Ѯ ̆ ╖ ̆

̆ᾱ dns ӱ э ̆ ᶢ IP ѝ   Э DNS
╘ ̆ ӱ   Ȃѝҩᶑ ‾ӱ   ̆ Э

Ὧ̆ Ὧ ľ Ŀ Ὧ Ȃ 
DNS-Proxy ᵏ Ю╖ ̔ 
�z  
э ISP ̆ ֶ ᵏ DNS ╘ ̆DNS-Proxy ⁮ DNS ̆

а ̆ DNS ╘ ̆ ISP
IP ̆ ֶӱ DNS ѐ ⁮ IP̆ұ IP

ISP ̆ӱ ⁮ DNS ‍ Ȃ ұ

̆ э ̆ ѐ Ȃ ұ ‾ ‡

  / Ȃ ╖ ̆ ὡ dns-proxy ╖

̆   dns ╘ Ȃ 
 
�z any dns ╖  
DNS-Proxy ″ DNS IP̆   Э DNS ╘

а ̆ ″ DNS ╘ а Ȃ ᴐ dns-proxy ᶕ  Э

dns ╘ У Ȃ Э̆dns ╖ ֶ а  

DNS ╘ ̆ ꜛ ҩ any dns ╖ Ȃ 
 
�z dns  

Ҿ DNS а DNS Ԇ ̆ Ԉ רּ ‡╗ὡ

̆‡ DNS Ԇ аֶ ‡ Ԇ Ȃ 
 
�z DNS ╢  
DNS-Proxy Ԉ ұ ⁮ DNS ╢ ᾳȂ



DNS
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11.3 dns-proxy 

11.3.1 Э DNSԆ  

dns-proxy ᴐ ̆ ԇ DNS ὡ ̆ эὡ ̆

э Э Ȃ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#intgi 0/2 ὡ gi0/2  

Step 3 Ruijie(config-if-GigabitEthernet 0/2)#dns-proxy 
enable 

Э dns-proxy ╖  

Step 3 Ruijie(config-if-GigabitEthernet 0/2)#no 
dns-proxy enable 

ЭὯ dns-proxy ╖  

ѡᴿ̔ 
 
# gi0/2 Э dns-proxy 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#int gi0/2  
Ruijie(config-if-GigabitEthernet 0/2)# dns-proxy enable 

 

 �a   

╗ὡҩ dns-proxy ╖ ̆ ҩ dns-proxy any dns ╖ Ȃ 

ҩ nat dns ‡̆ dns-proxy Ȃ Ԉ dns-proxy
а nat dns Ȃᴿ ̔ip nat application source list 1 
destination udp 192.168.1.1 53 dest-change 202.101.98.55 53Ȃ 

11.3.2 DNS ╘  

ԇ Ь Э DNS ╘ Ȃ ὡ ̆ ԈЮ dns ╖ ̔ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#int gi0/1 ὡ  

Step 3 Ruijie(config-if-GigabitEthernet 0/1)#ip 
name-server ip-address track id 

dns
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11.3.3 ὡdns-proxy  

dns-proxy ̆ Ἴ ὡ dns-proxy ̆ ὤ Ю ὡ dns-proxy
 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#dns-proxy ὡ dns-proxy  

Step 3 Ruijie(config-dns-proxy)#exit   dns-proxy  

ѡᴿ̔ 
# ὡ dns-proxy  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config) #dns-proxy 
Ruijie(config-dns-proxy) # 

11.3.4  

dns-proxy ‾ ̆ ҂ Ԉ ╟‎ ѝ ̆ ὡ dns-proxy
‎  

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#dns-proxy ὡ dns-proxy  

Step 3 Ruijie(config-dns-proxy)#load-balance {load | 
bandwidth} 

‎ ѝ ‾ /  

ѡᴿ̔ 
# dns-proxy ѝ ‾  
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# dns-proxy  
Ruijie(config-dns-proxy )#load-balance bandwidth 

11.3.5 dns  

DNS ἵ Ҿ IP Ҿ έ ὁ ̆dns-proxy аֶ רּ

‡ DNS Ȃ 

dns ̆ dns-proxy Ю 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#dns-proxy ὡ dns-proxy  
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Step 3 Ruijie(config)#whitelist {source-ip start-ip 
[end-ip]} |{names-server ip} [increase | 
decrease num] 

dns ̆ Ԉ DNS
IP̕ nameserver IP̆ Ԉ

increase decrease ╟ ̆ᴁ

ұЭ ִἼּר Ȃ 10 Ȃ 

ѡᴿ̔ 
# dns ╖  
Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# dns-proxy  
# dns-proxy IP 192.168.1.1-192.168.1.10 ╗ὡ⁮
Ruijie(config-dns-proxy)# dns-proxy whitelist  source-ip 192.168.1.1 
192.168.1.10 
# dns-proxy dns ╘ 8.8.8.8 ╗ὡ⁮  
Ruijie(config-dns-proxy)# dns-proxy whitelist name-server 8.8.8.8 

11.3.6 dns ╢  

ҵ Э Ҿ ᾐἹ DNS ╘ DNS ̆ э IP ̆

ᴳ IP̆ ѝ Dns ╢ ȂDNS Ԉ IP ╗ὡ ̆

dns-proxy DNS IP ╢ ѐ̆‡х Ȃ dns ╢

̆ dns-proxy Ю 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#dns-proxy ὡ dns-proxy  

Step 3 Ruijie(config-dns-proxy)#blacklist domain-ip 
start-ip [end-ip] 

dns ╢ IP̆ Ԉ э IP̆҂ Ԉ

э IP Ȃ 10 Ȃ 
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Source-ip: 192.168.1.1 192.168.1.10 
 
Type:name-server 
Name-server: 8.8.8.8 
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Name-server: 8.8.8.8 

11.3.10 ╢  

Ю show dns-proxy configure blacklist ԇ dns ╢ ᾳȂ 

 ԇ ᴐ  

Step 1 Ruijie#show dns-proxy configure blacklist dns ╢  

ѡᴿ̔ 

# dns ╢ ᾳ 
Ruijie#show dns-proxy configure blacklist 
>Dns-proxy blacklist 
---------------------------------------------------------------- 
Start-ip          End-ip 
----------------------  --------------- 
202.112.112.114  220.112.112.120 
114.110.211.1    114.110.211.100 
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11.4 dns-proxyὴ ѡᴿ 

11.4.1 DNSԆ ╖  

11.4.1.1  

ᾃ gi0/1 ̆  У ᶕ  ̆ 1000M̆ gigabitEthernet 0/2̆ЮУ

ѝ 218.85.157.5̕1   ѝ 100M̆ gigabitEthernet 0/3̆ЮУ ѝ 58.22.96.5̕
У ᶕ PPP 10M̆ gigabitEthernet 0/4 ̆ЮУ ѝ 218.85.156.5Ȃ ᶕ

ᵏҩчэ DNS ╘ ̆ DNS ѝ 218.85.157.99̆ DNS ѝ 218.85.152.99Ȃ
ᵏҩчэ DNS ╘ ̆ DNS ѝ 58.22.96.66̆ DNS ѝ 218.104.128.106Ȃ 

11.4.1.2  

 
2 dns  

11.4.1.3  

1. б dns-proxy ╖ dns-proxy ╖ ̆dns-proxy ⁮

DNS ̆ ѐ LAN gi0/1 Ȃ 

2. б dns-proxy ╖ DNS ╘ ̆dns-proxy ⁮

dns ╘ Ȃ ѐ ᶕ gi0/4 ᶕ DNS̆gi0/2 ╟ ᶕ DNS̆gi0/3
╟ DNS ╘ Ȃ 
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3. Ὧ ᶑ DNS-Proxy ̕ Ԉ DNS-Proxy
‍ Ȃ 

11.4.1.4  

1) gi0/1 dns-proxy ╖  

Ruijie#configure terminal  
Ruijie(config)# int gi0/1  
Ruijie(config-if-GigabitEthernet 0/1)# dns-proxy enable 
Ruijie(config-if-GigabitEthernet 0/1)#exit  

2) gi0/2 gi0/3,gi/4 dns server ̆ б track ╟ 

Ruijie(config)#int gi0/2 
Ruijie(config-if-GigabitEthernet 0/2)# ip name-server 218.85.157.99  track 1 
Ruijie(config-if-GigabitEthernet 0/2)# ip name-server 218.85.152.99  track 2 
Ruijie(config-if-GigabitEthernet 0/2)#exit 
Ruijie(config)#int gi0/3 
Ruijie(config-if-GigabitEthernet 0/3)# ip name-server 58.22.96.66  track 3 
Ruijie(config-if-GigabitEthernet 0/3)# ip name-server 218.104.128.106  track 4 
Ruijie(config-if-GigabitEthernet 0/3)#exit 
Ruijie(config)#int gi0/4 
Ruijie(config-if-GigabitEthernet 0/4)# ip name-server 218.85.157.99  track 5 
Ruijie(config-if-GigabitEthernet 0/4)# ip name-server 218.85.152.99  track 6 
Ruijie(config-if-GigabitEthernet 0/4)#exit  

3) … rns dns server ̆ б track ╟ 

Ruijie(config)#ip rns 1 
Ruijie(config-ip-rns)# icmp-echo  218.85.157.99 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 1 rns 1 
Ruijie(config-track)#exit 
Ruijie(config)#ip rns 2 
Ruijie(config-ip-rns)# icmp-echo  218.85.152.99 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 2 rns 2 
Ruijie(config-track)#exit 
Ruijie(config)#ip rns 3 
Ruijie(config-ip-rns)# icmp-echo  58.22.96.66 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 3 rns 3 
Ruijie(config-track)#exit 
Ruijie(config)#ip rns 4 
Ruijie(config-ip-rns)# icmp-echo  218.104.128.106 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 4 rns 4 
Ruijie(config-track)#exit 
Ruijie(config)#ip rns 5 
Ruijie(config-ip-rns)# icmp-echo  218.85.157.99 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 5 rns 5 
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Ruijie(config-track)#exit 
Ruijie(config)#ip rns 6 
Ruijie(config-ip-rns)# icmp-echo  218.85.152.99 
Ruijie(config-ip-rns)#exit 
Ruijie(config)# track 6 rns 6 
Ruijie(config-track)#exit 

4) ὡ dns-proxy  

Ruijie(config)# dns-proxy  

5) ̆ dns ╖  

Ruijie(config-dns-proxy)# whitelist  name-server 192.168.58.110 
Ruijie(config-dns-proxy)# exit 

6) gi0/2 gi0/3 Ὧ 

Router(config)#interface gi 0/2 
Router(config-if-GigabitEthernet 0/2)# nexthop 218.85.157.5 
Router(config-if-GigabitEthernet 0/2)# exit 

Router(config)#interface gi 0/3 
Router(config-if-GigabitEthernet 0/3)# nexthop 58.22.96.5 
Router(config-if-GigabitEthernet 0/3)# exit 

7) gi0/2 gi0/3  

Ruijie(config)#  route-auto-choose cnii gigabitEthernet 0/2 218.85.157.5 
Ruijie(config)#  route-auto-choose cnc gigabitEthernet 0/3 58.22.96.5 

11.4.1.5  

# Юᴳ show dns-proxy configure ᶕ  
Ruijie#show dns-proxy configure 
>Dns-proxy load-balance: load 
---------------------------------------------------------------- 
 
>Dns-proxy whitelist 
---------------------------------------------------------------- 
Type:name-server 
Host-name: 192.168.58.110 
 
>Dns-proxy blacklist 
---------------------------------------------------------------- 
Start-ip      End-ip 
---------------  --------------- 

  

 �a   rns б track TRACK&RNS Ὧ ᾊȂ 

 

# Юᴳ show dns-proxy name-server dns ╘ ᶕ  
Ruijie#show dns-proxy name-server  
>Dns-proxy name-server 
------------------------------------------------------------------------ 
Interface            Dns-server     TrackId  State  Description 
--------------------------  --------------------  ---------  -----  
----------- 
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GigabitEthernet 0/2  218.85.157.99   1        up     static 
                   218.85.152.99    2        up     static 
GigabitEthernet 0/3  58.22.96.66      3        up     dynamic   
                   218.104.128.106  4        up     dynamic   

11.4.2 dns ╢  

11.4.2.1  

ᾃ gi0/1 ̆  У ᶕ  ̆ 1000M̆ gigabitEthernet 0/2̆1
  ѝ 100M̆
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Ruijie(config-dns-proxy)# blacklist domain-ip 202.111119h#



 

 

 
 
 

 

 
 
 

‍ᾊӮ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1.  

2.  

3. RIP  

4. OSPF  

5. Ὧ 
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Ruijie(config-route-map)# set default 
interface  intf_name 

   

Ruijie(config-route-map)# set ip precedence ᶢ IP ִἼ  

Ruijie(config-route-map)# set ip tos ᶢ IP TOS ḣ 

Ruijie(config-route-map)# set ip dscp ᶢ IP DSCP ḣ 

 

4. ѐ Ȃ 

Э , Ю ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(config-if)# ip policy route-map name 
Э ᴳ

route-map  

Ruijie(config-if)# no ip policy route-map 
Э

route-map 

5. ᴳ  

ԇ ᴐ  

Ruijie(config)# ip local policy route-map 
[name] 

ᴳ

route-map  

Ruijie(config)# no ip local policy route-map  
 

ᴿ : 

GigabitEthernet 0/0 Э ,ᴳ ὡ ⁮ЮУ ѝ 192.168.5.5
 

Ruijie(config)# access-list 1 permit any  
Ruijie(config)# route-map  name 
Ruijie(config-route-map)# match ip address  1 
Ruijie(config-route-map)# set ip next-hop  192.168.5.5  
Ruijie(config-route-map)# int GigabitEthernet  0/0 
Ruijie(config-if)# ip policy route-map  name 

ѐᴳ ᾕᴍ ֙ ̆ὤ Юᴳ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip policy {load-balance | 
Redundance} 

ᾕᴍ

֙  

Ruijie(config)# no ip policy  ‍  

̆WCMP(Weighted Cost Multiple Path) 4 эЮУ ̆

ECMP(Equal Cost Multiple Path) 32 эЮУ Ȃ 
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̆WCMP 4 эЮУ ̆ECMP 32 эЮУ Ȃ 

route-map Ὧ ԇ ȇ Ὧ ԇ Ȉ 

Ὧӊ ԇ̔ 

1. ip policy route-map  

2. ip local policy route-map 

3. match ip address 

4. match length 

5. set ip next-hop  

6. set ip default next-hop 

7. set interface 

8. set default interface 

9. set ip tos 

10. set ip precedence 

11. set ip dscp 

 

 
�a���_�É�!  
1. ӊ ЭУэ Уэ ̆ Уэ Э ֶ ҵ

̆ з ѐ (route-map sequence)ѐ Ἴ Уэ ACLȂ Ԉ

ᴳ ̆ э Уэ ACL̕ 

2. ѐ nexthop ACL̆‡ ֓ұ רּ ̕

ѐ ACL nexthop רּ‡ ̕ ѐ ACL ҂

nexthop,‡ ֓ Ȃ 

3. ACL ,а ACL ̆ ҩ ACL ת ACL а

̆ ֓ רּ ̆ ҩ ACL ת ὲѐ ֗ᴉ ACĔ‡ ̆ӱ

ЮУэ ACL רּ ̕ 

4. IP רּ deny ACE з ὲ ACL̆ ѫ ⁮

ЮУэACL רּ ̆ ὲ ACLҩ‡ ⁮ЮУэ ACL
רּ ̕ᵑ רּ⁮ permit ACĔ set ‡̕

ACL аּר ‡ Ȃ 

5. IP аᴳ ̆‡ PBR ‡ѐ ACL ₥

╗”deny IP ” ACEȂ 

6. ᴐ ᾕᴍ ֙ Ю ̆ Уэ nexthop ̆ nexthop ̆

‡ drop ѝ̆ Уэ nexthop Ἴа ҩ̆‡҂ֶ Ȃ 

7. а dial Э PBR̆ аֶ Ȃ 

8. set interface set default interface ̆ ֶ ̆ ‡а

ֶ Ȃ 

9. ̆ route-map match length ‡̆

clear ip fpm flow ԇȂ ‡̆ ‍ ѝ аֶ Ȃ  
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2  

2.1  

2.1.1  

ѐ̆ רּ ̆  

̆ ᴂ ΰ ̆ Ȃ 

2.1.2 ᴐ  

₥ ᾃҵ ў ѝч ISP ̔ѐ ȁѐ ᶕ̆Ԉ ж ѐ

╟Ȃ э ֶ̆  ̆ ᾰͅ

ҩ ὡȂ 

ὡ̆   IP ╟ Ȃ

ᾳЮּ̆ר IP̆ а IP ᴳ Ȃӱ ᶑ

аֶ  ᾳ  ̆ ᴇ Ȃ 

ұ ‚‍ ̆ Ҿ ‚‍ᶕ ╗ ֒ѐȂ

̆ Ҿᶕ ᶢ ̆ӱ ⁮ ⁸ Ȃ 

 �	    

1ȁ Уэ У ̆ ұУэ ̆ ᶕȁ

ȁ ╟ȁ ѐ У Ȃ 

2ȁ а Ԉ У ̆ᴿ ̆ gigabitEthernet 0/1
gigabitEthernet 0/2 ұ ᶕ Ȃ 

2.2  

Ю Ȃ 

 ╖  ḣ 

 ᶕ   

   

    

 ╟   
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2.3  

�„  ̂ ̃  

�„  ̂ ̃  

2.3.1  

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# route-auto-choose cnii 
gigabitEthernet 0/1 202.100.102.5 

gigabitEthernet 0/1 Э ᶕ ̆

ЮУ 202.100.102.5 

Step 4 Ruijie(config)#end  

Step 5 Ruijie#show running  

э Ԉ ὤ Ю no route-auto-choose cnii 
gigabitEthernet 0/1 202.100.102.5Ȃ 

ѡᴿ̔ 

#   
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# route-auto-choose cnii gigabitEthernet 0/1 202.100.102.5   
Ruijie(config)#  

2.3.2  

ὡὤ ̆ ԈЮ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# route-auto-choose update  

Step 4 Ruijie(config)#end  

ѡᴿ̔ 

#  
Ruijie# configure terminal   
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# route-auto-choose update  
Ruijie(config)#  
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3 RIP  

3.1 RIP Ӯ 

RIP (Routing Information Protocol) У ̆ Ԉ Ӯ ѐ ⁮ҩ

ȂRIP ̆ У ȂRIPv1 RFC 1058
ѐ Ѭ̆RIPv2 RFC 2453 ѐ Ѭ̆ RGOS ֒ чэ Ȃ 

RIP ᴳ UDP Ӈ ᶕ ̆UDP ѝ 520Ȃ ᾳЮ RIPv1 ѝ ̕

RIPv2 ѝ ̆ ѝ 224.0.0.9ȂRIP 30 У Ȃ

180 ⁮ ‡ ᶕ ѝа

̆ ὡа ̆120 ᾃӰ ⁮ Ҿ ӱ ѐ‮ Ȃ 

RIP ᴳ ⁮ ̆ ѝ Ȃ RIP ѐ̆ ⁮б

ѝ 0̕ Уэ ѝ 1 ̆ὲᴍᵑ ̕а ѝ 16Ȃ 

RIP ̆ Ԉӱ ⁮ ̆҂ Ԉ ӊ Ȃ ԈЮ

֒ѮЎ ӊ Ԉ default-information originate ԇ ὡ ̆

̔ 

�z ҩ ip default-network 

�z ὲ ⁮ ҩ  

RIP ̆ бRIP Ὧ ̆ а

ֶ ֗ᴉ ȂRIP RIPv1 RIPv2 чэ ̆RIPv2 ȁMD5 
Ȃ 

RIP ‍→̂Split Horizoñ Ȃ 

3.2 RIP ֗╘‟  

RIP ֗╘‟ Ю̔ 

�z … RIP ̂ ̃ 

�z RIP ̂ ̃ 

�z ‍→ ̂ ̃ 

�z RIP Ѭ̂ ̃ 

�z ╖ ̂ ̃ 

�z RIP ̂ ̃ 

�z RIP ̂ ̃ 

�z RIP ⁸̂ ̃ 
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�z RIP ̂ ̃ 

�z RIP VRF  ( ) 

ὯұԈЮў ̆ ȇIP “ Ὧ” Ȉ Ȃ 

�z ᶕ  

�z ‍  

�z ‍  

3.2.1 … RIP  

RIP ̆ Ἴ … RIP ̆ Ѭб RIP Ὧ Ȃ 

… RIP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# router rip … RIP  

Ruijie(config-router)# network network-number 
wildcard 

ѬὯ  

Ԉ network-number wildcard ̆ᴳ

RIP Ȃ 

wildcard ̆RGOS
б RIP Ȃ 

 
�	 ��


\�!��
network ԇ Ѭ Ὧ ч ̔ 

1̃RIP Ὧ ᶕ ̕ 

2̃RIP Ὧ  

 

3.2.2 RIP  

RIP ѝ ̆ RIP ᶕ ּ ̆‡ ̆Ԉᵳ

RIP ‾ ᶕ  

RIP RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(conf-router)# neighbor ip-address RIP  

ԇ ᴳ ̆ Ԉ ⁸ ἵ RIP
passive-interface ԇȂὯұ ᶕ

⁸ Ὧ ̆ ȇ Ὧ Ȉѐ “ ” Ȃ 
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э ꜛ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip receive version 1 RIPv1 ꜛ 

Ruijie(config-if)# ip rip receive version 2 RIPv2 ꜛ 

Ruijie(config-if)# ip rip receive version 1 2 
RIPv1

R I P v 2ꜛ  
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ת̆ ѕ̆ Ὧ ѕ̆ аֶ ѝ

Ȃ ̆ MD5 ת̆ Ὧ ѕ̆҂аֶ ѝ Ȃ 

ѕ ѐ ҩ̆ ᴳ key chain ὤ ԇ ѕ Ѭ̆ ‡

RIP ꜛ Ȃ 
RIP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip authentication mode  
{text | md5} 

RIP Ȃ 
text̔ Ȃ 
md5̔MD5 Ȃ 

Ruijie(config-if)# ip rip authentication  
text-password password-string 

ѕ̆

ѝ 1͘16 Ȃ 

Ruijie(config-if)# ip rip authentication  
key-chain key-chain-name 

ᴳ ѕ

Ȃ 

 

3.2.7 RIP  

RIP ᵏҩ ╖ ̆ Ԉ έᴇ ᾳ ̆ᴳRIP
Ȃ Ԉ ԈЮ ̔ 

̔Ԉ ̆ Ѭҩ ̕ 

̔Ԉ ̆ Ѭҩ ѐ ѝ ̕ 

̔Ԉ ̆ ̆   ̕ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ RIP ̆

RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# timers basic update 
invalid flush  

RIP  

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

 
�	 ��


\�!��

У Э ̆RIP ḣУ У Ȃ 

 

3.2.8 RIP ɑ 
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Ruijie(config-router)# no validate-update-source Ὧ  

Ruijie(config-router)# validate-update-source ╟  

 

3.2.9 RIP ⁸ 

Ҿ ᾳЮ̆ RIP ᴐ ̆ Ө ҃ RIP ̆ а RIP
̆ Ԉ ╟ ̕ э ̆‡ Ԉᴳ ԇ

RIP ⁸Ȃ 

ѝ ╟ ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# passive-interface {default | 
interface-type interface-num} 

╟  

Ruijie(config-router)#no passive-interface {default

| interface-type interface-num} 
╟  

 
�	 ��


\�!��
╟ ⁮ RIP ̆а ת̕ ⁮ RIP̂ ̃ ֶ̆

̆ ѝ Ҿ ҩ ᾳȂ 

 

ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip receive enable RIP  

Ruijie(config-if)# ip rip receive enable ἵ RIP  

ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip send enable RIP  

Ruijie(config-if)# ip rip send enable ἵ RIP  

 

3.2.10 RIP  
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э ѐӊ У ̂0.0.0.0/0 ,̃ з

̆а ὲ RIP ̆ Ԉ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip default-information only 
[metric metric-value

R
u
ij
ie
(c
o
n
fi
g
-i
f)
#
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3.3.1 RIP ‍→ ᴿ  

�z  

ҷ ̆ὲѐ RouterAȁRouterDȁRouterE Ь Ԉ ̆RouterAȁ

RouterBȁRouterC Ь ѐ ȂIP ‍ Ю ̆ὲѐ RouterD
ҩ Ȃ 
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encapsulation frame-relay 
no ip split-horizon 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.123.0 

B ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 172.16.20.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

# RIP  
router rip 
version 2 
network 172.16.0.0 
network 192.168.123.0 
no auto-summary 

C  

# Ԉ  
interface GigabitEthernet0/0 
ip address 172.16.30.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.3 255.255.255.0 
encapsulation frame-relay 

# RIP  
router rip 
version 2 
network 172.16.0.0 
network 192.168.123.0 
no auto-summary 

D  

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.4 255.255.255.0 
ip address 192.168.13.4 255.255.255.0 secondary 
no ip split-horizon 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.13.0 

E  

# Ԉ  
interface GigabitEthernet0/0 
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ip address 192.168.13.5 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.13.0 

3.3.2 RIP ᴿ  

�z  

ч Ԉ ҵ ̆ RIP ̆ MD5 Ȃ Ѯ Ԉ IP
‍ Ю Ȃ 

 

RIP ᴿ  

Router A RIP ꜛ ѝ Keyă ѝ KeyaȁKeyb RIP ꜛ̕

Router B RIP ꜛ ѝ Keyb̆ ѝ KeyaȁKeyb RIP ꜛȂ 

�z έᴇ  

A ̔ 

# ѕ  
key chain ripkey 
key 1 
key-string keya 
accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 
key 2 
key-string keyb 
accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 
ip rip authentication mode md5 
ip rip authentication key-chain ripkey 

# RIP  
router rip 
version 2 
network 192.168.12.0 



RIP  

http://www.ruijie.com.cn 

B : 

# ѕ  
key chain ripkey 
key 1 
key-string keyb 
accept-lifetime 00:00:00 Dec 3 2000 infinite 
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2̃ Router C а⁮ Router A Ȃ 

�z έᴇ  

ѝҩ ԈЭ ̆ A RIP Ȃ 

A ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.10.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.10.0 
passive-interface GigabitEthernet0/0 
neighbor 192.168.12.2 

B ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.20.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.20.0 

C ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.3 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.30.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.30.0 

3.3.4 RIP VRF ᴿ  

�z  

ч Ԉ ҵ ̆ RIP Ȃ Ѯ Ԉ IP ‍ Ю Ȃ 



RIP  

http://www.ruijie.com.cn 

 

RIP VRF ᴿ  

RIP̆ Router A ѝ redvpn VRF Router B ѝ bluevpn VRF Ѯ Ӈҵ

ᶕ  

�z έᴇ  

A ̔ 

# … VRF 
ip vrf redvpn 

# VRF̆ Ȃ 
interface GigabitEthernet 1/0 
ip vrf forwarding redvpn 
ip address 192.168.12.1 255.255.255.0 

# RIP ̆… RIP ᴿ 
router rip 
address-family ipv4 vrf redvpn 
network 192.168.12.0 
exit-address-family 

B : 

# … VRF 
ip vrf  bluevpn 

# VRF̆ Ȃ 
interface GigabitEthernet 1/0 
ip vrf forwarding bluevpn 
ip address 192.168.12.3 255.255.255.0 

# RIP ̆… RIP ᴿ 
router rip 
address-family ipv4 vrf bluevpn 
network 192.168.12.0 
exit-address-family
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4 OSPF  

4.1 OSPF Ӯ 

OSPF̂Open Shortest Path First̃ѝ IETF OSPF ᴐ У ұ ᾃ Ὧ

ȂOSPF жѝ IP ̆ IP Э ̆ ѝ 89̆
OSPF ꜛӇ ̆ ѝ 224.0.0.5̂ὤ OSPF ̃ 224.0.0.6̂ ̃Ȃ  

У б ̂ ̃ ὤа ̆

ּ ѝRIP �̂ã\

ђ С OS-92088T297 Td
<14PF





OSPF  
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שּ  
(network area) 

 

ID Ѭ, ospf  

 
(summary-address) 

Ѭ 

ᶕ

 
240  

ִἼ

 

⁮ ᶕ ⁮ЮУ SPF
: 5 . 

ч : 10 . 

ִ ‡ 
RFC1583 ѐ ‡ 

ᾃ а ᾳ Ю

OSPF ѝ 
ὡ OVERFLOW GR restarter̔Ὧ  

GR helper̔  

OSPFv2 MIB  OSPFv2 Э 

OSPFv2 TRAP  Ὧ  

4.2.1 … OSPF   

… OSPF ̆ Ѭб OSPF Ὧ IP ̆Ԉ IP
OSPF שּ ȂOSPF ұ IP ȁ OSPF ̆ з

Ȃ ₥ ԏ 64 э OSPF Ȃ 

… OSPF ̆ Ԉ Ю  ̔  

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# ip routing ╖ ( ѝὯ ) 

Ruijie (config)# router ospf 
process_id [vrf vrf-name] 

OSPF̆ ὡ OSPF  

Ruijie (config-router)# network 
address wildcard-mask area 
area-id 

Ѭ ұУэּש ̕ 

Ruijie (config-router)# end ⁮ Ȃ 

Ruijie # show ip protocols ₥ Ȃ 

Ruijie # write ᶑ Ȃ 

 
�	 ��


\�!��

ӊ vrf vrf-namĕ ұ OSPF vrf̆… OSPF
VRF ̆‡ OSPF ұ VRF̕Network ԇѐ 32 э“ ”б ḣ

̆ “1”Ԇ а ᴁ̆“0”Ԇ ᴁȂа Ѭ̆ ӊ ҂

ֶ ╟ Ȃ б network ԇ Ѭ IP רּ ̆
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ұ שּ Ȃ б э OSPF network ԇ Ѭ IP רּ

̆ רִּ ̆ б OSPF Ȃ 

 

ᴳ ԇ no router ospf process-id Ὧ OSPF ȂԈЮѝ OSPF ᴿ̔ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network  192.168.0.0 0.0.0.255  area 0 
Ruijie(config-router)# end 

4.2.2 OSPF  

OSPFἵ Ҿ ̆ Ԉ Ҿ Ȃ

̆УҾ ᶑ б У ̆ Ҿ ip 
ospf hello-interval, ip ospf dead-interval, ip ospf authentication̆ip ospf authentication-key ip 
ospf message-digest-key ҷэ ̆ ᴳ Ҿ ԇ ҂

Ȃ  

OSPF ̆ ѐ ԈЮ ԇ̔  

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# ip routing ╖ ( ѝὯ ) 

Ruijie (config)# interface  
interface-id 

ὡ Ȃ 

Ruijie (config-if)# ip ospf cost 
cost-value 

̂ ̃ Ѭ ̆  

Ruijie (config-if)# ip ospf  
retransmit-interval seconds 

̂ ̃ ּ ̕ 

Ruijie (config-if)# ip ospf  
transmit-delay seconds 

̂ ̃ ּ

ה ̕  

Ruijie (config-if)# ip ospf  
hello-interval seconds 

̂ ̃ hello ̆ ұ

э ̆ ḣ ̕ 
 

Ruijie (config-if)# ip ospf  
dead-interval seconds 

̂ ̃ ̆ ұ

э ̆ ḣ ̕ 

Ruijie (config-if)# ip ospf  
priority number 

̂ ִ̃Ἴ ̆ ұ ѡ

̂DR̃ ֙ ̂BDR̃ 

Ruijie (config-if)# ip ospf  
authentication  
[message-digest | null] 

̂ ̃  

Ruijie (config-if)# ip ospf  
authentication-key key 

̂ ̃ ̆  

Ruijie (config-if)# ip ospf 
message-digest-key keyid md5 
key 

̂ ̃ MD5 ╗
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Ruijie (config-if)# ip ospf 
database-filter all out 

̂ ̃

̕ ᾳЮ̆OSPF LSA
ᶕ ӱ ұ Уּש Э

  ̆ ҩ LSA ᶕ ̕ 

Ruijie (config-if)# end ⁮ Ȃ 

Ruijie # show ip ospf [process-id] 
interface [interface-id] 

₥ Ȃ 

Ruijie # write ̂ ̃ᶑ Ȃ 

ᴳ ԈЭ ԇ no ̆ Ԉ ḣȂ 

4.2.3 OSPFԈ а   

а Ӯ ּ ̆OSPF ‍ѝЬ ̔  

�z ̂Ԉ ̆ԇ ̆FDDĨ  

�z ̂ ѐ ̆X.25̃  

�z ⁮ ̂HDLC̆PPP̆SLIP̃  

ὲѐ ̆ OSPF ᴐ а ‍ѝч ̔  

1. (NBMA) ȂNBMA ҵ ̆ ὤ

⁮ ̆ SVĈ X.25̃ ת̆ PVĈ ѐ

̃ У ȂOSPF NBMA Э ᴐб Э ̆נ ѡ

̂Designated Router̃̆ NBMA Ȃ  

2. ⁮ Ȃ а ὤ ̆OSPF
⁮ Ȃ ⁮ ѐ̆OSPF Ѯ ᴐ

⁮ ̆ Ԉ ѡȂ  

а ӣѫ̆ Ԉ ѝ Ȃ Ԉ

̂ ѐ ̆X.25̃ ̆ OSPF ̆ ҩ

Ȃ X.25 map Frame-relay map ԇ̆ Ԉ X.25 ѐ έ ╒̆

OSPF Ԉ X.25 ѐ ᴐ Ȃ 

⁮ Ԉ ᴐ Уэ э ⁮ ̆ OSPF ⁮

ֶ̆ эў Ȃ ⁮ б NBMA ԈЮ

̔  

�z ̆а ̆҂ ̕  

�z Ԇ֓ ̆а ὤ Ȃ  

̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie(config-if)# ip ospf network {
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PPPȁSLIPȁ ѐ ⁮ ȁX.25 ⁮  

�z NBMA (non-broadcast) 

ѐ ȁX.25 ̂ ⁮ ̃ 

�z  

Ԉ  

�z ѝ ⁮  

ч У ̆ ‡   FULL̆ת

ᾳ̕ 

4.2.4 ⁮   

X.25ȁ ѐ ҵ ̆а ὤ а ѡ ̆

Ԉ OSPF ѝ ⁮ ̆ ұ ⁮ ᴐ э

⁮ ̆ ӊ эў Ȃ ұ ⁮ ѐ̆ У

̆ э а ̆ Ԉ neighbor ԇ Ȃ  

⁮ ̆ ѐ ԈЮ ԇ̔  

ԇ 
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ҩִ̆Ἴḣ ѝ Ȃ  

NBMA ̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie (config-if)# ip ospf network  
non-broadcast  

ѝ

NBMA  

Ruijie (config-if)# exit   ⁮ὤ  

Ruijie (config)# router ospf 1 ὡ  

Ruijie(config-router)# neighbor ip-address  
[priority number] [poll-interval seconds] 

, з ִἼ

hello  
 

Уэ ѐ̆а ᶑ ֗ ч Ѯ ̆ ᾱ

ospf ѝ ⁮ Ȃ 

⁮ ѐ̆ ұ У ̆ᴳ ᴳ

ip ospf cost ḣ. Э ⁮ э а , ҂ а Ȃ

Ԉ neighbor ԇѝ э , У ⁮ ̂

̃ Ȃ 

Уэ ѐ, ⁮ ̆ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie (config-if)#ip ospf network broadcast  
ѝ

 

Ruijie (config-if)#ip ospf priority priority  
̆ ִἼ

 

 

4.2.7 OSPFּש   

ᴔ שּ ȁ ȁ ̆ שּ ԇ Ȃ  

שּ ѝҩ ⁮ ȁ ̆Ԉ ὁ ⁮ ̆

ѐּ̆ש Ԉ ὁ ѝ ̆ᶑ ҩ

ὡᵩ Ȃ  

Уэּש ѝ OSPF שּ ̆ שּ аᴐѝ שּ ̆҂аֶ OSPF ὡ

̆ Ԉ שּ ѝ ̂Stub AreãȂ ⁮Ь ̔1̃
ᾃ ̕2̃ὲ שּ ̕3̃ Ȃ ұ ̆

Ԉ ̆ Ԉ ̆ Ԉѝѐᴂ Ȃѝ

ҩ У ῏ ⁮ Stub שּ ѐ ̂LSÃ Ԉ שּ ѝὤ (
no-summary )̆ὤ ⁮ч ̔1̃ ᾃ ̕2̃

Ȃὤ ̆ᴳ OSPF ̆ע ҩ ּ Ȃ  

Ԉ ⁮ ̆ ( area 
default-cost )̆ Ԉ ⁸ ִἼᴳ Ȃ  

STUB שּ ԈЮΰ ̔ 

�z ּש а STUB שּ ̆а STUB שּ ᴐѝ ּ שּ Ȃ 

�z Уэּש STUB שּ ̆‡ שּ ѐ Ȃ 

�z Stub שּ ᾃа ASBR̆ а שּ ᾃּ Ȃ 

OSPF שּ ̆ Ю ԈЮ ԇ̔  
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̆ “ OSPF ” ‍Ȃ

שּ Э ̕ ὤ ̆ Э̆

Э ὤ ҩ̆ὲ а Ȃ 

 

4.2.8 OSPF NSSA  

NSSA(Not-So-Stubby Area) OSPF STUB שּ Уэ ,NSSA ҂ 5
LSA(AS-external-LSA) NSSA ᴂ ת, STUB а NSSA

Ԉ ὡУ ᶕ ⁮ OSPF . 

‍ ̆NSSA ἵ ὡ 7 ⁮ NSSA שּ , Ҿ 7 LSA
NSSA שּ Э 5 LSA з ⁮ э ̆ ѐ

Ԉ Ȃ 

NSSA ԈЮΰ ̔ 

�z ּש а NSSĂа NSSA ᴐѝ ּ שּ Ȃ 

�z Уэּש NSSĂ ⁮ NSSA שּ ᴳ area nssa ԇ

שּ NSSA Ȃ 

שּ ѝУэ NSSA שּ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (config-router)# area area-id nssa  
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4.2.9 OSPF  

שּ 4.2.9.1   

שּ (Area Border Routers) чэ ұа שּ ̆ зὲѐУэּש У ѝ

שּ Ȃּש OSPF ѐ ᴐ ̆ Ԉ Уэּש ⁮ὲ

שּ ̆ שּ שּ‡̆ Ԉ Уэ ⁮ὲ

שּ Ȃּש Ѯ ῏ҩ ̆ ҩ ᴐ Ȃ  

שּ Ѯ ̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# area area-id 
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Ruijie (config-router)# no discard-route 
{internal|external} 

discard ╗⁮

 

ᾳЮ̆ἵ discard ╗⁮ Ȃ 

4.2.10 …   

OSPF ѐ̆ שּ Ѯ OSPF שּ Ӈ , שּ

б ̆ ̆ ̆ ‡

  Ȃ ұ ⁸ ᶑ Э ̆҂ Ԉ …

У Ȃ 

чэּש ̂ABR Ѯ̃ … ̆чэ ABR Ὥ שּ ѝ שּ Ȃ

̂Stub Areã NSSA ּש а ᴐѝ שּ Ȃ Ԉ ч ABR Ѯ

ּ שּ У Э , ч ABR̆ з ч

Ȃ router-id Ȃѝ ч ᵏУ שּ ᾃ

שּ ѝּ שּ ̂Transit Areã̆ὲּש ҂ Ȃ 

ּ שּ ᾃ   (⁮   ) ֶ ̆ Ԉ

У ⁮ ̆ э Э̆ У Ԉ ̆

hello-interval,dead-interval Ȃ 

“ ” ч ABR Ѯ OSPF ̆ ⁮Уэ ᴐ ̂ ұ

а Ҿ ̆ Ԉ Ҿ ұӹԏ ̆ ᴐ IP
̃̆ ч ABR Ѯ ּ ᶕ Ȃ ᶕ ABR type3

LSĂּש ᾃ Ȃ 

̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# area area-id virtual-link  
router-id [[hello-interval seconds]| 
[retransmit-interval seconds] |[transmit-delay 
seconds]|[dead-interval seconds]| 
[authentication [message-digest | null] 
|[[authentication-key key | 
message-digest-key keyid md5 key]]] 

… Уэ  

̔ ‚‍ УэԈЭ שּ ̆‡ Уэּש שּ ̆ з

ᶑ ὲ שּ б שּ Э ̆з שּ ҂ Ȃ 

 
�	 ��


\�!��
router-id ѝ OSPF ̆ а router-id ḣ̆ show ip ospf ԇ

show ip ospf neighbor ԇ router-idȂ ᴉ router-id̆
“ Loopback ṁ ” ‍ᾃ Ȃ 
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4.2.11 ӊ   

Уэ (ASBR)̆ Ԉ ὲӊ У ὡ⁮ OSPF ѐȂ

Уэ ⁸ӊ ̆ ╟ ѝASBRȂת ASBRаֶ ╟ӊ Ȃ 

⁸ ASBR ӊ ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# 
default-information originate [always] 
[metric metric-value] [metric-type type-value] 
[route-map map-name]  

ӊ   

 
�	 ��


\�!��

שּ̆ ╟ӊ ̆ ⁮ ѐ Ȃ 

 

4.2.12 Loopback ṁ  

OSPF IP ᴐѝ ̆ Ὧ IP а

ҩ,OSPF ᶕ Ȃ  

ҩ Loopback̂ ̃̆‡ ֶ Loopback IP ᴐѝ

Ȃ э Loopback ̆‡ IP ᴐѝ Ȃ ұ

Loopback ֶ Ѩ ̆ ҩ Ȃ  

Loopback ̆ ὤ Ю̆ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config)# 
interface loopback 1  

… Loopback  

Ruijie (config-if)# 
ip address ip-address mask  

Loopback IP   

 
�	 ��


\�!��

OSPF ѡҩ IP ѝ ̆ loopback аֶ

OSPF ѡ Ȃ 

 

4.2.13 OSPF   

̆Ԇ ᶕ Ȃ Уэ 0~255 Ѯ ḣ̆ ḣ

̆ ᶕ ᴂȂ  

ӊ OSPF Ь ̆ ḣ ѝ ש110ּ̔ ᾃ שּ̆ Ѯ ̆ Ȃ ұ
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Уэּש ѝּש ᾃ ̆⁮ Уэּש ѝּש Ѯ ̆⁮ὲ ̂

‍ ⁮̃ ѝ Ȃ  

OSPF ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie(config-router)# distance {distance | 
ospf { intra-area distance | inter-area 
distance | external distance }} 

OSPF ḣ 

 

4.2.14   

OSPF ⁮ ע ֶ̆ У ̆ SPF
Ȃ Ԉ ̆ Ԉ ч SPF Ѯ Ȃ  

OSPF ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# timers spf 
spf-delay spf-holdtime  

 

 

4.2.15 ᶕ  

э LSA ע (LSA age)̆ э LSA LSA
ע ̆ CPU Ȃѝҩ ‾ CPU ̆ ᾃ LSA У

ע ᴐȂ 

ע ᴐ ѝ 4‍ ̆ Ԉ ԇᶢ ḣȂ а Ȃ

ᴧ б LSA Ȃ ̆ ѐ 10000 LSĂ
ᴂ ᴳᴔ ̕ 40~100 ̆‡ ⁮ 10~20 ‍ ֶ Ȃ 

Ю ԈЮ ԇ̔ 

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ  

 c o n f i 1 0 . 3  t e r m i n a l  
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4.2.16 OSPF  

OSPF ‾ ̂Cost̃ ̆Cost ѝ Ȃ ұ

Ȃ OSPF ᾰͅ ȁ Э ̆

Ȃ ̆‡ ѝ Ȃ ̆‡ᴳ

ḣᴐѝ э ᶕ Ȃ 

чэ ‍Ȃ Ἴ Ԉ ӊ ḣ̆ ḣб ḣУ

Ȃὲ ̆ Ԉ ԇ ip ospf cost э ḣ̆

аӊ ᴐ ҩȂ ̆ ḣѝ 100Mbps̆УэԈ ѝ

10Mbps̆‡ ѝ 100/10 + 0.5 �§ 10Ȃ 

ᾃ Ԇ֓ ̆ Ԇִ֓Ἴ ̆ ҩ

Ԇ֓̆‡ ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖ ‡ ╟Ԇ֓

  ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖ ҂Ὧ ҩ‡ ᴳ ḣ 10 ᴐѝ Ԇ

֓Ȃ 

Ю̔ 

 

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# router ospf 1 
OSPF̆ ὡ OSPF

 

Ruijie(config-router)# auto-cost  
reference-bandwidth ref-bw 

̂ ̃

̆ ḣ ref-bw ̕ 

Ruijie (config-router)# end ⁮ Ȃ 

Ruijie # show ip protocols ₥ Ȃ 

Ruijie # write ̂ ̃ᶑ Ȃ 

ᴳ ԇ no auto-cost б no ip ospf cost ᾃ Ȃ 

4.2.17 MTUḣ 

OSPF ⁮ ֶ MTU MTU ̆

⁮ ѐ MTU ұ MTU, ѫ Ὧ а ,
Ԉ Ὧ MTU ᾱ. Ὧ э MTU Ԉ Ю Ю

ԇ̔ 

ԇ Ѭ 

Ruijie (config-if)# ip ospf mtu-ignore 
Ὧ ⁮

MTU  

ᾳЮ̆ MTU ╖ . 
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Ruijie (config-router)# enable traps 
[error  

[ifauthfailure | ifconfigerror |  

ifrxbadpacket | virtifauthfailure |  

virtifconfigerror | 

virtifrxbadpacket] |  

lsa [lsdbapproachoverflow |  

lsdboverflow | maxagelsa |  

originatelsa] |  retransmit  

[iftxretransmit | virtiftxretransmit] |  

state-change [ifstatechange |  

nbrstatechange |  

virtifstatechange |  

virtnbrstatechange]] 

 

OSPF TRAP Ὧ 

Ruijie (config)# end ⁮ Ȃ 

Ruijie# write ᶑ  

 

4.3 OSPF  

Ԉ OSPF ̆ ̆ ȂЮ ‟ ҩ ‍έᴇ Ԉ ᾃ ᵏ

Ȃ 

ԇ Ѭ 

Ruijie# show ip ospf [process-id] 
OSPF

У ᶕ ̆

‡ Ȃ 

Ruijie# show ip ospf [process-id area-id] 
database [adv-router ip-address | 
{asbr-summary | external | network | 
nssa-external | opaque-area | opaque-as | 
opaque-link | router | summary} [link-state-id] 
[{adv-router ip-address | self-originate}] | 
database-summary  | max-age | 
self-originate] 

OSPF ᶕ  
Ԉ LSA

ᶕ Ȃ 

Ruijie# show ip ospf [process-id] 
border-routers 

⁮ ABR б

ASBR ᶕ  

Ruijie# show ip ospf interface 
[interface-name] 

б ospf
ᶕ  
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Ruijie# show ip ospf [process-id] 
neighbor[interface-name] [neighbor-id] [detail] 

ᶕ  
interface-name ̔ б

neighbor
Ȃ 

neighbor-id: neighbor
ID 

Ruijie# show ip ospf [process-id] virtual-links 
ip-address 

ᶕ

 

Ruijie# show ip ospf [process-id] route [count] OSPF  

έᴇ ԇ ̆ OSPF ԇ ѐ ԇ Ȃ ԇ ԈЮ

ΰэ̔  

1̃ OSPF   

ᴳ show ip ospf [process-id] neighbor OSPF ᶕ ̆ꜛ ȁ

ȁ ȁIP Ȃ 

Ruijie # show ip ospf neighbor  
OSPF process 1: 
Neighbor ID  Pri State  Dead Time  Address Interface 
10.10.10.50 1 Full/DR  00:00:38   10.10.10.50  eth0/0 
OSPF process 100: 
Neighbor ID  Pri State   Dead Time  Address Interface 
10.10.11.50 1 Full/Backup  00:00:31  10.10.11.50  eth0/1 
Ruijie # show ip ospf 1 neighbor 
OSPF process 1: 
Neighbor ID  Pri State   Dead Time  Address   Interface 
10.10.10.50 1 Full/DR   00:00:38   10.10.10.50  eth0 
Ruijie # show ip ospf 100 neighbor 
OSPF process 100: 
Neighbor ID  Pri State   Dead Time  Address   Interface 
10.10.11.50 1 Full/Backup  00:00:31   10.10.11.50  eth1 

2̃ OSPF   

ԈЮ F0/1 ұ OSPF שּ 0̆ ѝ 172.16.120.1̆ ѝ

“BROADCAST”— Ȃ ⁞ Area ȁNetwrok Type ȁHelloȁDead ̆

Ҿ б аУ ̆ аֶ Ὧ Ȃ  

Ruijie# sh ip ospf interface GigabitEthernet 1/0 
GigabitEthernet 1/0 is up, line protocol is up 
Internet Address 192.168.1.1/24, Ifindex: 2 Area 0.0.0.0, MTU 1500 
Matching network config: 192.168.1.0/24 
Process ID 1, Router ID 192.168.1.1, Network Type BROADCAST, Cost: 1 
Transmit Delay is 1 sec, State DR, Priority 1 
Designated Router (ID) 192.168.1.1, Interface Address 192.168.1.1 
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3̃ OSPF ᶕ   

ԈЮ ԇ Ԉ ̆ שּ, ᶕ שּ, ᶕ Ȃ  

Ruijie# show ip ospf  
Routing Process "ospf 1" with ID 1.1.1.1 
Process uptime is 4 minutes 
Process bound to VRF default 
Conforms to RFC2328, and RFC1583Compatibility flag is enabled 
Supports only single TOS(TOS0) routes 
Supports opaque LSA 
This router is an ASBR (injecting external routing information) 
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 
LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 
Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 4. Checksum 0x0278E0 
Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 4 
External LSA database is unlimited. 
Number of LSA originated 6 
Number of LSA received 2 
Log Neighbor Adjency Changes : Enabled  
Number of areas attached to this router: 1 
Area 0 (BACKBONE) 
Number of interfaces in this area is 1(1) 
Number of fully adjacent neighbors in this area is 1 
Area has no authentication 
SPF algorithm last executed 00:01:26.640 ago 
SPF algorithm executed 4 times 
Number of LSA 3. Checksum 0x0204bf 
 
Routing Process "ospf 20" with ID 2.2.2.2 
Process uptime is 4 minutes 
Process bound to VRF default 
Conforms to RFC2328, and RFC1583Compatibility flag is enabled 
Supports only single TOS(TOS0) routes 
Supports opaque LSA 
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 
LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 
Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 0. Checksum 0x000000 
Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 0 
External LSA database is unlimited. 
Number of LSA originated 0 
Number of LSA received 0 
Log Neighbor Adjency Changes : Enabled  
Number of areas attached to this router: 0 

4.4 OSPF ᴿ 

ᵏҩ 8 э OSPF ᴿ̔ 

�z OSPF NBMA ᴿ  
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2.1.9.3 ᴳ Telnet Server 

Ԉ ԈЮ ԇ̆ Telnet Server ╘̔ 

 ԇ ᴐ  

Step 1 Ruijie# enable service telnet-server Telnet Server ╘̕ ԇ IPV4 ╘Ȃ

2.1.10  

2.1.10.1  

Ԉ ̆ ⁸ ̂ꜛ ̆Ԉ ⁮

ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  ᶕ ̆ѐ Ȃ 

2.1.10.2  

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ Ȃ 

ӊ ᵏ LINE Ю ԇ ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config-line)# exec-timeout minutes 
[seconds] 

LINE Э̆ ̆

̆ ֗ᴉ ὡ ̆ ѐ Ȃ 

minutes̔
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Step 3 Ruijie(config)#whitelist {source-ip start-ip 
[end-ip]} |{names-server ip} [increase | 
decrease num] 

dns ̆ Ԉ DNS
IP̕ nameserver IP̆ Ԉ

increase decrease ╟ ̆ᴁ

ұЭ ִἼּר Ȃ 10 Ȃ 

ѡᴿ̔ 
# dns ╖  
Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# dns-proxy  
# dns-proxy IP 192.168.1.1-192.168.1.10 ╗ὡ⁮
Ruijie(config-dns-proxy)# dns-proxy whitelist  source-ip 192.168.1.1 
192.168.1.10 
# dns-proxy dns ╘ 8.8.8.8 ╗ὡ⁮  
Ruijie(config-dns-proxy)# dns-proxy whitelist name-server 8.8.8.8 

11.3.6 dns ╢  

ҵ Э Ҿ ᾐἹ DNS ╘ DNS ̆ э IP ̆

ᴳ IP̆ ѝ Dns ╢ ȂDNS Ԉ IP ╗ὡ ̆

dns-proxy DNS IP ╢ ѐ̆‡х Ȃ dns ╢

̆ dns-proxy Ю 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡὤ  

Step 2 Ruijie(config)#dns-proxy ὡ dns-proxy  

Step 3 Ruijie(config-dns-proxy)#blacklist domain-ip 
start-ip [end-ip] 

dns ╢ IP̆ Ԉ э IP̆҂ Ԉ

э IP Ȃ 10 Ȃ 
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Source-ip: 192.168.1.1 192.168.1.10 
 
Type:name-server 
Name-server: 8.8.8.8 
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Name-server: 8.8.8.8 

11.3.10 ╢  

Ю show dns-proxy configure blacklist ԇ dns ╢ ᾳȂ 

 ԇ ᴐ  

Step 1 Ruijie#show dns-proxy configure blacklist dns ╢  

ѡᴿ̔ 

# dns ╢ ᾳ 
Ruijie#show dns-proxy configure blacklist 
>Dns-proxy blacklist 
---------------------------------------------------------------- 
Start-ip          End-ip 
----------------------  --------------- 
202.112.112.114  220.112.112.120 
114.110.211.1    114.110.211.100 
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11.4 dns-proxyὴ ѡᴿ 

11.4.1 DNSԆ ╖  

11.4.1.1  

ᾃ gi0/1 ̆  У ᶕ  ̆ 1000M̆ gigabitEthernet 0/2̆ЮУ

ѝ 218.85.157.5̕1   ѝ 100M̆ gigabitEthernet 0/3̆ЮУ ѝ 58.22.96.5̕
У ᶕ PPP 10M̆ gigabitEthernet 0/4 ̆ЮУ ѝ 218.85.156.5Ȃ ᶕ

ᵏҩчэ DNS ╘ ̆ DNS ѝ 218.85.157.99̆ DNS ѝ 218.85.152.99Ȃ
ᵏҩчэ DNS ╘ ̆ DNS ѝ 58.22.96.66̆ DNS ѝ 218.104.128.106Ȃ 

11.4.1.2  

 
2 dns  

11.4.1.3  

1. б dns-proxy ╖ dns-proxy ╖ ̆dns-proxy ⁮

DNS ̆ ѐ LAN gi0/1 Ȃ 

2. б dns-proxy ╖ DNS ╘ ̆dns-proxy ⁮

dns ╘ Ȃ ѐ ᶕ gi0/4 ᶕ DNS̆gi0/2 ╟ ᶕ DNS̆gi0/3
╟ DNS ╘ Ȃ 


















