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1 配置 CLI 授权命令 

1.1 alias 

ѿ פ ≢ ̆ ץ ῃ Ҋᶏ alias פ Ȃ

ᶏ פ no −ץ ѿ ≢פ − ѿҩ Ҋ

ῃ ≢פ Ȃ 

alias mode command-alias original-command 

no alias mode [original-command] 

ȍ Ȏ  

mode ̔≢ ף פ פ Ȃ 

command-alias ̔ ≢פ Ȃ 

original-command ̔≢ ף פ Ȃ  

ȍ ’Ȏ 

EXEC Ҋ̆ № פ ≢ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

Ҋ EXEC Ҋ ≢פ Ȃ  

≢פ  פ 

h help 

p ping 

s show 

u undebug 

un undebug 

≢פ Ҍ no alias exec −פ Ȃ 

≢פ ̆ ץ ѿҩ ף ѿ Ȃᶛפ ̆⇔ ѿҩ≢

ף ѿ פ ╠ѿ №̆ ץ ῀ №Ȃ 

≢ ף פ פ ╠ Ҭ פ ̆ ῃ

Ҋ̆ ῀ alias ? ₮↓ץ ╠ ץ ≢ ῃ פ ̔ 

Ruijie(config)# alias ? 
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aaa-gs                 AAA server group mode 

acl                     acl configure mode 

bgp                     Configure bgp Protocol 

config                 globle configure mode 

≢פ ꜛḤ ̆ ≢ ╠ ᴪ ѿҩ ̂*̃̆ ғᴪ ץ

Ҋ ̔ 

*command-alias=original-command 

ᶛ ̆ EXEC Ҋ̆ ≢פ ‖s‖ ‖show‖῏ Ȃ↕ ῀‖s?‖

ץ ’s’ ῏ ≢ ꜛḤ ̔ 

Ruijie# s? 

*s=show  show  start-chat  start-terminal-service 

≢ ף Ҍפ ѿҩ ↕̆ᴪᶏ פ Ȃɒ

̆ EXEC Ҋ ≢ ‖sv‖ף  ̔↕̆‖show version‖פ

Ruijie# s? 

*s=show  *sv=´show version´ show  start-chat 

start-terminal-service 

≢ ׆ ῀ פ ѿҩ ╠̆ Ҍ Ȃ ҉

ᶛ ̆ ╠ӊפ ῀ԅ ̆ Ҍ ≢ ̔ 

Ruijie# s? 

show  start-chat  start-terminal-service 

≢פ Ӟ ץ פ ꜛḤ ̆ɒ Ҋ

≢פ ´ia´ף ´ip address´̆↕ Ҋ̔ 

Ruijie(config-if)# ia ? 

A.B.C.D  IP address 

dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address 

↓₮ԅ´ip address´ פ Ḥ ̆ ғ ≢

 Ȃפ

≢פ ᶏ ῀̆ ↕Ҍ ≢Ȃ 

ᶏ show aliases פ ץ Ҭ ≢ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ῃ Ҋ̆ᶏ ≢פ ‖def-route‖ף

‖ip route 0.0.0.0 0.0.0.0 192.168.1.1‖̔ 

Ruijie# configure terminal 

Ruijie(config)# alias config def-route ip route 0.0.0.0 

0.0.0.0 192.168.1.1 

Ruijie(config)# def-route? 

*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 
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Ruijie(config)# def-route? 

% Unrecognized command. 

Ruijie(config)# end 

Ruijie# show aliases config 

globle configure mode alias: 

def-route            ip route 0.0.0.0 0.0.0.0 192.168.1.1 

ȍ ῏  Ȏפ

  פ
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mode ̔≢ ף פ פ Ȃ 

ȍ ’Ȏ 

 

ȍ פ Ȏ 

EXEC  

ȍᶏ Ȏ 

῀ פ ̆↕ ≢פ Ȃ  

ȍҽᶛȎ 

Ҋᶛץ ̆ EXEC Ҋ ≢פ ̔ 

Ruijie# show aliases exec 

exec mode alias: 

h                    help 

p                    ping 

s                    show 

u                    undebug 

un                   undebug 

ȍ ῏  Ȏפ

  פ



 פ
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2 配置基础管理命令 

2.1 配置用户管理相关命令 

2.1.1 disable 

Ҋ̆ ᵞ ╠ ≢̆ פ disableȂ 

disable [ privilege-level ] 

 

   

 privilege-level  

 

   

 

פ    

 

ᶏ  

 ᶏ ׆פ ⌠ Ȃ ⱴ҉ ̆↕ ╠

ᵞ⌠ Ȃ 

  disable פ ԍ ╠ Ȃ 
 

 

ҽᶛ  

Ҋ ᶛ ╠ ᵞ⌠ ̔ 

Ruijie# disable 10 

  

enable 
׆ ῀⌠ ̆ ⌠

≢ Ȃ 
 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 
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2.1.2 enable password 

Ҍ ≢ ̆פ ῃ פ enable passwordȂ פ no −

≢  Ȃפ

enable password [level level] {password | [0 | 7] encrypted-password}no enable 

password 

 

   

 Password ῀ EXEC  Ȃפ

 



 פ
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2.1.3 enable secret 

Ҍ ≢ ῃ ̆פ ῃ enable secretȂפ פ no−

≢  Ȃפ

enable secret  [level level] {secret | [0 | 5] encrypted-secret
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enable service { ssh-sesrver | telnet-server | web-server | snmp-agent} 

 

   

 ssh-



 פ
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 filename ᴆ  

 

    
    



 פ
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2.1.6 ip http authentication 

ᶏ Http Server Ṝ̆ ῀ Web Ȃ Web

̆ Ҋ̆ ᶏץ ip http authentication  ̔פ

ip http authentication { enable | local } 

 

   

 

enable 

 enable password enable secret פ

פ ̆ פ 15 Ȃ 

enable Ȃ 

 
local 

username פ פ

̆ 15 Ȃ 

 

  enable Ȃ 

 

פ   ῃ  

 

ᶏ  
פ  ԍ Web Ȃᶏ no ip http authentication פ

ҹ ṿȂ 

 

ҽᶛ  
Ҋ ᶛ ̆פ Web local ̔ 

Ruijie(config)# ip http authentication local 

 

῏  פ
  פ 

 enable service ҍ῏ ⱵȂ 

 

   

 

פ  
   

 - - 

2.1.7 ip http port 

HTTP Ⱶ ̆ Ҋ̆ ᶏץ ip http port  ̔פ

ip http port number 

 

   

 number HTTP Server ̆ ṿҹ 80Ȃ 

 

  ṿҹ 80Ȃ 
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פ   ῃ  

 

ᶏ פ   ԍ HTTP Ⱶ Ȃᶏ no ip http port פ ҹ ṿȂ 

 

ҽᶛ  
Ҋ ᶛ ̆פ HTTP Ⱶ ҹ 8080̔ 

Ruijie(config)# ip http port 8080 

 

῏  פ
  פ 

 



 פ
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פ  
   

 - - 

 

2.1.9 lock 

Қ



 פ
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פ  
   

 - - 

2.1.10 lockable 

҉ᶏ lock ̆פ ץ line Ҋ lockable ̆פ

’ҊҌ lock Ȃᶏפ no פ Ȃ 

lockable 

no lockable 

 
   

 - - 

 

   

 

פ   line  

 

ᶏ   
פ ԍ ҉ ᵟ ̆ ᵟ ץ EXEC Ҋ

lock  Ȃפ

 

ҽᶛ  

Ҋ ᶛ └ ҉ ᵟ ⱳ ̆ ᵟ └ ̔ 

Ruijie(config)# line console 0 

Ruijie(config-line)# lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

῏  פ
  פ 

 lock ᵟ Ȃ 

 

   

 

פ     
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 - - 

2.1.11 login 

AAA ῏ ’Ҋ̆ ҉ פ ̆ פ

loginȂ פ no פ Ȃ 

login 

no login 

 
   

 - - 

 

   

 

פ   line  

 

ᶏ   
AAA ῃ Ⱶ̆↕ פ ԍ ᵬ פ Ȃ פ

VTY console Ҭ  Ȃפ

 

ҽᶛ  

Ҋ ᶛ VTY ҉ פ Ȃ 

Ruijie(config)# no aaa new-model 

Ruijie(config)# line vty 0 

Ruijie(config-line)# password 0  normatest  

Ruijie(config-line)# login 

 

῏  פ
  פ 

 password line  Ȃפ

 

   

 

פ  
   

 - - 

2.1.12 login authentication 

AAA ’Ҋ̆ AAA Ⱶ ̆ᶏ ῏פ

↓ Ȃ פ no − ↓ Ȃ 

login authentication {default | list-name} 
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no login authentication {default | list-name} 

 

   

 default ↓  

 list-name ↓  

 

   

 

פ   line  

 

ᶏ   AAA ῃ Ⱶ̆↕ פ ԍ ᶏ └ ↓ Ȃ 

 

ҽᶛ  

Ҋ ᶛ VTY ҉῏ ↓ radius Ȃ 

Ruijie(config)# aaa new-model 

Ruijie(config)# aaa authentication login default radius 

Ruijie(config)# line vty 0 

Ruijie(config-line)# login authentication default 

 

῏  פ

  פ 

 aaa new-
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פ   line  

 

ᶏ  
 AAA ῃ Ⱶ̆↕ פ ԍ ᵬᵬ Ȃ

username פ Ḥ Ȃ 

 

ҽᶛ  

Ҋ ᶛ VTY ҉ Ȃ 

Ruijie(config)# no aaa new-model 

Ruijie(config)# username  test password 0 test 

Ruijie(config)# line vty 0 

Ruijie(config-line)# login local 

 

῏  פ
  פ 

 username Ḥ Ȃ 

 

   

 

פ  
 



 פ

http://www.ruijie.com.cn 

ҽᶛ  

Ҋ ᶛ line ҹפ red̔ 

Ruijie(config)# line  vty 0 

Ruijie(config-line)# password red 
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פ  
   

 - - 

2.1.16 telnet 

⌠ѿ Telnet Ⱶ ̆ EXEĈ ̃ Ҋ̆ᶏ telnet פ Ȃ 

telnet host [port] [/source {ip A.B.C.D | interface interface-name}] [/vrf vrf-name] 

 

  



 פ
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2.1.17 username 

̆ ῃ פ usernameȂ 

username name [web-auth] [pwd-modify 0|1] {nopassword|password{password | 

[0|7]encrypted-password }}  

username name privilege privilege-level 

no username name 

 

   

 name Ȃ 

 web-auth ᵬҹ web  

 

pwd-modify 0|1 

ᾛ ḱ ̆0 ף Ҍ ḱ ̆1 ף

ḱ ̆ web-auth ѿ ᶏ

Ṝ̆ Ȃ 

 password פȂ 

פ 7|0  ⱴ ̆0 ⱴ ̆7 ⱴ Ȃ 

 encrypted-password פ Ȃ 

 privilege-level  Ȃ 

 filename ῀ ₮ ᴆ  

 

   

 

פ   ῃ  

 

ᶏ  

פ  ԍ ̆ᶫ ᶏ Ȃ 

  

ⱴ ҹ 7̆↕ ῀ ҹẼ Ȃ 

ⱴ ҹ 7Ȃѿ ’Ҋ̆ └ ⱴ

פ ̆ ⱴ ҹ 7Ȃ 
 

 

ҽᶛ  

Ҋ ᶛ ѿҩ ̆פ ≢ҹ 15 ̔ 

Ruijie(config)# username test privilege 15 password 0 pw15 

Ҋ ᶛ web Ғ  :פ

Ruijie(config)# username user1 web-auth password 0 pw  

 

῏  פ
  פ 

 login local Ȃ 
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פ  
 



 פ

http://www.ruijie.com.cn 

   

 

פ    

 

ᶏ  
ֽפ  web Ḥ ₮⌠ ᴆҬ̆Ȃ 

  ₮ Ḥ Ḡ  
 

 



 פ
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ҽᶛ  

Ҋ ᶛ Ḥ ̔ 

Ruijie(config) 

Ruijie(config)# banner login $ enter your password $ 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 

2.2.2 banner motd 

Ḥ ̆ ῃ Ҋ פ banner motdȂ

Ḥ ̆ᶏ no banner motd  Ȃפ

banner motd c message c 

 

   

 
c 

Ḥ № ̆ Ḥ Ҭ Ҍᾛ ₮

 

 message Ḥ ῤ  

 

   

 

פ   ῃ  

 

ᶏ  
 ᶏ פ ץ Ḥ ̆ ̆ ֓Ḥ ᴪ ₮ Ȃ

῀ № ׅ ῀ ̆↕ ֓ ҡ Ȃ 

 

ҽᶛ  
Ҋ ᶛ Ḥ ̔ 

Ruijie(config)# banner motd $ hello,world $ 

 

῏  פ
  פ 

 - - 

 

   

 



 פ
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clock update-calendar 

 
   

 - - 

 

   

 

פ    

 

ᶏ  
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פ   LINE  

 

ᶏ   
ῤ̆ ᴋᵥ ῀ ₮Ḥ ̆ Ҭ ̆ LINE ҹ

Ȃ 

 

ҽᶛ  
Ҋ ᶛ line vty 0 ҹ 5 № 30 ̔ 

Ruijie(config-line)# exec-timeout 5  30 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 

2.2.6 hostname 

ḱ Һ ̆ ῃ פ hostnameȂ 

hostname name 

 

   

 
name 

Һ ̆ ᶏ ұȁ ץ Ȃ

ҹ 32 ҩ Ȃ 

 

  Һ ҹ RuijieȂ 

 

פ   ῃ  

 

ᶏ   Һ Һ ԍ ≢ ץ CHAP Ҭᵬҹ Ȃ 

 

ҽᶛ  

Ҋ ᶛ Һ ҹ BeiJingAgenda̔ 

Ruijie(config)# hostname 

 
  פ 

 - - 

 

   



 פ
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פ  
   

 - - 

2.2.7 prompt 

פ ̆ ῃ Ҋ פ prompt



 פ
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 text ̆1-255 ҩ Ȃ 

 in [ hh: ] mm ̆ ҹ 24 Ȃ 

 at hh:mm ┴  

 month ᴍ ̆ 3 ᴍ̆Mar 

 day ̆׆ 1 ⌠ 31 

 cancel ⅞  

 

   

 

פ    

 

ᶏ   ᶏ פ ץ ┴ ꜚ̆ Ḃ Ȃ 

 

ҽᶛ  

Ҋ ᶛ 10 № ץ ̔ 

Ruijie# reload in 10 

Router will reload in 600 seconds. 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 

2.2.9 session-timeout 

╠ LINE ҉ ⌠ ᴪ ̆ᶏ session-timeout

Ȃפ no session-timeout ̆פ LINEҊ⌠ ᴪ ̆ᴪ Ҍ



 פ
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  ҹ 0 minȂ 

 

פ   LINE  

 

ᶏ   



 פ

http://www.ruijie.com.cn 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 

2.2.11 write 

̂running-config̃Ḡ ⌠ ᵝ Ȃ 

write [ memory | network | terminal ] 

 

   

 
memory
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פ  
   

 - - 

 

2.3 显示相关命令 

2.3.1 show clock 

̆ פ show clockȂ 

show clock 

 
   

 - - 
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 console └ Ḥ  

 vty vty Ḥ  

 line-num line  

 

   

 

פ    

 

ᶏ   ᶏ ̆פ Ḥ Ȃ 

 

ҽᶛ  

Ҋ ᶛ console Ḥ ̔ 

Ruijie# show line console 0 

CON     Type    speed   Overruns 

* 0     CON     9600    45927 

Line 0, Location: "", Type: "vt100" 

Length: 24 lines, Width: 79 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 

Total input: 53564 bytes 

Total output:  395756 bytes 

Data overflow:  27697 bytes 

stop rx interrupt:  0 times 

 

῏  פ
  פ 

 - - 

      

 
┘ 

  

- - 



 פ
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῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 

2.3.5 show startup-config 

Ḡ Ữ NVRAM̂ Ữ ̃҉ ̆

פ show startup-configȂ 

show startup-config 

 

   

 - - 

 

   

 

פ    

 

ᶏ  
 Ữ NVRAM̂ Ữ ̃҉ startup-config ҹ ꜚ

Ȃ 

 

ҽᶛ   

 

῏  פ
  פ 
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show version  

 

   

   

   

 

   

 

פ    

 

ᶏ  
 ᶏ פ ץ ѿ֓ Ḥ ̆Һ ꜚ ̆ Ḥ ̆ Ҭ

Ḥ ̆ ↓ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ѿ֓ Ḥ ̔ 

Ruijie# show version 

System description      : Ruijie EASY GATEWAY(EG1000C) by Ruijie 

Networks. 

System start time       : 2011-09-14 11:54:47 

System uptime           : 5:4:43:28 

System hardware version : 1.00 

System software version : RGOS 10.3(4T90), Release(123368) 

System BOOT version     : 10.3.122172(Master), 0.0.0(Slave) 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 - - 



ᴆ   פ
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  ᴪ ╠ ᵬ Ҋ Ḥ Ȃ 

 

פ    

 

ᶏ  

 ῀ Ҋ ᴆḤ ̆ Ҋ

ᴆḤ Ȃ 

ᵬ Ҍ . 

 

ҽᶛ  

╠ Ҋ ᴆ Ḥ  

Ruijie# ls 

tmp Ҋ ᴆḤ  

Ruijie# ls tmp 

 

῏  פ
  פ 

   

 

   

 

פ  
   

   

 

3.1.4 makefs 

ᴆ ⌠ Ȃ 

makefs dev devname fs fsname 

makefs fs fsname dev devname 

 

 

 



ᴆ   פ
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ᶏ  

פ  ᶏ Ḭ ’Ҋ ̔aȁ ׆ ᶏ ᴆ ̆ Ӈҹԅ

҉ᶏ ᴆ ∆ ᶏ ӊ╠ ѿ ץ̆ ↕ ̕bȁ ᴆ ᶏ

ѿ ץ ̆ − ҉ ᴆ ̆ ᶏץ פ ҩ

҉ Ȃ 

 

ҽᶛ  
jffs2 ᶏ ᴆ ̆dev/mtdblock/1 ᴆ ̔ 

Ruijie# makefs dev /dev/mtdblock/1 fs jffs2 

 

῏  פ
  פ 

   

 

   

 

פ  
   

   

 

3.1.5 mkdir 

⇔  

mkdir directory  

 

 

   

 directory ⇔  

 

   

 

פ    

 

ᶏ  
 ῀ ⇔ ( Ḥ )Ȃ 

҉ Ҍ Ḥ ̆ ⇔ ᴪ Ȃ 

 

ҽᶛ  
Ҋ⇔ test  ̔ 

Ruijie# mkdir test 

 

῏   פ  פ
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פ  
   

   

 

3.1.6 mv 

ꜚ ᴆ⌠ ѿҩ ᴆ  

mv sour source_file dest { destine_file | directory } 

mv dest { destine_file | directory } sour source_file 

 

 

   

 source_file ꜚ ᴆ 

  destine_file / directory ⌠ ᴆ  

 

   

 

פ    

 

ᶏ  

פ  ҉ ῀ ̆ ᴆ ῤ ₮⌠ ‰ ₮Ȃ 

ᶏ Ḭ  a̔ȁ῏ ῀( type file);  bȁ’?’ ꜛ ᶏ ̆ Ҍ

῀ָӇ ̆ ץ ῀’? ’ פ Ḥ ץ, ῀  Ȃפ

 

ҽᶛ  

log.txt ꜚ⌠҉ѿ , ҹ config.txt, ᴆ,↕



ᴆ   פ
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3.1.7 pwd 

╠ ᵬ Ȃ 

Pwd 

 

 

   

   

 

   

 

פ   



ᴆ   פ
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Ruijie# rmdir tmp 

Ruijie# ls 

 

῏  פ
 פ 



 פ

http://www.ruijie.com.cn 

4 配置系统升级维护命令 

4.1 配置相关命令 

׃ Һ CLI Ҋ COPY פ Ȃ 

 Xmodem ̔copy xmodem  פ

 Tftp ̔copy tftp  פ

4.1.1 copy xmodem 

xmodem ̆פ xmodem ҉ᴰ Ҋ Ȃ 

copy flash: filename xmodem 

copy xmodem flash: filename 

 

 Е 

              ᴆ Ҭ ̆ ᴆ ⱴ҉ ̆ᶛ ̔ 

               copy xmodeam flash:‖filename‖ copy flash:‖filename‖ xmodeam 

 

ȍ Ȏ 

filename̔ ҉ ᴆ  

ȍ ’Ȏ 

ṿȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ⱳᴰ ̆↕ ᴰ ᴆ Ȃ ↕̆ Ḥ Ȃ  Xmodem

ᴰץ ᴋᵥ ᴆ̆ Һ ᴆȁ ᴆ ȂXmodem
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Ruijie# copy flash: config.text xmodem 

ȍ ῏  Ȏפ

῏  פ

4.1.2 copy tftp  

tftp ̆פ tftp ҉ᴰ Ҋ Ȃ 

copy flash: filename tftp:// location / filename  

copy tftp:// location/filename flash: filename 

copy flash: filename tftp:// location / filename vrf vrfname 

copy tftp:// location/filename flash: filename vrf vrfname 

 

 Е 

 ᴆ Ҭ ̆ tftp ⱴ҉ ̆ᶛ ̔ 

 copy tftp:‖//location/filename‖ flash:filename vrf vrfname 

 ̆ ᴆ Ҭ ̆Ӟ ᴆ ⱴ҉  

 copy tftp://localtion/filename flash:‖filename‖ vrf vrfname 

 

ȍ Ȏ 

filename ̔ ҉ ᴆ  

vrfname̔vrf  

ȍ ’Ȏ 

ṿȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ⱳᴰ ̆↕ ᴰ ᴆ Ȃ ↕̆ Ḥ Ȃ  TFTP ᴰץ

ᴋᵥ ᴆ̆ Һ ᴆȁ ᴆ ȂTFTP ᴰ Ȃ 

ȍҽᶛȎ 

Ҋ ҽḬҩᶛ  : ѿҩ ׆ Һ ̂ip 192.168.12. 1̃̆ ᴰ ᴍ ᴆ

̂config.bak̃⌠ ; ԋҩ ׆ ᴰ ᴆ̂switch.biñ⌠ Һ ̂ ip 

192.168.12.1̃: 

Ruijie# copy tftp://192.168.12.1/confg.bak flash: 

config.text 

Ruijie# copy flash: swhich.bin tftp://192.168.12.1/ confg.bak 
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ȍ ῏  Ȏפ

῏  פ
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5 配置 HTTP 升级命令 

5.1 配置相关命令 

5.1.1 http check-version 



HTTP  פ

http://www.ruijie.com.cn 

 

 

   

 all ᴆ 

 string ҙⱵ ᴆ̆ ҙⱵ  

 

   

 

פ    

 

ᶏ   
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  ꜚ  

 

פ   ῃ  

 

ᶏ   
פ ᴆ ꜚ Ȃ ꜚ ҹ auto-update

Ȃ 

 

ҽᶛ  

ᶛ 1̔ ꜚ ᴆ̆ῒ ᴆҌ ꜚ ̔ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie#http update auto-update character-db route-db 

 

 

῏  פ
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ᶏ  

פ  HTTP Ȃ ꜚ ᴪ ̆ Ⱶ ҉

ᴆ̆ ⱳ ̆ ꜚ ; 

ꜚ Ҋ̆ Ҍᴪ ꜚ ̆ ᵬ̕ 

ꜚ Ҋ̆ Ⱶ ҉ ᴆ ̆ ץ web

֓ ᴆ Ȃ 

 

ҽᶛ  

ᶛ 1̔ HTTP ҹ ꜚ ̔ 

Ruijie#config 

Ruijie(config)#http update mode auto-update 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

5.1.5 http update server  

HTTP Ⱶ Ȃ 

http update server host [ port port-value ] 

 

 

   

 Host Ⱶ ip  

 port-value ̆ ṿ 1~65535 

 

  
’Ҋ Ⱶ ҹ 0.0.0.0̆ ҹ 80Ȃ ῤ ᴪ 1 ҩ ҩ Ⱶ

Ḥ ̆ ֓ Ҍᾛ ḱ Ȃ 

 

פ    

 

ᶏ   

פ HTTP Ⱶ ȂHTTP ̆ᴨᾢ פ

Ⱶ ̆ Ҍ҉̆↕ᴪ ҩ Ⱶ ̆ ⌠ ⌠

Ⱶ Ȃ Ⱶ ̆↕ Ȃ 

 

ҽᶛ  

ᶛ 1̔ HTTP Ⱶ ̔ 

Ruijie#config 

Ruijie(config)#http update server 10.83.132.1 port 80 
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῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

5.1.6 http update set oob  

HTTP ׆ Ȃ 

[no] http update set oob 
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5.1.7 http update time  

HTTP ꜚ Ȃ 

http update time daily hh:mm 

 

 

   

 hh:mm  

 

  ’Ҋ ҹ  

 

פ    

 

ᶏ פ   ꜚ Ȃ ҹ ҩ Ȃ 

 

ҽᶛ  

ᶛ 1̔ HTTP ꜚ ҹ 23:40̔ 

Ruijie#config 

Ruijie(config)#http update time daily 23:40   

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

5.1.8 feedback enable 

Ḥ ⱳ Ȃ no פ῏ ⱳ Ȃ 

[no] feedback [user] enableȂ 

 

 

   

 user Ḥ ȂҌ user Ḥ Ȃ 

 

  ’Ҋ ⱳ ῏  

 

פ    
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ᶏ   
פ feedback user enable Ḥ ⱳ f̕eedback enable Ḥ

ⱳ Ȃ 

 

ҽᶛ  

ᶛ 1̔ Ḥ ⱳ ̔ 

Ruijie#config 

Ruijie(config)# feedback enable 

Ruijie(config)# end 

Ruijie#show run 

 

ᶛ 2̔῏ Ḥ ⱳ ̔ 

Ruijie#config 

Ruijie(config)#no feedback enable 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  

   

 10.3(4T90) פ 

 10.3(4b8) ⱴ῏  

5.1.9 feedback frequency 

Ḥ Ȃ no פ Ȃ 

[no] feedback frequency minuteȂ 

 

 

   

 minute Ȃ ᵝ №̔ ̕ 60Ȃ <̔5
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Ruijie#config 

Ruijie(config)# feedback frequency 5 

Ruijie(config)# end 

Ruijie#show run 

 

῏  פ
  פ 

 - - 

 

  - 

	¶ 
 B$�R



HTTP  פ
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5.1.12 feedback update 

ꜚ Ḥ Ȃ 

feedback update 

 

 

   

   

 

   

 

פ    

 

ᶏ פ   ⱳ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ꜚ Ḥ ̔ 

Ruijie# feedback update 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4T90) פ 

5.1.13 feedback user-info 

Ḥ Ȃ no feedback user-info פ−  

[no] feedback user-info organization string1 industry-type string2 contact-info string3 

 

 

   

 string1 ᵝ Ȃ <100 

  string2 ҙȂ <100 

  string3 Ȃ <100 
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פ   ῃ  

 

ᶏ פ   ῀ Ḥ ̆ Ḥ ԅ ᶏ ’̆ ⱳ Ȃ 

 

ҽᶛ  

ᶛ 1̔ Ḥ ̔ 

Ruijie#config 

Ruijie(config)# feedback user-info organization Ὲ  

industry-type IT ҙ contact-info 021-61300160 

 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b8) פ 

 

5.1.14 mail-service enable 

ᴆ Ⱶⱳ Ȃ 

[no] mail-service enable 
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Ruijie(config)#no mail-service enable 

 

῏  פ
 פ 
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פ  
   

 10.3(4b8) פ 

 

 

5.1.16 mail-client username 

SMTP Ⱶ / ᴆ Ⱶⱳ Ȃ 

[no] 
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5.2 显示相关命令 

5.2.1 show feedback items 

Ȃ ⱴפ ↕ Ȃ 

show feedback items [number]  

 

 

   

 number Ȃ  <0 - MAXID> 

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ  
 ṿ MAXID̆ ᴆ ̆ פ Ȃ בֿ



 

 

 

 

 

接口链路层 

 
 

 

№Ύ׃ פ Ύ ῏ῤ ̆ Ҋץ ̔ 

 פ .1

 פ .2

ץ .3  פ

4. LINE  פ

5. DLDP  פ

 פ .6

7. Aggregate Port  פ
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1 配置接口命令 

1.1 配置相关命令 

1.1.1 bandwidth 

Ҋᶏ bandwidth פ ̆ᶏ פ no

ṿȂ 

bandwidth kilobits 

no bandwidth 

ȍ Ȏ 

kilobits ̔ ץ̆ Kbits ҹ ᵝ 

ȍ פ Ȏ 

 

ȍ Ȏ 

Ҭ bandwidth פ ̆ Ҋ show 

interfaces פ ῒ ṿ 

ȍᶏ Ȏ 

bandwidth
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no carrier-delay 

ȍ Ȏ 

seconds ̔ ץ̆ ҹ ᵝ̆ 1͘60  

ȍ Ȏ 

ṿ 2  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ḥ DCD ׆ Down ⌠ Up ̆

DCD ӊῤ ̆ Ӈ Ҍ ԍ҉

Ȃ 

DCD Ҭ ̆ Ӈ ṿ ̆ ץ ⱴ

Ḃץ̆ ץ Ȃ DCD Ҭ ̆ ғ ԍ

̆ Ӈ ᾧץ̆ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ҹ 5 ̔ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(coinfig)# carrier-delay 5 

 

1.1.3 clear counters 

Ҋᶏ פ clear counters ṿȂ 

clear counters [ interface-type slot-number/interface-number ] 

ȍ Ȏ 

interface-type ̔ ̆ᶛ ̔GigabitEthernet Ȃ 

Slot-number/interface-number ̔ / Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

҉ Ḥ Ҍ ̆ ̆ҹԅ ᾧץ Ḥ

̆ Ḥ ̆ ╠ Ḥ ץ ╠

’Ȃ Ҍ ̆↕ Ȃ 
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ȍҽᶛȎ 

ץ 0/1 ṿ̆ Ҋ  ̔פ

Ruijie# clear counters gigabitethernet 0/1 

ȍ ῏  Ȏפ

ᶏ פ  

show interfaces Ḥ ץ  

 

1.1.4 description 

Ҋᶏ description פ ̆ᶏ פ no

− Ȃ 

description string 

no description 

ȍ Ȏ 

string ̔ ұ 

ȍ Ȏ 

 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ show interfaces פ Ḥ ̆ ץ ⌠ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# description GBIC-1 

ȍ ῏  Ȏפ

  פ

show interfaces 
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ȍ Ȏ 

ץ ҹ ARPA 

ȍᶏ Ȏ 

802.1Q ѿҩ IEEE ‰ ̆ ԍ VLAN ⅞№ ԋ ҈

ӊ ԑ Ȃ 

802.1Q ץ ҉ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 20 ҉ 802.1Q̆VLANID ҹ 20̔ 

Ruijie(config)# interface GigabitEthernet 0/0.20 

Ruijie(config-subif)# encapsulation dot1Q 20 

 

1.1.7 interface 

ῃ Ҋᶏ interface פ ῀ Ȃ 

interface type slot-number/interface-number [ .sub-interface-number ]  

ȍ Ȏ 

type ̔ ̆ ╠ GigabitEthernetȁtenGigabitEthernetȁloopbackȁ

nullȁdialerȁ Ȃ 

Slot-number/port-number ̔ ̆ / ̆

ҩ ҉̂Һ ҉ ҹ 0̃̆ ҩ ҉ Ȃ 

sub-interface-number ̔ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

̂GigabitEthernetȁtenGigabitEthernet̃ ̆ Ҍ no

−פ Ȃᶏ show interfaces פ  

ȍҽᶛȎ 

῀ ᾠץ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# 

῀ ̔ 
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Ruijie(config)# interface gigabitEthernet 0/1.1 

Ruijie(config-subif)# 

῀҆ᾠ ̔ 

Ruijie(config)# interface tenGigabitEthernet 0/0 

Ruijie(config-if)# 

ȍ ῏  Ȏפ

  פ

show interfaces 
Ḥ ץ

 

 

1.1.8 ip address 

Ҋᶏ ip address פ ҩ IP ᶏ̆ פ no

− IP Ȃ 

ip address ip-address
BT 

 -
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ȍҽᶛȎ 

Ҋץ ᶛ ץ ҉ IP ̔ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-line)# ip address 192.168.12.1 255.255.255.0 

ȍ ῏  Ȏפ

῏ ᶏ פ  

ip unnumbered Ṣ ῒ IP  

 

1.1.9 ip unnumbered 

Ҋᶏ ip unnumbered פ Ṣ ῒ IP פ ᶏ̆

פ no Ȃ 

ip unnumbered type interface-number 

no ip unnumbered 

ȍ Ȏ 

type ̔ Ȃ 

Interface-number ̔ Ҭ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

IP ץ Ҍ ӊ Ṣ ̆ ֓ Ҭ̆ᶛ ᴍ Ҭ̆ IP

Һ ᴍ Ҭ ѿҩ̆ Ӈ ҩ Ṝ̆Һ ᴍ ץ

Loopback Ҭᶏ ȂҊ Ṣ ↓  

type  

dialer  

GigabitEthernet ᾠץ  

loopback Loopback  

null  

ȍҽᶛȎ 

Ҋץ ᶛ Loopback 0 IP 192.168.12.1/24 Ṣ ᾠ 0/0  ̔

Ruijie(config)# loopback 0 
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Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip unnumbered loopback 0 

 

1.1.10 keepalive 

פ keepalive ⱳ ̆Һ keepalive Ȃῒ no

keepalive ⱳ Ȃ 

keepalive { keep-period | keep-period { dns ip | ping ip } } 

no keepalive 

ȍ Ȏ 

keep-period R̔GOS keepalive ̆ ᵝҹ Ȃ ṿҹ 0̆

RGOS Ҍ keepalive Ȃ ṿҹ 10 Ȃ 

ԍץ ̆ פ ץ Ҋ ҈ҩ ̂ ԍ ꜚ ץ ̃̔ 

dns ip̔ פ dns Ⱶ ̆ ҩ keepalive

⌠ Ṝ ҩ ip dns ̆ 3 Ҍ⌠ ̆

↕ᴪ ץ Ȃ 

ping ip̔ פ ҩ ip ping ̆ ҩ

keepalive ⌠ Ṝ ҩ ip ping ̆ 3

Ҍ⌠ ̆↕ᴪ ץ Ȃ 

ȍ Ȏ 

’Ҋ̆ץ keepalive ⱳ Ȃ 

ԍῒז ̆ ԍ keepalive Ҍ ̆

Ҍѿѿ↓ҽԅȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

҉̆ ҉ keepalive └̆ ץ

ᵬ̆ ̆פ ץ keepalive

׆̆ └ keepalive Ȃ 

ץ ҉̆ פ ץ ̆ ping dns ̆

ץ ҩ ip Ȃ 

פ ping dns ̆ ѿ ᶏ ᴆ └̔ 
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1. ԍץ Ȃ 

ץ .2 ҉ᶏ IP Ȃ 

3. ping dns IP Ҍ ѿҩ Ṝ̆

҉ Ȃ 

ȍҽᶛȎ 

ץ GigabitEthernet 0/0 ҉ ץ ping ꜚ ⱳ  

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# keepalive 15 ping 192.168.12.1 

Ruijie(config-if)# end 

ץ GigabitEthernet 0/0 ҉ ץ dns ꜚ ⱳ  

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# keepalive 10 dns 202.101.98.55 

Ruijie(config-if)# end 

 

1.1.11 load-interval 

Ҋᶏ load-interval פ ѿҩ ᶏ̆

פ no
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GigabitEthernet 0/0 Ҭ 180 ̆ show interface 

GigabitEthernet 0/0 ץ ⌠̔ 

3 minutes input rate 15 bits/sec, 0 packets/sec 

3 minutes output rate 14 bits/sec, 0 packets/sec 

ȍҽᶛȎ 

Ҋץ ᶛ GigabitEthernet 0/0 Ҭ 180  

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# load-interval 180 

ȍ ῏  Ȏפ

 

ᶏ פ  

show interfaces Ḥ ץ  

 

1.1.12 mac-address 

ᶏ mac-address פ ҉ MAC ̆ᶏ פ no

MAC Ȃ 

mac-address H.H.H 

no mac-adderss 

ȍ Ȏ 

H.H.H ̔MAC ̆ 16 └ ῀̆ ҩ H ץ ῀ 2 ҩ ̆ ץ ҩ

6 ҩ ̆48 Ȃ 

ȍ פ Ȏ 

 

ȍ Ȏ 

₮ ṿ 

ȍᶏ Ȏ 

ҩץ ѿҩῃ ѿ MAC Ȃ ץ̆ MAC

ḱץ ̆ᵖ Ḡ ѿ ҉ MAC ѿ ȂMAC ᴪ

ԅ ῤ ̆ ’Ҋ̆Ҍ MAC Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ץ Ҭ MAC ̔ 
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Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# mac-address 00d0:f8fb:110d 

 

1.1.13 media-type 

Ȃᶏ פ no ṿ. 

media-type { baset | basex auto } 

no media-type 

ȍ Ȏ 

basex auto ̔ ᾣ  

baset      ̔  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

̂ ̆Ҍ Ap SVĨ 

ȍᶏ Ȏ 

ѿ ץ ᾣ ң ׃ ̆ ᶏ ῒҬӊѿȂѿ

׃ ӊ ̆ ̆ᶛ ȁ ̆ ╠

Ȃ ̆ ҹῒ ̆ ץ

Ȃ 

ȍҽᶛȎ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# media-type basex auto 

Changing media to fiber auto mode. You may need to update the 

speed and duplex settings for this interface. 

ȍ ῏  Ȏפ

  פ

show interfaces 
Ḥ ץ

 

ȍ Ȏ 

Ҍ ꜚ∞ ╠ ᵬ ᾣ ̆ ҹ ̆ פ

ḱ ׃ Ȃ 
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1.1.14 mtu 

Ҋᶏ mtu פ ᴰ ᾝ MTÛMaxiumum 

Transmission Unit̃̆ᶏ פ no Ȃ 

mtu num 

no mtu 

ȍ Ȏ 

num ̔ ṿ ҹ 64-65535 ץ̆ ҹ ᵝȂ ṿ ֟ Ҍ Ҍ

Ҍ ̆ѿ ҹ 1500Ȃ 

ȍ Ȏ 

ҹ 1500Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

MTU ᴪ ̆ ғ MTU ѿ
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ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ԍ ץ̂ ȁAp ȁSVI ̃̆ ῏פ ̆ ῒז
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ȍᶏ Ȏ 

ԍ ץ̂ ȁAp ȁSVI ̃̆ פ

LinkTrap̆ ⱳ ̆ Link ̆SNMP ₮ LinkTrap,

ӊ↕Ҍ Ȃ 

ȍҽᶛȎ 

Ҋ ҹҌ Link trap: 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# no snmp trap link-status 

Ҋ ҹ Link trap: 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# snmp trap link-status 

 

1.1.17 speed  

Ȃᶏ פ no ṿ 

speed {auto | 10 | 100 | 1000} 

no duplex 

ȍ Ȏ 

10 ̔ ҹ 10MbpsȂ 

100 ̔ ҹ 100MbpsȂ 

1000̔ ҹ 1000MbpsȂ 

auto̔ ҹ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ show interfaces פ Ȃ Ҍ ̆ᾛ Ӟᴪ

Ҍ Ȃ ̆SFP Ҍᾛ ҹ 10M 100MȂ 

ȍҽᶛȎ

-
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Ruijie(config-if)# 
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2 配置模式管理命令 

2.1 配置相关命令 

2.1.1 bridge-map 

פ ῀ פ Ȃ 

bridge-map bridge-num 

 

 

   

 

bridge-num 

Ȃ ṿ ‗ԍ ҉

̆ ѿҩῤ ѿҩ

ѿ ̆ ₃ ῤ ̆

₃ҩ ȂҌ ̆

ῤ Ҍ ῤȂ 

ᶛ ̔ ҈ ῤ ̆↕

ҹ 0~2 Ȃ 

 

   

 

פ   ῃ Ȃ 

 

ᶏ  

̆פ  ῀ פ Ȃ פ Ҭ̆ ץ

ῤ ῏ ᵬ Ȃ 

פ Ҍᾛ no Ȃ 

 

ҽᶛ  

ᶛ 1̔ ῀ פ 1̔ 

Ruijie#config 

Ruijie(config)#bridge-map 1 

Ruijie(config-bridge-map)# 

 

῏  פ
  פ 

 - - 

 

  - 
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פ  
   

 10.3(4b7) פ 

2.1.2 lan-ip 

receive-only Ҋ ῤ IP ҍ  

[no] lan-ip ip_address subnet_mask 

 
   

 ip_address ῤ IP 

  subnet_mask  

 

   

 

פ פ    

 

ᶏ   
receive-only Ҋ ῤ ̆ ץ 100 ҩ Ȃңҩ receive-only

Ҋ ῤ Ȃ 

 

ҽᶛ  

ᶛ 1 ̔  0 ᵬ receive-only ̕

192.168.0.0/255.255.255.0 10.10.10.0/255.255.255.0ҹ ╠ ῤ

 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# bridge-map 0 

Ruijie(config-bridge-map)# link-mode GigabitEthernet 0/0 

GigabitEthernet 0/1 receive-only 

Ruijie(config-bridge-map)# lan-ip 192.168.0.0 255.255.255.0   

Ruijie(config-bridge-map)# lan-ip 10.10.10.0 255.255.255.0 

Ruijie(config-bridge-map))# end 

 

῏  פ

  פ 
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2.1.3 link-mode 

ῤ ῏ ᵬ Ȃ 

פ no ῤ ῏ ᵬ Ȃ 

[no] link-mode interface-name1 interface-name2  { forward | sniffer | bypass | receive-only } 

 

 

   

 interface-name1 
ῤ ̆ Ҍ

Ȃ 

  interface-name2 
̆ Ҍ ῤ

Ȃ 

  forward 

ῤ ᵬ forward ᵬ

̆ ץ ≢̆ ̆

└̆ Ȃ 

  sniffer 
ῤ ᵬ sniffer ᵬ

̆ ץ ≢̆ Ȃ 

  bypass 

ῤ ᵬ ᴆ bypass

ᵬ ̆

Ȃ 

  receive-only 

ῤ ᵬ receive-only

ᵬ ̆ ץ ≢ ᵬ̆ᵖ

̆Ҍ Ȃ 

 

   

 

פ פ    

 

ᶏ   

Ҍ ᵬ Ȃ 

forward ᵬ Ҋ̆ ץ ≢̆ ̆ └̆ Ȃ 

sniffer ᵬ

 

�=�_� ��=�_�P�Õ�Á �rG}5ž
��
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῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

  10.3(4b8) receive-only  

2.1.4 native-vlan 

native-vlan id ṿȂ ᶏץ פ no native-vlan 

id ҹ ṿȂ 

[no] native-vlan vlan-id num 

 

 
   

 vlan-id num Vlan id ṿ̆ ᾛ ҹ 1~4094 

 

  ’Ҋ native-vlan id ṿҹ 1̆ᶏ no ץ native-vlan id ҹ ṿȂ 

 

פ פ    

 

ᶏ   
native vlan-idȂ vlan-id ≢ҹ native vlan-id

vlan № Ȃ 

 

ҽᶛ  

ᶛ 1̔ 1 native-vlan id ҹ 100̔ 

Ruijie(config)#
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2.1.5 specify interface 

ῤȁ Ȃ 

specify interface interface-name { lan | wan} 

פ no ῤ ҹ  

[no] specify interface interface-name 

 

 
   

 interface-name Ȃ 

  lan ҹῤ Ȃ 

  wan ҹ Ȃ 

 

  ῤ Ҍ ҉ Ҍ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   

ῃ Ҋ̆ ῤ ̆no פ ⌠ ṿȂ 

№ Ӟΐ ῤ ץ̔ d̆ialer Ȃῒῤ Ҍ

Ȃ 

⇔ Һ׆ ῤ ̆Һ ḱ ῤ ̆

Ȃ 

 

ҽᶛ  

ᶛ 1̔ GigabitEthernet 0/0 ҹῤ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 lan 

ᶛ 2̔ GigabitEthernet 0/0 ҹ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 wan 

ᶛ 3̔ GigabitEthernet 0/0 ҹ ̔ 

Ruijie(config)#no specify interface GigabitEthernet 0/0 

 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 
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2.1.6 sys-mode 

ҹ ῏ Ȃ ᶏץ פ no ҹ ῏

̆ ҹ ῏ Ȃ 

[no] sys-mode gateway 

 

 
   

 - - 

 

  ’Ҋ ҹ ῏ ̆ᶏ no ץ ᵬ ҹ ῏  

 

פ   ῃ  

 

ᶏ   

פ ԍ ᵬ ῏ ῏ Ȃ 

ᵬ ῏ Ҋ ̆ ̆ ץ NAT ̆

ҹ҈ ̆ ץ IP Ȃ 

ᵬ ῏ Ҋ ̆ ̆Ҍ NAT ̆

ҹԋ ̆ Ҍ IP Ȃ 

 

ҽᶛ  

ᶛ 1̔ ᵬ ҹ ῏ ̔ 

Ruijie#config 

Ruijie(config)#no sys-mode gateway 

 

 

῏  פ
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 vlan-enable vlan id ҹ 1-4088 Ȃ 

 

   

 

פ   Ȃ 

 

ᶏ   

Ҋ̆ vlan id ҹ 1-4088 ̆ פ Ҋ └̔ 

ᴋ ┴̆ ѿҩ ̆פ ғ lan Ҋ̕ 

 

ҽᶛ  
ᶛ 1̔ GigabitEthernet 0/0 vlan id ҹ 1-4088 ̔ 
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פ   ῃ Ȃ 

 

ᶏ   4 ҩ ᾠ ℗ ѿҩ҆ᾠ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ѿҩ XAUI ҆ᾠ ̔ 

Ruijie(config)#xaui-mode slot 0 

 

῏  פ
  פ 

 - - 

 

  NPE ↓ֽ̔ NPE60ȁNPE60E Ȃ 

 

פ  
   

 10.3(4b7) פ 

 

2.1.9 bypass 

ᵬ ᴆ bypass (NPE40 ҍ NPE50EȁNPE60E Ҍ ̆№

)Ȃ 

ԍ NPE40̔ 

bypass couple couple-num 

פ no ᴆ bypass  

[no] bypass couple couple-num 

 

 

   

 bypass ᵬ ᴆ bypass Ȃ 

 couple ѿ  

 couple-num couple  

 

   

 

פ   ῃ Ȃ 

 

ᶏ   ѿ ᴆ bypass Ȃ 

 

ҽᶛ  ᶛ 1̔ ѿ ᴆ bypass ̔ 
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Ruijie(config)# bypass couple 0 

 

῏  פ
  פ 
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  NPE ↓̔NPE50EȁNPE60E  

 

פ  
   

 10.3(4b7) פ 

 

 

2.2 显示相关命令 

2.2.1 show bridge-map 

῏Ḥ Ȃ 

show bridge-map [bridge-num]  

 

 

   

 bridge-num 

Ȃ ₃ ῤ ̆ ₃

ҩ Ȃ 

ᶛ ̔ ҈ ῤ ̆↕

ҹ 0~2 Ȃ 

 

   

 

פ    

 

ᶏ   
̆ ῏ Ḥ Ȃ 

Ҍ ̆↕ Ḥ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ҹ 0 ῏Ḥ ̔ 

Ruijie#show bridge-map 0 

BRIDGE MAP 0,STATE is DOWN 

  Inside interface is GigabitEthernet 0/0,Outside interface is 

GigabitEthernet 0/1 

  Working mode is forward 

  Native vlan is 1  

 

 

 

῏  פ
  פ 

 - - 
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  NPE ֟ Ȃ 

 

פ  
  



 פ

http://www.ruijie.com.cn 

2.2.3 show sys-mode 

̆ wanȁlan ῏Ḥ Ȃ 

show sys-mode  

 

 

   

 sys-mode 

ᵬ ῏ ῏ ץ̆

wan lanȂ 

ᶛ ̔ ᵬ ῏ ̆LAN : GigabitEthernet 

0/0 GigabitEthernet 0/3  

WAN : GigabitEthernet 0/1 GigabitEthernet 0/2 

GigabitEthernet 0/4 Ȃ 

 

   

 

פ    

 

ᶏ    

 

ҽᶛ  

Ruijie#show sys-mode  

System is gateway mode. 

copper couple 0 hardware bypass off 

copper couple 1 hardware bypass off 

fiber couple 0 hardware bypass off 

fiber couple 1 hardware bypass off 

LAN: GigabitEthernet 0/0 GigabitEthernet 0/3  

WAN: GigabitEthernet 0/1 GigabitEthernet 0/2 GigabitEthernet 0/4  

 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

2.2.4 show environment 

Ȃ 

show environment  

 



 פ
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פ  
   

 10.3(4b7) פ 

 

3.1.2 gateway 

MGMT ῏Ȃ 

gateway ip-address 

 

 

   

 ip-address MGMT IPv4 Ḥ ῏  

 

   

 

פ    

 

ᶏ   MGMT MGMT̆ ҹ 0Ȃ 

 

ҽᶛ  

ᶛ 1̔ MGMT ῏̔ 

Ruijie#config 

Ruijie(config)#interface mgmt 0 

Ruijie(config-if-Mgmt 0)#gateway 192.168.0.1  

Ruijie(config-if-Mgmt 0)#exit 

Ruijie(config)# 

 

῏  פ
  פ 

 show interface mgmt MGMT  

 

  NPE ↓̔NPE40ȁNPE60 Ȃ 

 

פ  
   

 10.3(4b7) פ 

 

3.1.3 ip address 

ᶏ פ MGMT IP ҍ Ȃ 

ip address ip-address subnet-mask 
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 ip-address IP  

 subnet-mask  

 

   

 

פ   Ȃ 

 

ᶏ   MGMT MGMT̆ ҹ 0Ȃ 

 

ҽᶛ  

ᶛ 1̔ MGMT IP ̔ 

Ruijie#config 

Ruijie(config)#interface mgmt 0 

Ruijie(config-if-Mgmt 0)#ip address 192.168.0.2 255.255.255.0 

Ruijie(config-if-Mgmt 0)#end 

Ruijie# 

 

῏  פ
  פ 

 show interface mgmt MGMT
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פ    

 

ᶏ   ֽ ԍ ҍ MGMT ῤ Һ Ȃ 

 

ҽᶛ  

ᶛ 1̔ Һ 192.168.0.1ҍ MGMT ̔ 

Ruijie#ping oob 192.168.0.1 

Sending 5, 100-byte ICMP Echoes to 192.168.196.1, timeout is 2 seconds: 

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/10/10 

ms 

 

῏  פ
  פ 

  -  - -(�£I  -(�£��a-(�£�—
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῏  פ
  פ 

 - - 



ץ  פ

http://www.ruijie.com.cn 

3.1.7 traceroute oob  

HTTP ׆ Ȃ 

traceroute oob host 

 

 

   

 host Һ IP  

 

   

 

פ    

 

ᶏ   ֽ ԍ MGMT ⌠ ῤҺ Ȃ 

 

ҽᶛ  

ᶛ 1̔ MGMT ⌠ ῤҺ 192.168.200.1 ̔ 

Ruijie#traceroute oob 192.168.200.1 

  < press Ctrl+C to break > 

Tracing the route to 192.168.200.1 

 

 1    192.168.196.1 10 msec 10 msec 0 msec 

 2    192.168.187.1 10 msec 10 msec 10 msec 

 3    192.168.198.43 0 msec 10 msec 0 msec 

 4    192.168.200.1 10 msec 10 msec 10 msec 

 

῏  פ
  פ 

 - - 

 

  NPE ↓̔NPE40ȁNPE60 Ȃ 

 

פ  
   

 10.3(4b7) פ 
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4 配置 LINE 命令 

4.1 LINE 配置相关命令 

4.1.1 line 

῀⌠ LINE ̆ᶏ Ҋץ  ̔פ

line [aux | console | tty | vty] first-line [last-line] 

ȍ Ȏ 

  

aux ̆ѿ ֽ ↓֟ ҉ 

console └  

tty ̆ѿ ֽ ↓֟ ҉ 

vty ̆ ԍ telnet/ssh  

First-line ῀ first-line  

Last-line ῀ last-line  

 

ȍ Ȏ 

 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

῀ LINE  

ȍҽᶛȎ 

῀⌠ LINE VTY 1 ⌠ 3 LINE ̔ 

Ruijie(config)# line vty 1 3 

ȍ ῏  Ȏפ
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4.1.2 line vty 

פ ץ ⱴ ╠ ᶏץ VTY Ȃ פ no ⁞ץ

╠ ᶏץ VTY Ȃ 

line vty line-number 

no line vty line-number 

ȍ Ȏ 

’Ҋ̆ VTY ҹ 5̆ ҹ 0--4Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ⱴ ⁞ VTY ̆ ᶏץ ҉ פ Ȃ 

ȍҽᶛȎ 

VTY ⱴ⌠ 20̆ VTY ҹ 0--19Ȃ 

Ruijie(config)# line vty 19 

VTY ⁞ ⌠ 10̆ VTY ҹ 0—9Ȃ 

Ruijie(config)# line vty 10 

ȍ ῏  Ȏפ

 

4.1.3 transport input 

Line Ҋ ץ ᶏ̆ transport input פ Line Ҋ ץ

Ȃᶏ default  transport  input ҹ LINEҊᾛ ҹ ṿȂ 

transport input {all | ssh | telnet | none} 

default transport input 

ȍ Ȏ 

  

all Line Ҋ̆ᾛ Ȃ 

ssh

shshG}5žB�Line
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ȍ Ȏ 

̆VTY ᾛ Ȃ ῒ TTY ṿҹ NONĔ

Ҍᾛ ᴋᵥ Ȃ ԅ ץ ̆ ᶏץ default 

transport input я Ȃ 
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access-list-number 
access-list ӈ └↓

Ȃ 

in └ Ȃ
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5 配置 DLDP 命令 

5.1.1 DLDP 配置相关命令 

5.1.2 dldp ip 

פ dldp ip ⱳ ̆ 100 ̆ ҈ Ȃ

no פ ῒ ṿȂ 

dldp ip [nexthopip] [interval value | retry value ]  

no dldp ip [nexthopip] 

ȍ Ȏ 

ip̔     ip  

nexthopip: Ҋѿ ip  

interval̔  

retry ̔    

ȍ Ȏ 

’Ҋ interval ҹ 100 ̆ ҈ ̕ ᵬ ҹ׆ Ȃ 

ȍ פ Ȏ 

Interface  

ȍᶏ Ȏ 

ҍ MSTP ̂ ̃ ̆ ԍץ ӎ Ḡ ̆

҉ ῀׃̆ Ҍ ѿԊᴆȂ ⱳ ̆ ץ ‰

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ҹ ̆Ẋ ҹ 10.83.132.1̔  

Ruijie(config)# interface GigabitEthernet 1/0 

Ruijie(config-if)# dldp 10.83.132.1 

Ruijie(config-
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    Ruijie(config-if)# 

    ̆ ipҹ 20.1.1.1̆Ҋѿ ipҹ 10.1.1.1̔ 

    Ruijie(config)# dldp 20.1.1.1 10.1.1.1 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

ֽפ RGNOS10.3 ӊ ҉ ̆ RGNOS10.3Ȃ 

5.1.3 dldp passive 

פ dldp passive dldp ᵬԍ ꜚ ̆ no פ ῒ

ṿȂ 

dldp passive 

no dldp passive 

ȍ Ȏ 

     

ȍ Ȏ 

’Ҋ ᵬ ҹҺꜚ Ȃ 

ȍ פ Ȏ 

Interface  

ȍᶏ Ȏ 

dldp ԍ ⌠ Ҋ ̆ ץ Ҭ ҹ ꜚ ⁞ץ Ҭ

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ҹ ̆ dldp ᵬԍҺ ̔ 

    Ruijie(config-if)# dldp passive 

ȍ ῏  Ȏפ

ȍ Ȏ 
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6 配置拨号命令 

6.1 拨号相关命令 

6.1.1 clear counters 

Ḥ ̆ פ clear countersȂ 

clear counters [ interfece-type interface-number ] 

ȍ Ȏ 

interface-type ̔ ̆ AsyncȁDialerȁGigabitEthernetȁGroup-Asyncȁ

LoopbackȁNullȁSerialȂ 

interface-number ̔ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ḥ show interface ⌠ Ȃᶏ פ Ḥ

̆Һ ԍ ᶏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ פ ѿҩ ₮̔ 

Ruijie# show interface async 1 

Async1 is down, line protocol is down 

Hardware is Async Serial 

Internet address is 1.1.1.1/24 

MTU 1500 bytes, BW 9 Kbit, DLY 100000 usec, rely 255/255, load 

1/255 

Encapsulation PPP, loopback not set, keepalive not set 

DTR is pulsed for 5 seconds on reset 

LCP Closed 

Closed: ipcp 

Last input 18:17:02, output 18:17:02, output hang never 

Last clearing of "show interface" counters never 

Input queue: 0/75/0 (size/max/drops); Total output drops: 0 

Queueing strategy: weighted fair 

Output queue: 0/64/0 (size/threshold/drops) 
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Conversations  0/1 (active/max active) 

Reserved Conversations 0/0 (allocated/max allocated) 

5 minute input rate 0 bits/sec, 0 packets/sec 

5 minute output rate 0 bits/sec, 0 packets/sec 

1396 packets input, 20516 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 

1 input errors, 1 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort 

1467 packets output, 22937 bytes, 0 underruns 

0 output errors, 0 collisions, 11 interface resets 

0 output buffer failures, 0 output buffers swapped out 

0 carrier transitions 

Ruijie# clear  counters 

Clear "show interface" counters on all interfaces [confirm] 

Ruijie# 

%COUNTERS: Clear counter on all interfaces by console 

Ruijie# show interface async 1 

Async1 is down, line protocol is down 

Hardware is Async Serial 

Internet address is 1.1.1.1/24 

MTU 1500 bytes, BW 9 Kbit, DLY 100000 usec, rely 255/255, load 

1/255 

Encapsulation PPP, loopback not set, keepalive not set 

DTR is pulsed for 5 seconds on reset 

LCP Closed 

Closed: ipcp 

Last input 18:17:15, output 18:17:15, output hang never 

Last clearing of "show interface" counters 00:00:02 

Input queue: 0/75/0 (size/max/drops); Total output drops: 0 

Queueing strategy: weighted fair 

Output queue: 0/64/0 (size/threshold/drops) 

Conversations  0/1 (active/max active) 

Reserved Conversations 0/0 (allocated/max allocated) 

5 minute input rate 0 bits/sec, 0 packets/sec 

5 minute output rate 0 bits/sec, 0 packets/sec 

0 packets input, 0 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort 

0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 0 interface resets 

0 output buffer failures, 0 output buffers swapped out 

0 carrier transitions 

ȍ ῏  Ȏפ
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  פ

show interface Ḥ  

 

6.1.2 clear dialer 

DDR Ḥ ̆ פ clear dialer Ȃ 

clear dialer [interface-type interface-number ] 

ȍ Ȏ 

interface-type ̔ ̆ AsyncȁBriȁGroup-AsyncȁSerial Ȃ 

interface-number ̔  

ȍ Ȏ 

ΐᵣ ̆ DDR Ḥ Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ DDR 1 Ḥ ̔ 

Ruijie# clear dialer async 1 

6.1.3 clear interface 

ᴆ Ḥ ̆ פ clear interfaceȂ 

clear interface interface-type interface-number 

ȍ Ȏ 

interface-type ̔ ̆ AsyncȁDialerȁGigabitEthernetȁGroup-Asyncȁ

LoopbackȁNullȁSerial Ȃ 

interface-number ̔  

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ ұ 0 ᴆ Ḥ ̔ 

Ruijie# clear interface serial  1/0 
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6.1.4 clear line 

̆ ץ פ clear lineȂ 

clear line [ line-type ] line-number 

ȍ Ȏ 

line-type ̔Line ̆ auxȁconsoleȁvtyȂ ↕ҹ ttyȂ 

line-number ̔ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ץ ԍ ̂ttyȁaux̃ȁ ̂vtyȁconsolẽȂ

̆פ ᶏ line ԍ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ VTY 0 ̔ 

Ruijie# clear line vty 0 

6.1.5 debug dialer  

̂DDR̃ ῏̆ פ debug dialerȂ 

debug dialer { pkt | mlp|callback|event} 

ȍ Ȏ 

pkt ̔ ┬  

mlp ̔  

callback̔dialer Ԋᴆ 

event̔ Ԋᴆ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ץ ῏Ȃ 

6.1.6 debug ppp 

PPP ῏̆ ץ פ debug pppȂ 
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debug ppp [ authentication | error | event | negotiation | packet ] 

ȍ Ȏ 

authentication ̔PPP  

error ̔PPP  

event ̔PPP Ԋᴆ 

negotiation ̔PPP  

packet ̔PPP  

ȍ Ȏ 

̆↕ PPP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Һפ ԍ PPP ̆ ΐᵣ Ҭ̆ ץ ̆

Ҍ ῏Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ PPP Ԋᴆ ̔ 

Ruijie# debug ppp event 

6.1.7 dialer enable-timeout 

̆ פ dialer enable-timeoutȂ פ no

ṿȂ 

dialer enable-timeout seconds 

no dialer enable-timeout 

ȍ Ȏ 

senconds ̔ ̂ ̃Ȃ 

ȍ Ȏ 

15  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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℗ ץ ץ ╠ץ ̆ Ῥ

╠ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҹ 10 ̔ 

Ruijie(config)# interface async 1 

Ruijie(config-if)# dialer enable-timeout  10 

6.1.8 dialer-group 

῏ ┬ ↕̆ פ dialer-groupȂ פ no

− ↕ ῏ Ȃ 

dialer-group group-number 

no dialer-group 

ȍ Ȏ 

group-number ̔┬ ↕  

ȍ Ȏ 

῏ ↕Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿҩ ̆ ᾢ ָӇ ┬ץ ̆┬ ↕ ῃ

פ dialer-list ̆ ̆ ҉῏ ῒҬѿ ↕Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ῏ ┬ ↕ 1̂ IP ┬ ̃̔ 

Ruijie(config)# dialer-list  1 protocol  ip permit 

Ruijie(config)# interface async 1 

Ruijie(config-if)# dialer-group 1 

ȍ ῏  Ȏפ

  פ

dialer-list ӈ ↕ 
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6.1.9 dialer hold-queue 

Ḡ ↓̆ פ dialer hold-queueȂ פ no

῏ Ḡ ↓Ȃ 

dialer hold-queue packets [ timeout seconds ] 

no dialer hold-queue [ packets [ timeout seconds ] ]  

ȍ Ȏ 

packet ̔ ↓ҬḠ № ̆ ṿ 0 ⌠ 100Ȃ 

timeout seconds ̔№ Ḡ ↓ ̂ ̃̆ 45sȂ 

ȍ Ȏ 

῏ Ḡ ↓ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ MODEM ѿ ̆ ᴪҡ Ȃp

ԅḠ ↓ ↕̆ ץ ┬ ↕ Ḡ ҉̆ ץ ̆

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ḡ ↓ҹ 50̔ 

Ruijie(config)# interface async 1 

Ruijie(config-if)# dialer hold-queue 50 

6.1.10 dialer idle-timeout 

̆ פ dialer idle-timeoutȂ פ no

Ȃ 

dialer idle-timeout seconds 

no dialer idle-timeout 

ȍ Ȏ 

seconds ̔ ̂ ̃Ȃ 

ȍ Ȏ 

120  

ȍ פ Ȏ 
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ȍᶏ Ȏ 

Ḥ ℗ ̆ ⌠ѿҩ⌠

̆ ᵝ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 1 ҹ 60 ̔ 

Ruijie(config)# int async 1 

Ruijie(config-if)# dialer idle-timeout 60 

ȍ ῏  Ȏפ

  פ

dialer-group ῏ ↕ 

dialer fast-idle  

 

6.1.11 dialer-list  

ӈ┬ ↕̆ ᶏ ῃ פ dialer-listȂ פ no −

┬ ↕Ȃ 

dialer-list dialer-group protocol { ip } { permit | deny | list  

access-list-number } 

no dialer-list dialer-group [ protocol { ip } { permit | deny | list  

access-list-number } ] 

ȍ Ȏ 

dialer-group ̔┬ ↕ Ȃ 

permit ̔ᾛ ҩ  

deny ̔ ҩ  

list ̔ᶏ ↓ Ҍ ҩ ӈ┬ ↕Ȃ 

access-list-number ̔ ↓ Ȃ 

ȍ Ȏ 

Ҍ ӈ┬ ↕Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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Ruijie(config)# interface async 1 

Ruijie(config-if)# dialer pool-member 1 priority 50 

Ruijie(config-if)# dialer pool-member 2 priority 100 

ȍ ῏  Ȏפ

  פ

dialer pool ҉῏ Ȃ 

dialer remote-name Һ Ȃ 

 

6.1.14 dialer priority 

̂ DDR Ҭ̃ ᴨᾢ ̆ פ dialer 

priorityȂ פ no Ȃ 

dialer priority number 

no dialer priority 

ȍ Ȏ 

number ̔ᴨᾢ ̂0͘255̃̆ ṿ ̆ᴨᾢ ̆ ṿҹ 0Ȃ 

ȍ Ȏ 

ṿҹ 0 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ DDR Ҭᶏ Ȃҹԅᶏ ֓ ȁ Ḥ ⌠ᴨ

ᾢᶏ ̆ ץ ֓ ᴨᾢ ᴨᾢ ̆

DDR ̆ ᾢ ֓ᴨᾢ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 1 ᴨᾢ ҹ 50̔ 

Ruijie(config)# interface async 1 

Ruijie(config-if)# dialer priority 50 

6.1.15 ip address negotiated 

PPP ̆ ᶏ פ ip address negotiatedȂ

פ no ⱳ ⱳ Ȃ 

ip address negotiated 
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no ip address negotiated 

ȍ Ȏ 

ṿ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Һפ ԍ ᶏ̆ IP Ⱶ ꜚ № ̆

Ḃ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 1 IP ̔ 

Ruijie(config)# interface async 1 

Ruijie(config-if)# ip address  negotiate 

ȍ ῏  Ȏפ

  פ

encapsulation ppp PPP  

ip address IP  

ip unnumbered  ῍ ῒז IP  

 

6.1.16 ip address-pool 

ӈῃ IP № ̆ ῃ פ ip address-poolȂ פ no

Ȃ 

ip address-pool [local ] 

no ip address-pool 

ȍ Ȏ 

local ̔ № ̆ᶏ IP ҹ ῀ № IP Ȃ 

ȍ Ȏ 

Ҍ ῃ №  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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ҹפ ῀ № ̆ Ҋץ ’Ҋ̆ῃ №

̔ 

ᶏ peer default ip address פ ҉ҹ ῀ ԅ ̆ 

ȍҽᶛȎ 

Ҋ ᶛ ῃ № ҹᶏ ̔ 

Ruijie(config)# ip address-pool local 

ȍ ῏  Ȏפ

  פ

ip local pool ӈ  

peer default ip address ῀ IP  

 

6.1.17 ip route 

פ ῏Ḥ IP פ Ȃ 

6.1.18 line 

῀ └ Line ̆ ῃ פ lineȂ 

line [ aux | console | vty ] line-number [ ending-line-number ] 

ȍ Ȏ 

aux ̔ ᴍ Line  

console ̔ └ Line  

vty ̔ҹ ᶫ  

line-number ̔Line ̆ Ҭ ѿҩ Line Ȃ 

end-line-number ̔Line ѿҩ line Ȃ 

ȍ Ȏ 

Line  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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ᾛפ ҩ Line ѿ Line Ȃ Line aux 

\ console \ vty ῏ ̆↕ ҹ ̆ ץ show line

פ Ȃ 

Ruijie# sh line 1 

Tty     Type    speed   Overruns 

* 0     AUX     115200  0 

Line 1, Location: "", Type: "" 

Length: 24 lines, Width: 80 columns 

Special Chars: Escape  Disconnect  Activation 

^^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

00:10:00     never 

History is enabled, history size is 10. 

Total input: 0 bytes 

Total output:  1 bytes 

Data overflow:  0 bytes 

stop rx interrupt:  0 times 

Modem: IDLE 

Tty Ҋ ҹ Ȃ └ 0Ȃῒז ῀

ץ̆ show line ҹ‰Ȃ 

ᶏ aux \ console \ vty ῏ Line ̆ѿ ’Ҋ

ѿ ̆ 1 Line ҹ 1̆Ҍ ≢̆ show line פ

╠ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ῀ 0 ⌠ 4 Line ̆ ᵬ ԍ 0

⌠ 4̔ 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# exec-timeoie
ET

BT

1 0 

[<091

 �Ï�n�»�Ð
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no peer default ip address 

ȍ Ȏ 

ip-address ̔ҹ ῀ ѿҩ IP ̆ҹԅ ᾧ ҩ ῀ ᶏ IP

̆ Ҍ DDR Ҭᶏ ҹ ῀ ѿҩ IP

Ȃ 

pool ̔ ᶏ pool-name-list ↕̆ᶏ ῃ №

Ҭ Ȃ 

pool-name-list ̔  

ȍ Ȏ 

ᶏ ῃ № Ҭ ҹ ῀ № IP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ PPP Ҭҹ IP ̆

̆↕ᶏ IP Ȃ 

Ҋץ ’Ҋ̆ פ ῃ № Ҭ ̔ 

 ᶏ peer default ip address ip-address ҹ IP  

 ᶏ peer default ip address pool-name-list ҹ

№ IP  

ȍҽᶛȎ 

Ҋ ᶛҹ 1 ῀ IP ̔ 

Ruijie(config)# interface async 1 

Ruijie(config-if)# peer default  ip address 1.1.1.2 

ȍ ῏  Ȏפ

  פ

ip address-pool  ῃ  

ip dhcp-server  DHCP Ⱶ  

ip local pool  
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6.1.20 ppp max-bad-auth 

PPP ̆ פ ppp max-bad-authȂ פ

no Ȃ 

ppp max-bad-auth number 

no ppp max-bad-auth 

ȍ Ȏ 

number ̔PPP ̆ ҹ 0 Ȃ 

ȍ Ȏ 

Ҍ  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ѿ ̆ ҹ 3̆ ѿ ץ ̆

2 Ȃ ѿ ץ ̆ ̂ ᵝ̃Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ 1 ҹ 4: 

Ruijie(config)# interface async 1 

Ruijie(config-if)# ppp max-bad-auth  4 

ȍ ῏  Ȏפ

  פ

Ppp authentication PPP  

 

6.1.21 pppoe enable 

ץ ҉ PPPoĔ ᶏ פ pppoe enableȂ פ no

῏ PPPoEȂ 

pppoe enable 

no pppoe enable 

ȍ Ȏ 

῏ PPPoEȂ 

ȍ פ Ȏ 
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ȍᶏ Ȏ 

פ ץ PPPoE ӊѿ̆פ ԍ PPPoE

ⱳ Ȃ 

ѿפ RGNOS ↓ PPPoE ᶏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ RGNOS ץ↓ ҉ PPPoE̔ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# pppoe enable 

ȍ ῏  Ȏפ

  פ

pppoe-client PPPoE DDR ⱳ  

 

6.1.22 pppoe-client 

ץ PPPOE ̂DDR̃ⱳ ̆ ᶏ פ

pppoe-clientȂ פ no PPPoE ⱳ Ȃ 

pppoe-client dial-pool-number number {dial-on-demand| no-ddr} 

no pppoe-client dial-pool-number number  

ȍ Ȏ 

number ̔  

dial-on-demand̔PPPoE Client Ȃ  

no-ddr̔PPPoE Client ӄ Ȃ 

ȍ Ȏ 

῏  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ פ ץ ⌠ ѿҩ ̆ ᶏ ׆̆ ҹ

ץ ῏ ̆ DDR Ȃ 

ץ ң ̔ 
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1̃̔ ҹ dial-
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DialStr SuccCalls       FailCalls       LastCall-time   

LastStat 

̔ 

default̔ ᶏ dialer string פ ӈ ̆↕ defaultȂ 

ῒז ̆ҌῬ Ȃ 

 

6.2.2 show pppoe 

PPPoE Ḥ ̆ פ show pppoe Ȃ 

show pppoe { session | tunnel } 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ session tunnel Ḥ ѿ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ פ ѿҩ ̔ 

Ruijie# show pppoe tunnel 

pppoe tunnel state 

state is TERMINATED ,my mac is 4E.54.38.00.00.01 , peer mac is 

00.D0.F8.38.AA.20  

Next timer fires after: 00:00:14 

PPPOE Ḥ ҊΈץ ̔ 

 SENT_IDLE        

 SENT_PADI       PADI  

 RECEIVED_PADO  ⌠ PADO 

 SENT_PADR       PADR 

 SESSION          ῀ Session  

 TERMINATED      Session  

Next timer fires after̔ Ҋ ꜚᵬ ╠ Ȃ 
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7 配置 Aggregate Port 命令 

7.1 aggregateport load-balance 

 AP Ȃᶏ פ no ҹ Ȃ 

 aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip | src-ip | src-dst-ip | src- l4port | 
dst-l4port | src-dst-l4port | src-ip-src-l4port | src-ip-dst-l4port | dst-ip-src-l4port | dst-ip-dst-l4port | 
src-ip-src-dst-l4port | dst-ip-src-dst-l4port | src-dst-ip-src-l4port |  src-dst-ip-dst-l4port | 
src-dst-ip-src-dst-l4port } 

 no aggregateport load-balance 
  

ȍ Ȏ   

 dst-mac ῀ MAC № Ȃ AP Ҭ̆ MAC

⌠ ̆ MAC Ҍ № ⌠Ҍ

Ȃ 

 src-mac ῀ MAC № Ȃ AP Ҭ̆Ҍ MAC

№ ⌠Ҍ ̆ MAC ᶏ

Ȃ 

 src-dst-mac MAC ҍ MAC № ȂMAC�>-�,´

F�>|#qGÿ�6G}�Ä

MAC
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Ȃ 

 

dst-ip-src-dst-l4port 

IPȁL4 ҍ L4 № ȂҌ

IP+L4 +L4 № ̆

ΐ IP+L4 +L4 ↕ №

Ȃ 

 

src-dst-ip-src-l4port 

IPȁ IP ҍ L4 № ȂҌ IP+ IP+L4

№ ̆ΐ IP+

IP+L4 ↕ № Ȃ 

 

src-dst-ip-dst-l4port 

IPȁ IP ҍ L4 № ȂҌ IP+

IP+L4 № ̆ΐ IP+

IP+L4 ↕ № Ȃ 

 

src-dst-ip-src-dst-l4port 

IPȁ IPȁL4 ҍ L4 № ȂҌ

IP+ IP+L4 +L4

№ ̆ΐ IP+ IP+L4 +L4

↕ № Ȃ 

  

ȍ Ȏ Ҋ̆ ῀ MAC + MAC № ̕ ῏ Ҋ̆ ῀

IP + IP № Ȃ 

 AP ᵲ ῗ ЇҒ ԓ MAC ɻ MAC MAC

+ MAC ɼ 

  

ȍ פ Ȏ ῃ Ȃ 
  

ȍᶏ Ȏ ᶏ show aggregateport load-balance פ AP Ȃ 
  

ȍ ҽᶛȎ Ҋ ᶛ ԍ ԍ MAC ̔ 

Ruijie# configure terminal 

Ruijie(config)# aggregateport load-balance dst-mac 
  

ȍ ῏   פ Ȏפ

 show aggregateport load-balance AP Ȃ 

  

ȍ Ȏ ֽ NPE40/NPE50E/NPE60E ֟  Ȃפ

7.2 aggregateport member linktrap 

 AP LinkTrap ⱳ Ȃᶏ פ no ῏ AP LinkTrap ⱳ Ȃ 

 aggregateport member linktrap 
 no aggregateport member linktrap 
  

ȍ Ȏ   

 - - 

  

ȍ Ȏ ’Ҋ̆AP LinkTrap ⱳ ῏ Ȃ 
  

ȍ פ Ȏ ῃ Ȃ 
  

ȍᶏ Ȏ Ҋ̆Ҍ [ no ] snmp trap link-status פ AP LinkTrap ⱳ ̆

ῃ Ҋ ᶏ̆ [ no ] aggregateport member linktrap פ AP LinkTrap

ⱳ Ȃ 
  

ȍ ҽᶛȎ Ҋ ᶛ ԍ AP LinkTrap ⱳ ̔  

Ruijie# configure 
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ȍ ῏   פ Ȏפ

 - - 

  

ȍ Ȏ ֽ NPE40/NPE50E/NPE60E ֟  Ȃפ

7.3 interfaces aggregateport 

 AP ῀ AP Ȃᶏ פ no − AP Ȃ 

 interfaces aggregateport ap_number 
 no interfaces aggregateport ap-number 
  

ȍ Ȏ   

 ap_number AP Ȃ 

  

ȍ Ȏ ’Ҋ̆AP ⇔ Ȃ 
  

ȍ פ Ȏ ῃ Ȃ 
  

ȍᶏ Ȏ AP ⇔ ̆ interfaces aggregateport פ ꜚ ῀ AP ̕ AP ⇔ ̆

interfaces aggregateport ᴪᾢ⇔ AP ̆ ⇔ ⱳ̆↕ ῀ AP Ȃ 
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ȍ Ȏ ֽ NPE40/NPE50E/NPE60E ֟  Ȃפ

7.5 show aggregateport 

 AP Ḥ AP Ȃ 
 show aggregateport { [ 
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IP 地址和服务 

 
 

 

№Ύ׃ IP Ⱶ פ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. IP  פ

2. IP Ⱶ  פ

3. IPv4 REF  פ

4.  

5. IP NAT  פ

6. ₮  פ

 פ .7
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1 配置 IP 地址命令 

1.1 接口地址配置命令 

1.1.1 ip address 

פ IP ̆ ץ no − IP Ȃ פ

Ҋ̔ 

ip address ip-address network-mask [ secondary ] 

no ip address ip-address network-mask [ secondary ] 

ȍ Ȏ 

  

ip-address 
32 ҩ ᵝ IP ̆8 ᵝѿ ץ̆ └

̆ ӊ Ȃ 

network-mask 

32 ҩ ᵝ ̆―1‖ ᵝ̆―0‖

Һ ᵝȂ 8 ᵝѿ ץ̆ └ ̆ ӊ

Ȃ 

secondary IP Ȃ 

ȍ ’Ȏ 

IP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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RGOS ᴆ ץ ѿҩ ҩ IP ῒ̆ҬѿҩҹҺ IP ῒ̆ᵩῃ

ҹ IP Ȃ IP ҉ └̆ ץ ̆ᵖ

ԅҺ IP IP Ȃ IP ҍҺץ IP ԍ ѿҩ

Ҍ Ȃ Ҭ ᴪ̆ ᶏ ⌠ IP ̆ Ҋץ ’Ҋ

IP ̔ 

 ѿҩ Һ Ȃ ѿ ѿҩ C ̆ №

254 Һ Ȃᵖ Һ 254 ̆ѿҩ C Ҍ № ̆

№ ѿҩ C Ȃ ңҩ ̆ ץ ҩ IP

Ȃ 

 ԍ ԋ ̆ ⅞№Ȃ IP ᶏ

ᶏץ ⌠ ԍ IP Ȃ ԍ ҩ ̆ ѿ

ҩ IP Ȃ 

 ѿҩ ңҩ ѿҩ ̆ᵰ ⇔ץ ѿҩ

̆ IP ̆ Ȃѿҩ Ҍ

ңҩ ңҩ҉ץ ₮ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ Һ IP ҹ 10.10.10.1̆ ҹ 255.255.255.0Ȃ 

ip address 10.10.10.1 255.255.255.0 

ȍ ῏  Ȏפ

  פ

show interface Ḥ  

ȍ Ȏ 

ԋ ҉̆ ҈ IP ̆ ғҌ ԋ ̆

secondary  

1.1.2 ip unnumbered 

פ ̆ѿҩ ҹ ̆ ҉ᾛ

IP ̆ ץ IP Ȃ ץ no Ȃ 

ip unnumbered interface-type interface-number 

no ip unnumbered interface-type interface-number 

ȍ Ȏ 

  

interface-type ῏  
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interface-number ῏  

ȍ ’Ȏ 

’Ҋ̆ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ꜚ IP ̆ᵖ Ҍ№ IP ̆ ῏

ѿҩΐ IP Ȃ ֟ IP ̆ IP ҹ῏

IP Ȃ Ӟ ῏ IP ̆‗

Ȃ ̆ Ҋץ └̔ 

 ץ Ҍ Ȃ 

 ұ SLIPȁHDLCȁPPPȁLAPBȁFrame-relay ̆ ץ

Ȃᵖ Ҭ ̆ ⌠ ᾛ ȂX.25

Ҍᾛ Ȃ 

 Ҍ ping פ ᵬ ̆ ҹ IP

Ȃᵖ SNMP ץ ⌠ Ȃ 

 Ҍ ꜚȂ 

ȍҽᶛȎ 

Ҋץ ̆ ҹ ̆῏ ҹ GigabitEthernet 0/1Ȃ῏

IP Ȃ 

ip unnumbered GigabitEthernet 0/1 

ȍ ῏  Ȏפ

  פ

show interface Ḥ  

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 
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1.2.2 arp-learning 

פ ARP ӟⱳ Ȃ פ no ῏ ⱳ Ȃ 

῏ ꜚ ARP ӟⱳ ̆ ҌᴪῬ ӟ ꜚ ARP ̆ Һꜚ ₮

ARP ץ ⌠ ARP Ȃ ԍ῏ ӊ╠ ӟ⌠ ꜚ ARP ,

ҹ ARP ̆↕ᴪ ̆ ⌠ ̆ ꜚ ARP ᴪ

Ȃ 

arp-learning enable 

no arp-learning enable 

 
   

 - - 

 

  ’Ҋ ᶏ ꜚ ARP ӟⱳ Ȃ 

 

פ   Ȃ 

 

ᶏ   

 

ӟ⌠ ӟ ꜚ ARP ̆ web ꜚ ARP ҹ

ARP ̆ ⱳ ̆ ↕Ҍ ⱳ Ȃ ꜚ ARP Ҍ ӟⱳ ̆

ꜚ ARP ̆ ꜚ ARP ҹ ARP ̆ ץ

web ̆ ꜚ ARP Ҍ̆ᾛ ѿ ҉ ↕̆ ץ clear 

arp ̆פ ↕ꜚ ARP ̆ ⌠ ̆ ꜚ ARP

Ȃ Ả ꜚ ARP ӟⱳ ̆↕ AnyIP ⱳ ȁ₮ ῏ ARP ⱳ Ȃ 

 

ҽᶛ  

ᶛ Ҋץ1̔ ̆ ꜚ ARP ӟⱳ Ȃ 

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# arp-learning enable 

ᶛ Ҋץ2̔ ̆῏ ꜚ ARP ӟⱳ  

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# no arp-learning enable 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4b8) 10.3(4b8)  
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1.2.3 arp any-ip 

פ AnyIP ⱳ Ȃҹԅ IP ῏ Ҍḱ Ӟ ҉ ̆

ῳᾟ ף̆῏ ARP ̆ ҹ IP ꜚ

Ȃ פ no ῏ ⱳ Ȃ 

arp any-ip 

no arp any-ip 
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῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4t76) 10.3(4t76)  

 

1.2.4 arp retry interval 

ᶏ ̆פ ץ arp ̆ ѿҩ IP ̆

2 ARP Ȃᶏ פ no ץ ᴰ 1

ARP Ȃ 

arp retry interval seconds 
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1.2.5 arp retry times 

ᶏ ̆פ ץ ᴰ arp ̆ ѿҩ IP ̆

ARP Ȃᶏ פ no ץ ᴰ

ARP 
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  start-ip-address 
ARP IP ̆ IP ԍ

ԍ IP  

  end-ip-address 
ARP IP ̆ IP ԍ

ԍ IP  

 

  ’Ҋ ⱳ ῏ Ȃ 

 

פ   Ȃ 

 

ᶏ   

1ȁ ARP ⱳ ѿ ҍ WEB ꜚ ARP ARP ⱳ ᶏ Ȃ 

2ȁ ԍ ARP IP Ҍ Ȃ 

3ȁ ῤ № IP ↕̆ ץ ARP ̆

ῤ ⁞̆ ȂARP ῤ Һ

ԍ ԍ 1024Ȃ 

4ȁ ARP IP IP ҍ IP ̂Һ IP

׆ IP ̃ ѿ Ȃ 

5ȁ Ҍ ARP IP IP ̆↕ֽ Ҋ

Һ IP ῤ Ȃғ Һ IP ԍ ԍ 22

ᵝȂ 

6ȁ ARP ԍ ̆ ѿ ̆ ѿ ̆Ҍ Ḡ Ҋ Ȃ 

7ȁ ARP ̔ ѿ ̆ ᴆ ҈ UP̂ UP ғ

ԅ IP ̃Ȃ 

 

ҽᶛ  

 

ᶛ Ҋץ1̔ ̆ ARP ⱳ ̆Ҍ IP  

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# arp scan  

 

ᶛ Ҋץ2̔ ̆ ARP ⱳ ̆ IP  

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# arp scan 1.1.1.1 1.1.1.10 

 

῏   פ  פ
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 - - 

 

פ   NPE ₮ ῏ ҉ Ȃ 

 

פ  
   

 10.3(4b8) 10.3(4b8)  

 

 

1.2.7 arp trusted 

ᶏ ̆פ ץ Ḥᴋ ARP ҩ Ȃ פ no ṿȂ 

arp trusted number 

no arp trusted 

ȍ Ȏ 
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  פ

update arp 

Ḥᴋ ARP ԍ

DHCP serverȂ פ DHCP

Ҋ Ȃ 

1.2.8 arp trust-monitor enable 

פ ₮ ῏ Ḥ arp ⱳ Ȃ פ no ῏ ⱳ Ȃ 

arp trust-monitor enable 

no arp trust-monitor enable 

 
   

 - - 

 

  ’Ҋ ⱳ ῏ Ȃ 

 

פ   Ȃ 

 

ᶏ   

1ȁ₮ ῏ Ḥ arp ⱳ ԍ ᶏ̆ ꜚ ARP 60 ̆

῏ ∞ ꜚ ARP ҹ 60 ↕ ҹ ṿ 3600 ̕ 

2ȁ₮ ῏ Ḥ arp ⱳ Ҍ ԍ GSN Ḥ arp ⱳ ̆ῒ ׅ ꜚ ARP̆

ꜚ ARP └̆ ӟ ҹ ҹҤ ̔ ӟ arp

Ṝ̆ ᴪ ̆ ⌠ ӟ ARP ̆ ↕Ҍᴪ

ӟ̕ 

3ȁ ⌠ ARP ̆ Ҍ ARP ῒ̆ ҹҹ ̆

ARP ̆ ҉ ARP ̕ 

4ȁ ⌠ ARP ̆ ARP Ҍ Ȃ

ҹ ̔ ̆↕ ҹ ̕ Ҍ ̆↕ ҹ

̆ ҉ ARP ̕ 

 

ҽᶛ  

ᶛ Ҋץ1̔ ̆ ₮ ῏ Ḥ arp ⱳ Ȃ 

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# arp trust-monitor enable 

 

ᶛ Ҋץ2̔ ̆῏ ₮ ῏ Ḥ arp ⱳ  

Ruijie(config)# interface gi 0/0 

Ruijie(config-if-GigabitEthernet 0/0)# no arp trust-monitor enable 
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1.2.10 arp unresolve 

ᶏ ̆פ ץ ARP Ҭ ҩ Ȃ פ no ץ

ṿ 8192Ȃ 

arp unresolve number 

no arp unresolve 

ȍ Ȏ 

  

number 
ARP ҩ ̆ ṿ ҹ< 

1-8192 >Ȃ ṿҹ 8192 

ȍ ’Ȏ 

ARP ‖ Ҭ ץ 8192 ҩ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ARP Ҭ₮ ̆ ғѿ ̆ ץ

פ └ ҩ Ȃ 

ȍҽᶛȎ 

Ҋץ ̆ ҩ ҹ 500Ȃ 

arp unresolved 500 

ȍ ῏  Ȏפ

 

1.2.11 arp gratuitous-send interval 

ᶏ ̆פ ץ ᾧ arp Ȃ פ no ῏

҉ ⱳ  

arp gratuitous-send interval seconds 

no arp gratuitous-send  

ȍ Ȏ 

  

seconds 
ᾧ ARP ̆ ᵝ ̆ ṿ

<1-3600>Ȃ 
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ȍ ’Ȏ 

ᾧ ARP ⱳ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ẠҹҊ ῏ ̆ Ҋ Ҭ ῳᾟ ῏ ҹ̆↕

ץ ᾧ ARP ̆Ὲ ῏Ȃ 

ȍҽᶛȎ 

Ҋץ ̆ SVI 1 ѿ ᾧ ARP Ȃ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

Ҋץ ̆Ả SVI 1 ᾧ ARP  

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# no arp gratuitous-send 

ȍ ῏  Ȏפ

 

1.2.12 arp timeout 

ARP ‖ Ҭ ARP ̆ ץ Ȃפ פ no

ץ Ȃ
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ARP ꜚ ӟ⌠ IP MAC ᵬ Ȃ

̆ARP ‖ҬḠ ̆ᵖ ARP Ӟ ̆
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ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

1.3 广播报文处理配置命令 

1.3.1 ip broadcast-addresss 

ӈѿҩ ̆ פ ip broadcast-addresssȂ פ

no ץ Ȃ 

ip broadcast-addresss ip-address 

no ip broadcast-addresss ip-address 

ȍ Ȏ 

  

ip-address IP  

ȍ ’Ȏ 

IP ҹ 255.255.255.255Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

╠ IP ѿ ҹῃľ1Ŀ̆ ҹ 255.255.255.255ȂRGOS

ᴆ ץ ӈ֟ ῒ IP ̆ ғ ץ ῃľ1Ŀץ

ӈ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ֟ IP ҹ 0.0.0.0Ȃ 

ip broadcast-address  0.0.0.0 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

1.3.2 ip directed-broadcast 

IP ⌠ ̆ פ ip directed-broadcastȂ

פ no ⌠ Ȃ 
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ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast  

ȍ Ȏ 

  

access-list-number 

̂ ̃ ↓ ̆ ׆ 1-199̆1300 - 

2699Ȃ ӈԅ ↓ ̆

IP Ȃ 

ȍ ’Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

IP ҹ ҩ IP IP ̆ ҹ

172.16.16.255
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1.4 IP 地址监视和维护命令 

1.4.1 clear arp-cache 

׆ ARP ‖ Ҭ− ꜚ ARP ץ̆ IP ‖ ̆ ῃ

פ clear arp-cacheȂ 

clear arp-cache [trusted ] [ip [mask] ] [interface interface-name]ȍ Ȏ 
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clear arp-cache interface Vlan 1 

ȍ ῏  Ȏפ

  פ
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Internet  192.168.195.64   0         0018.8b7b.9106  arpa   

VLAN 1           

Internet  192.168.195.63   0         001a.a0b5.3990  arpa   

VLAN 1           

Internet  192.168.195.62   0         001a.a0b5.0b25  arpa   

VLAN 1           

Internet  192.168.195.5    --        00d0.f822.33b1  arpa   

VLAN 1           

ARP ‖ Ҭ ӈ Ҋ̔ 

  

Protocol ̆ ҹ InternetȂ 

Address ҍ ᴆ IP Ȃ 

Age (min) 
ARP ‖ №ץ̆ Ȃ

̆ ṿ ―-‖ Ȃ 

Hardware  ҍ IP ᴆ Ȃ 

Type ᴆ ץ̆ ҹ ARPAȂ 

Interface ҍ IP ῏ Ȃ 

Ҋץ show arp 192.168.195.68 ₮  

Ruijie# show arp 192.168.195.68 

Protocol  Address    Age(min)  Hardware        Type   Interface 

Internet  192.168.195.68   1   0013.20a5.7a5f  arpa   VLAN 1 

Ҋץ show arp 192.168.195.0 255.255.255.0 ₮  

Ruijie# show arp 192.168.195.0 255.255.255.0  

Protocol  Address    Age(min)  Hardware   Type   Interface 

Internet  192.168.195.64   0   0018.8b7b.9106  arpa   VLAN 1 

Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   VLAN 1 

Internet  192.168.195.5    --   00d0.f822.33b1  arpa   VLAN 1 

Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   VLAN 1 

Internet  192.168.195.51   1   0018.8b82.8691  arpa   VLAN 1 

Ҋץ show arp 001a.a0b5.378d ₮  

Ruijie# show arp 001a.a0b5.378d 

Protocol  Address  Age(min)  Hardware  Type   Interface 

Internet  192.168.195.67   4   001a.a0b5.378d  arpa   VLAN 1 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 
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1.4.3 show arp counter 

ARP Ҭ῍ ҩ arp  

show arp counter 

ȍ Ȏ 

 

ȍ פ Ȏ 

 

ȍҽᶛȎ 
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פ ԋ ҉Ҍ Ȃ 

show arp trusted 

1.4.5 clear ip route 

ҩ− IP IP Ҭ ҩ ̆ ץ

clear ip route  Ȃפ

clear ip route { * | network [ netmask ] } 
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ȍ Ȏ 

 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋҹץ show ip arp ₮ ̔ 

Ruijie# show ip arp  

Protocol Address       Age(min)Hardware        Type  

Interface 

Internet 192.168.7.233  23     0007.e9d9.0488  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.112  10     0050.eb08.6617  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.79   12     00d0.f808.3d5c  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.1    50     00d0.f84e.1c7f  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.215  36     00d0.f80d.1090  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.127  0      0060.97bd.ebee  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.195  57     0060.97bd.ef2d  ARPA 

GigabitEthernet 0/0 

Internet 192.168.7.183  --     00d0.f8fb.108b  ARPA 

GigabitEthernet 0/0 

ARP ‖ Ҭ ӈ Ҋ̔ 

  

Protocol ̆ ҹ InternetȂ 

Address ҍ ᴆ IP Ȃ 

Age (min) 
ARP ‖ №ץ̆ Ȃ

̆ ṿ ―-‖ Ȃ 

Hardware  ҍ IP ᴆ Ȃ 

Type ᴆ ץ̆ ҹ ARPAȂ 

Interface ҍ IP ῏ Ȃ

 Ȏ  
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פ ԋ ҉Ҍ Ȃ 

1.4.7 show ip interface 

פ ץ IP Ḥ Ȃ פ Ҋ̔ 

show ip interface [ interface-type interface-number ] 

ȍ Ȏ 
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Help address is: 0.0.0.0 

Proxy ARP is: ON 

Outgoing access list is not set. 

Inbound access list is not set. 

Ҋ̔ 

  

IP interface state is:  
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ȍᶏ Ȏ 

ֽפ ԋ ҉ Ȃ 

ȍҽᶛȎ 

Ҋ ҹ show ip redirects ₮ Ȃ 

Ruijie# show ip redirects  

Default Gateway: 192.168.195.1 

ȍ ῏  Ȏפ

  פ

ip default-gateway ῏ֽ̆ ԋ Ȃ 
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2 配置 IP 服务命令 

2.1 配置 IP 服务命令 

2.1.1 ip default-gateway 
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2.1.2 ip mask-reply 

RGOS ᴆ ICMP Ạ₮ ̆ ICMP
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RGOS ᴆ ICMP Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆GigabitEthernet 0/1 ῏ ԅ ICMP Ȃ 

interface GigabitEthernet 0/1 

no ip redirects 

ȍ Ȏ 

- 

2.1.5 ip source-route 

ᾛ RGOS ᴆ Ḥ IP ̆ ῃ פ ip 

source-routeȂ פ no ῏ Ḥ ⱳ Ȃ 

ip source-route 

no ip source-route 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

RGOS IP Ȃ ⌠ IP ̆ᴪ IP Ҥ ȁ

ȁ ̆ ֓ RFC 791 Ҭ Ȃ

⌠ ԅῒҬѿҩ ̆ ᴪ ꜚᵬ̕ ⌠

̆ ᴪ ѿҩ ICMP ̆ ҡ Ȃ 

RGOS ᴆ ’Ҋ IP Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ IP

ȍ Ȏ
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2.1.6 ip unreachables 

RGOS ᴆ ֟ ICMP Ҍ ̆ פ ip 

unreachablesȂ פ no ῏ץ ICMP Ҍ Ȃ 

ip unreachables 

no ip unreachables 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

RGOS ᴆ ⌠ѿҩ ҹ ̆ Ҍ ҉

̆ ᴪ ѿҩ ICMP Ҍ Ȃ 

RGOS ᴆ ԍ ̆ Ҍ ѿҩ ̆ ᴪ ICMP

Һ Ҍ Ȃ 

פ ICMP Ҍ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ GigabitEthernet 0/1 ICMP Ҍ Ȃ 

interface GigabitEthernet 0/1 

no ip unreachables 

ȍ Ȏ 

- 



IPv4 REF  פ

http://www.ruijie.com.cn 

3 配置 IPv4 REF 命令 

3.1 配置相关命令 

IPv4 REF ῃ Ruijie Express Forward̆ IP

Ȃ 

3.1.1 ip ref load-sharing original 

IPV4 REF ҹ IP ⱴ IP̕ פ no פ ץ
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῏  פ

  פ 

 - - 

 

  - 

 

 

פ  

   

 - - 

3.1.2 ip ref load-sharing original-only 

IPV4 REF ҹ IP̕ פ no פ ץ IP Ȃ

’Ҋ̆ ѿҩ IP/MASK ҩҊѿ ’Ҋ̆ פ ץ

׆̆ ԍ IP Ȃ ѿ֓ ̆Ҍᾛ ѿ IP ׆

Ҍ ₮ ̆↕ᶏ  Ȃפ

[no] ip ref load-sharing original-only 

 

   

              -                       - 

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   ѿ֓ ̆Ҍᾛ ѿ IP Ҍ׆ ₮ ̆↕ᶏ  פ

 

ҽᶛ 

 ᶛ 1̔ IP Ȃ 

Ruijie(config)# ip ref load-sharing original-only 

ᶏ ԍ  

Ruijie(config)# no ip ref load-sharing original-only 

 

῏  פ

  פ 

 - - 

 

  - 
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פ  

   

 - - 

3.1.3 ref parameter 

̂ref̃ ̔ 

ref parameter {20-95} [200-1000] 

 

   

 ѿҩҹ ῒ ҹ{20-95} ̂ref̃ cpu0 ᶛȂ 

 
 ԋҩҹ ῒ ҹ[200-1000] ̂ref̃ cpu0 ᶛ

̆ ҹ 200 Ȃ 

 

  Ȃ 
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3.2 IPv4 REF 监控与维护命令 

3.2.1 show ip ref packet-statistic 

פ REF ╠ Ḥ Ȃῒ פ Ҋ̔ 

show ip ref packet-statistic [clear] 

    

  clear Ḥ Ȃ 

 

   

 

פ   Ȃ 

 

ᶏ ≠ץ   פ REF ╠ Ḥ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ 

Ruijie #show ip ref packet-statistic 

ref packet statistic: 

total recved     : 5 

 bad head      : 0 

lookup fib fail   : 0 

drop adj        : 0 

local adj        : 5 

glean adj       : 0 

forward         : 0 

no ip routing    : 0 

̔ 

  

total recved  

bad head  

lookup fib fail  

drop adj ⌠ҡ  

local adj ⌠  

glean adj ⌠  

forward ⌠
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῏   פ  פ

                -                       - 

 

  - 

 

פ  
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3     unresolve   glean   0.0.0.0         1    0   0   0     0   

0000.0000.0000  FastEthernet 0/0 

̔ 

  

id  

state 

 

unresolve̔  

resolved̔  

type 

 

local̔  

forward̔  

drop̔ҡ  

glean̔  

rfct  

chg Ҭ 

l2addr ԋ  

interface ₮  
 

 

῏   פ  פ

  show ip ref route  ╠ REF Ҭ Ḥ  

 

  - 

 

פ  

   

 - - 

3.2.3 show ip ref exact-route 

פ ץ ѿ IP ℗ Ȃῒ פ Ҋ̔ 

show ip ref exact-route [vrf vrf_name] source-ipaddress dest_ipaddress 

 

   

 vrf  

 source-ipaddress IP  

  dest_ipaddress IP  

 

  Ȃ 
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פ   Ȃ 

 

ᶏ  
̆פ  IP IP ҍ IP ̆ ץ ₮ ╠ REF

̆ Ȃ 

 

ҽᶛ 

 ᶛ 1̔  

Ruijie#show ip ref exact-route 20.1.1.1 192.168.52.5 

20.1.1.1 --> 192.168.52.5 (vrf global): 

id    state       type    ip              rfct chg vid tid   len l2add           

interface 

2     unresolve   glean   0.0.0.0         1    0   0   0     0   

0000.0000.0000  FastEthernet 0/0 

 

῏  פ
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ȁ Ḥ Ȃ 

 

ҽᶛ 

 ᶛ
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tcp-established 
ҹ TCP ҹ established ֙

̆ 1800s 

 
 

tcp-fin-wait 
ҹ TCP ҹ fin-wait ֙ ̆

60s 

 
 

tcp-last-ack 
ҹ TCP ҹ last-ack ֙ ̆

30s 

 
 

tcp-syn-receive 
ҹ TCP ҹ syn-receive ֙

̆ 10s 

 
 

tcp-syn-sent 
ҹ TCP ҹ syn-send ֙ ̆

10s 

 
 

tcp-time-wait 
ҹ TCP ҹ time-wait ֙ ̆

10s 

 
 

udp-closed 
ҹ UDP ҹ ֙ ̆

10s 

 
 

udp-connected 
ҹ UDP ҹ ֙ ̆

30s 

 
 

udp-established 
ҹ UDP ҹḓ ̆

u

d

p
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4.2 显示相关命令 

4.2.1 show ip fpm counters 

╠ ҡ ’Ȃ 

show ip fpm counters 

 

   

              -                        - 

 

   

 

פ   ῃ Ȃ 

 

ᶏ   ῃ Ҋᶏ show ip fpm counters ╠ ҡ ’Ȃ 

 

ҽᶛ 

 ᶛ 1̔  

Ru Ruijie#show ip fpm counters  

Droped packet counters: 

Count      Reason     

0          Non-IPv4 packet 

0          Bad IPv4 header length 

0          Bad IPv4 total length 

0          IPv4 fragment with DF bit set 

0          Too small IPv4 fragment 

0          Bad IPv4 fragment offset 

0          IPv4 fragment timeout 

0          Bad IPv4 checksum 

0          Invalid IPv4 address 

0          Invalid TCP flags 

0          Invalid TCP initial flags 

0          Invalid TCP initial ACK number 

0          Invalid TCP initial window 

0          Invalid TCP sequence 

0          Invalid ICMP message type 

0          Invalid ICMP initial message type 

0          Exceptional connection state 

0          Droped by policy 

0          Out of capability 

<end> 

Rejected or terminated connection counters: 

Count      Reason     

0          Out of life time 

0          Exceptional TCP connection 

0          Exceptional UDP connection 

0          Exceptional ICMP connection 

0          Exceptional RawIP connection 

0          Rejected by policy 
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̔ 

  

Count  

Reason  
 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

4.2.2 show ip fpm flows  

╠ Ḥ Ȃ 

show ip fpm flows [filter ip_protocol_number source_ip source_ip_mask_len dest_ip 

dest_ip_mask_len] 

 

   

 filter Ḥ ̆ Ḥ   

 ip_protocol_number  

 source_ip IP  

 source_ip_mask_len IP  

 dest_ip IP  

 dest_ip_mask_len IP  

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   ῃ Ҋᶏ show ip fpm flow ╠ Ḥ Ȃ 

 

ҽᶛ 

 ᶛ 1̔  

Ruijie#show ip fpm flows  

Pr  SrcAddr           DstAddr           SrcPort      DstPort      Vrf        

SendBytes  RecvBytes  St 
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1   192.168.52.68    192.168.52.67      5            2048         0          

100        100        2 

Ruijie#show ip fpm flows filter 1 192.168.52.0 24 192.168.52.67 24 

Pr  SrcAddr           DstAddr           SrcPort      DstPort      Vrf        

SendBytes  RecvBytes  St 

1   192.168.52.68    192.168.52.67      5            2048         0          

100        100        2 

̔ 

 

  

Pr  

SrcAddr IP  

DstAddr IP  

SrcPort  

DstPort  

Vrf Vrf  

SendBytes  

RecvBytes  

St  

 

 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

4.2.3 show ip fpm statistics 

╠ ῃ Ḥ Ȃ 

show ip fpm statistics 
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  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   ῃ Ҋᶏ show ip fpm statistic ╠ ῃ Ḥ Ȃ 

 

ҽᶛ 

 ᶛ 1̔  

Ruijie#show ip fpm statistics  

The capacity of the flow table:32000 

Number of active flows:0 

Number of the defragment contexts:0 

Number of the buffers hold by FPM:0 

Event count (%256):3 

̔ 

  

The capacity of the flow table ╠ ṿ 

Number of active flows ╠ ᶏ  

Number of the defragment contexts ╠ № IP  

Number of the buffers hold by FPM ╠№ buffer  

Event count Ԋᴆ  
 

 

῏   פ  פ

                -                       - 

 

   

 

פ  
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5 配置 IP NAT 命令 

5.1 配置相关命令 

5.1.1 address 

ѿҩ NAT ̆ NAT פ addressȂ פ no

−ץ ѿҩ Ȃ 

address start-ip end-ip [ match interface interface ] 

no address start-ip end-ip [ match interface interface ] 

address interface interface [ match interface interface ] 

no address interface interface [ match interface interface ] 

 

   

 start-ip ѿҩ IP Ȃ 

 end-ip ѿҩ IP Ȃ 

 

interface interface 

ԍ NAT ҩ outside ’ȂPool ӈ

̆ѿ ԍ ̆↨

’Ȃ ҍ match interface 

interface ̆ ғңҩ interface ѿ Ȃ ↕

NAT Ҍ Ȃ 

 

 

match interface interface 

ԍ NAT ҩ outside ’Ȃ ‗ ԅ

₮ ̆NAT Ῥ ҩ₮ pool Ҭҍ

ӊ Ȃ 

 

  ӈ Ȃ 

 

פ   NAT  

 

ᶏ  
 ѿҩ ӈ ҩ ̆ ᾢ ῀ NAT ̆

NAT ӈȂ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆⇔ ԅѿҩ mulnets ̆ ӈԅңҩ Ȃ 

ip nat pool mulnets netmask 255.255.255.0 

address 172.16.10.1 172.16.10.254 
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address 192.168.100.1 192.168.100.50 

 

῏  פ

  פ 

 ip nat pool ӈ IP NAT  

 

  - 

 

פ  

   

 - - 

5.1.2 ip nat 

ѿҩ NAT ̆ ץ ip nat Ȃפ פ no

̆ ᶏѿҩץ ҌῬ NATȂ 

ip nat { inside | outside } 

no ip nat { inside | outside } 

    

  inside ῤ Ȃ 

  outside Ȃ 

 

  ̆ NATȂ 

 

פ    

 

ᶏ  
 outside inside ӊ ̆ ғ ѿ ↕ ̆ ᴪ

NAT Ȃ ѿҩ inside ѿҩ outside Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ ץ 192.168.12.0/24 ῤ Һ ̆ꜚ ⌠ῃ

200.168.12.0/28 Ȃῤ ῒ Һ Ҍᾛ Ạ NATȂ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.6 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.17 255.255.255.240 

ip nat outside 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat inside source list 1 pool net200 

! 
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access-list 1 permit 192.168.12.0 0.0.0.255 

 

῏   פ  פ

  address ӈ  

  ip nat inside destination ῤ NAT Ȃ 

  ip nat inside source ῤ NAT Ȃ 

  ip nat outside source NAT Ȃ 

  ip nat pool ӈ IP NAT  

  show ip nat translations IP NAT Ȃ 

 

  - 

 

פ  

   

 - - 

5.1.3 ip nat application 

NAT ̆ ץ ῃ פ ip nat applicationȂ פ no ץ

Ȃ 

ip nat application source list list-num destination  

list

- 
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  list-num ῤ ↓ , ᴆ 

 
 

dest-ip 

ῤ ῃ ̆ ᴆ̆

ғ ╠ ӈ

↓ ̆ ᴪ⇔ NAT Ȃ 

 

 
tcp dest-ip port-num 

ῤ ῃ ץ ̆ tcp

ӈ ᴆ ғ

╠ ӈ ↓ ̆ ᴪ⇔ NAT Ȃ 

 

 
udp dest-ip port-num 

ῤ ῃ ץ ̆ udp

ӈ ᴆ ғ

╠ ӈ ↓ ̆ ᴪ⇔ NAT Ȃ 

  dest-change ip-addr 
port-num 

ḱ ᴆ ץ  

  src-change ip-addr ḱ ᴆ  

  vrf vrf_name vrf ̆ vrf ῤ  

 

  ӈ ↕Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

 ѿ֓ NAT ̆ ḱ ѿ֓ IP Ȃ

ץ ⌠ ȂҊפ ᶛ פ Ҭ Ⱶ(DNS relay)Ȃ

ֽפ EG/NPE ↓҉ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ Ҋץ Ҭ ᾛ ῤ 192.168.1.0 Һ DNS Ⱶ NAT inside

IP 1̔92.168.1.1̆ NAT ⱳ ῤ Һ DNS

DNS Ⱶ 202.101.98.55̆ DNS ῤ Һ Ȃᶏ ip nat 

application פ ⱳ ̆ ӈ ̔ access-list 1ȁ

192.168.1.1ȁ 53 UDP ̆↕ḱ ҩ IP ҹ

202.101.98.55ȁ ҹ 53Ȃΐᵣ פ Ҋ̔ 

! 

access-list 1 permit 192.168.1.0 0.0.0.255 

! 

interface GigabitEthernet 0/0 

ip address 192.168.1.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.1 255.255.255.0 

ip nat outside 

! 

ip nat pool net200 200.168.12.2 200.168.12.10 netmask 255.255.255.0 

! 

ip nat inside source list 1 pool net200 

ip nat application source list 1 destination udp 192.168.1.1 53 

dest-change 202.101.98.55 53 

! 

 

῏   פ  פ
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 address ӈ  

 ip nat ӈ NAT Ȃ 

 ip nat inside destination ῤ NAT Ȃ 

 ip nat inside source ῤ NAT Ȃ 

 ip nat outside source NAT Ȃ 

 show ip nat translations IP NAT Ȃ 

 

  - 

 

 

פ  

   

 - - 

5.1.4 ip nat inside destination 

NAT ῤ ̆ ῃ פ ip nat inside destinationȂ פ no

῏ NAT ῤ Ȃ 

ip nat inside destination list access-list-number pool pool-name [vrf vrf_name] 

no ip nat inside destination list access-list-number pool pool-name [vrf vrf_name] 

    

 

 

list access-list-number 

↓ ӈ ῤ ῃ ̆

↓ Ҭ ῤ̆ ῃ ᴪ pool Ҭ ӈ

ῤ Ȃ ᶏ IP ҹ

IP 100-199 ҩ ACLȂ 
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ԍῒ IP ̆ҌẠᴋᵥ ̆ NAT ᵬԅῒ Ȃ 

NAT TCP ̆ῤ ץ ῃ ̆Ӟ ץ

Ȃᵖ Һ ҹ ῃ Ȃ 

 

ҽᶛ 

 ᶛ 1 Ҋץ̔ ᶛ ῤ̆ ᶫԅѿҩ Һ 10.10.10.100̆

WWW Ⱶ̆ῤ ᶫ Ⱶ ҉ ң ҹ 10.10.10.1ȁ

10.10.10.2 Һ ȂNAT ̆ Ȃ 

! 

interface GigabitEthernet 0/0 

ip address 10.10.10.254 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.17 255.255.255.240 

ip nat outside 

! 

ip nat pool net10 10.10.10.1 10.10.10.2 prefix-length 24 type rotary 

ip nat inside destination list 100 pool net10 

! 

access-list 100 permit ip any host 10.10.10.100 

 

῏  פ
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no ip nat inside source list access-list-number [vrf vrf_name] 

ip nat inside source static local-ip global-ip [match interface-type 

interface-number][permit-inside] [vrf vrf_name] [netmask mask] 

no ip nat inside source static local-ip global-ip [permit-inside] [match interface-type 

interface-number][vrf vrf_name] 

ip nat inside source static protocol local-ip local-port global-ip  

global-port [match interface-type interface-number] [permit-inside] [vrf vrf_name] 

no ip nat inside source static protocol local-ip local-port global-ip  

global-port [match interface-type interface-number] [permit-inside] [vrf vrf_name] 

    

 

 
list access-list-number 

↓ Ȃ ↓

̆ ᴪ⇔ NAT Ȃ 

 interface interface-type 
interface-number 

≠ outside ῃ Ạ
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ᶏ  

 ῤ IP ҹ ̆ ҍ ̆ NAT̆ ῤ

IP ῃ ѿ IP Ȃ 

ԍѿ֓ ᴑҙ ᵝ̆ ֽֽҹԅ҉ ̆ ȁ

ᴆȁҊ ᴆ ̆ Ҍ ᶫ Ⱶ̆ ץ ≠ outside IP

Ạῃ ץ̆ NAPT Ȃ Ҍᵬ NAT̆№ ῤ

ᶏ ҉ҍ ԅԑ ̆ᵖ ԑӊ ԑ Ҍԅ̆ ҹ

Ȃ 

ԍ ᶫ Ⱶ ῤ Һ ̆ NAT NAPTȂ ⌠ Ⱶ ᶫ ̆

Ҍ ≠ outside Ạ NAPT̆ ҹ ҹҍ ISP ԑ ̆

Ȃ ’Ҋ̆ῤ ֓ῤ Һ ᶫ Ⱶ̆ ῤ IP

ԅȂᵖץ ֓ Ⱶ̆ ῤ ῃץ IP ⱵȂ ῤ

NAT ῤ NAPT ̆ ⱴ῀ permit-inside ῏ Ȃ Ӟ

inside ҉ ҉ no ip redirects̆ inside Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ ץ 192.168.12.0/24 ῤ Һ ̆ꜚ ⌠ῃ

200.168.12.0/28 Ȃῤ ῒ Һ Ҍᾛ Ạ NATȂ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.6 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.17 255.255.255.240 

ip nat outside 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat inside source list 1 pool net200 

! 

access-list 1 permit 192.168.12.0 0.0.0.255 

 

῏   פ  פ

  address ӈ  

  ip nat ӈ NAT Ȃ 

  ip nat inside destination ῤ NAT Ȃ 

  ip nat outside source NAT Ȃ 

  ip nat pool ӈ IP NAT Ȃ 

  show ip nat translations IP NAT Ȃ 

 

  - 

 

פ     
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              -                       - 

5.1.6 ip nat outside source 

NAT̆ ץ ῃ פ ip nat outside sourceȂ פ no

ץ NATȂ 

ip nat outside source list access-list-number pool pool-name [vrf vrf_name] 

no ip nat outside source list access-list-number [vrf vrf_name] 

ip nat outside source static global-ip local-ip [vrf vrf_name] 

no ip nat outside source static global-ip local-ip [vrf vrf_name] 

ip nat outside source static protocol global-ip global-port local-ip local-port [vrf 

vrf_name] 

no ip nat outside source static protocol global-ip global-
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ץ NAT ꜚ NAT Ȃ 

ῤ № ԅ Ύ ῃ IP ̆ ҍԑ ̆ ᴪ

’Ȃῤ ѿ Һ ̆ DNS

NATȂ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ῤ 92.168.12.0/24 ҍ Ȃ ̆

ῤ Һ ץ 192.168.12.0/24 92.168.12.0/24 Һ Ȃ 

interface GigabitEthernet0/0 

ip address 92.168.12.55 255.255.255.0 

ip nat inside 

! 

interface Serial0/1 

ip address 92.168.100.1 255.255.255.0 

ip nat outside 

encapsulation ppp 

! 

ip nat pool net200 200.168.12.1 200.168.12.15 prefix-length 28 

ip nat pool net192 192.168.12.1 192.168.12.254 prefix-length 24 

ip nat inside source list  1 pool net200 

ip nat outside source list 1 pool net192 

access-list 1 permit 92.168.12.0 0.0.0.255 

! 

ip route 192.168.12.0 255.255.255.0 92.168.100.2 

ԍ׆ inside ⌠ outside ̆ ᾢ∞ ‗ NAT̆

Ȃ 

 

῏  פ

  פ 
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5.1.7 ip nat pool 

ӈ NAT ̆ ץ ῃ פ ip nat poolȂ פ no −ץ

Ȃ 

ip nat pool pool-name start-ip end-ip { netmask netmask |  

prefix-length prefix-length } [ type rotary ] 

ip nat pool pool-name { netmask netmask | prefix-length 

prefix-length } [ type rotary ] 

no ip nat pool pool-name 
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 show ip nat translations IP NAT Ȃ 

 

  - 

 

פ  

   

              -                       - 

5.1.8 ip nat translation 

NAT ALG ⱳ ̆ ῃ פ ip nat translationȂ פ no ץ

Ȃ ALG Ȃ 

ip nat translation { dns | ftp | h323 | pptp | sip | tftp } 

no ip nat translation { dns | ftp | h323 | pptp | sip | tftp } 

 

   

 dns DNS 
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פ  

   

             10.3(4t90) ḱ פ  

5.2 显示相关命令 

5.2.1 show ip nat translations 

NAT ̆ show ip nat translations  Ȃפ

show ip nat translations [acl_num] [gre | icmp | tcp | udp ] [vrf vrf_name] [ verbose ] 

 

   

 gre gre nat Ȃ 
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Pro 

Ȃ ―udp‖ ҹ UDP

―̕tcp‖ ҹ TCP Ȃ―icmp‖

ҹ ICMP Ȃ―gre‖

ҹ GRE Ȃ 

Inside global ῤ ῃ Ȃ 

Inside local ῤ Ȃ 

Outside local Ȃ 

Outside global ῃ Ȃ 

timeout 
NAT ̆ ᵝ

Ȃ 

vrf vrf 
 

 

῏  פ

  פ 

 clear ip nat translation NAT Ȃ 

 ip nat ӈ NAT Ȃ 

 ip nat inside destination ῤ NAT Ȃ 

 ip nat inside source ῤ NAT Ȃ 

 ip nat outside source NAT Ȃ 

 ip nat pool ӈ IP NAT  

 show ip nat translations IP NAT Ȃ 

 

  - 

 

פ  

   

 - - 
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6 配置多链路负载均衡命令 

6.1 配置相关命令 

6.1.1 load-monitor 

ῃ Ҋ ₮ ≠ Ȃ 

load-monitor {uplink | mixed-link} 

no load-monitor  

 

   

 uplink ҉  

 mixed-link ҉ Ҋ  

 no ṿ  

 

  Ҋ Ҋ  

 

פ   ῃ  

 

ᶏ   

ѿ ’Ҋ̆₮ Ҋ ԍ҉ ̕ᵖ ֓ ̆ᶛ ῤ Ⱶ

̆↕ ᴪ҉ ԍҊ ̆ ℗ץ ҹ ҉ ṿȂ

ҩ פ Ḡ ᵬ  

 

ҽᶛ 
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פ  
 



 פ
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Ruijie(config)# mllb load-interval 10 

 

῏  פ

  פ 

 mllb enable ⱳ  

 mllb policy  

 

  - 

 

פ  
   

 10.3(4b8) פ 

6.1.5 mllb load-sharing original 

ῃ Ҋ ѿҩ IP ׆ ѿҩ₮  

mllb load-sharing original 

no mllb load-sharing original 

 
   

 original ѿҩ IP ѿҩ₮  

  no  

 

  ’ ѿҩ IP ᴪ׆Ҍ ₮  

 

פ   ῃ  

 

ᶏ   
ѿ֓ ̆Ҍᾛ ѿҩ IP Ҍ׆ ₮ ₮ ̆↕ᶏ Ȃפ

פ mllb policy bandwidth ѿ ᶏ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ѿҩ IP ѿҩ₮  

Ruijie(config)# mllb load-sharing original 

 

῏  פ

  פ 

 mllb enable ⱳ  

 mllb policy  

 

  - 
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6.1.7 mllb threshold 

ῃ Ҋ ṿ̔ 

mllb threshold {percent-upper [lower percent-lower]} | [lower percent-lower] 

no mllb threshold [lower] 

 

   

 percent-upper ṿ҉  

 percent-lower ṿҊ  

 no 
ṿҹ ṿ̆ lower ̆

҉ Ҋ ⌠ 90 

 lower ṿ Ҋ ҹ ṿ̆ ҍ҉ ṿ  

 

  ṿ҉ Ҋ ҹ 90̆ Ҋ ṿ ҉ ṿ Ȃ 

 

פ   ῃ  

 

ᶏ   
ṿҹ № ṿ̆ ṿ 1-100 ̆ ṿҊ ԍ ԍ҉ ̆

ֽ ԅ҉ ̆ Ҋ ԍ҉ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ṿ҉ 95̆Ҋ 80 

Ruijie(config)# mllb threshold 95 lower 80 

 

῏  פ
  פ 

 mllb enable ⱳ  
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 no − Ḡ  

 

  ῏ Ḡ Ȃ 

 

פ   ῃ  

 

ᶏ   
Ḡ ⱳ ̆ ᶏ Ḡ ̆ ᾢ ̆פ Ḡ

Ȃ 

 

ҽᶛ  

ᶛ 1̔ Ḡ  

Ruijie(config)#over-load-protect enable 

Ruijie(config)#no over-load-protect enable 

 

῏  פ
  פ 

 over-load-protect interaface-group Ḡ  
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ץ̆ IP̆ ѿҩ ῤ ῒᵩҌ ṿ ₮ Ҭ̆ ᴨᾢ

ѿҩ₮ ̆ ℗ ⌠ ₮ Ȃ 10 Ḡ Ȃ 

ᴨᾢ ᵝԍ҉ ᴨᾢ ̆ ᴨᾢ̆ ץ increase ҉

decrease Ҋ ᴨᾢ ̆ 

 

ҽᶛ  

ᶛ 1̔ Ḡ  

Ruijie(config)#over-load-protect interface-group 1 

Ruijie(config)#no over-load-protect interface-group 1 

 

῏  פ
  פ 

 interaface-group  

 

  - 

 

פ  
   

 10.3(4b8) פ 

6.1.10 over-load-protect load-interval 

ῃ Ҋ Ḡ ᶏ̆ פ no 

 

over-load-protect load-interval seconds 

no over-load-protect load-interval 

 

   

 seconds ̆ ṿ 3-30  

 no ṿ 

 

  5  

 

פ   ῃ  

 

ᶏ   
Ḡ 5 ѿ ̆ ∞ ᴪ ṿȂ ḱ

ṿ̆ ץ פ  

 

ҽᶛ  

ᶛ 1
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῏  פ
  פ 
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6.2 显示相关命令 

6.2.1 show load-monitor configure 

show load-monitor configure פ ҉Ҋ ℗  

show load-monitor configure 

    

  - - 

 

   

 

פ    

 

ᶏ   
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פ   ῃ  

 

ᶏ   ╠ Ḥ  

 

ҽᶛ  

ᶛ 1̔ ╠ Ḥ ̔ 

Ruijie(config)# show mllb config 

multi-link load balance configure:   

multi-link load balance state: enabled    

multi-link load balance policy: load    

multi-link load balance load-interval: 5 

multi-link load balance threshold: 95 lower: 80 

multi-link load balance load-monitor: down-link 

multi-link load balance first-choice set to GigabitEthernet 0/5 is 

up  

multi-link load balance load-sharing original 

 

῏  פ

  פ 

 mllb enable ⱳ  

 mllb policy  

 

  - 

 

פ  
   

 10.3(4b8) פ 

6.2.3 show mllb statistics 

show mllb statistics פ Ḥ Ȃ ̔ 

show mllb statistics 

    

  - - 

 

   

 

פ   ῃ  
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ᶏ   ╠ Ḥ  

 

ҽᶛ  

ᶛ 1̔ ╠ Ḥ ̔ 

Ruijie# show mllb statistics  

Interface                   Packets   Flows  

--------------------------  --------  --------    

GigabitEthernet 0/1         6750      879         

GigabitEthernet 0/2         6580      871 

 

 

῏   פ
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threshold: 95 

 

 

῏  פ
  פ 

 load-over-protect interface-group Ḡ  

 

  - 

 

פ  
   

 10.3(4b8) פ 





 פ



 פ
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 10.3(4b10) פ 

7.1.4 
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7.1.5 link-sam protocol 

῏ҍ SAM ꜚⱳ ̆ ԍ SAM 3.90 ̆ᵖSAM3.90 ӊ╠ ѿ

Ȃ ῏ ꜚⱳ Ὶ ң ̆ 3.90 ӊ ̆

ᶏ ̆ ᶏץ  פ

link-sam protocol {new | old} 

no link-sam protocol 

 

   

 new SAM ԍ ԍ 3.90  

 old SAM ԍ 3.90  

 no 
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7.1.6 posterior-line 

ԍ ̆ ľ Ŀ̆ ľ ĿȂ פ ҊȂ 

posterior-line interface interface-name 

no posterior-line interface interface-name 

 

   

 interface-name ľ Ŀ  

 no − ľ Ŀ 

 

   

 

פ    

 

ᶏ   
ľ Ŀ̆ ₮ Ҋѿ  

ѿҩ ľ Ŀ 32 ľ ĿȂ 

 

ҽᶛ  

ᶛ 1̔ ľ Ŀ₮ gi0/3̆gi0/4 

Ruijie(config)#user-route user-group cnii 

Ruijie(config-user-group)#posterior-line interface 

gigabitEthernet 0/3 

Ruijie(config-user-group)#posterior-line interface 

gigabitEthernet 0/4 

ᶛ 2̔− ľ Ŀ₮ gi0/3̆gi0/4 

Ruijie(config-user-group)#no posterior-line interface 

gigabitEthernet 0/3 

Ruijie(config-user-group)#no posterior-line interface 

gigabitEthernet 0/4 

 

῏  פ

  פ 

 user-route user-group ⇔  

 prior-line ľ Ŀ 

 

  ֽ NPE ↓֟ ҉  

 

פ  
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 original ԍ IP ᵬ  

 



 פ
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פ   ῃ  

 

ᶏ   

ᴨᾢ P̔BR> > > Ȃ ľ

Ŀ ľ Ŀ ̆ ҌῬ ῒז ҙⱵȂ 

64 ҩ 

  
SAM ҉ Ḡ ѿ ̆ SAM ҉ ҹ

ľ₮ └ ĿȂ 
 

 

ҽᶛ  

ᶛ 1̔⇔ ҹ cnii  

Ruijie(config)#user-route user-group cnii 

ᶛ 2̔− ҹ cnii  

Ruijie(config)#no user-route user-group cnii 

 

῏  פ
  פ 

 prior-line ľ Ŀ 

  posterior-line ľ Ŀ 

 

  ֽ NPE ↓֟ ҉  

 

פ  
   

 10.3(4b10) 
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ҽᶛ 

 ᶛ 1̔ ҍ SAM ꜚ ’ Ḥ  

# ҍ SAM ꜚ ’ Ḥ  

Ruijie#clear link-sam statistics 

# ҍ SAM ꜚ ’ Ḥ  

Ruijie#show link-sam statistics 

>Link-sam run state: enable 

>Link-sam connect port: 2012 

>Link-
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show link-sam statistics 

 
   

   

 

   

 

פ    

 

ᶏ    

 

ҽᶛ 

 ᶛ 1̔ ҍ SAM ꜚ ’ 

Ruijie#show link-sam statistics 

>Link-sam run state: enable 

>Link-sam connect port: 2012 

>Link-sam connect timeout minutes: 20 

>Current SAM connections: 2                                       

>Count of SAM connections: 2                                      

>Count of SAM disconnections: 0                                   

---------------------------------------------------------------- 

SAM's ip: 192.168.1.1 

  Received packets: 2650 

  Received user online messages: 530 

  Received user offline messages: 0 

  Received user synchronization messages: 2120 

  Received user ip update messages: 0 

  Received exception messages: 0 

  Received invalid segments: 0 

 

SAM's ip:192.168.10.1 

  Received packets: 2400 

  Received user online messages: 480 

  Received user offline messages: 0 

  Received user synchronization messages: 1920 

  Received user ip update messages: 0 

  Received exception messages: 0 

Received invalid segments: 0 

 

῏  פ

  פ 

 link-sam enable ҍ SAM ꜚ 

 link-sam port ӈҍ SAM ꜚ TCP  



 פ

http://www.ruijie.com.cn 

 link-sam conn-timeout ҍ SAM ꜚ  

 clear link-sam statistics ҍ SAM ꜚ Ḥ  

 

  - 

 

פ  
   

 10.3(4b10) פ 

7.2.3 show user-route configure 

ץ show user-route configure Ḥ ̆ ῏ Ҋ̔ 

show user-route [user-group user-group

030.5

BT

1 0 0 1 21n( )5amonfigur [---

-

-

-

-----
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  Deny others: No 

   

User-group: cmii 

  State: Inactive 

  Prior-line: GigabitEthernet 0/5, GigabitEthernet 0/6   

  Posterior-line: GigabitEthernet 0/7, GigabitEthernet 0/8  

  Deny others: No 

 

User-group: intranet 

  State: Active 

  Prior-line:  

  Posterior-line:  

Deny others: Yes 

ᶛ 2̔  

Ruijie#show user-route user-group cnii configure 

User-group: cnii 

State: Active 

Prior-line: GigabitEthernet 0/1, GigabitEthernet 0/2 

Posterior-line: GigabitEthernet 0/7, GigabitEthernet 0/8 

Deny others: No 

 

῏  פ

  פ 

 user-route enable  

 user-route user-group ⇔  

 Deny others ᵬ‰₮ └ 

 posterior-line ľ Ŀ 

 prior-line ľ Ŀ 

 

  ֽ NPE ↓֟ ҉  

 

פ  
   

 10.3(4b10) פ 
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1 配置二三层分类识别命令 

1.1.1 layer23 classify enable 



ԋ҈ № ≢  



ԋ҈ SAM ῏ IP  
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3 配置二三层 SAM 账号名称关联 IP 模式 

3.1 配置相关命令 

3.1.1 layer23 sam-accip-relate enable 

ץ פ no ῏ ⱳ Ȃ 

[no] layer23 sam-accip-relate enable 

 

 

 



ԋ҈ SAM ῏ IP  
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῏  פ
  פ 

 

  

  



vl�)B‘
­�� �W



vlan  פ
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Ruijie#config 

Ruijie(config)#no vlan vlan-group1 

 

῏  פ

  פ 

 show vlan-group [group name] vlan Ḥ  פ

 vlan-enable 
vlan tag ̆

פ ᶏ vlan ≢  

 
flow-rule num vlan-group vlan-group-name subscriber 
subscriber-name network-group network-group-name 
app-group app-group-name time-range time-rang-name 

↕  פ

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

4.2 显示相关命令 

4.2.1 show vlan-group 

vlan Ḥ Ȃ 

show vlan-group [group name] 

 

 
   

 group name vlan  

 

   

  

 



vlan  פ
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vlan1           0                  0               0          1 

vlan2           0                  0               0          3-5 

vlan3           0                  0               0          7,9 

 

ᶛ 2̔ ľvlan1Ŀ Ḥ ̔ 

Ruijie#show vlan-group vlan1 

vlan-group    police_flow      police_url    flow      vlan id 

----------    -----------      ---------     ------  ---------- 

any             9                  0             0          

vlan1           0                  0             0          1 

  

show vlan-group פ Ḥ ̔ 

  

Vlan-group vlan  

Police_flow ῏ ↕  

Police_url ῏ url ↕  

Flow ῏  

Vlan id vlan vlan id 
 

 

῏  פ
  פ 

 vlan-group name vlan vid-list vlan  פ

 

  - 

 

פ  
   

 10.3(4b7) פ 

 



 פ
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5 配置用户对象命令 

5.1 配置相关命令 

5.1.1 subscriber  

ꜚ ⌠ ѿҩ ҊȂ 

subscriber obj move to parent  par_str 

 

 

   

 Obj  

Par_str ꜚӊ ῒ  

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ  

Һפ  ԍҌ Ҋῒז ץ ῒ ’Ҋ̆ ῒ

Ȃᶛ ̆ tt xx Ҋ ̆ ꜚ⌠ yy Ҋ ̆ פ

ץ Ҍ tt ╠ Ҋ̆ tt ῒҊ ѿ ꜚ⌠ yy ҊȂ 

 

ҽᶛ  
ᶛ 1̔ ꜚ tt ⌠ yy Ҋ̔ 

Ruijie#subscriber tt move to parent  yy 

 

῏  פ
  פ 

 show subscerber brief  

 

  - 

 

פ  
   

 10.3(4b10) פ 



 פ
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5.1.2 subscriber allow 

Ȃ no ̆פ ᴪ Ȃ 

subscriber allow name privilege {none | { [webauth] [vpn] [login] }} 

 

 

   

 Name  

 

  ’Ҋᾛ web vpn Ȃ 

 

פ   Ȃ 

 

ᶏ  
 Ҍᾛ ̆ᶏ subscriber allow name privilege none 

Ҍ none ’Ҋ̆҈ ӊѿ̆ӊԋ̆ӊ҈Ȃ 

 

ҽᶛ  

ᶛ 1̔ ľ 1Ŀvpn login ̔ 

Ruijie#config 

Ruijie(config)# subscriber allow 1 privilege vpn login  

ľ 1Ŀ web ̆vpn login ̔ 

Ruijie(config)#subscriber allow 1 privilege webauth vpn login  

ᶛ 2̔ ľ 1Ŀ Ҍᾛ ̔ 

Ruijie#config 

Ruijie(config)# subscriber allow 1 privilege none 

 

῏  פ
  פ 

 
show subscriber [all | static | dynamic | 
parent [name | root] ] 

Ḥ  פ

 

  - 

 

פ  
   

 10.3(4b10) פ 

5.1.3 subscriber export 

₮ ⌠ѿҩ ᴆ̆ ԍ ₮ Ҭ Ḥ Ȃ 

subscriber export [txt | csv] filename  

 

    



 פ
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 filename ᴆ  

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ Һפ   ԍ ₮ ̆ ╠ Ҭ ₮⌠ ᴆҬȂ 

 

ҽᶛ  
ᶛ 1̔ ₮ ⌠ ᴆľuserfileĿ̔ 

Ruijie#subscriber export txt userfile 

 

῏  פ
 





 פ





 פ



 פ
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  - 

 

פ  
   

 10.3(4b



 פ

http://www.ruijie.com.cn 

dym ꜚ  

av-fc ᾧ  

av-com ᾧῤ  

vip vip  

rel  

pwd-e ḱ  

Au-deny  

Sslvpn sslvpn  

Vpn vpn  

Webauth web  

Bind ̆1 ҹ ̆2 ҹ ̆0 ҹҌ  

h-pwd  

On-line  

Ip IP  
 

 

῏  פ

  פ 

 

subscriber static name name parent parent 
[ [ip-host 
ubscrib 

ubscrib

[( )] TJ

ET

Q

q

141.98 786059 219.77 61.344 re

W* n

BT

/F24 10.56 Tf

1 0 0 1 285.65 403.75 Tm

0 g
 

parent 
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6 配对象命令➐命令➐



 פ
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network-group export [txt | csv



 פ
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Ҋ ľ.txtĿ ᴆҬ ѿ ҽᶛ̔ 

/ / 1, 1,192.168.197.1 

ľ.csvĿ ᴆ Microsoft Excel Ҭ ₯ ҹľ.csvĿ ⌠

ᴆȂ ᴆҬ ҹ̔ѿ №ҹ 3 ↓̆№≢ҹ̔ ȁ

ȁ ip Ȃ 

ľ.csvĿ ᴆҬ ҽᶛ ľLAYER23-CLASSIFY-SCG.docĿҬľ ῀

Ŀѿ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ῀ ᴆľuserfileĿ̔ 

Ruijie#network-group import txt userfile 

 

῏  פ
  פ 

 - 



 פ
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  Ȃ 

 

פ   Ȃ 

 

ᶏ  

 ip Ḥ №̆ҹ ip ȁip ip

҈ Ȃ ѿҩ ľ/Ŀ̆ ԋ҈ № ≢ ̆ ip

ҌҬῒזᴋ ѿҩ ↕ Ҭ ľ/ĿȂ parent Ҍ ̆

ҊȂ 

  Ҍ ӊ Ҍ Ȃ 
 

 

ҽᶛ  

ᶛ 1̔ ip ľnetwork1Ŀ, 192.168.196.0 ̆ῒ ľ

1Ŀ̆ľ 1Ŀ ľ Ŀ̔ 

Ruijie#config 

Ruijie(config)# network-group name network1  parent  / /

1 ip-subnet 192.168.196.0 255.255.255.0 

ᶛ 2̔− ľnetwork1Ŀ̔ 

Ruijie#config 

Ruijie(config)#no network-group name network1 

 

῏  פ

  פ 

 
show network-group [all | brief | 
parent[ root | name ] ] 

Ḥ  פ

 

flow-rule num vlan-group vlan-group-name 
subscriber subscriber-name 
network-group network-group-name 
app-group app-group-name time-range 
time-rang-name 

↕  פ

 

  - 

 

פ  
   

 10.3(4b8) ḱ  פ

6.1.5 network-group rename 

ѿҩ Ȃ 

network-group rename oldname newname  

 

 

 

 
 



 פ
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  Ȃ 

 

פ   Ȃ 

 

ᶏ Һפ   ԍҌ ’Ҋ Ȃ 

 

ҽᶛ  
ᶛ 1̔ ‖xx‖ҹ‖yy‖̔ 

Ruijie#network-group rename xx yy 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b8) פ 

6.2 显示相关命令 

6.2.1 show network-group 

Ḥ Ȃ 

S





 פ
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7 配置认证对象命令 

7.1 配置相关命令 

7.1.1 auth-subs  

sam Ḥ Ȃ 

sam-online recycle time  

sam-offline recycle {off| time} 

 
   

 Time ̂№ ̃ 

 

  20 № ⌠ sam Ḥ ̆ Ȃ 

 





≢  פ
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8 配置应用识别命令 

8.1 配置相关命令 

8.1.1 app-add 

ӈ Ҭ Ȃ 

app-add app-name 

 

    



≢  פ



≢  פ



≢  פ
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Ruijie#config 

Ruijie(config)#identify-application app-group MYGAME 

Ruijie(config-app-group)# 



≢  פ
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  -  

 

פ  
   

 10.3(4b8) פ 

 

8.1.6 identify-application custom 

ѿ ӈ ↕Ȃ ᶏץ פ no − ӈ ↕Ȃ 

[no] identity-application custom name software-name class class-name {tcp | udp} 

sport sport-low sport-high dport dport-low dport-high [ sip  sip-low sip-high dip dip-low 

dip-high ]  

 

 

   

 software-name ᴆ Ȃ 

 class-name № Ȃ 

 sport-low Ȃ  0-65535 anyȂ 

 sport-high Ȃ  0-65535 anyȂ 

 dport-low Ȃ  0-65535 anyȂ 

 dport-high Ȃ  0-65535 anyȂ 



≢  פ
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ᴋ ̆ ҹ 200̆ ҹ udp̔ 

Ruijie#config 

Ruijie(config)# identify-application custom name myxunlei class 

myp2p udp sport any any dport 200 200 

ᶛ 3̔ ѿ ӈ ↕̆ № ҹ myqq̆ ҹ Ҭ №

im̆ ҹ 111̆ ҹ 2020̆ ҹ udp̔ 

Ruijie#config 

Ruijie(config)# identify-application custom name myqq class im udp 

sport 111 111 dport 2020 2020 

 

῏  פ

  פ 

 

flow-rule num vlan-group vlan-group-name 
subscriber subscriber-name network-group 

network-group-name app-group 
app-group-name time-range time-rang-name 

↕  פ

 

  - 

 

פ  
   

 10.3(4b7) פ 



≢  פ
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 - - 

 

  -  

 

פ  
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[no] identity-application enable 

 

 
   

 - - 

 

  ’Ҋҹ῏ ⱳ  

 

פ   ῃ  

 

ᶏ פ   ץ ≢ ⱳ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ≢ⱳ ̔ 

Ruijie#config 

Ruijie(config)#identify-application enable 

 

῏  פ

  פ 

 

flow-rule num vlan-group vlan-group-name 
subscriber subscriber-name network-group 

network-group-name app-group 
app-group-name time-range 



≢ פ



≢  פ

http://www.ruijie.com.cn 

  -  

 

פ  
   

 10.3(4b7) פ 

 

8.1.12 identify-application key  

ҩ ⱴ῀῏  

identify-application key app-name 

 

 
   

 app-name  

 

  Ҍⱴ῀῏  

 

פ   ῃ  

 

ᶏ פ   ץ ҩ ⱴ῀῏ Ȃ 

 

ҽᶛ  

ᶛ 1̔ FTP ⱴ῀῏ ̔ 

Ruijie#config 

Ruijie(config)#identify-application key FTP 

 

῏  פ

  פ 

 

flow-rule num vlan-group vlan-group-name 
subscriber subscriber-name network-group 

network-group-name app-group 
app-group-name time-range time-rang-name 

↕  פ

 

  - 

 

פ  
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[no] identify-



≢  פ
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≢  פ



≢  פ
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  ’Ҋ̆ ≢ⱳ ̆ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  
פ  ץ ῏ ⱳ Ȃ 

  ⱳ ̆ ⱳ Ҍ  
 

 

ҽᶛ  

ᶛ 1̔ ⱳ  

Ruijie#config 

Ruijie(config)#identify-application route enhance enable 

 

῏  פ
  פ 

 app route enable ⱳ  

  identify-application enable ≢ⱳ  

  
app route app-name { interface 
interface-name | interface-group group-name} 
[ time-range time-rang-name ] [enhance] 

№ ⱳ  

 

  - 

 

פ  
   

 10.3(4b10) פ 

 

8.1.18 identify-application signature update 

Ȃ 

identify-application signature update [ sub sub-num ] 

 

 

   

 sub-num  
̆ 1 – 10Ȃ ╠ ң

̆ ץ Ȃ 

 

  ’ ѿ№ ꜚ  

 

פ   ῃ  

 



≢  פ
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ᶏ פ   ץ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ̔ 

Ruijie#config 

Ruijie(config)#identify-application signature update 

 

῏  פ
  פ 

   

 

  - 

 

פ  
   

 10.3(4b7) פ 

8.1.19 identify-application web-cache enable 

≢ⱳ ̆ ᶏץ פ no ῏ ⱳ Ȃ 

[no] identify-
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 10.3(4b10) פ 

 



≢  פ
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8.2 显示相关命令 

≢ Ҋץ  ̔פ

 show identify-application 

 show identify-application block 

 show identify-application class 

 show identify-application group-state 

 show identify-application inhibitive 

 show identify-application key 

 show identify-application proto-expect 

 show identify-application route enhance 

 show identify-application route enhance table 

 show identity-application user-group 

 show identify-application userdef-rule 

 show identity-application version 

8.2.1 show identify-application 

↕ Ḥ Ȃ 

show identity-application 

 

 
   

 -                      - 
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         1-1-0-0 

        MSN 1-6-0-0 

             MSN-CHAT 1-6-1-0 

             MSN-AUDIO 1-6-2-0 

             MSN-FILE 1-6-3-0 

             MSN-  1-6-4-0 

             MSN-  1-6-5-0 

        QQ 1-7-0-0 

             QQ-CHAT 1



≢  פ
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≢  פ
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ҽᶛ  

ᶛ 1̔ № Ḥ ̔ 

Ruijie#show identity-application class 

ᴆ 1-0-0-0 

IP  2-0-0-0 

ᴆ 3-0-0-0 

ᵣ ᴆ 4-0-0-0 

P2P ᴆ 5-0-0-0 

ᴆ 6-0-0-0 

HTTP  7-0-0-0 

ԑ ᴆᴰ  8-0-0-0 

ᴆ  9-0-0-0 

 10-0-0-0 

 11-0-0-0 

 12-0-0-0 

ῃ  13-0-0-0 

ᴆ 14-0-0-0 

 15-0-0-0 

RFC 16-0-0-0 

ӈ  248-0-0-0 

myp2p 249-0-0-0 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

8.2.4 show identify-application group-state 

№  

show identify-application group-state 

 

 
   

 -                      - 

 



≢  פ
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פ    

 

ᶏ   

  



≢  פ



≢  פ



≢  פ

http://www.ruijie.com.cn 

פ    

 

ᶏ פ   ץ ╠ Ḥ Ȃ 

 

ҽᶛ  

ᶛ 1̔ Ḥ ̔ 

Ruijie#show identity-application reute enhance 

identify-application route enhance: on 

identify-application http route enhance: on 

 

῏  פ

  פ 

 identify-application route enhance enable ῏ ⱳ  

 
identify-application http route enhance 
enable 

῏ HTTP

ⱳ  

 

  - 

 

פ  
   

 10.3(4b8) פ 

8.2.9 

     

 

 -  

- 

 

   

 

  ᶏ   פ



≢  פ
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    PPSTREAM                                    4-16-0-0 

    | Web                         4-17-0-0 

    UUSEE_PC|IPad                              4-33-0-0 

    QVOD                                        4-48-0-0 

                                        4-50-0-0 

                                    4-52-0-0 

                                        4-71-0-0 

    ӏ                                 4-73-0-0 

P2P ᴆ                                     5-0-0-0 

    BITTORRENT                                  5-3-0

 

    

    

    



≢  פ
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פ    

 

ᶏ פ   ץ ӈ Ḥ Ȃ 

 

ҽᶛ  

ᶛ 1̔ № Ḥ ̔ 

Ruijie#show identity-application user-group MYFTP 

FTP 

 

 

῏  פ
  פ 

 - - 

 

  -  

 

פ  
   

 10.3(4b8) פ 

 

8.2.11 show identify-application userdef-rule 

ӈ ↕Ḥ Ȃ 

show identity-application userdef-rule 

 

 
   

 

-

-

 

 

 

R u i j i e #
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῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

 

 

8.2.12 show identity-application version 

Ḥ  
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 10.3(4b7) פ 

 

8.3 清除相关命令 

≢ Ҋץ  ̔פ

 identify-application clear key-inhibitive group 

 

8.3.1 identify-application clear key-inhibitive group 

῏ ̆ └ Ҭ Ȃ 

identi





 פ
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ҽᶛ  

ᶛ 1̔ ľP2P Ҋ ᴆĿ № ľGigabitEthernet 0/1Ŀ№  

Router(config)#app route 



 פ
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Router(config)#app route enable 

 

῏  פ
  פ 

 app route  

 

  - 

 

פ  

   

 10.3(4b8) פ 

   

9.1.3 app route priority 

ḱ ᴨᾢ Ȃ 

app route app-name priority { increase | decrease }  [ 1-1999 ] 

 

 

   

 app-name 
ץ , ľ № Ŀ̆ ľ ᴆĿ̆ ľ

ᴆ Ŀ ľ № Ŀ  
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פ  

   

 10.3(4b8) פ 

   

9.1.4 clear app route statistics 

╠ Ḥ Ȃ 

clear app route statistics [app-name] 

 

 
   

 app-name  

 

  Ȃ 

 

פ    

 

ᶏ פ   ԍ Ḥ ̆ Ȃ 

 

ҽᶛ   

 

῏  פ
  פ 

 show app route statistics Ḥ  

 

  - 

 

פ  

   

 10.3(4b8) פ 

   

9.1.5 interface-group 

⇔ ̆ ῀ Ȃ ץ פ no − Ȃ 

interface-group interface-group-name 



 פ
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no interface-group 

 

 
   

 interface-group-name  

 

  Ȃ 

 

פ   ῃ  

 

ᶏ   

ԍ ₮ Ȃ ₮ ҹ ̆

ᴪ ҩ₮ Ҭ ѿ Ȃ 

128 ҩȂ 

  
‗ԍ ῤ Ȃ ѿҩ

ҹ UP ̆ UPȂ 
 

 

ҽᶛ  

ᶛ 1̔ ľ



 פ
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 פ
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 ip-address ῏  

 

  ῏Ȃ 

 

פ    

 

ᶏ   

פ WAN ῏̆ ⌠ ῏Ȃ Ҭ

̆ᴪᶏ ῏ Ҋѿ Ȃ 

  
ҹ WAN ῏Ȃ ׆ WAN ҹ

LAN ̆ ῏ ᴪ ꜚ Ȃ 
 

 

ҽᶛ  

ᶛ 1̔ GigabitEthernet 0/1 ῏ҹ 100.0.0.1 

Router(config)#interface gi 0/1 

Router(config-if-GigabitEthernet 0/1)# nexthop 100.0.0.1 

 

῏  פ
 פ 



 פ
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פ    

 

ᶏ   

show app route פ ╠ Ḥ Ȃ ↓ ᴨᾢ

⌠ᵞ̆ ҉ ᴨᾢ Ȃ 

show app route statics ᵣ Ḥ Ȃ 

show app route app-name session Ḥ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ╠ Ḥ  

Router#show  app  route 

CLASS           INTERFACE(GRPUP)                TIME-RANGE    STATE  

------------- ----------------------------  ------------ ----- 

HTTP ᵣ  inhibitive_intf_group(group)  no_midnight   UP 

 

  

CLASS 
ԅ ( ץ ᴆ

/ ᴆ / № / № ) 

INTERFACE(GRPUP) № ₮  

TIME-RANGE time-range  

STATE ╠  

 

ᶛ 2̔ ᵣ Ḥ  

Router#show  app  route  statistics 

CLASS          INTERFACE(GROUP) 

HIT DATA(byte) HIT RATE(Bps) 

SUM DATA(byte)  SUM RATE(Bps)  

-------------- ---------------------------- 

-------------- --------------- 

--------------- --------------- 

HTTP ᵣ inhibitive_intf_group(group) 

81535/297997   0.5/3.75 

101918/342496   0.6/4.68 
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ᶛ 3̔ ľHTTP ᵣĿ Ҭ ╠ᴪ Ḥ  

Router#show  app  route  HTTP ᵣ session 
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10 配置流会话数预创建限制与管理 

10.1 配置相关命令 

10.1.1 flow-pre-mgr enable 

ῃ ⱳ ῏ 

[no] flow-pre-mgr enable 

 

 

   

   

 

   

 

פ   ῃ Ȃ 

 

ᶏ  
 1ȁ ῏ ҹ ̆ ᴪ └ ↕ Ȃ ῏ ῏ ̆

↕ ҌῬ Ȃ 

 

ҽᶛ  

ᶛ̔῏ ᴪ ⇔ └ҍ ⱳ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no flow-pre-mgr enable 

 

῏  פ
  פ 

 -  
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10.1.2 flow-pre-mgr priority-swap 

℗ ңҩ ↕ ᴨᾢ  

flow-pre-mgr priority-swap rule-id1 rule-id2 

 

 

   

 rule-id1 ↕ ̆ ṿ ̔1~50 

 rule-id2 ↕ ̆ ṿ ̔1~50 
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Ruijie(config-ext-nacl)#exit 

Ruijie(config)# flow-pre-mgr 1 access-list 1 action by-pass #Ḡ
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῏ ̂ ῏פ ȁ Ҋ ᴪ₮ ̆

῏ Ҋ Ҍᴪ ῏פ ̃̕trust ᾛ / ᴪ

ץ└ IP ᴪ └̆ ᴪ └ṿ ҌῬᾛ ᴪ

ḤȂ ᴪ ҍ ῤ ῏̆ פ ̆ᾛ ῀

ṿ ҹ ᾛ ⇔ ᴪ Ȃ 

3ȁ ῏ Ҋ̆ ԍ҉ѿ ₮ ̆ ҌẠױ └Ȃ 

 

ҽᶛ  

ᶛ̔ ľUserGroupAĿᾛ ⇔ 5000 ᴪ ̆ ғľUserGroupAĿҊ

ҩ IP ᾛ ⇔ ᴪ ҹ 300
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ᶏ  

 1ȁ 
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῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4b10)p1 פ 

10.1.7 ip upload-pps-limit specify A.B.C.D limit 

└ IP ҉ ҩ Ȃ 

ip upload-pps-limit specify A.B.C.D limit limit-num 

no ip upload-pps-limit specify A.B.C.D 

 

   

 A.B.C.D IP  

  limit-num IP └ ҉ ҩ  

 

  ҹ 0̆ Ҍ └ 

 

פ   ῃ Ȃ 

 

ᶏ  
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פ  
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ip new-session-limit virtual-host limit limit-num 

no ip new-session-limit virtual-host 

    

 
 limit-num ҈№ ̆ IP

└ 

 

  ҹ 0̆ Ҍ └ 

 

פ   ῃ Ȃ 

 

ᶏ  

 1ȁ Һ ҹԅ ῤ PC DOS/DDOS ₯̆ Ȃ

└ IP Ȃ Ṝ̆ ῤ Ạ

IP̂ ₯ ̃ ̆ IP ῍֣ ѿҩ └ṿ̕ ҈№ ̆

ץ №₮ Һ Һ ԅ̆ ץ Һ └ԅȂ 

2ȁ ץ ҈№ ̆ IP └Ȃ 

 

ҽᶛ 

 ᶛ 1̔ └ Һ Ȃ 

Ruijie# configure terminal  

Ruijie(config)# ip new-session-limit virtual-host limit 3000 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4b11)p4 פ 

10.1.10 ip new-session-limit real-host limit 

└ IP ҉ ҩ Ȃ 

ip new-session-limit real-host limit limit-num 

no ip new-session-limit real-host 

    

  limit-num ҩ Һ └Ȃ 

 



ᴪ ⇔ └ҍ  

http://www.ruijie.com.cn 

  ҹ 0̆ Ҍ └ 

 

פ   ῃ Ȃ 

 

ᶏ  

 1ȁ Һ ҹԅ ῤ PC DOS/DDOS ₯̆ Ȃ

└ IP Ȃ Ṝ̆ ῤ

Ạ IP̂ ₯ ̃ ̆ IP ῍֣ ѿҩ └ṿ̕ ҈

№ ̆ ץ №₮ Һ Һ ԅ̆ ץ Һ

Һ └ԅȂ 

2ȁ Һ └̆ ҩ IP ᶏ ѿҩ └ṿȂ 

 

ҽᶛ 

 ᶛ 1̔ └ Һ Ȃ 

Ruijie# configure terminal  

Ruijie(config)# ip new-session-limit real-host limit 1000 

 

῏  פ
 פ 
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Ȃ Ṝ̆ ῤ Ạ IP̂ ₯ ̃

̆ IP ῍֣ ѿҩ └ṿ̕ ҈№ ̆ ץ №₮ Һ Һ

ԅ̆ ץ Һ Һ └ԅȂ Һ ץ ѿҩ

└ṿ̆ ץ IP Һ └ 

2ȁ IP Һ └Ȃ 

 

ҽᶛ 

 ᶛ 1̔ IP ҹ 192.168.1.2 Һ ҹ 1000Ȃ 

Ruijie# configure terminal  

Ruijie(config)# ip new-session-limit specify-host 192.168.1.2 limit 

1000 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4b11)p4 פ 

 

10.2 显示相关命令 

10.2.1 show flow-pre-mgr ip-info 

╠ IP ᴪ └ IP ᴪ ἠ

   mgr ipQ16 re

0.851245 71.755.062

19.19 12 20.16-- 
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῏  פ
  פ 

 - - 

 

 

  - 

 

פ  
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10.2.4 show ip new-session-limit 

╠ └ ̕ 

show ip new-session-limit 

 

 
   

   

 

   

 

פ    

 

ᶏ    

 

ҽᶛ  

ᶛ̔ ╠ └ ̕ 

Ruijie#show ip new-session-limit  

ip new-session-limit start-up limit 100 

ip new-session-limit virtual-host limit 100 

ip new-session-limit real-host limit 100 

ip new-session-limit specify-host 172.18.8.4 limit 1222 

ip new-session-limit specify-host 172.18.8.145 limit 12321 

 

῏  פ
  פ 

 - - 

 

   

 

פ  
   

 10.3(4b11)p4 פ 

10.2.5 show ip new-session-limit attack 

╠ ₯ ̕ 

show ip new-session-limit attack 

 

 
   

   

 

   

 



ᴪ ⇔ └ҍ  
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11 配置流控通道命令 

11.1 配置相关命令 

11.1.1 active-limit 

TCP UDP Һꜚ ̆ ᶏץ פ no Һꜚ

ⱳ ̔ 

active-limit {tcp-enable | udp-enable} 

no active -limit {tcp-enable | udp-enable} 

 

 

   

 tcp-enable TCP Һꜚ ῏ 

  udp-enable UDP Һꜚ ῏ 

 

  Ȃ 

 

פ   flow-control  

 

ᶏ  

 1ȁ ╠ ∞Ҋ ’̆ ҉ ץ̆ ̆ ѿ ⌠

̆Һ ԍ P2p ̕ 

2ȁ ҹԅ ᾧ ῏ ̆ ̆Һꜚ ᴨᾢ ṿ ԍ ԍ 4

̂ṿ ᴨᾢ ᵞ̃Ȃ 

 

ҽᶛ  

group1 UDP Һꜚ ⱳ ̔ 

Ruijie# config 

Ruijie(config)# flow-control group1 

Ruijie(config-flow-control)# no active-limit udp-enable 

 

῏  פ
  פ 
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פ  
   

 10.3(4b8) פ 

11.1.2 auto-pir 

ᶏ PIR ꜚ ⱳ ̆ᶏ no ῏פ ⱳ Ȃ 

auto-pir enable [interval NUM [root-rate Percentage]] [exclude-pass] 

no auto-pir enable 

 

 

   

 NUM ̆ ᵝ̔ ̆Ҍ ҹ 1 ̆

ҹ 1͘3600 

 

 Percentage PIR └ ṿ̔ ≠ ̆

Ҋ̔ 

 ԍ ṿ PIR └ ̆ ᴨᾢ

⌠ᵞ׆ ̆ CIR̆↕ └

ῒ PIR̕ 

 ᵞԍ ṿ 10 ҩ № PIR ̆

ᴨᾢ ׆ ⌠ᵞ ̕ 

 ׃ԍԍң ӊ ҌẠ  

 

Ҍ ҹ 90̆ ҹ 1͘99ȂȂץ ṿ

90 ҹᶛ̆ᵞԍ 80% PIR ̆ ԍ 90%

PIR └ ԍ׃̆ 80% 90%ӊ ҌẠ Ȃ 

 
 exclude-pass root-rate ṿ ̆ ῀

exclude-pass ῏ Ҍ pass Ȃ 

 

  NPE ֟ ῏ Ȃ 

 

פ   channel-tree
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῏  פ

  פ 

 show flow-control 
ץ פ Inbound

Outbound PIR Ḥ  
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פ  
   

 10.3(4b7) פ 

11.1.4 channel-default 

Ȃ ᶏץ פ no ῒ ṿȂ 

channel-default channel-name 

no channel-default 

 

 

   

 channel-name  
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  pool pool_name ⱴ῀῍֣ ̆NPE ֟ Ҍ  

  auto 

( )Ҍ ῏ ̆Per-net ↓ᴪ per-cir

limit ӗ ԍ ԍ cir̆ ῏ ↕ҌẠ

̆Һ ԍ ꜚ  

  reverse 

( ) Per-net̆ (IP) V̆PN

Ҋ ῀№ Ὲ (IP) ̆ ҹ

Per-net 

 

  

1. ’Ҋ



 פ
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11.1.7 comment 

└ Ȃ ᶏץ פ no − Ȃ 

[no] comment Comment_String 

 

 
   

 Comment_String ұ̆ 127 ҩ ̆Ҭ Ҍ  

 

  ’Ҋ Ȃ 

 

פ   flow-control  

 

ᶏ   Ȃ 

 

ҽᶛ  

ľGi0/1Ŀ ̔ 

Ruijie(config)#flow-control Gi0/1 

Ruijie(config-flow-control)# comment Dianxin-10M 

 

῏  פ
  פ 

 flow-control └  

 

    

 

פ  
   

 10.3(4b8) פ 

 

 

11.1.8 flow-control 

└ ( )̆ ↕ӊ╠ └ Ȃ Ҋ

פ ԍ ⇔ ̆ Ȃ ᶏץ פ

no − ҩ └ Ȃ 

flow-control {global | name [update bandwith_In_bandwith Out_bandwith 

[perpir-update]] } 

no flow-control name 
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Log ῏ ῏ פ Ҋ̔ 

[no] flow-control log on 
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῏  פ
  פ 

 flow-policy wan └  

 

   

 

פ  
   

 10.3(4b7) פ 

  10.3̂4b8̃ update ץ global ῏  

 

11.1.9 flow-policy 

└ ⌠ wan ҉̆ᶏ ҩ Ҋ ↕

ץ Ȃ ᶏץ פ no ҩ └

҉ Ȃ 

flow-policy name  

no flow-policy  

 

 

   

 name └ Ȃ 
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Ruijie#config 

Ruijie(config)#interface gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#no flow-policy 

Ruijie(config-if-GigabitEthernet 0/1)# 

 

῏  פ
  פ 

 flow-control └  

 

   

 

פ  
   

 10.3(4b7) פ 

11.1.10 flow-rule 

ѿ ↕̆ № ң № ̆╠ № ↕ ῏

̆ № ↕ ꜚᵬȂ ᶏץ פ no −

↕Ȃ 

flow-rule num [vlan-group vlan-group-name] [subscriber subscriber-name] 

[auth-group auth-group-name] [network-group network-group-name] [app-group 

app-group-name] time-range time-rang-name [vpn] 

flow-rule num [session-limit session-num] action {drop | log-drop | pass [in-channel 

in-channel-name] [out-channel out-channel-name]} [default] [commet string] 

[no] flow-rule num disable 

no flow-rule num 

 

 
   

 num ↕ ̆ ῀ 1͘8192 

  vlan-group-name 
↕῏ vlan-group ăny

ᴋᵥ Ȃ 

  subscriber-name 
↕῏ subscriber ̆any

ᴋᵥ Ȃ 

  auth-group-name 
↕῏ ̆any ᴋᵥ

Ȃ 

  network-group-name 
↕῏ network-group ̆any

ᴋᵥ Ȃ 

  app-group-name 
↕῏ app-group ̆any

ᴋᵥ Ȃ 
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  time-rang-name ↕῏ time-rang  

  session-num 
↕ ᴪ ̆ᾛ ̆

῀ 0͘4000000̆0 Ҍ └ 

  in-channel-name ↕῏ in-channel  

  out-channel-name ↕῏ out-channel  

  string ↕  

  disable ↕̆  

  vpn 
VPN ̆ VPDN ̆ VPN

 

  default 
̆ᴨᾢ ᵞ̆ ӊ ԍ ᴨ

ᾢ ↕ 

 

  ’Ҋ Ҭ ᴋᵥ ↕ 

 

פ   └  

 

ᶏ   

1ȁ Ҍᾛ num Ҍ ̆ᵖ ῏ ↕Ȃ 

2ȁ ↕ ↕ ᾢ ̆ ↕ ᴆ ң №

ԅȁ̓͂ ҩ ץ ԅȁ ↕ └

⌠ԅ WAN ҉(ῃ Ҍ ⌠ WAN )Ȃ 

3ȁ Action ҹ pass ’Ҋ̆in-channel out-channel Ҍ ̆↕

in out Ҍ ̆ Ҍ ҌẠ ̕ 

4ȁ ∞ ↕̔ᾢ ᴨᾢ ̆vlan  > ῤ IP  > 

 > IP  > ≢ ̕ ᴨᾢ ̆ ᶭ

ⱴ ̆ ԍ ᴆ̆ῒ ’Ҋ̆

ᶏ ᴆ ̆ᶏ ⱴ Ȃ 

 

ҽᶛ  

ᶛ 1̔ └ group1 Ҋ̆ └ Ὲ ₮ ҹ 3M̆ᴪ

└ҹ 300̔ 

Ruijie#config 

Ruijie(config)#flow-control group1 

Ruijie(config-flow-control)#flow-rule 1 vlan-group any subscriber 

 network-group any app-group any time-rang any  

Ruijie(config-flow-control)#flow-rule 1 session-limit 

time1�Æ
X#qGÿ�×�f4ô

group1

�Æ
X#qGÿ�×�f4ô

	#qGÿ�×�f4ô

 

Ruijie(config

config

-

Ruijie(config

flow

-control group1 group1

-

flow-flow)#flow-flow

-

flowany subscriber 

>|�oG�  

 time-flow

any

 subscriber -flowany-subscriber subscriber 

-

flow-flow)#flow-flow
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ᶛ 3̔− └ group1 Ҋ ↕ 1̔ 

Ruijie#config 

Ruijie(config)#flow-control group1 

Ruijie(config-flow-control)#no flow-rule 1 

 

῏  פ
  פ 

 time-range name  

  vlan-group name vlan-group  

  subscriber static name subscriber  

  network-group name network-group  

  identify-application custom name app-group ӈ№  

 

    

 

פ  
   

 10.3(4b7) פ 

  10.4(4T90) disable ῏  

11.1.11 flow-template 

ץ ҹ ̆ ѿᴍ ̆ ץ ̆ ԍ

ῒ ̔ 
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פ   ῃ Ȃ 

 

ᶏ  

 1ȁ ⌠ ῍֣

 



 פ





 פ

http://www.ruijie.com.cn 

CIR Ḥ  

PIR ṿḤ  

Pri ᴨᾢ  
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p1-tcp      150      500      4    fifo       NA         p1         

p1-udp      100      500      4    fifo       NA         p1   

 

  

Pool ῍֣  

Rate ῍֣  

Type ῍֣  

Limit Per-IP ῍֣ ̆ҹ └  

State 
Normal ῍֣ ̆Green ⌠ └

ṿ̆Red ⌠҉ ṿ̆Per-IP ҹ NA 

Child 
̆ ⱴ῀ Pool ̆

҈ҩ ⱴ῀῍֣ ṿ ⱴ 1 

Active ꜚ ̆Per-IP ῍֣  

Kill flow 

̆Per-IP ῍֣ ̆

Per-

IP



פ



 פ





פ
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12.1.2 flow-audit vpn 

VPN  

flow-audit vpn {inside-ip | outside-ip} 
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show flowrate 
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פ    

 

ᶏ   

    Ҍ ’Ҋ̆ ῏ ╠ Ḥ Ȃ 

 ῏ global ╠ ȁ Ḥ

ῤ ȁ ȁ Ḥ ̕ ῏ interface bridge

Ҋ ╠ ȁ ȁ Ḥ ῤ Ḥ

̕Ҍ ῀ᴋᵥ ᴆ Ḥ ̕ ῏ by-group

Ḥ ̕ ῏ by-type Ḥ

Ȃ 

eg: show flowrate application global ̂ ╠ Ḥ ̃ 

show flowrate application interface gi0/3 ̂ ҹ‖gi0/3‖Ҋ

╠ Ḥ ̃show flowrate application interface gi0/3 by-group ̂

ҹ‖gi0/3‖Ҋ ╠ Ḥ ̃ 

show flowrate application interface gi0/3 by-type ̂ ҹ‖gi0/3‖Ҋ

╠ Ḥ ̃ 

 ῏ minute-interval

FCy

3䀀
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̂ ’Ҋ ╠ ̆Ҍ ̃̕ Ӟפ

ȁҡ ҉Ҋ ȁ ȁ ̕ ῏ detail

῏ Ḥ ̕ῒҬ ץ ̆ ᾛ ̆

↕ ᾛ ѿ Ȃ 

ғ ȁ ȁ ῏ hour-interval 1 ҩ 2 ҩ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ῏ Ҋ̆ gigabitEthernet 0/1 ╠ ̕ 

Ruijie#show flowrate application interface gigabitEthernet 0/1 

path:GigabitEthernet 0/1 

Application     Application-group   Application-type 

PASS:    Upload(bps)    Download(bps)   Upload(pps)    

Download(pps) 

DROP:    Upload(bps)    Download(bps)   Upload(pps)    

Download(pps) 

App1               ᴆ             ῒ                    

62597              65955                   15                 17                

 0                   0                       0                  0             

 

ᶛ 2̔ Ҋ̆ bridge 0̆ Ḥ ̆ ̕ 

Ruijie# show flowrate application bridge 0 by-group 

path:bridge-map 0 

Application_group 

PASS:    Upload(bps)    Download(bps)   Upload(pps)    

Download(pps) 

DROP:    Upload(bps)    Download(bps)   Upload(pps)    

Download(pps) 

App_group1 

  211                249                0                  0                 

  0                  0                  0                  0              

 

ᶛ 3̔ ̆ gi0/3 2012 1 6 2 ⌠ 3

Ḥ ̆ ̕ 

Ruijie#show flowrate application interface gi0/3 by-group minute 

-interval 2012 1 6 2:0 to 2012 1 6 3:0 

path:GigabitEthernet 0/3 

minute-interval: 2012-1-6 2:0 ~ 2012-1-6 3:0 

Application_group  

PASS: Upload(KB)     Download(KB)      Upload(packets)   

Download(packets) 

DROP: Upload(KB)     Download(KB)      Upload(packets)   

Download(packets) 

IP  

  59                 84                 702                384               
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  0                  0                  0                  0                  

ԑ ᴆᴰ  

  202                637                479                634               

  0                  0                  0                  0                 

ᴆ 

  131                231                721                614               

  0                  0                  0                  0                 

    

  ɒ 4̔ ̆ gi0/3 2012 1 6 Ḥ

̆ ̕ 

Ruijie#show flowrate application inW
/F14 9.96 Tf

1 0 0 1 453.1 624.34 Tm

0 g

0 G

[(6)] TJ

ET

Q

q

141.98 85.704 395.11 676.78 re

W* n

BT

/F1 9.96 5a676.78 81C2676.78 by              
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  0                  0                  0                  0                 

ԑ ᴆᴰ  

  5229               116742             59983              89151             

  0                  0                  0                  0                 

ᴆ 

  220                135                1349               1290              

  0                  0                  0                  0                 

 

  27684236           159994             363431164          226927            

  0                  0                  0                  0                 

ᴆ  

  793                772                5327               4766              

  0                  0                  0                  0                 

 

  32                 252                567                635               

  0                  0                  0                  0             

 

  0                  2                  0                  4                 

  0                  0                  0                  0         

 

ᶛ 6̔ ̆ gi0/3 2012 1 6 ⌠ 2012 1

20 Ḥ ̆ ̕ 

Ruiji
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ᶛ 7̔ ̆ gi0/3


X�B/D��Õ
�
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 10.3(4b8) 
῏ ῏ ץ minute-intervalȁ

weekȁmonthȁday ῏  

 

12.2.2 show flowrate channel 

ҩ ῤ ₃ ῤ ╠ Ḥ  

 

ҩ ῤ ╠ Ḥ  

show flowrate channel [channel-group channel-group] [[minute-interval 

begin-year begin-month begin-day begin-hour:begin-minute to end-year 

end-month end-day end-hour:end-minute] | [{[month | week] day-interval 

begin-year begin-month begin-day to end-year end-month end-day |day 

begin-year begin-month begin-day} [hour-interval begin-hour to end-hour 

[begin-hour2 to end-hour2-

-

] |-| to] [[-

| 

|
-| minuteintgroup 

-

--

minute

- 

end
-

y8779.47 Tm

[(en)10(d)] TJ

ET

BT
13 0 0
45 882.5 555.47 Tm

[(-)] TJ

ET

BT2
1 0 0
45 882.5 555.07 Tm

[(m)26(88t)4(h )-631(end)] TJ

ET

BT

1 1 0
45 882.5 555.47 Tm

[(-)] TJ

ET

BT2ET
650
45 882.5 555.07 Tm

 0.00864 Tc[(day)] TJ

ET

BT4 re0 0
45 882.5 5556.3 T.47 Tm

[(-)] TJ

196 Tf
0 1810
45 882.5 555.07 Tm

 0.00864 Tc[(end)] TJ

ET

BT

6214.
hour:] 
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 begin-hour2 2 

 end-hour2 2 

 n ╠ n  

 

   

 

פ    
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  up                    125520         , 33                    

0              , 0 

 channel_groupB/  channel_nameB          

  down                  128            , 0                     

0              , 0 

 channel_groupC/  channel_nameC            

  down                  39632          , 61                    

0              , 0 

 

ᶛ 2̔ ̆ ҹ NBR ̆2012 1 6 12 ̆⌠ 12

40№  

Ruijie# show flowrate channel channel-name ³NBR ´ minute 

-interval 2012 1 6 12:0 to 2012 1 6 12:40 

channel_group: channel_groupA 

channel_name: channel_nameA 

type:  down  

PASS: 21190 KB, 281800 Packets 

DROP:  0 KB, 0 Packets 

 

channel_group: channel_groupB 

channel_name: channel_nameB 

type:  up  

PASS:  16640 KB, 90220 Packets 

DROP:  0 KB, 0 Packets  

 

ᶛ 3̔ ̆ ҹ NBR ̆2012 1 6  

Ruijie# show flowrate channel channel-name ³NBR ´ day 2012 1 

6  

channel_group: channel_groupA 

channel_name: channel_nameA 

type:  down  

PASS: 121190 KB, 1281800 Packets 

DROP:  0 KB, 0 Packets 

 

channel_group: channel_groupB 

channel_name: channel_nameB 

type:  up  

PASS:  216640 KB, 890220 Packets 

DROP:  0 KB, 0 Packets  

 

ᶛ 4̔ ҹ NBR ̆2010 1 8 2 ̆⌠ 2010 1 14 11

 

Ruijie# show flowrate channel channel-name ³NBR ´ time-interval 

2010 1 8 2  to 2010 1 14 11 

 channel_group: channel_groupA 



 פ

http://www.ruijie.com.cn 

channel_name: channel_nameA 

type:  down  

PASS:  821170 KB, 2280990 Packets 

DROP:  0 KB, 0 Packets 

 

channel_group: channel_groupB 

channel_name: channel_nameB 

type:  up  

PASS:  616543 KB, 1890126 Packets 

DROP:  0 KB, 0 Packets 

 

ᶛ 5̔ ̆ ҹ NBR ̆2012 1 6 ̆⌠ 2012 1

18  

Ruijie# show flowrate channel channel-name ³NBR ´ month 

 day-interval 2012 1 6 to 2012 1 18  

channel_group: channel_groupA 

channel_name: channel_nameA 

type:  down  

PASS:  821000 KB, 2280120 Packets 

DROP:  0 KB, 0 Packets 

 

channel_group: channel_groupB 

channel_name: channel_nameB 

type:  up  

PASS:  616000 KB, 1790456 Packets 

DROP:  0 KB, 0 Packets 

 

῏  פ
  פ 

 - - 

 

  
NPE ↓Ҍ day-intervalȁrecentȁtime-intervalȁdayȁmonthȁweekȁhour-interval

Ḥ ῏ Ȃ 

 

פ  

   

 10.3(4b7) פ 

 10.3(4b8) minute-intervalȁweekȁmonthȁday ῏  
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end-year end-month end-day end-hour:end-minute | [month | week] 

time-interval begin-year begin-month begin-day begin-hour to end-year 

end-month end-day end-hour | {[month | week] day-interval begin-year 

begin-month begin-day to end-year end-month end-day | day begin-year 

begin-month begin-day}[hour-interval begin-hour to end-hour [begin-hour2 to 

end-hour2]] } [detail]] 

 

 

   

 interface-name  

 hour  

 begin-year  

 begin-month  

 begin-day  

 begin-hour  

 begin-minute №  

 end-year  

 end-month  

 end-day  

 end-hour  

 end-minute №  

 begin-hour2 2 

 end-hour2 2 
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̆ ԍ ̕ 

eg: show flowrate global month day-interval 2012 1 5 to 2012 1 15 ̂ ̆

2012 1 5 2012 1 15 Ḥ ̃ 

    show flowrate global week time-interval 2012 1 5 8 to 2012 1 15 18 ̂

̆ 2012 1 5 8 2012 1 15 18 Ḥ ̃ 
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 10.3(4b8) minute-intervalȁweekȁmonthȁday ῏  

12.2.4 show flowrate ip 

Ҋ ₃ҩ Ḥ ̆ ╠

Ḥ ̕ 

show flowrate ip {global | {interface interface-name | bridge bridge-name} 

[by-vpn]}  [subscriber-group subscriber-group by-group | [[subscriber-group 

subscriber-group] [subscriber subscriber-name] [vip] | {by-auth} 

[auth-subs-group auth-group-name]  [auth-subs auth-name]] [ip ip-address] 

[application application-name] [application-group application-group] 

[application-type application-type]] [{recent hour | minute-interval begin-year 

begin-month begin-day begin-hour:begin-minute to end-year end-month end-day 

end-hour: end-minute | {[month | week] day-interval begin-year begin-month 

begin-day to end-year end-month end-day | day begin-year begin-month 

begin-

.
1 0 0 1 171.74 50T

72 



 פ

http://www.ruijie.com.cn 

  end-hour  

 

 end-minute №  

 begin-hour1 
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῏ detail ῏ Ḥ ̕  

ῒҬ ץ ̆ ᾛ ̆ ↕ ᾛ ѿ Ȃ 

ғ ȁ ȁ ῏ hour-interval 1 ҩ 2 ҩ Ȃ 

ҽᶛ  

ᶛ 1̔ ῏ Ҋ̆ gigabitEthernet 0/1 ╠ ̕ 

Ruijie#show flowrate ip interface gigabitEthernet 0/1 

Subscriber                 ip 

PASS: Upload(bps)    Download(bps)   Upload(ppse9Aip
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minute-interval: 2011: 2011
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/User_groupA/User_nameB 

192.168.1.4          312    960           2                   2 

2011-12-22 10:40 

/User_groupA/User_nameC 

192.168.1.5          300    470           3                  4 

 2011-12-22 10:50 

/User_groupA/User_nameE 

192.168.1.3          182      280         3                  6  

2011-12-22 11:00 

/User_groupA/User_nameA 

192.168.1.3          186      260          7                  2 

2011-12-22 11:10 

/User_groupA/User_nameA 

192.168.1.3          340     980          1                  2 

2011-12-22 11:20 

/User_groupA/User_nameB 

192.168.1.4          160      245         3                  4 

2011-12-22 11:30 

/User_groupA/User_nameB 

192.168.1.4          320      960         2                  1 

2011-12-22 11:40 

/User_groupA/User_nameC 

192.168.1.5          300       470         1                 6 

2011-12-22 11:50 

/User_groupA/User_nameC 

192.168.1.5          200       400         1                 6 

2011-12-22 12:00 

 

============================================================ 

Total               3213       6852         32               41 

 

ᶛ 5̔ ̆ 2011 12 20 ⌠ 12 26 10 ⌠
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/User_groupA/User_nameA 

192.168.1.3    351          986              





 פ

http://www.ruijie.com.cn 

12.2.5 show flowrate ip-application 

Ҋ ╠ IPȁ Ḥ ץ ҩ ῤ IP Ḥ  ̕

show flowrate ip-application {global | {interface interface-name | bridge 

bridge-name} [by-vpn]} [[subscriber subscriber-name] [subscriber-group 

subscriber-group] [vip] | {by-auth}  [auth-subs-group auth-group-name] 

[auth-subs auth-name]] [ip ip-address] [application application-name] 

[application-group application-group] [application-type application-type] 

[order-by {{pass | drop} {upload | download} | ip | application | 

subscriber-group | subscriber | auth-subs-group | auth-subs } {desc | 

asc}[top n]] 

 

    

  interface-name  

  bridge-name ̆ Ҋᶏ  

  subscriber-name  

  auth-group-name  

   auth-name  

  Ip-address IP  

 

 application-name  

 application-group  

 application-type  

 n ╠ n  

 

   

 

פ    

 

ᶏ   

Ҍפ     Ḥ ̂ ’Ҋ̃̆ IPȁ

῏ ╠ Ḥ Ȃ 

 ῏ global ╠ IPȁ Ḥ ̕ ῏ interface

bridge Ҋ ╠ IPȁ Ḥ ̕ 





 פ
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download} | ip | subscriber-group | subscriber | auth-subs-group | auth-subs } 

{desc | asc}[ top n]] 

 

 

   

 

interface-name ҈ ̆ ῏ Ҋᶏ  

bridge-name ̆ Ҋᶏ  

subscriber-name  

 subscriber-group  

 auth-group-name
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 192.168.196.74                    2010-1-7 9:37         1922                 

  5830311            1275917            0                  0                 

/User_groupE/User_nameE 

 192.168.203.39                    2010-1-8 8:48         530                  

  42329              515173             0                  0                 

/User_groupF/User_nameF 

 192.168.196.72                    2010-1-7 9:37         1922                 

  274249             396572             0                  0                 

/User_groupG/User_nameG 

 192.168.203.48                    2010-1-7 9:37         1922                 

  55562              380214             0                  0                 

/User_groupH/User_nameH 

 192.168.196.70                    2010-1-7 9:37         1922                 

  105615             285195             0                  0                 

/User_groupI/User_nameI 

 192.168.196.55                    2010-1-7 9:37         1922                 

  33071              205676             0                  0                 

/User_groupJ/User_nameJ 

 192.168.203.40                    2010-1-7 9:37         1922                 

  15904              160891             0                  0             

 

ᶛ 3̔ ῏ Ҋ̆ gigabitEthernet 0/1 2010 1 8 ⌠ 2010 1 11

1 ⌠ 3 ip ҉ Ḥ ̆ Ҋ ̕ 

Ruijie# show online ip interface gigabitEthernet 0/1 day-interval 

2010 1 8 to 2010 1 11 hour-interval 1 to 3 order-by pass download 

desc 

path:GigabitEthernet 0/1 

Subscriber 

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     

DROP-Download(KB) 

/User_groupC/User_nameC 

192.168.196.37      180                  

  75381              1193654            0                  0                 

/User_groupD/User_nameD 

192.168.203.36      180                  

  381                3120               0                  0                 

/User_groupE/User_nameE 

192.168.196.53      180                  

  206                1457               0                  0                 

/User_groupF/User_nameF 

192.168.196.63      135                  

  142                1437               0                  0      

 

ᶛ 4̔ ̆ 2011 12 22 1 ⌠ 2 ip ҉
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Ḥ ̕ 

Ruijie# show online ip global minute-interval 2011 12 22 1:0 to 2011 

12 22 2:0  

Subscriber 

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     

DROP-Download(KB) 

/User_groupF/User_nameF 

192.168.196.63      75                  

  76                360               0                  0 

/User_groupE/User_nameE 

192.168.196.53      90                

  103                399               0                  0    

/User_groupC/User_nameC 

192.168.196.37      95                

  17654              4675            0                  0 

            

ᶛ 5̔ ̆ 2011 12 22 1 ⌠ 3 ip ҉

Ḥ ̕ 

Ruijie# show online ip global day 2011 12 22 hour-interval 1 to 3 

Subscriber  

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     

DROP-Download(KB) 

/User_groupF/User_nameF 

192.168.196.63      150                  

  142                720               0                  60 

/User_groupE/User_nameE 

192.168.196.53      180                 

  206                698               0                  45   

/User_groupC/User_nameC 

192.168.196.37      190                

  353                 936            0                  50 

 

ᶛ 6̔ ̆ 2011 12 20 ⌠ 2011 12 29 1 ⌠

3 ip҉ Ḥ ̕ 

Ruijie# show online ip global month day-interval 2011 12 20 to 2011 

12 29 hour-interval 1 to 3  

Subscriber 

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     

DROP-Download(KB) 

/User_groupF/User_nameF 

192.168.196.63      270                  

  1420                14370

1
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 application-type  

 start-record Ẓ  

 record-num  

 

   

 

פ    

 

ᶏ   

῏ global ╠ IPȁ ҉ ȁ Ḥ ̆

῏ interface bridge Ҋ ╠ IPȁ ҉ ȁ

Ḥ Ȃ ῏ ip,subscriber,subscriber-group,application,application-group

ᴆ ̆ ῏ order-by ̕ top n

╠ n  

 

ҽᶛ  

ᶛ 1̔ Ҋ̆ bridge-map0 ╠ IP ҉ ̆ Ḥ ̕ 

Ruijie#show online ip-application bridge 0 

count:3 

path:bridge-map 0 

Subscriber 

IP                  Application  Application-group  Application-type 

LoginTime          OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     

DROP-Download(KB) 

/User_groupA/user_nameA  

 192.168.196.14        UDP          app-groupA            ῒ     

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

/user_groupB/user_groupB              

 192.168.196.15        UDP          app-groupA            ῒ      

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

/User_groupC/User_nameC                 

 192.168.196.16        UDP          app-groupA            ῒ     

  2010-1-8 19:7           0                    

   24                 0                  0                  0                 

ᶛ 2̔ ῏ Ҋ̆ gigabitEthernet 0/1 IPҹ 192.168.196.70

IP ̆ Ḥ  

Ruijie#show online ip-application  interface gigabitEthernet 0/1 ip 

192.168.196.70    

count:1    

path:GigabitEthernet 0/1 

Subscriber 

IP                  Application Application-group  Application-type 

LoginTime          OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     



 פ
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 end-day  

 end-hour  

  end-minute №  

  begin-hour  

  end-hour  

  begin-hour2 2 

  end-hour2 2 

 

   

 

פ    

 

ᶏ   

    Ҍ ’Ҋ̆ IP ᴪ ῏ ╠ Ḥ Ȃ 

 ῏ global ╠ IP ᴪ ῤ IP

ᴪ ̕ ῏ interface bridge Ҋ ╠

IP ᴪ ῤ IP ᴪ ̕ 

eg: show online statistics global ̂ ╠ IP ᴪ ̃ 

show online statistics interface gi0/3 ̂ ҹ‖gi0/3‖Ҋ ╠ IP

ᴪ ̃ 

 ῏ minute-interval begin-year begin-month begin-day begin-hour 

begin-minute end-year end-month end-day end-hour:end-minute

ѿ ₃ ₃№⌠ ѿ ₃ ₃№ Һ̆ ԍ 1 ҩ IP

ᴪ ; 

eg: show online statistics interface gi0/3 minute-interva 2012 2 1 9:20 to 2012 2 1 

9:50 ̂ ̆ ҹ‖gi0/3‖Ҋ 2012 2 1 9 20 № 2012

2 1 9 50 № ╠ IP ᴪ ̃ 

 ῏ month week ̆ҹԅῚ t90 Ҍ̆פ

῀↕ ̕ ῏ day-interval begin-year begin-month 

begin-day end-year end-month end-day ̆ ԍ

̕ 

eg: show online statistics global month day-interval 2012 1 5 to 2012 1 15 ̂

̆ 2012 1 5 2012 1 15 IP ᴪ

̃ 

 ῏ recent hour 0~24 ῤ Ḥ r̆ecent ῏

ԍ ̆ ̕ 

eg: show online statistics interface gi0/3 recent 1 ̂ ̆ ҹ‖gi0/3‖

Ҋ ѿҩ IP ᴪ ̃ 

 ῏ day begin-year begin-month begin-day ѿ

̕ 

eg: show online statistics global day 2012 2 12 ̂ ̆ 2012 2 12

IP ᴪ ̃ 

ῒҬ ץ ̆ ᾛ ̆ ↕ ᾛ ѿ Ȃ 

ғ ȁ ȁ ῏ hour-interval 1 ҩ 2 ҩ Ȃ 

 

ҽᶛ  

ᶛ 1̔ Ҋ̆ bridge-map0 ╠ IP ̆ᴪ  

Ruijie#show online statistic bridge 0 

path: bridge-map 0 
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online ip count: 251 

online session: 254  

ᶛ 2̔ Ҋ bridge-map0 ╠ IP ᴪ  

Ruijie#show online statistic bridge 0 detail  

path: bridge-map 0 

id         ip              subscriber            session 

1    192.168.196.70  /User_groupA/User_nameA  5  

2    192.168.203.127 /User_groupB/User_nameB  2  

3    192.168.196.77  /User_groupC/User_nameC  1  

4    192.168.196.26  /User_groupD/User_nameD  1  

5    192.168.196.150 /User_groupE/User_nameE  1  

 

ᶛ 3̔ ῏ Ҋ̆ 1 ῤ ҉ IP ᴪ Ḥ  

Ruijie# s
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count: 7 

ID        Online-IP      Online-Session           time 

1                95            522                   2011-12-22 10:00 

2                95            588                   2011-12-22 10:10 

3                94            598                   2011-12-22 10:20 

4                96            598                   2011-12-22 10:30 

5                96            598                   2011-12-22 10:40 

6                95            598                   2011-1

 0.024 Tc[(98)] TJ

ET

Q

q

141.98 92.424 395.11 670.06 re

W* n

BT

/F14 9.96 Tf95.11 670.06 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 484.54 660.1 Tm

0 g

0 G

[(1)] TJ

ET

1 0 0 1 454.54 644.74 Tm

0 g

0 G

[(

 0.024 Tc[(98)] TJ

ET

Q

q

141.98 92.424 395.11 670.0 1 67.06 re

W* n

BT

/F14 9.96 Tf

 0 0 1 478.54 660.1 Tm

0 g

0 G

[( )] TJ

ET

Q

q

141.98 92.424 395.11 670.06 re

W* n )106( )106( )94( )94( ) 0 1 484.54 660.1 Tm

0 g

0 G

[(1)] TJ

ET

Q

q

141.98 92.424 395.11 670.06 re

W* nn

BT

/F14 9.96 Tf

1 0 0 1 454.54 644.74 Tm

0 g

0 G

[(

 0.024 Tc[(98)] TJ

ET

Q

q

141.98 92.424 9G

[(1)] TJ

ET

1 0 0 1 454 0 0 1 496.54 660.1 Tm

0 g

0 G

[(:)] TJ

ET

Q

q

141.98 92.424 395.11 670.06 re

W* n)] TJ

ET

1 0 0 1 454 0 0 1 502.42 660.1 Tm

0 g

0 G

 0.024 Tc[(40)] TJ

ET

Q

q

141.98 92.424 395.11 670.0.06 re

W* n

BT

/F14 9.96 Tf
5 0 0 1 514.42 660.1 Tm

0 g

0 G

[( )] TJ

ET

Q

q

141.98 92.424 395.11 670.06 re

W* n               29

W*    2011

 

9 8
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28               95            522                   2011-12-25 0 

29               56            522                   2011-12-25 4 

30               80            522                   2011-12-25 8 

31               95            522                   2011-12-25 12 

32               105           588                   2011-12-25 16 

33               125           320                   2011-12-25 20 

34               75            486                   2011-12-26 0 

35               75            486                   2011-12-26 4 

36               200           460                   2011-12-26 8 

37               75            486                   2011-12-26 12 

38               75            486                   2011-12-26 16 

39               200           460                   2011-12-26 20 

40               95            522                   2011-12-27 0 

41               56            522                   2011-12-27 4 

42               80            522                   2011-12-27 8 

43               95            522                   2011-12-27 12 

45               105           588                   2011-12-27 16 

46               125           320                   2011-12-27 20 

47               95            522                   2011-12-28 0 

48               56            522                   2011-12-28 4 

49               80            522                   

2011-12-28 8 

   

 

῏  פ
  פ 

 - - 

 

  
NPE ↓Ҍ minute-intervalȁtime-intervalȁrecentȁdayȁmonthȁweekȁhour-interval

Ḥ ῏ Ȃ 

 

פ  

   

 10.3(4b7) פ 

 10.3(4b8) minute-intervalȁweekȁmonthȁday ῏  
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13 配置 URL 监控命令 

13.1 配置相关命令 

13.1.1 class 

פ ԍ URL Ҭ ⱴ URL № Ȃ ᶏץ פ no −

URL Ҭ URL № Ȃ 

[no] class class-name 

 

 

   

 class-name 
URL



URL  פ
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13.1.2 comment 

פ ԍ URL № URL Ҭ ⱴ Ȃ ᶏץ פ no −

Ȃ 

comment comment-string 

no comment 

 

 
   

 comment-string URL № URL ̆ 100 ҩ  

 

   

 

פ   URL URL №  

 

ᶏ    

 

ҽᶛ  

ᶛ 1ҹ URL ľOBJAĿ ⱴ  

Ruijie# configure terminal  

Enter  187.58 7.58 7.58 Ton 7.mmands, one p58 line.  End with CNTL/Z.T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 4 TJ62 Tm

 0.024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 431.47 Tm16e

024 Tc[(Ruijie#)] TJ


e term)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 423783 Tm16e

024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 424383 Tm16e

024 Tc[(Ruijie#)urlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 426183 Tm16e

024 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 426783 Tm16e

024 Tc[(Ruijie#)object J

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tff

1 0 0 1 308.45 44339 Tmm16e

024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 431.47 Tm2.31.024 Tc[(OBJA)] T] TJ


T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 446.83 Tm2.31.024 Tc[(OBJA)] TurlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 420783 Tm2.31.024 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 421383 Tm2.31.024 Tc[(OBJA)] TobjT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 423183 Tm2.31.024 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423783 Tm2.31.024 Tc[(configure termT

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 427383 Tm2.31.024 Tc[(OBJA)] T)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 428583 Tm2.31.024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 T5

1 0 0 1 189.41 429183 Tm2.31.024 Tc[(configure mme
ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F1 9.96 Tff

1 0 0 1 308.45 44339 Tmm2.31.024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 1 T
1 0 0 1 308.45 44399 Tmm2.31.024 T
<00B3T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 118.46 31.50 Tmm2.31.024 Tc[(configure mme
E for J

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 T1 T
1 0 0 1 308.45 446.81 Tm2.31.024 T
<00B4T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 310.37 441.41 Tm2.31.024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 431.47 T385839024 Tc[(OBJA)] T] TJ


T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 446.83 T385839024 Tc[(OBJA)] TurlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 420783 T385839024 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 421383 T385839024 Tc[(OBJA)] TobjT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 423183 T385839024 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423783 T385839024 Tc[(configure termT

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 427383 T385839024 Tc[(configur)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 428583 T385839024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 429183 T385839024 Tc[(configurendT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 308.45 446.83 T385839024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tf

1 0 0 1 270.41 431.47 T36.83 TBB>] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 159.86 462.31 T36.83 TBB>]c[(configur2ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tf

1 0 0 1 270.41 4370.9T36.83 TBB>] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 180.86 462347 T36.83 TBB>]c[(URL)] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tf

1 0 0 1 201.41 462381 236.83 TBB>] TJ77D359EJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 231.29 4623 re
36.83 TBB>]c[(URL)] TJCLASSET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tf

1 0 0 1 255.29 466981 236.83 TBB>] TJ10119FF4620>] T002C81D30T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 310.37 462.84 136.83 TBB>] 
ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 431.47 T353[( )] TJc[(Ruijie#)] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 446.83 T353[( )] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 195.41 446.83 T353[( )] TJc[(Ruijie#)e terminal )] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 308.45 446.83 T353[( )] TJ

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 195.41 441.47 T39.81
024 Tc[(Ruijie#)87.58 7.58 7.58 Ton 7.mmands, one p58 line. )96( )96(End with CNTL/Z)12(.T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 4 TJ62 T39.81
024 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 195.41 441.47 T32231 T24 Tc[(Ruijie#)] TJ


e term)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 423783 T32231 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 424383 T32231 T24 Tc[(Ruijie#)urlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 426183 T32231 T24 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 426783 T32231 T24 Tc[(Ruijie#)classT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 429783 T32231 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 430383 T32231 T24 Tc[(Ruijie#)CLASST

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F1 9.96 Tff

1 0 0 1 308.45 44339 Tm32231 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 Tff

1 0 0 1 308.45 44399 Tm32231 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 195.41 441.47 T30781 T24 Tc[(Ruijie#)] TJ


T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 446.83 T30781 T24 Tc[(Ruijie#)urlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 420783 T30781 T24 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 421383 T30781 T24 Tc[(Ruijie#)clsT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423183 T30781 T24 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423783 T30781 T24 Tc[(configure termT

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 427383 T30781 T24 Tc[(configur)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 428583 T30781 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 T5

1 0 0 1 189.41 429183 T30781 T24 Tc[(configure mme
ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F1 9.96 Tff

1 0 0 1 308.45 44339 Tm30781 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 1 T
1 0 0 1 308.45 44399 Tm30781 T24 T
<00B3T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 118.46 31.50 Tm30781 T24 Tc[(configure mme
E for CLASSET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F1 9.96 T1 T
1 0 0 1 308.45 4453[9 Tm0781 T24 T
<00B4T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 310.37 442.39 Tm0781 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 195.41 441.47 T29187 T24 Tc[(Ruijie#)] TJ


T

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 446.83 T29187 T24 Tc[(Ruijie#)urlT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 420783 T29187 T24 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 421383 T29187 T24 Tc[(Ruijie#)clsT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423183 T29187 T24 T

ET

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 423783 T29187 T24 Tc[(configure termT

Q

q

141.98 598.3 1595.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 427383 T29187 T24 Tc[(configur)ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 189.41 428583 T29187 T24 T

ET

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 147.38 429183 T29187 T24 Tc[(configurendT

Q

q

141.98 286.85 395.11 187.58 re

W* n

BT

/F14 9.96 Tf

1 0 0 1 308.45 446.83 T29187 T24 T

ET

Q

q

141.9Q6.864 490.27 095.11 11.56 re



W* n

BT64 490.03 095.161 0.23999 re

f*

66.864 525.91 095.161 0.23999 re

f*

66.864 526.85 62.8860.23999 re

f*

BT

1 0 0 1 142.46 514.39 T275[( )] TJ)] TJ

ET

q

67.111 286.84 6228W* n.28 re

W* n

q

67.104 598.3 62228W*41.28 re

W* n

q

67.109.96 Tf

1 0 0 1 78.384 377.09 T2.50 Tr 0.28457 w

[<05AF>-112D28B>] TJ7A3<05142051>-11T

Q

q

67.104 286.85 6228W*41.28 re

W* n

q

67.109.96 TTf

1 0 0 1 118.46 615.46 T2.50 Tr 0.2

ET

Q

Q

q

129.99 286.84 1248.924 re

W* n

q

129.98 618.94 1248.964 re

W* n

q

129.99.96 Tf

1 0 0 1 135.38 377.09 T62.36 )] TJ

ET

Q

Q

0 g

66.8141.98 639.58 126786 )21987 T1.924BT

1 0 39.58 125081
04 re
6.924BT

1 0 356W* n25081
04  re
6.924BT

1 0 39.58 1248.96421987 T1.

q

141.99 618.93 1248.92421987 T

W* n

147.38 620.74 125081
025.721e
6.924BT

1 0 q0 39.58 1248.96421987 T

W* n

BT

/F1 9.96 Tf

1 0 0 1 209.45 629.587T62.36 )] TJ8457 w

0 g

 0.12 Tc[<09F21BA0>] TJ

ET

BT

/F2 Q0 q0 39.58 1248.96421987 T

W* n

BT

/F1 9.96 Tf

1 0 0 1 229.49 62.2801T62.36 )] TJ)] TJ

ET

Q

Q

66.864 63.2823126786 )17431 T1.924BT

1 0 3.2823125081
04  re
6.924BT

1 0 4.9 Tm25081
04 re
6.924BT

1 0 3.28231248.964 7431 T1.

q

141.99 63.28241248.924 7431 T

W* n

302.45 626783 n25081
01642 206.924BT

1 0 q0 3.28231248.964 7431 T

W* n

BT

/F1 9.96 Tf

1 0 0 1 406.99 623993 n25.36 )] TJ8457 w

0 g

 0.12 Tc[<09F21BA0>] TJ

ET

Q

q

141.98 23.28231248.964 7431 T

W* n

BT

/F1 9.96 Tf

1 0 0 1 427.03 622.39 T62.36 )] TJ)] TJ

ET

Q

Q

66.864 6864 490.27 096.78 T1.56 re

f*

141.98 639.7 1596.7g

219889

f*

0.851 g

141.98 639.58 196.78 T219889

f*

0 g

66.3.2835096.78 T1.12 re

f*

0 g

296.81 63619 Tm96.78 T1.12 re

f*

296.81 63619 Tm96.75.44 re

f*

298.25 6363[( )96.75.447382 1.f*

0.851 g

141.98 6363[( )96.745447382 1
f*

0 g

66.864 618.94 0248.96420.04 re

f5

296.81 63619 Tm948.96420.16 re

f524BT

1 0 q0 36.84 1228W* n re

W* n

q

129.98 490.27 1228W*41 re

W* n

BT

/F2 9.96 Tf

1 0 0 1 135.38 496.75 T23487 T24 T)] TJ

ET

Q

Q

q

141.99 598.29 1228W* n21987 T

W* n

q

141.98 490.27 3228W*4121987 T

W* n

q

141.99.96 Tf

1 0 0 1 242.33 53.504 T23487 T24 T)] TJ

ET

Q

q

141.98 598.3 15928W*4121987 T

W* n

q

141.99.96 Tf

1 0 0 1 242.33 53.3860.23487 T24 T)] TJ

ET

Q

Q

q

141.99 53.28241228W* n 7431 T

W* n

q

141.98 43.28231228W*41 7431 T

W* n

q

141.99.96 Tf

1 0 0 1 242.33 541.41 0.4487 T24 T
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13.1.3 regexp 

פ ԍ URL Ҭ ⱴ URL ↕ Ȃ ᶏץ פ no −

URL Ҭ URL ↕ Ȃ 

[no] regexp url-regexp 

 

 
   

 url-regexp URL ↕ ̆ ‰ ↕  

 

   

 

פ   URL  

 

ᶏ    

 

ҽᶛ  

ᶛ 1̔ҹ URL ľOBJAĿ ⱴѿҩ ̆ ԍ URL Ҭ ieft ῏ URL 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# regexp .*ieft.* 

Ruijie(url-obj-config)# end 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b7) פ 

13.1.4 url 

פ ԍ URL № Ҭ ⱴ א פ no
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[no] url-audit exact-filter 

url-audit except-regexp [regexp] 

no url-audit except-regexp 

[no] url-audit except-postfix 

url-audit optimize-cache [time] 

[no] url-audit optimize-cache 

 

 

   

 regexp 
ѿҩ ↕ ̆ ⱳ ̆

↕ URL Ҍᴪ Ȃ 

  time 

ᵝ ̆ ⱳ t̆ime ῤҌ

ѿҩ URL ץ ׆ URL ҉

 

 

   

 

פ   ῃ  

 

ᶏ   

1ȁ url-audit except-regexp ↕ ̆↕ ҹ

ľ.*=.*&.*=.*Ŀ 

2ȁ 
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Ruijie(config)# url-audit except-postfix 

Ruijie(config)# end  

 

ᶛ 4̔ 60s ῤ̆ ѿҩ IP URL Ҍ ץ ׆ URL

ӞҌ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-audit optimize-cache 60 

Ruijie(config)# end 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b10) פ 

13.1.6 url-class 

ѿҩ URL № ̆ ῀ URL № ̆ ῀ URL № ḱ Ȃ 

[no] url-class class-name 

 

 
   

 class- 

URL



URL
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פ  
   

 10.3(4b7) פ 

13.1.8 url-object 

ѿҩ URL ̆ ῀ URL Ȃ 

[no] url-object obj-name 
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{auth-subs-name | any } } time-range {time-name | any} from url_a to url_b [comment 

comment-string] 

no url-redirect-rule rule-id 

 

פ ԍ֜ ѿҩῤ Ҋ ңҩ URL └ ↕ ᴨᾢ  

url-redirect-rule priority-swap rule-id1 rule-id2 

 

 

   

 rule-id URL └ ↕ ID ̆ ṿ ̂1~1000  ̃

 subs-name URL ↕῏  

 auth-subs-name URL ↕῏  

 time-name URL ↕  

 url_a 
URL,ץ ↕ ̆

URL Ҭ ļ?Ľ ļ>Ľ  ף

 url_b 
URL,ץ ↕ ̆

URL Ҭ ļ?Ľ ļ>Ľ  ף

 comment-string URL ↕  

 rule-id1 URL ↕ ID 

 rule-id2 URL ↕ ID 

 

   

 

פ   ῃ  

 

ᶏ    
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 - - 

 

  - 

 

פ  
   

 10.3(4b10) פ 

13.1.10 url-rule 

פ ԍ ῤ Ҭ URL ⱳ Ȃ ᶏץ פ

no − Ȃ 

[no] url-rule audit-default-enable 

 

פ ԍ ῤ Ҭ ⱴ URL └ ↕Ȃ ᶏץ פ no

− Ȃ 

url-rule rule-id url-object obj-name time-range {time-name | any} action {deny | permit} 

[audit] [comment comment-string] 

no url-rule rule-id 

 

פ ԍ֜ ѿҩῤ Ҋ ңҩ URL └ ↕ ᴨᾢ  

url-rule priority-swap rule-id1 rule-id2 

 

 

   

 rule-id URL └ ↕ ID ̆ ṿ ̂1~1000  ̃

 obj-name URL ↕῏ URL  

 time-name URL ↕  

 comment-string URL ↕  

 rule-id1 URL ↕ ID 

 rule-id2 URL ↕ ID 

 

   

 

פ   ῤ  
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ᶏ    

 

ҽᶛ  

ᶛ 1 ҹῤ ľPOLICYAĿ URL ↕ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# url-rule audit-default-enable 

Ruijie(cont-plcy-config)# end 

ᶛ 2 ҹῤ ľPOLICYAĿ ⱴѿҩ URl └ ↕̆Ҍᾛ URL

OBJAҬ URL̆ ғ URL Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# url-rule 2 url-object OBJA time
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פ   ῃ  

 

ᶏ    

 

ҽᶛ  

ᶛ 1ᾢ URL ↕̆Ῥ URL ⱳ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# url-rule 2 subscriber USERA url-object 

OBJA time-range any action permit audit 

Ruijie(cont-plcy-config)# exit 

Ruijie(config)#url-rule apply-referer 

Ruijie(config)#end 

 

῏  פ
  פ 

 - - 

 

  - 

 

פ  
   

 10.3(4b8) פ 

 

13.2 显示相关命令 

 

13.2.1 show url-class user-cfg 

ӈ URL № Ḥ  

show url-class user-cfg [class-name] 

 

 
   

 class-name ӈ №  
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ietf.org
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 policy-name ῤ  

 subs-name  

 auth-subs-name  

 

   

 

פ    

 

ᶏ    

 

ҽᶛ  

# URL № Ḥ  

Ruijie#show url-rule content-policy 



 

 

 

 

 

应用协议 

 
 

 

№Ύ׃ פ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. Ḥ ΐ  פ

2. DHCP  פ

3. DHCP Relay  פ

4. DNS  פ

5. NTP  פ

6. SNTP  פ

7. UDP-Helper  פ

8. DDNS  פ

9. DNS  פ

10. DNS-Proxy  פ
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1 配置网络连通性测试工具命令 

1.1 配置相关命令 

1.1.1 ping 

פ ̆ ץ ꜛ ȁ ᵝ Ҭ

Ȃ פ Ҋ̔ 

ping [vrf] [vrf-name] [ip] [ip-address [length length ] [ntimes times] [timeout 

seconds] [data data] [source source]] 

ȍ Ȏ 

  

vrf-name VRF  

ip-address IPv4 Ȃ 

length  

times ҩ  

timeout  

data ᾟ  

source IPv4  

ȍ ’Ȏ 

̂ ҹ 2 ῤ̃̆ 5 ҩ ҹ 100Byte ⌠ IP

Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ping פ Ҋ̆ Ҋ̆

ping ⱳ ̆ Ҋ ↕̆ ץ ping ⱳ Ȃ ping

ⱳ ̆ ץ Ҋ ̆ ̂ ҹ 2

̃ῤ̆ 5 ҩ ҹ 100Byte ⌠ IP ̆ ̆↕

ѿҩļ!Ľ̆ ̆↕ ѿҩļ.Ľ̆ ₮ѿҩ Ḥ Ȃ ping
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ⱳ ̆ Ҋ ̆ ping Ҭ̆ ץ ҩ ȁ

̆ ̆ ping ⱳ ѿ ̆ Ӟ ₮ѿҩ Ḥ Ȃ ᶏ

ⱳ ̆↕ ᾢ Ⱶ ̆ΐᵣ DNS №Ȃ 

ȍҽᶛȎ 

ping ᶛ̔ 

Ruijie# ping 192.168.5.1 

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 

seconds: 

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 

ms 

ping ᶛ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 timeout 3 data 

ffff source 192.168.4.10 

  

Sending 100, 1000ET

BT

/F15 10.56 Tf

1 5i553 463.27 Tm

[(by)7(te)-(, 36(I(+C)9(Me)-(, 36(Ecgt)7opr)7(ee)-(, 36(7(te)-(, 36([(19)7(2e)-3(1)7(68)7(.2)7(.1)9700)7(, 34)9(t7(m(ce)ouby)7(, 34)4(i)s(0)9( )] TJ

ET

BT

1 0 0 1 146.4447.6.27 Tm

[(3e)-s(0)ecgt)9(on)7(ds)7(:)] TJ

ET

BT

1 0 0 2 504.4447.6.27 Tm

9( )] TJ

ET

BT

1 0 0 1 146.44 5303.7 Tm

 -1.06 Tc[(  )] TJ

ET

BT

1 0 0 1 156.94 5303.7 Tm

 0 Tc[(< )7(pr)7(es)7(s )7(Ct)7(rl)7(+C)7( t)7(o)9( b)-4(r)9(ea)7(k )7(>)] TJ

ET

BT

1 0 0 1 314.44 5303.7 Tm

9( )] TJ

ET

BT

1 0 0 1 146.44 412.47 Tm

[(!!)-4(!)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!!)-4(!)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!!)-4(!)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9( )] TJ

ET

BT

1 0 0 1 146.440078.87 Tm

9(!!)-4(!)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!!)-4(!)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!7)9(!i)] TJ

ET

BT

1 0 0 1 819.540078.87 Tm

9( )] TJ

ET

BT

1 0 0 1 146.438550.27 Tm

 0.024 Tc[(Ss)] TJ

ET

BT

1 0 0 1 15/F138550.27 Tm

24 Tc4(c)9(ce)7(ss)7(8t)9a)y)7(te)7(8t)i(ss)7(8t)[(10)7(0)9(8t)pe b)-4(r)9(ce)9(nt)7(8t)((/1)70/2)7(/1)70/2)),ss8tteed
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Ip-address IPv4 Ȃ 

number 
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1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 

5      61.154.8.129      12 msec  28 msec  12 msec 

6      61.154.8.17        8 msec  12 msec  16 msec 

7      61.154.8.250      12 msec  12 msec  12 msec 

8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec

   



ΐ  פ

http://www.ruijie.com.cn 

 n64.17 g
82 7      40 msec 40 msec 40 msecn
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2 配置 DHCP 命令 

2.1.1 bootfile 

ӈ DHCP ꜚ Ἕ ᴆ ̆ DHCP פ bootfileȂ

פ no ץ ӈȂ 

bootfile file-name 

no bootfile 

ȍ Ȏ 

  

file-name ӈ ԍ ꜚ ᴆ Ȃ 

ȍ ’Ȏ 

ӈ ꜚ ᴆ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

֓ DHCP ꜚ Ҭ Ҋ ᵬ ȁ ᴆ D̆HCP Ⱶ

ᶫ ꜚ Ἕ ᴆ ̆DHCP ץ Ⱶ ̂

TFTP̃Ҋ ᴆȂῒ Ⱶ next-server פ ӈȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ӈԅ router.conf ᵬҹ ꜚ ᴆ Ȃ 

bootfile router.conf 

ȍ ῏  Ȏפ

  פ

ip dhcp pool
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2.1.2 client-identifier 

ӈ DHCP ѿ ץ̂ Έ └ ̃̆ DHCP

פ client-identifierȂ פ no −ץ Ȃ 

client-identifier unique-identifier 

no client-identifier 

ȍ Ȏ 

  

unique-identifier 

DHCP
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hardware-address ӈ DHCP ᴆ Ȃ 

host 
ӈ IP Ȃ ԍ

DHCP Ȃ 

ip dhcp pool 
ӈ DHCP ̆ ῀

DHCP Ȃ 

 

2.1.3 client-name 

ӈ DHCP ̆ DHCP פ client-nameȂ פ

no − DHCP Ȃ 

client-name client-name 

no client-name 

ȍ Ȏ 

  

client-name 

ӈ DHCP Ȃ ץ ᴋᵥ ‰ ASCII

Ȃ Ҍ ̆ ӈ river ҹ

DHCP ̆Ҍ ӈҹ river.i-net.com.cnȂ 

ȍ ’Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

DHCP ӈ ̆ ≠ץ פ ӈ DHCP
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2.1.4 default-router 

ӈ DHCP ῏̆ DHCP פ default-routerȂ

פ no −ץ ῏ ӈȂ 

default-router ip-address [ ip-address2…ip-address8 ]  

no default-router 

ȍ Ȏ 

  

ip-address ӈ IP Ȃ ѿҩȂ 

ip-address2…ip-address8 
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ȍ Ȏ 

  

ip-address 
ӈ DNS Ⱶ IP Ȃ

ѿҩȂ 

ip-address2…ip-address8 
̂ ̃ ץ 8 ҩ DNS Ⱶ

Ȃ 

use-dhcp-client 
interface-type 
interface-number 

RGOS ᴆ DHCP

⌠ DNS Ⱶ ᵬ̆ҹ DHCP

DNS Ⱶ Ȃ 

ȍ ’Ȏ 

ӈ DNS Ⱶ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

ӈ ҩ DNS Ⱶ ̆Ώ ╠ ᴨᾢ ̆DHCP ҍ ╠

DNS Ⱶ ̆ ᴪ Ҋѿҩ DNS Ⱶ Ȃ 

RGOS ᴆ ӞẠ DHCP ̆ ץ DNS Ⱶ Ḥ ̆

ᴰ DHCP Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ҹ DHCP ԅ DNS Ⱶ 192.168.12.3Ȃ 

dns-server 192.168.12.3 

ȍ ῏  Ȏפ

  פ

domain-name ӈ DHCP Ȃ 

ip address dhcp DHCP IP Ḥ Ȃ 

ip dhcp pool 
ӈ DHCP ̆ ῀ DHCP

Ȃ 

 

2.1.6 domain-name 

ӈ DHCP ̆ DHCP פ domain-nameȂ פ

no −ץ Ȃ 

domain-name domain-name 
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no domain-name 

ȍ Ȏ 

  

domain-name 
ӈ DHCP
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ȍ Ȏ 

  

ip-address ӈ DHCP Һ IP Ȃ 

netmask ӈ DHCP Һ Ȃ 

ȍ ’Ȏ 

ӈҺ IP
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ȍ Ȏ 

                 

ȍ ’Ȏ 

DHCP ARP ⱳ Ȃ 

ȍ פ Ȏ 

DHCP  

ȍᶏ Ȏ 

DHCP ARP ⱳ Ḡ DHCP Ȃ Ҭ

ARP ҹ ̆ ᶏץ  Ȃפ

῏ DHCP ARP ⱳ ̆ ARP Ҍᴪ ̆

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ pool1 ARP ⱳ Ȃ 

ip dhcp pool pool1 

  update arp 

ȍ ῏  Ȏפ

  פ

ip dhcp refresh arp ┘

⁪⁪�B$�>�Ð



DHCP  פ

http://www.ruijie.com.cn 

ῃ  

ȍᶏ Ȏ 

ARP פ ARP ̆ פ DHCP

ARP  Ȃ 

ȍҽᶛȎ 

ARP  

ip dhcp refresh arp 

ȍ ῏  Ȏפ

  פ

update arp ARP ⱳ  

 

2.1.11 ip address dhcp 

ᶏ ץ PPPȁHDLCȁFR DHCP IP Ḥ ̆

� 1 > Y % ?
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ȍ ῏  Ȏפ

  פ

dns-server  



DHCP  פ

http://www.ruijie.com.cn 

  פ

ip dhcp pool 
ӈ DHCP ̆ ῀

DHCP Ȃ 
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ip dhcp ping timeout 

DHCP Ⱶ ping ᵬ

Ȃ ῤ ping

⌠ ̆ № ̕

↕ ‖ Ȃ 

show ip dhcp conflict 
DHCP Ⱶ № ̆ ⌠

‖ Ȃ 

 

2.1.14 ip dhcp ping timeout 

DHCP Ⱶ ping ᵬ ‖ ̆ ̆ ῃ

פ ip dhcp ping timeoutȂ פ no ץ Ȃ 

ip dhcp ping timeout milli-seconds 

no ip dhcp ping timeout 

ȍ Ȏ 

  

milli-
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2.1.15 ip dhcp pool 

ӈѿҩ DHCP ῀ DHCP ̆ ῃ פ ip 

dhcp poolȂ פ no −ץ DHCP Ȃ 

ip dhcp pool pool-
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2.1.16 lease 

ӈ DHCP Ⱶ № ̆ DHCP פ

leaseȂ פ no Ȃ ׆ 1 № ⌠ 365 23

59 № Ȃ 

lease { days [ hours ] [ minutes ] | infinite } 

no lease 

ȍ Ȏ 

  

days ӈ ץ̆ ҹ ᵝȂ 

hours 
̂ ̃ ӈ ץ̆ ҹ

ᵝȂ ӈ ╠ ӈ Ȃ 

minutes 

̂ ̃ ӈ №ץ̆ ҹ

ᵝȂ ӈ№ ╠ ӈ

Ȃ 

infinite ӈ └ Ȃ 

ȍ ’Ȏ 

ҹ infiniteȂῒ ҹѿ Ȃ 

ȍ פ Ȏ 
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netbios-node-type type 

no netbios-node-type 

ȍ Ȏ 

  

type 

ӈ NetBIOS ̆ ң Ȃ 

ӈ̆ ׆ 0~FF̆ Έ └ ̆ᵖ Ҋץ

ṿ̔ 

 1̆ף b-node̕ 

 2̆ף p-node̕ 

 4̆ף m-node̕ 

 8̆ף h-nodeȂ 

ұ ӈ̔ 

 b-nodĕ ̕ 

 

 



פ ӈ ̆ ῀ȂⱵ β ӈ פ −ץ ӈȂ
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ip dhcp pool 
ӈ DHCP ̆ ῀ DHCP

Ȃ 

ip help-address ӈ Helper  

option  RGOS ᴆ DHCP Ⱶ Ȃ 

 

2.1.21 option 

DHCP Ⱶ ̆ DHCP פ optionȂ פ no

−ץ option ӈȂ 

option code { ascii 
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Ҋץ ᶛ ̆ ף 33 ԅ ӈ̆ DHCP ᶫԅ

Ḥ ̆DHCP ң ̔1̃ 172.16.12.0̆ ῏

192.168.12.12̕2̃ 172.16.16.0̆ ῏ 192.168.12.16Ȃ 

option 33 ip 172.16.12.0 192.168.12.12 172.16.16.0 192.168.12.16 

ȍ ῏  Ȏפ

  פ

ip dhcp pool 
ӈ DHCP ̆ ῀

DHCP Ȃ 

 

2.1.22 service dhcp 

҉ DHCP Ⱶ Ҭ ף ̆ ῃ פ service dhcpȂ

פ no ῏ץ DHCP Ⱶ Ҭ ף Ȃ 

service dhcp 

no service dhcp 

ȍ Ȏ 

 

ȍ ’Ȏ 

῏ DHCP Ⱶ Ҭ ף Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

DHCP Ⱶ ץ ꜚ № IP ̆ ᶫ DNS Ⱶ ȁ ῏

Ḥ ȂDHCP Ҭ ץ DHCP ῒ Ⱶ ̆

DHCP DHCP ̆ DHCP Ҭ ᵬ Ȃ 

֓֟ ҉ ₮ DHCP ⱳ ῒזⱳ ‖ ΐ̆ᵣ ῏

֟ ץ̆ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ԅ DHCP Ⱶ Ҭ Ȃ 

service dhcp  

ȍ ῏  Ȏפ

  פ
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show ip dhcp server statistics 
DHCP Ⱶ Ḥ

Ȃ 

 

2.2 显示与监控命令 

 clear ip dhcp binding 

 clear ip dhcp conflict 

 debug ip dhcp client 

 debug ip dhcp server 

 clear ip dhcp server statistics 

 show dhcp lease 

 show ip dhcp binding 

 show ip dhcp conflict 

 show ip dhcp server statistics 

2.2.1 clear ip dhcp binding 

DHCP ̆ clear ip dhcp binding  Ȃפ

clear ip dhcp binding { * | ip-address } 

ȍ Ȏ 

  

* − DCHP Ȃ 

ip-address − IP Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ DHCP ꜚ ̆DHCP − ץ no ip dhcp 

pool  Ȃפ

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ IP ҹ 192.168.12.100 DHCP Ȃ 
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clear ip dhcp binding 192.168.12.100 

ȍ ῏  Ȏפ

  פ

show ip dhcp binding DHCP Ⱶ Ȃ 

 

2.2.2 clear ip dhcp conflict 

DHCP ‖ ̆ clear ip dhcp conflict  Ȃפ

clear ip dhcp conflict { * | ip-address } 

ȍ Ȏ 

  

* − DCHP ‖ Ȃ 

ip-address − IP ‖ Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

DHCP Ⱶ ‖ ping ᴪ ̆DHCP ‖

̂ARP̃Ȃclear ip dhcp conflict −ץ ‖ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ԅ ‖ Ȃ 

clear ip dhcp conflict * 

ȍ ῏  Ȏפ

  פ

ip dhcp ping packets 
ӈ DHCP Ⱶ № ̆

‖ ping ᵬ ҩ Ȃ 

show ip dhcp conflict 
DHCP Ⱶ № ̆ ⌠

‖ Ȃ 
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2.2.3 clear ip dhcp server statistics 

ᵝ DHCP Ⱶ ̆ Ҭ clear ip dhcp server 

statistics  Ȃפ
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ȍᶏ Ȏ 

פ ԍ dhcp client ԍ Ⱶ ֜ԑ Ҭ Һ ῤ ץ̆

Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ҉ dhcp ῏Ȃ 

debug ip dhcp client 

ȍ ῏  Ȏפ

2.2.5 debug ip dhcp server 

DHCP Server ̆ debug ip dhcp server
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show dhcp lease 

ȍ Ȏ 

 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᵬҹ ⌠ ip ῏Ḥ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show dhcp lease Ȃ 

Ruijie# show dhcp lease  

Temp IP addr: 192.168.5.71  for peer on Interface: 

GigabitEthernet0/0 

Temp  sub net mask: 255.255.255.0 

DHCP Lease server: 192.168.5.70, state: 3 Bound 

DHCP transaction id: 168F 

Lease: 600 secs,  Renewal: 300 secs,  Rebind: 525 secs
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ȍᶏ Ȏ 

ӈ IP ̆ ’Ȃ ӈԅ IP ̆

IP ’Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip dhcp binding Ȃ 

Ruijie# show ip dhcp binding  

IP address    Client-Id/         Lease expiration  Type 

                Hardware address 

192.168.1.2   00d0.f866.4777    IDLE             Manual 

ӈ ҊȂ 

  

IP address № DHCP IP Ȃ 

Client-Id/ 

Hardware address         

DHCP client identifier ᴆ

 

Lease expiration   

⌠ ȂInfinite └̕

IDLE ╠ ̆ ╠

DHCP Һꜚ Ȃ 

Type 
ȂAutomatic ꜚ№ ̕

Manual № Ȃ 

ȍ ῏  Ȏפ

  פ

clear ip dhcp binding DHCP  

 

2.2.8 show ip dhcp conflict 

DHCP Ⱶ ‖ ̆ EXEC פ sh
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ȍᶏ Ȏ 

פ ץ DHCP Ⱶ ⌠ ‖ ↓ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip dhcp conflict פ ₮ Ȃ 

Ruijie# show ip dhcp conflict 

IP address     Detection Method 

192.168.12.1     Ping 

 

 

ӈ ҊȂ 

  

IP address 
Ҍ № DHCP IP

Ȃ 

Detection Method ‖ Ȃ 

dhcpd excluded ipaddress Ȃ 

ȍ ῏  Ȏפ

  פ

clear ip dhcp confict DHCP ‖  

 

2.2.9 show ip dhcp server statistics 

DHCP Ⱶ ̆ EXEC פ show ip dhcp server 

statisticsȂ 

show ip dhcp server statistics 

ȍ Ȏ 

 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 
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3.1.2 ip helper-address  

ᶏ פ ץ ⱴѿҩ DHCP Ⱶ Ȃ פ no ̆− ѿҩ Ⱶ

Ȃ 

ԍ Ⱶ ῃץ ̆Ӟ ץ Ȃ פ ץ ῃ

Ҋ̆Ӟ ץ Ҋ ̆№≢ ⱴ Ҋ DHCP Ⱶ Ḥ Ȃ 

ȍ ’Ȏ 

ᴋᵥ Ⱶ Ḥ Ȃ 

ȍ פ Ȏ 

ῃ /  

ȍᶏ Ȏ 

ҩ ץ ҩ dhcp Ⱶ ̆ ҩ ѿҩ DHCP ᴪ

⌠ ҩ Ⱶ Ȃ ׆ץ ҩ Ҭ ѿҩ Ȃ 

vrf Ṝ̆ ԍῃ ԍṢ Ҍ ̕ ԍῃ

Ҍ vrf ̆ ╠ Ⱶ Ҍ ԍᴋᵥ vrf Ⱶ ̕

ԍ Ҍ vrf ̆ ╠ Ⱶ ԍ ѿ vrf̕ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ңҩ Ⱶ ̆№≢ ѿ vrf ῤ Ⱶ ҹ 61.154.26.49̆

ץ ԍ vrf ᶛ ҹ local Ⱶ ҹ 192.168.197.1Ȃ 

ip helper-address 61.154.26.49 

ip helper-address vrf local 192.168.197.1 

ȍ ῏  Ȏפ

  פ

service dhcp DHCP Ҭ ף  

 

3.1.3 ip dhcp relay information option dot1x  

ᶏ פ dhcp option dot1x ⱳ ̆ᶏ פ no ῏ dhcp 

option dot1x ⱳ Ȃ 

ȍ ’Ȏ 

῏  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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פ ᾢ DHCP relay̆ 802.1x ῏ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆֜ ֜ Ȃ 

Ip dhcp relay information option dot1x   

ȍ ῏  Ȏפ

  פ

service dhcp DHCP Ҭ ף  

ip dhcp relay information option 
dot1x access-group 

option dot1x acl 

 

3.1.4 ip dhcp relay information option dot1x access-group 

ᶏ פ dhcp option dot1x acl̆ᶏ פ no ῏ dhcp 

option dot1x acl Ȃ 

ȍ ’Ȏ 

Ҍ῏ ACL 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ Ҍҍ ҉ ACL ACE ‖ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆֜ ֜ Ȃ 

Ip dhcp relay information option dot1x access-group acl-name  

ȍ ῏  Ȏפ

  פ

service dhcp DHCP Ҭ ף  

ip dhcp relay information option 
dot1x 

DHCP option dot1x ⱳ  

 

3.1.5 ip dhcp relay information option82 

ᶏ פ ip dhcp relay information option82 ⱳ ᶏ̆ פ no

῏ ip dhcp relay information option82 ⱳ Ȃ 
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ȍ ’Ȏ 

῏  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ҍ option dot1x ԑפ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆֜ ֜ Ȃ 

Ip dhcp relay information option82  

ȍ ῏  Ȏפ

  פ

Service dhcp 
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Service dhcp DHCP Ҭ ף  

 

3.1.7 ip dhcp relay suppression  

ᶏ פ ῃ DHCP ⱳ ̆ᶏ פ no ῏ ῃ DHCP

ⱳ DHCP relay └ⱳ Ȃ 

ȍ ’Ȏ 

῏  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ̆ DHCP request Ҍ relayȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ 1 relay └ⱳ Ȃ 

Ruijie# 

Ruijie# configure terminal  

Ruijie(config)# interface GigabitEthernet 0/1

R
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4 配置 DNS 模块命令 

4.1 配置相关命令 

4.1.1 ip domain-lookup 

ꜚ DNS Ȃᶏ פ no ↕῏ DNS ⱳ Ȃ 

ip domain-lookup 

no ip domain-lookup 

ȍ Ȏ 

’ҹ DNS ⱳ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹפ DNS ⱳ ῏̆ פ ↕̆ ꜚ DNS Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ DNS ⱳ ῏̔ 

Ruijie(config)# ip domain-lookup 

ȍ ῏  Ȏפ

  פ

show hosts DNS ῏ Ḥ Ȃ 

ȍ Ȏ 

- 

4.1.2 ip name-server 

פ Ⱶ IP Ȃ ԅ Ⱶ ꜚ

Ȃᶏ פ no − Ⱶ Ȃ 

ip name-server ip-address 
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no ip name-server [ip-address] 

ȍ Ȏ 

  

ip-address Ⱶ IP  

ȍ Ȏ 

Ⱶ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ⱴ DNS Server IP Ȃ ̆פ ᴪ ⱴѿҩ DNS ServerȂ

׆ ѿҩ Server ⌠ ̆ ᴪ ₃ҩ Server DNS

̆ ⌠ ⌠ ҹ Ȃ 

6 ҩ Ⱶ Ȃ− DNS Server ̆ ԅ ip-address ̆

↕ − Ⱶ ̆ ↕− DNS Ⱶ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# ip name-server 192.168.5.134 

ȍ ῏  Ȏפ

  פ

show hosts DNS ῏ Ḥ Ȃ 

ȍ Ȏ 

- 

4.1.3 ip host 

פ Һ IP Ȃᶏ פ no − Һ ↓ Ȃ 

ip host host-name ip-address 

no ip host host-name ip-address 

ȍ Ȏ 

  

host-name Һ  
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ip-address IP  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

− Һ ↓ ̆ ץ no ip host host-name ip-address פ −  

ȍҽᶛȎ 

Ruijie(config)# ip host switch 192.168.5.243 

ȍ ῏  Ȏפ

  פ

show hosts DNS ῏ Ḥ Ȃ 

ȍ Ȏ 

- 

4.1.4 clear host 

ꜚ Һ ‖ ̆ ץ Ҭ  Ȃפ

clear host [host-name] 

ȍ Ȏ 

  

host-name 
−ץ ҩ ꜚ Һ ‖Ȃ―*‖ף

ῃ ꜚ Һ ‖Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Һ ‖ Ҭ ̆ ңҩ 1̔̃ ip host 2̃̕ DNS

ꜚ ӟȂ −ᴪ̆פ ╠ DNS ꜚ ӟ⌠ Һ Ȃ 

ȍҽᶛȎ 

Ҋץ Ҭ̆ᴪ− Һ -IP ‖ Ҭ ꜚ ӟ⌠ Ȃ 

clear host * 
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ȍ ῏  Ȏפ

  פ

show hosts Һ ‖  

ȍ Ȏ 

- 

4.1.5 show hosts 

DNS Ḥ Ȃ 

show hosts 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

DNS ῏ Ḥ Ȃ 

ȍҽᶛȎ 

Ruijie# show hosts 

Name servers are:   

static 

host             type          address             

switch           static       192.168.5.243        

www.ruijie.com   dynamic      192.168.5.123         

ȍ ῏  Ȏפ

  פ

ip host  Һ IP  

ip name-server DNS Ⱶ  

ȍ Ȏ 

- 
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5 配置 NTP 命令 

5.1 NTP 配置相关命令 

NTP Ҋץ  ̔פ

 no ntp 

 ntp access-group 

 ntp authenticate 

 ntp authentication-key 

 ntp disable 

 ntp master 

 ntp server 

 ntp synchronize 

 ntp trusted-key 

 ntp update-calendar 

5.1.1 no ntp 

῏ ntp Ⱶ̆Ả ҍ Ⱶ ̆ ntp Ḥ Ȃ 

no ntp 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

’Ҋ NTP Ⱶ ῏ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

’Ҋ N̆TP ⱳ ῏ ̆ᵖ ԅ NTP Ⱶ NTP ῃ ≢

└̆NTP ⱳ ᴪ Ȃ 

ȍҽᶛȎ 
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Ҋץ ᶛ ̆῏ ԅ NTP ⱵȂ 

no ntp 

ȍ ῏  Ȏפ

  פ

ntp server ѿҩ NTP Ⱶ  

5.1.2 ntp access-group  

NTP Ⱶ └ ̆ פ no └ Ȃ 

ntp access-group {peer|serve|serve-only|query-only}  

access-list-number| access-list-name 

no ntp access-group {peer|serve|serve-only|query-only}  

access-list-number| access-list-name 

ȍ Ȏ 

  

peer 

ᾛ NTP Ⱶ

└ Ӟ̆ᾛ ҍ

Ȃ

�\
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ѿҩ ⌠ N̆TP Ⱶ ׆ └⌠ └ ᶭ

ץ̆↕ ѿҩ ⌠ ↕ҹ‰Ȃ ҹ peerȁserveȁserve-onlyȁ

query-onlyȂ 

 

 Е 

╠ └ ⱳ Ȃ ҉ ↕ ̆ᵖ 

⌠ҍ └ ῏ Ȃ 

 

ᴋᵥ └ ↕̆↕ ᾛ Ȃᵖѿ ԅ └

↕̆↕ֽ ↕Ҭ ᾛ Ȃ 

ȍҽᶛȎ 

Ҋץ ᵥᾛ 1 ↓ Ҭ ȁ

└ ̕ └ 2 ↓ Ҭ ֽ Ȃ 

Ruijie(config)# ntp access-group peer 1 

Ruijie(config)# ntp access-group serve-only 2 

ȍ ῏  Ȏפ

  פ

ip access-list ⇔ IP └↓ Ȃ 

 

5.1.3 ntp authenticate 

NTP Ⱶᶏ NTP ῃ └Ȃ ץפ no ῏ ῃ ῃ ≢ └Ȃ 

ntp authenticate 

no ntp authenticate 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

’Ҋ NTP ῃ └ ῏ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ ῃ ῃ ≢ └̆↕Ҍ Ḥ ⱴ Ȃ ῃ ῃ ≢

└̆ ῒז ῃ ̆ ԍ Ⱶ ⱴ ḤȂ 
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‰ ntp authentication-keyȁntp trusted-key Ḥᴋ Ȃ 

ȍҽᶛȎ 

ԅ ῃ ῒ ҹῃ Ḥᴋ ̆ └Ȃ 

ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp authenticate 

ȍ ῏  Ȏפ

  פ

ntp authentication-key ῃ  

ntp trusted-key ῃ Ḥᴋ Ȃ 

 

5.1.4 ntp authentication-key 

ҹ NTP Ⱶ ѿҩῃ NTP Ȃ ץפ no ῃ NTP

Ȃ 

ntp authentication-key key-id md5 key-string [enc-type] 

no ntp authentication-key key-id md5 key-string [enc-type] 

ȍ Ȏ 

  

key-id ID̕ ṿ 1 ⌠ 4294967295 

key-string  ұ̕ 

enc-type 
̂ ̃ ⱴ ̆0

ⱴ ̆7 ⱴ ̕ 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ῃ ̆ md5 ⱴ ̆ ҩ ѿҩ ѿ key-id ̆

ץ ntp trusted-key key-id ҹῃ Ḥᴋ Ȃ 

҉ ҹ 1024 ҩ̆ᵖ ҩ Ⱶ ֽֽ ѿҩ  
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ȍҽᶛȎ 

Ҋᶛץ ѿҩ ID ҹ 6  

ntp authentication-key 6 md5 wooooop 

ȍ ῏  Ȏפ

  פ

ntp authenticate ῃ ῃ ≢ └ 

ntp trusted-key ῃ Ḥᴋ  

ntp server ѿҩ NTP Ⱶ  
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Ȃ 

5.1.6 ntp master 

ᵬҹ NTP
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key-id 
ῃ Ḥ ᴋ ID Ȃ ṿ 1 ⌠
4294967295 

ȍ ’Ȏ 

’Ҋ Ḥᴋ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

NTP Ḥᴋ ̆ ID ̆ Ҍ

ᴰ ץ̆ ῃ ̕ 

ȍҽᶛȎ 

Ҋץ ѿҩ ̆ ҹ Ⱶ Ḥᴋ Ȃ 

ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp server 192.168.210.222 key 6 

ȍ ῏  Ȏפ

  פ

ntp authenticate ῃ ≢ └Ȃ 

ntp 
authentication-key  

NTP Ȃ 

ntp server ѿҩ NTP Ⱶ Ȃ 

5.1.10 ntp update-calendar 

NTP ᶏ ׆ ṿ ᴆ Ȃ

פ no ᴆ ⱳ Ȃ 

ntp update-calendar 

no ntp update-calendar 

ȍ Ȏ 

                 

ȍ ’Ȏ 

ᴆ ⱳ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 
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ȍᶏ Ȏ 

ᶏ ⱳ ץ NTP ᶏ ׆ ṿ

ᴆ Ȃ ᴆ ᶏ ῏ ᵝ ’Ҋׅ

ꜚȂ 

’Ҋ NTP ᴆ Ȃ ӊ ̆NTP ᴪ ҍ

ⱳ Ӟ ᴆ Ȃ 

ȍҽᶛȎ 

Ҋץ ᵥ NTP ᴆ ̔ 

Ruijie(config)# ntp update-calendar 

ȍ ῏  Ȏפ

                 

5.2 显示与监控命令 

 debug ntp 

 show ntp status 

5.2.1 debug ntp 

NTP Ḥ Ȃ ץפ no ῏ Ḥ Ȃ 

debug ntp 

no debug ntp 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

NTP ⱳ ̆ ץ פ ₮ Ḥ ̆

Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ NTP ῏Ȃ 



NTP  פ

http://www.ruijie.com.cn 

debug ntp 

ȍ ῏  Ȏפ

Ȃ 

5.2.2 show ntp status 

NTP Ḥ Ȃ 

show ntp status 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

NTP Ⱶ ̆ ╠ NTP Ḥ ̆ ѿ ⱴ Ⱶ ӊ

╠ Ҍᴪפ ᴋᵥḤ Ȃ 

ȍҽᶛȎ 

Ҋᶛץ ̆ ╠ NTP Ḥ Ȃ 

show ntp status 

ȍ ῏  Ȏפ
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6 配置 SNTP 命令 

6.1 配置相关命令 

ῃ  פ

 sntp enable 

 sntp server 

 sntp interval 
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ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

6.1.2 sntp server 

פ SNTP Server̆ ԍ SNTP NTP ῃῚ ̆ ץ ҩ Server

ῃ ץ internet ҉Ὲ NTP ServerȂ 

sntp server ip-addr 

no sntp server 

ȍ Ȏ 

ip-addr ̔NTP/SNTP Ⱶ IP  

ȍ Ȏ 

ᴋᵥ NTP/SNTP Ⱶ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᶏ show sntp פ SNTP ῏  

ȍҽᶛȎ 

RedGiant(config)# sntp server 192.168.4.12 

ȍ ῏  Ȏפ

  פ

show sntp SNTP  

sntp enable SNTP 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

6.1.3 sntp interval 

פ SNTP Client NTP/SNTP Server Ȃ 

sntp interval seconds 

no sntp interval 

 

ȍ Ȏ 
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seconds ̔ ̆ ᵝҹľ Ŀ ҹ 60 --65535 Ȃ 

ȍ Ȏ 

ṿҹ 1800s 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᶏ show sntp פ SNTP ῏ Ȃ 

ȍҽᶛȎ 

RedGiant(config)# sntp interval 3600 

ȍ ῏  Ȏפ

  פ

sntp enable SNTP 

show sntp SNTP ῏  

clock update-calendar ᴆ ᴆ  

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

 

 

 Е 

Ҍᴪ ̆ ̆  

sntp enable
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ȍ פ Ȏ 

 

 

ȍᶏ Ȏ 

ᶏ show sntp פ SNTP ῏  

ȍҽᶛȎ 

RedGiant# show  sntp 

SNTP state            : Enable 

SNTP server           : 192.168.4.12 

SNTP sync interval   : 60 

Time zone              : +8 

ȍ ῏  Ȏפ

  פ

sntp enable SNTP 

show sntp SNTP ῏  

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ
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7.1.2 ip helper-address 

UDP Ҭ Ⱶ Ȃᶏ no − UDP

Ҭ Ⱶ Ȃ 

ip helper-address address 

no ip helper-address address 

ȍ Ȏ 

  

address 

UDP Ҭ Ⱶ ̆

ҹ № └ ̆ ҩ 20

ҩ Ⱶ Ȃ 

ȍ Ȏ 

UDP Ҭ Ⱶ  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ҹץ ҩ 20 ҩ Ⱶ Ȃ Ҭ Ⱶ

҉ ,↕ ꜚԅ UDP-Helper ⱳ ׆̆ UDP

̆ ץ ⌠ ҉ Ⱶ ҉Ȃ 

ᶏ no ip helper-address ⌠ Ⱶ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ UDP Ҭ Ⱶ : 

Ruijie(config-if)# ip helper-address 192.168.100.1 

ȍ ῏  Ȏפ

  פ

ip forward-protocol  Ҭ UDP  

 

ȍ Ȏ 

NPE ↓ Ȃ 

7.1.3 ip forward-protocol 

פ Ҭ UDP Ȃᶏ פ no ↕

UDP Ҭ ⱳ Ȃ 



UDP-
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udp-helper enable ᶏ UDP  

ip forward-protocol Ҭ UDP  

ȍ Ȏ 

- 
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8 配置 DDNS 命令 

8.1 配置相关命令 

8.1.1 peanut username 

ѿ DDNS Ȃפ ᶏץ פ no −  Ȃפ

[no] peanut username name password word 

 

 

   

 name  

 word  

 

  ’Ҋҹ῏ ⱳ  

 

פ
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9 配置智能 DNS 命令 

9.1 配置相关命令 

9.1.1 smartdns 

ѿ IP ↕Ȃ ᶏץ פ no − IP ↕Ȃ 

[no] smartdns A.B.C.D interface map X.X.X.X 

 

 

   

 A.B.C.D Ⱶ ῤ IP Ȃ 

 Interface ₮ Ȃ 

 X.X.X.X IP Ȃ 

 

   

 

פ   ῃ Ȃ 

 

ᶏ פ   ץ ⱴѿ IP ↕Ȃ 

 

ҽᶛ  

ᶛ 1̔ ң IP ↕̆ῤ Ⱶ 192.168.1.100̆ gigabitethernet 0/1 ҉

202.101.99.55̆ gigabitethernet 0/2 ҉ 58.66.101.33̔ 

Ruijie#config 

Ruijie(config)# smartdns 192.168.1.100 gigabitethernet 0/1 map 

202.101.99.55 

Ruijie(config)# smartdns 192.168.1.100 gigabitethernet 0/1 map 

58.66.101.33 

 

῏  פ
  פ 

 smartdns enable DNS ⱳ ᶏ ῏ 

 

  - 

 

פ     
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 1.0 ∆  

 

9.1.2 smartdns enable 

DNS ⱳ ̆ ᶏץ פ no ῏ DNS ⱳ Ȃ 

[no] smartdns enable 

 

 
   

 - - 

 

  ’Ҋҹ῏ ⱳ  

 

פ   ῃ  

 

ᶏ פ   ץ DNS ⱳ Ȃ 

 

ҽᶛ  

ᶛ 1̔ DNS ⱳ ̔ 

Ruijie#config 

Ruijie(config)#smartdns enable 

 

῏  פ
  פ 

 Smartdns DNS ↕  

 

  - 

 

פ  
   

 1.0 ∆  
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10 配置 DNS-Proxy 命令 

10.1 配置相关命令 

10.1.1 blacklist 



DNS-Proxy  פ

http://www.ruijie.com.cn 

dns-proxy  

 
   

   

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   dns-proxy ⱳ ̆ ᾢ ῀ dns-proxy  

 

ҽᶛ  

ᶛ 1̔ῃ Ҋ ῀ dns-proxy 

Ruijie(config)#dns-proxy 

Ruijie(config-dns-proxy)#exit 

Ruijie(config)# 
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ҽᶛ  

ᶛ 1̔gi0/1 Ḥ₮ ̆ gi0/1 ҉ ңҩ Ḥ dns Ⱶ  

Ruijie(config)#int gi0/1 

Ruijie(config-if-GigabitEthernet 0/1)#ip name-server 218.85.157.99 

Ruijie(config-if-GigabitEthernet 0/1)#ip name-server 218.85.152.99 

track 1 

 

῏  פ

  פ 

 dns-proxy dns-proxy  

 track track  פ

 

  - 

 

פ  
   

 10.3(4b8) פ 

10.1.5 load-balance 

dns-proxy Ҋ  

load-balance {load | bandwidth} 

no load-balance 

 

   

 load ≠  

 bandwidth  

 no ̆ ≠  

 

  ҹ load Ȃ 

 

פ   DNS-Proxy  

 

ᶏ   
ԍ℗ dns-proxy ̆ ’Ҋ ҹ ̆ ץ

ꜚ℗ ҹ ≠ Ȃ 

 

ҽᶛ  

ᶛ 1̔dns-proxy Ҋ dns-proxy ҹ ≠  

Ruijie(config-dns-proxy)#load-balance load 

ᶛ 2̔dns-proxy Ҋ dns-proxy ҹ  

Ruijie(config-dns-proxy)#load-balance bandwidth 
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῏  פ

  פ 
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  - 

 

פ  
   

 10.3(4b8) פ 

10.2 显示相关命令 

10.2.1 show dns-proxy configure 

Ҋ dns-proxy ῃ Ḥ  

show dns-proxy configure 

 

   

   

 

   

 

פ    

 

ᶏ   dns-proxy ῃ Ḥ  

 

ҽᶛ  

ᶛ 1̔ Ҋ dns-proxy ῃ Ḥ  

 

Ruijie#show dns-proxy configure 

>Dns-proxy load-balance: load 

---------------------------------------------------------------- 

 

>Dns-proxy whitelist 

---------------------------------------------------------------- 

Type:source-ip 

Source-ip: 192.168.1.1 192.168.1.10 

 

Type:name-server 

Name-server: 8.8.8.8 

 

>Dns-proxy blacklist 

---------------------------------------------------------------- 

Start-ip         End-ip 

---------------  --------------- 
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202.112.112.114  220.112.112.120 

114.110.211.1    114.110.211.100 

121.244.10.1     121.244.10.255 

 

 

῏  פ

  פ 

 dns-proxy enable dns-proxy ⱳ  

 dns-proxy ῀ dns-proxy  

 

  - 

 

פ  
   

 10.3(4b8) פ 

10.2.2 show dns-proxy configure blacklist 

Ҋ dns ꜝꜝ Ḥ  

show dns-proxy configure blacklist 

 

   

   

 

   

 

פ    

 

ᶏ   dns ꜝ Ḥ  

 

ҽᶛ  

ᶛ 1̔ Ҋ dns ꜝ Ḥ Ȃ 

Ruijie#show dns-proxy configure blacklist 

>Dns-proxy blacklist 

---------------------------------------------------------------- 

Start-ip          End-
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῏  פ

  פ 

 dns-proxy enable dns ꜝ  

 blacklist dns ꜝ  

 

  - 

 

פ  
   

 10.3(4b8) פ 

10.2.3 show dns-proxy configure whitelist 

Ҋ dns-proxy Ḥ  

show dns-proxy configure whitelist 
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  - 

 

פ  
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פ  
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路由 

 
 

 

№Ύ׃ פ Ύ ῏ῤ ̆ Ҋץ ̔ 

 פ .1

 פ .2

3. RIP  פ

4. OSPF2  פ

5. ῏  פ
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1 配置策略路由
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̔route-map ῏ פ ȇ ῏ פ Ȉ 

1.1.2 ip local policy route-map 

̆ Ҋᶏ פ ip local policy 

route-mapȂ ῏ ᶏ פ no Ȃ 

ip local policy route-map route-map 

no ip local policy route-map 

ȍ Ȏ 

  

route-map Ȃ 

 

῏ Ȃ 

ȍ פ Ȏ 

Ȃ 

 

҉ ̆ ⌠ ̆

Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1 ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

set interface Ҍ , ╠ ԅ set interface ҩ ̆

Όᵩ ᴍȂ 

 

Ҋץ ᶛ Ҭ̆ᶏ ץ 192.168.217.10 ҹ  serial ׆

2/0 ₮ Ȃ  

access-list 1 permit 192.168.217.10 

route-map lab1 permit 10 

match ip address 1 

set interface serial 2/0 

exit

 

 



 פ
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  פ

access-list ӈ ↓ ↕ 

route-map ӈ  

set ip next-hop ӈ Ҋѿ  

set ip default next-hop ӈ Ҋѿ  



 פ
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ҩ Ҋѿ ᵬ ̆WCMP ץ 4 ҩҊѿ ̆ECMP

ץ 32 ҩҊѿ Ȃ Ҋѿ ӟ⌠ ARP Ḥ Ҋѿ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ Ҭ̆ Ҭ ԅ ҩ nexthop, ῃ Ҋ ԅΌᵩ

ᴍ ↕̆ EF0 ҉ ҩ ѿҩ nexthop ᵬ ̆

Ȃ



 פ
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2 配置地址库命令 

2.1 配置相关命令 

2.1.1 route-auto-choose 

ѿ Ȃפ ᶏץ פ no −  Ȃפ

[no] route-auto-choose {cnc | cnii | cernet | cmcc} interface next-hop [tag num] 

[distance] 

 

 

   

 interface ₮  

 next-hop Ҋѿ ip 

 num tag 

 distance metric ṿ 

 cnc  

 cnii Ḥ  

 cernet  

 cmcc ꜚ  
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  - 
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3 配置 RIP 命令 

3.1 配置相关命令 

3.1.1 address-family（RIP） 

῀ RIP ̆ᶏ פ

address-family̆ − ̆ᶏ פ no Ȃ 

address-family ipv4 vrf vrf-name 

no address-family ipv4 vrf vrf-name 

ȍ Ȏ 

  

vrf vrf-name פ῏ VRF Ȃ 

ȍ Ȏ 

Ҍ RIP Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ address-family פ ᶏ ῀ ̂ ҹ ̔

(config-router-af)# Ȃ̃ ѿ ῏ VRF R̆IP ᴪ⇔ VRF

RIP ᶛȂ Ҋ̆ ץ VRF RIP Ḥ Ȃ 

− ̆ᶏ  

exit-address-family exit  Ȃפ

ȍҽᶛȎ 

Ҋץ ᶛ ̆⇔ ԅѿҩ ҹ vpn1 VRF̆ ҹ vrf ⇔ RIP ᶛȂ 

Ruijie(config)# ip vrf vpn1 

Ruijie(config-vrf)# exit 

Ruijie(config)# interface GigabitEthernet 1/0 

Ruijie(config-if)# ip vrf forwarding vpn1 

Ruijie(config-if)# ip address 192.168.1.1  
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 ⌠ΐᵣ ̆ Ҍ ⌠ ̆

῏ ꜚ ⱳ Ȃp RIPv2 ̆ ῏ץ ꜚ ⱳ ̆

RIPv1 ꜚ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ RIPv2 ꜚ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# version 2 

Ruijie(config-router)# no auto-summary 

ȍ ῏  Ȏפ

  פ

version 
ӈ RIP ᴆ Ȃ v1 v2 ңҩ ̆

v1&v2Ȃ 

ȍ Ȏ 

ȍ Ȏ 

3.1.3 default-metric (RIP) 

ӈ RIP ṿ̆ ᶏ פ default-metricȂ פ no

Ȃ 

default-metric metric 

no default-metric 

ȍ Ȏ 

  

metric 
ṿ̆ ṿҹ 1 ⌠ 16Ȃ metric ṿ

ԍ ԍ 16̆RGOS ҹ Ҍ Ȃ 

ȍ Ȏ 

ҹ 1Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ҍ פ redistribute ᶏ Ȃ ׆ ѿҩ

̆ № ⌠ RIP ̆ ԍҌ └ ҌῚ

̆ ṿ Ȃ ̆ ӈ № RIP Ҭ

ṿȂ № ѿҩ ̆ ӈ ṿ̆RIP ᶏ
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distance RIP ᾛ̆ <1-255>ӊ  

ip-address IP ╠  

wildcard 
ӈ IP ᵝ̆̊ ̆̋ ҌẠ

Ȃ 

ȍ ’Ȏ 

ҹ 120Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ RIP Ȃ 

ᶏץ ⇔פ ╠ ̆ RIP ֓╠

ῤ̆↕ ̆ ↕ RIP Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ RIP ҹ 160, ׆ 192.168.12.1 ӟ⌠

ҹ 123 

Ruijie(config)# router rip 

Ruijie(config-router)# distance 160 

Ruijie(config-router)# distance 123 192.168.12.1  

0.0.0.0 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

3.1.6 distribute-list in（RIP） 

└ ץ̆ ̆ ᶏ פ distribute-list 

inȂ פ no − ӈȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name [gatewah8 0 0 1 482.98 158.78 Tm

[(6A7 428430 0 1 310.03 158.78 Tm

[(pref)7(i)-4(x)] TJ

172.2428430 0 1 310.45 158.78 Tm

[(-)] TJ

E1 0728430 0 1 310.31 158.78 Tm

[(l)6(i)-4(st)] TJ

188 Tf
8430 0 1 310.45 158.78 Tm

[(-)] TJ

E92
BT

430 0 1 310.66 158.78 TmTm

[(l)5(i)5(st)] TJ

ET

BT

/F2 10.56 T9

430 0 1 310.]0.2 })4.37 182.18 Tm

[( )] TJ

ET

BT

/F6 105 1
BT

430 0 1 316.42 182.18 Tm

 -0.0557 Tc[(in)] TJ

ET

BT

/F2 10.T

Tf

430 0 1 316.35 1505 158.78 Tm

[( )] TJ

E39.69

430 0 1 310.m

 -0.047 Tc[({[)] TJ

ET

BT

/F13 10.41 0 0
430 0 1 310.58.78ntribute-name

| RIdistribute

-l
i
s
t

 {[access--| list] |  prefix

-
list-list 

[
ga prefix-list-list in {[-RI�Ï(x�\B$�>�Ð
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3.1.7 distribute-list out（RIP） 

└ ץ̆ ̆ ᶏ פ





RIP  פ



RIP  פ

http://www.ruijie.com.cn 

key chain ⇔ ұ̆ ῀ ұ Ȃ 
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ip rip authentication 
key-chain
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2ȁ ҉ ԅ ip rip default-information̆Ҍᴪ ̆ Ҋѿҩ

Ҭ Ȃ 

 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ethernet0/0 ҉⇔ ѿ ̆

Ȃ 

Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ip rip default-information only 

ȍ ῏  Ȏפ

  פ

default-information 
originate 

RIP ֟  

ȍ Ȏ 

ȍ Ȏ 

 

3.1.13 ip rip receive enable 

ᾛ RIP ѿҩ ҉ RIP ̆ פ ip rip receive 

enableȂ פ no RIP ѿҩ ҉ RIP Ȃ 

ip rip receive enable 

no ip rip receive enable 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ᾛ RIP Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIP ̆ Ҋᶏ פ no

Ȃ ᵬֽפ ԍ ԅ פ Ȃ ᶏ פ default

RIP Ȃ 

ȍҽᶛȎ 
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Ҋץ ᶛ ̆ᶏ GigabitEthernet 0/0 RIP Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# no ip rip receive enable 

ȍ ῏  Ȏפ

  פ

ip rip send enable ᾛ RIP  

passive-interface RIP ꜚ  

ȍ Ȏ 

ȍ Ȏ 

3.1.14 ip rip receive version 

ӈ RIP ѿҩ ҉ ҩ RIP ̆ פ ip rip 

receive versionȂ פ no Ȃ 

ip rip receive version [1] [2] 

no ip rip receive version 

ȍ Ȏ 

  

1 ̂ ̃ RIPv1 Ȃ 

2 ̂ ̃ RIPv2 Ȃ 

ȍ Ȏ 

ҹ ‗ԍ version פ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ̆ ץ vesion פ Ȃ פ

RIP ҹ̆ ᾛץ RIPv1 RIPv2 Ȃ פ

Ҍ ↕ ҹ ‗ԍ version Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ᶏ GigabitEthernet 0/0 ץ RIPv1 RIPv2

Ȃ 
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Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip rip receive version 1 2 

ȍ ῏  Ȏפ

 

  פ

version 
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ip rip receive enable ᾛ RIP  

passive-interface RIP ꜚ  

ȍ Ȏ 

ȍ Ȏ 

3.1.16 ip rip send version 

ӈRIP ѿҩ ҉ ҩ RIP ̆ ᶏ פ ip rip 

receive versionȂ פ no Ȃ 

ip rip send version [1] [2] 

no ip rip send version 

ȍ Ȏ 

  

1 ̂ ̃ RIPv1 Ȃ 

2 ̂ ̃ RIPv2 Ȃ 

ȍ Ȏ 

ҹ ‗ԍ version פ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ̆ ץ vesion פ Ȃ פ

RIP ҹ̆ ᾛץ RIPv1 RIPv2 Ȃ פ

Ҍ ↕ ҹ ‗ԍ version Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ᶏ GigabitEthernet 0/0 ץ RIPv1 RIPv2

Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip rip send version 1 2 

ȍ ῏  Ȏפ

  פ

version ӈ RIP Ȃ 
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ȍ Ȏ 

ȍ Ȏ 

3.1.17 ip rip v2-broadcast 

ᾛ RIP version 2 ץ ҉ ̆ ᶏץ

פ ip rip v2-
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ip split-horizon 

no ip split-horizon 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

’Ҋ̆ №◓ ҉ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

IP ҉̆ ̆

№◓ ץ└ ᾧ Ȃ №◓ ץ ֓ Ḥ ׆

ӟ⌠ ֓ Ḥ ₮ ̆ ҹᴨ ԅ ҩ ӊ Ḥ ֜ Ȃ 

ԍ ̂ Ҭ ȁX.25 ̃̆ №◓ №

ӟҌ⌠ῃ Ḥ Ȃ ’Ҋ̆ ῏ №◓Ȃ ѿҩ

ԅ IP ̆Ӟ №◓ Ȃ 

RIP ԍ ̆ Ҭ №◓ Ȃ Ҍ

ѿҩ ԅ №◓̆ ץ show ip rip פ ∞ Ȃ

neighbor פ ӈ ̆ Ҍᴪ ⌠ RIP №◓ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆GigabitEthernet 0/0 ῏ ԅ RIP №◓ⱳ Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# no ip split-horizon 

ȍ ῏  Ȏפ
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ip summary-address rip ip-address ip-network-mask 

no ip summary-address rip ip-address ip-network-mask 

ȍ Ȏ 

  

ip-address IP  

ip-network-mask ҹ IP  

ȍ Ȏ 

RIP ꜚ ⌠ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ip summary-address rip ҩ Ҋ ѿҩ ȂRIP

ꜚ ⌠ Ȃ ҩ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆῏ ԅ RIPv2 ꜚ Ȃ ̆

GigabitEthernet 1/0 172.16.0.0/16Ȃ 

Ruijie(config)# interface GigabitEthernet 1/0 

Ruijie(config-if)# ip summary-address rip 172.16.0.0 

255.255.0.0 

Ruijie(config-if)# ip address 172.16.1.1 255.255.255.0 

Ruijie(config)# router rip 

Ruijie(config-router)# network 172.16.0.0 

Ruijie(config-router)# version 2 

Ruijie(config-router)# no auto-summary 

ȍ ῏  Ȏפ

 פ
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3.1.20 network (RIP) 

ӈ RIP ↓ ̆ ᶏ פ networkȂ

פ no − ӈ Ȃ 

network network-number [wildcard] 

no network network-number [wildcard] 

ȍ Ȏ 

  

network-number 

Ȃ ҹ ̆

IP ԍ

RIP Ȃ 

wildcard 
ӈ IP ᵝ̆0 ̆1

ҌẠ Ȃ 

ȍ Ȏ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ץ network-number wildcard ̆ᶏ ῤ

ҍ RIP Ȃ 

wildcard R̆GOS ᶏ̆

ῤ ҍ RIP Ȃ 

RIP ӈ ↓ Ҭ̆ ץ RIP

̆ RIP Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ӈԅҍ RIP ῏ ңҩ ̆ᾛ 192.168.12.0/24

172.16.0.0/24 RIP
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3.1.21 neighbor (RIP) 

ӈ RIP IP ̆ ץ פ neighborȂ פ no

− ӈȂ 

neighbor ip-address 

no neighbor 

ȍ Ȏ 

  

ip-address IP Ȃ Ȃ 

ȍ Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIPv1 ᶏ IP ̂255.255.255.255̃ Ḥ ̆RIPv2 ᶏ

̂224.0.0.9̃ Ḥ Ȃ Ҍ ҉

ῃ ̆ ⌠ Ḥ ̆ ץ פ passive-interface

ҹ ꜚ ̆ ӈ ֓ ץ ⌠ Ḥ Ȃ Ҍᴪפ

RIP Ḥ Ȃ ԅ passive ̆ Ӟ֟ Ҍᴪ

Ȃ 

ȍҽᶛȎ 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

3.1.22 offset-list(RIP) 

ⱴ RIP metric ṿ̆ ᶏץ פ offset-list̆

פ no − offset ↓  

offset-list access-list-number {in | out} offset [interface-type  

interface-number] 

no offset-list access-list-number {in | out} offset [interface-type  

interface-number] 

ȍ Ȏ 
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access-list-number ‰ acl  

in acl metric ḱ  

out acl metric ḱ  

offset ḱ metric ꜚṿ 

interface-type acl ⌠  

interface-number  

ȍ Ȏ 

offsetȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RIP offset-list ץ ῃ offset-list̆

↕ RIP ᴪ ⱴ offset-list metric ṿ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ acl 7 ῤ RIP ᴪ metric ⱴ 7Ȃ 

Ruijie(config-router)# offset-list 7 out 7 

Ҋץ ᶛ ̆ GigabitEthernet1/0 ӟ acl 8 ῤ RIP

ᴪ metric ⱴ 7Ȃ 

Ruijie(config-router)# offset-list 7 in 7 

Ruijie(config-router)# offset-list 8 in 7 GigabitEthernet 1/0 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

3.1.23 output-delay 

RIP ̆ ᶏ  פ

output-delay̆ פ no Ȃ 

output-delay delay 

no output-delay 

ȍ Ȏ 
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delay ̆ ᵝҹ ̆ <8-
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’Ҋ̆ ҹ passive Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

passive-interface default פ ҹ passive ̆ ᶏץ no 

passive-interface intface-type interface-num פ ֓ ҹ passive

Ȃ 

ᶏ ip rip send enable פ ip rip receive enable פ ҹᾛ

RIP ’Ҋ̆ פ ҹ passive ̆ҌῬ

RIP ̆ᵖ ץ RIP ̕ ̆ ip 

rip send enable פ ip rip receive enable פ └Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ҹ passive ̆ ethernet0/0 ҹ passive

 

Ruijie(config-router)# passive-interface default 

Ruijie(config-router)# no passive-interface ethernet 0/0 

ȍ ῏  Ȏפ

  פ

ip rip receive enable ᾛ RIP  

ip rip send enable ᾛ RIP  

ȍ Ȏ 

 

ȍ Ȏ 

3.1.25 redistribute（RIP） 

№ Ḥ ̆ Ҋᶏ redistribute Ȃפ

№ ̆ ᶏ פ no Ȃ 

redistribute {bgp | isis [process-name] |ospf <1-65535> | connected | stat

ic}[metric value ] [route-map route-map-name ][ match internal | external 

type | nssa-external type ] 

no redistribute {bgp | isis [process-name] |ospf <1-65535> |  
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connected | static}[metric value ] [route-map route-map-name ] [ match i

nternal | external type | nssa-external type ] 

ȍ Ȏ 

  

bgp | isis | ospf | connected | 
static 

№  

metric № metric 

route-map № ↕ 

match № ospf  

process-name ԍ ISIS ᶛ  

<1-65535> ԍ OSPF ᶛ  

ȍ ’Ȏ 

’Ҋ̆ 

№ OSPF̆↕ № ᶛ ̕ 

№ ISIS̆↕ № ᶛ level-2 ̕ 

ῒז ’Ҋ̆ № ̕ 

№ metric ҹ 1̕ 

Ҍ῏ route-mapȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

�Ä 
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Ҋץ פ № ⌠ RIP ῤ 

Ruijie(config-router)# redistribute static  

ȍ ῏  Ȏפ

  פ

default-metric metric № ṿ 

ȍ Ȏ 

ȍ Ȏ 

3.1.26 router rip 

⇔ RIP ῀ ̆ ᶏ ῃ פ router ripȂ

פ no − RIP Ȃ 

router rip  

no router rip 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

RIP Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ѿҩ RIP ̆ ӈѿҩ Ȃ ҉ ꜚ ̆

async default routingȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ԅ ᵥ⇔ RIP ̆ ῀ Ȃ 

Ruijie(config)#

�0�Z
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ȍ Ȏ 

3.1.27 timers basic 

RIP ̆ ᶏ פ timers basicȂ פ no

Ȃ 

timers basic update invalid flush 

no timers basic 

ȍ Ȏ 

  

update 

ץ̆ Ȃupdate ӈԅ

̆ ⌠ ĭnvalid Flush

ᵝȂ 30 ѿ Ȃ 

invalid 

ץ̆ ׆̆ ѿ

Ȃinvalid ӈԅ Ҭ ҹ

Ȃ ҹ ҈Ṑ̆

ῤ ⌠ᴋᵥ ̆

ҹ ̆ ῀ invalid ̕invalid ῤ ⌠

̆ ᴪ ᵝȂInvalid ҹ 180 Ȃ 

flush 

ץ̆ ׆̆ RIP ῀ invalid

Ȃflush ⌠ ̆ ԍ invalid

₮ ȂFlush ҹ 120 Ȃ 

ȍ Ȏ 

’Ҋ̆ ҹ 30 ̆ ҹ 180 ̆ ҹ 120 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

҉ץ ̆ ᴪⱴ ץ Ȃ

ѿ ҉ ̆RIP ṿѿ ѿ Ȃѿ Ҍ RIP ̆

Ȃ 

╠ RIP ̆ ץ show ip rip פ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIP 10 ѿ Ȃ 30 ῤ ⌠

̆ ҹ ̆ ῀ invalid ̕ ῀ invalid

̆ 90 ̆ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# timers basic 10 30 90 
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 Е 

ᵞ ҉ ̆ ᴪ ѿ ̆ ҹ  

ᴪ Ȃѿ ץ 2Mbps ҉ץ ̆ ץ  

ѿ ̆ ץ Ȃ 

 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

3.1.28 validate-update-source 

⌠ RIP ̆ ̆ ᶏ

פ validate-update-sourceȂ פ no ῏ Ȃ 

validate-update-source 

no validate-update-source 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ץ RIP ̆ Ȃ ҹԅḠ RIP

̆ ѿҩ IP Ȃ 

҉῏ №◓̆ RIP ̆Ҍ

ԅ פ validate-update-sourceȂ 

ԍ ip unnumbered ̆RIP
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ȍ ῏  Ȏפ

  פ

ip split-horizon RIP №◓Ȃ 

ip unnumbered ӈ IP Ȃ 

neighbor (RIP) ӈ RIP IP Ȃ 

ȍ Ȏ 

ȍ Ȏ 

3.1.29 version (RIP) 

ӈ ҩ RIP ̆ ᶏ פ versionȂ פ no

Ȃ 

version {1 | 2} 

no version 

ȍ Ȏ 

  

1 ӈ RIP ҹ 1Ȃ 

2 ӈ RIP ҹ 2Ȃ 

ȍ Ȏ 

ץ RIPv1 RIPv2 ̆p RIPv1 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ԍ ӈ ҩ RIP Ȃ ץ ip rip receive versionȁip rip send 

version ̆פ ҩ ҩ RIP ӈȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ RIP ҹ 2Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# version 2 

ȍ ῏  Ȏפ
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Outgoing update filter list for all interface is: not set 

Incoming update filter list for all interface is: not set 

Default redistribution metric is 2 

Redistributing: connected 

Default version control: send version 2, receive version 2  

Interface              Send  Recv 

GigabitEthernet 1/1       2     2 

GigabitEthernet 1/0       2     2 

Routing for Networks: 

192.168.26.0 255.255.255.0 

192.168.64.0 255.255.255.0 

Distance: (default is 50) 

Ҋץ ᶛ ̆ ԅ vrf̆ RIP ᶛ Ḥ ̔ 

Ruijie(config-router)# sh ip rip vrf 1 

VRF 1  VRF-id:1 

Routing Protocol is "rip" 

Sending updates every 30 seconds 

Invalid after 180 seconds, flushed after 120 seconds 

Outgoing update filter list for all interface is: not set 

Incoming update filter list for all interface is: not set 

Default redistribution metric is 1 

Redistributing: 

Default version control: send version 1, receive any version 

Routing for Networks: 

Distance: (default is 120) 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

3.2.2 show ip rip database  

RIP Ҭ Ḥ ̆ ᶏ show ip rip databaseȂ 

show ip rip database [vrf vrf-name] [network-number {network-mask}] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP Ḥ  

network-number ̂ ̃ Ḥ Ȃ 

network-mask Ȃ ̆  



RIP  פ

http://www.ruijie.com.cn 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

ȁῃ ȁ Ȃ 

ȍᶏ Ȏ 

῏ ̆ Ḥ ᴪ RIP ҬȂ

Ḥ ѿҩ Ḥ ҹ ̆ Ḥ Ӟ ׆ Ҭ

− Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ RIP Ҭ Ḥ Ȃ 

Ruijie# show ip rip database 

192.168.1.0/24    auto-summary 

192.168.1.0/30    directly connected, Loopback 3 

192.168.1.8/30    directly connected, GigabitEthernet 0/0 

192.168.121.0/24    auto-summary 

192.168.121.0/24    redistributed 

[1] via 192.168.2.22, GigabitEthernet 0/1 

Ҋץ ᶛ ̆ RIP Ҭ῏ԍ 192.168.121.0/24 Ḥ

Ȃ 

Ruijie# show ip rip database 192.168.121.0 255.255.255.0 

192.168.121.0/24    redistributed 

[1] via 192.168.2.22, GigabitEthernet 0/1 

ȍ ῏  Ȏפ

  פ

show ip rip ╠ Ḥ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

3.2.3 show ip rip external 

RIP № Ḥ ̆ ᶏ show ip rip external  Ȃפ

show ip rip external [bgp | connected | isis [process-name] | ospf <1-65535>| 

static] [vrf vrf-name] 

ȍ Ȏ 
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show ip rip interface [vrf vrf-name] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

ȁῃ ȁ Ȃ 

ȍᶏ Ȏ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ RIP Ḥ Ȃ 

Ruijie# show ip rip interface 

GigabitEthernet 1/1 is down, line protocol is down 

RIP is not enabled on this interface 

GigabitEthernet 1/0 is up, line protocol is up 

Routing Protocol: RIP 

Receive RIPv2 packets only 

Send RIPv2 packets only 

Passive interface: Disabled 

Split horizon: Enabled 

V2 Broadcast: Disabled 

Multicast register: Registed  

Interface Summary Rip:  

Not Configured 

                Authentication mode: Text 

                Authentication key-chain: ripk1 

                  Authentication text-password: ruijie 

                  Default-information: only, metric 5 

IP interface address: 

192.168.64.100/24, next update due in 14 seconds 

2.2.1.1/24, next update due in 24 seconds 

  neighbor 2.2.1.6, next update due in 3 seconds 

  neighbor 2.2.1.77, next update due in 13 seconds 

2.2.2.57/24, next update due in 16 seconds 

RIPҍ BFD ꜚ, Ӈ פ ҊḤ : 

Ruijie#show ip rip interface  
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VLAN 1 is up, line protocol is up 

  Routing Protocol: RIP 

    Receive RIPv1 and RIPv2 packets 

    Send RIPv1 packets only 

    Receive RIP packet: Enabled 

    Send RIP packet: Enabled 

    Send RIP supernet routes: Enabled 

    Passive interface: Disabled 

    Split horizon: Enabled 

    BFD: Enabled 

    V2 Broadcast: Disabled 

    Multicast registe: Registed  

    Interface Summary Rip:  

      Not Configured 

    IP interface address: 

2.2.2.111/24, next update due in 24 seconds 

ȍ ῏  Ȏפ

  פ

show ip rip ╠ Ḥ Ȃ 

ȍ Ȏ 

ȍ Ȏ 
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4 配置 OSPF2 命令 

4.1 配置相关命令 

4.1.1 area 

̆ᶏ פ no − OSPF Ȃ 

area area-id 

no area area-id 

ȍ Ȏ 

  

area-id 

OSPF Ȃ

ץ ѿҩ └ ṿ̆Ӟ

ץ ѿҩ IP Ȃ 

ȍ Ȏ 

OSPF Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏץ פ no ̆ OSPF − ̆

area authenticationȁarea default-costȁarea filter-listȁarea nssa

ԍ  Ȃפ

Ҋ ’Ҋ̆ OSPF ̔ 

1. Һ ̆ᵖ Ȃ ᾢ

̆ − Һ Ȃ 

2. ᴋᵥѿҩ ̆ network area Ȃפ ᾢ ⱴ῀

̆פ − Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆− OSPF 2 ῏ ̔ 

Ruijie(config)# router ospf 2 
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Ruijie(config)# no area 2 

ȍ ῏  Ȏפ

  פ

network area 
ӈ OSPF̆ץ OSPF

 

ȍ Ȏ 

ȍ Ȏ 

4.1.2 area authentication 

OSPF ̆ ᶏ פ area authenticationȂ פ

no ῏ OSPF Ȃ 

area area-id authentication [message-digest] 

no area area-id authentication 

ȍ Ȏ 

  

area-id 

OSPF Ȃ

ץ ѿҩ └ ṿ Ӟ̆

ץ ѿҩ IP Ȃ 

message-digest 
̂ ̃ MD5̂ message digest 5̃

Ȃ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RGOS ᴆ ץ ҈ ̔̋̃ ̊̆Ҍ ̆ פ

OSPF ̆OSPF Ҭ ҹ̊̌̃̕ ̋̆ҹ ̆

פ ̆ ᶏ message-digest ̍̃̕ ̌̆ҹ MD5 ̆

פ ̆ᶏ message-digest Ȃ 

ѿҩ OSPF Ҭ ̆ ѿ Ȃ ԅ ̆

פ Ȃ פ ip ospf 

authentication-key ץ פ ̕ פ ip ospf 

message-digest-key ץ MD5  Ȃפ
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ҹ̋Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ABR̂ ̃҉ ̆ ғ ABR ѿҩ

STUB ̂ ҹ ̃ ѿҩ NSSAȂ ABR ̆

ԅ ̆ ѿҩ Ȃ 

ѿҩ OSPF ҹ STUB NSSA ң҈ ῏ פ area stub̆area 

nssa area default-costȂ ⌠ STUB ҉̆ area 

stub ̆פ ⌠ NSSA area nssa p̆פ area default-cost

פ ABR ҉ Ȃ 

ȍҽᶛȎ 

Ҋץ ̆פ ṿ ҹ 50Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network 172.16.0.0 0.0.255.255 area 0 

Ruijie(config-router)# network 19



OSPF2  פ

http://www.ruijie.com.cn 

area-id Ȃ 

acl-name acl  

prefix-name prefix-list  

access | prefix ῏ prefix list ACL 

in | out ᴆ ԍ ῀| ₮  

ȍ ’Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ABR̂ ̃҉ Ȃ 

ABR ҉ Ҍ ӊ ӟ ᴆ ̆ᶏ  Ȃפ

ȍҽᶛȎ 

Ҋץ ̆פ area 1 ӟ⌠ ԍ 172.22.0.0/8 ῤ Ȃ 

Ruijie# configure terminal 

Ruijie(config)# access-list 1 permit 172.22.0.0/8 

Ruijie(config)# router ospf 100 

Ruijie(config-router)# area 1 filter-list aJ

ET.0.0/8

  ҉
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area-id NSSA Ȃ 

no-redistribution 

̂ ̃ ѿҩ nssa ABR

̆ ᵰ № פ Ḥ

῀ Ҍ ῀ nssa

̆ ץ ҉ Ȃ 

default-information-originate 

̂ ̃֟ 7 LSA ῀

nssa ̆ NSSA ABR

ASBR ҉ Ȃ 

no-summary 

̂ ̃ nssa

(ABR) ҈ LSA ῀ nssa

Ȃ 

ȍ ’Ȏ 

ӈ NSSA Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

default-information-originate ֟ Type-7 LSĂ nssa

ABR ASBR ҉ ֓ ≢̆ ABR ҉ Ҭ ̆ ᴪ֟

Type-7 LSA ̆ ASBR ҉( ӞҌ ABR) Ҭ ̆

ᴪ֟ Type-7 LSA Ȃ 

no-redistribution ASBR ҉ᶏ OSPF redistribute פ ῀ ῒ

Ҍ ⌠NSSA Ȃ Œ
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‗ Ὲ ҩ ̆ ⌠ ᵬ ̆ Ὲ Ȃ 

ץ ӈ ҩ ̆פ ҩ OSPF ⌠ ̆ ≢

̆ᴪ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ̋ ѿ 172.16.16.0/20Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network 172.16.0.0 0.0.15.255 area 0 

Ruijie(config-router)# network 172.16.17.0 0.0.15.255area 1 

Ruijie(config-router)# area 1 range 172.16.16.0 255.255.240.

0 

ȍ Ȏ 

ȍ Ȏ 

4.1.7 area stub 

ѿҩ OSPF ҹ ῃ ̆ ᶏ פ area stubȂ

פ no − ῃ Ȃ 

area area-id stub [no-summary] 

no area area-id stub [no-summary] 

ȍ Ȏ 

  

area-id STUB Ȃ 

no-summary 

̂ ̃ ABR

̆ ҹῃ Ȃ ABR

Ȃ 

ȍ ’Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

OSPF ῤ area stub ȂABRפ ҈

(LSA)̔1̃ 1̆ LSA̕2̃ 2̆ LSA̕3̃

3̆ LSAȂ׆ ̆ Ҭ ӟ⌠ OSPF
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router-id  

Ȃ

ץ show ip ospf פ

Ȃ 

dead-interval seconds 

̂ ̃ ӈ ҡ ץ̆

ҹ ᵝ̆ ҹ 40 Ȃ ҍ

Ḡ ѿ Ȃ 

hello-interval seconds 

̂ ̃OSPF Hello

ץ̆ ҹ ᵝ̆ ҹ

10 Ȃ ҍ Ḡ ѿ Ȃ 

retransmit-interval 
seconds 

̂ ̃OSPF ̂LSÃ

ᴰ ץ̆ ҹ ᵝ̆ ҹ 5 Ȃ

⌠

҉ Ȃ 

transmit-delay seconds 

̂ ÕSPF ̂LSÃ

ץ̆ ҹ ᵝ̆ ҹ 1 Ȃ

ṿ ⱴ LSA ̆ LSA

⌠ѿ ̆ LSA ┘ Ȃ 

authentication-key key 

̂ ̃ ӈ OSPF Ȃ
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ȍᶏ Ȏ 

OSPF Ҭ̆ ҍ ̆ ̆

̆ ↕ ₮ Ȃ ңҩ

̂ABR̃ӊ ⇔ ̆ңҩ ABR ῍ ҹ Ȃ

̂Stub Areã NSSA Ҍ ᵬҹ Ȃ Ӟ ץ ԍ ῒ

Ȃ 

router-id ҹ OSPF>11<1236082A>11<29E04C1E4EC8>11<01C430 0 1 188.18 641.62 Tm

 0 Tc[<046A>] TJ

ET

BT

/F2 10.56 Tf

B1<01C430 0 1 77 680.62 T46EB1275

/F2 10.56 Tf

1 0 0 1 53
B1<01C430 0 1 7 Tm

[
[<0>11<0C4>

ET

BT

/F2 10.56 Tf

1 0 0 1 

QB1<01C430 0 1 B4>E37[<06D8E5011<096.2205<4D303FB1>11<3C8A2E91 0 0 1C8(B)-2(R)] TJ

ET

BT

/F1 10.56 Tf

1 11<792 Tm

[(-)] TJ

ET

BT

1 0 0 1 177.38 641.62 Tm
418.27557 Tc[(id)] TJ

ET

BT

/F1 10.56 Tf
J

0 1 31C430 0 1 77 60643

 0 Tc[<046A>] TJ

ET

BT

/F2 10.56 Tf

1 4f

55<01C430 0 1 7 Tm

[04BE19D5>66C096.2205<42>11BSPF
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4.1.9 auto-cost 

פ ᴇⱳףꜚ ῏ ̆ ꜚ

ᴇ̆ᶏף פ no
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4.1.10 clear ip ospf process 

OSPF ᶛȂ 

clear ip ospf (process-id) process 

ȍ Ȏ 

  

process-id 

̆ OSPF ᶛȂ 

̆

OSPF ᶛȂ 

ȍ ’Ȏ 

RFC2328 ↕Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᵝ ҩ OSPF ̆ ̆ ҩ ̕ ץ פ

̆ᴪ ̕ 

ȍҽᶛȎ 

Ҋץ פ OSPF ᶛ 1 

Ruijie# clear ip ospf 1 process 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

4.1.11 compatible rfc1583 

⌠ ѿҩ AS ̆ ᴨ ̆ פ

RFC1583 Ҭᶏ ᴨᾢ ↕ RFC2328 Ҭᶏ ᴨᾢ ↕Ȃ 

commpatible rfc1583 

no commpatible rfc1583 

ȍ Ȏ 

  

פ   
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ȍ ’Ȏ 

RFC1583 ↕Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ᶏ rfc 2328 ↕ ᶃ Ȃ 

Ruijie(config)# router  ospf 1 

Ruijie(config-router)# no commpatible rfc1583 

ȍ ῏  Ȏפ

  פ

show ip ospf ospf ῃ ῏Ḥ  

ȍ Ȏ 

ȍ Ȏ 

4.1.12 default-information originate（OSPF） 

֟ ѿ ῀ OSPF ̆ ᶏ פ

default-information originateȂ פ no ῏ Ȃ 

default-information originate [always] [metric metric] [metric-type type] 

[route-map map-name] 

no default-information originate [always] [metric metric]  

[metric-type type] [route-map map-name] 

ȍ Ȏ 

  

always 
̂ ̃ ῏ ᶏ OSPF ᴆ֟

̆Ҍ Ȃ 

metric metric ̂ ̃ ∆ ṿ̆ ҹ 1Ȃ 

metric-type type 

̂ ̃ ȂOSPF

ң ̔ 1̆Ҍ ҉ ⌠

ṿҌѿ ̕ 2̆ ⌠

ṿ ѿ Ȃ 1 2 ḤȂ

ҹ 2Ȃ 
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ȍ Ȏ 

ȍ Ȏ 

4.1.13 default-metric 

OSPF № ṿ̆ ᶏ פ default-metricȂ

פ no Ȃ 

default-metric metric 

no default-metric 

ȍ Ȏ 

  

metric 
 ӈ OSPF №

ṿȂ 

ȍ ’Ȏ 

ҹ 20Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

default-metric פ ҍ redistribute פ ᶏ ̆ ḱץ

№ ∆ ṿȂ 

default-metric פ ̆ ץ default-information originate ῀

OSPF Ҍ ᵬ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ OSPF № ∆ ṿ ҹ 50Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network 192.168.12.0 

Ruijie(config-router)# version 2 

Ruijie(config-router)# exit 

Ruijie(config)# router  ospf  

Ruijie(config-router)# network 172.16.10.0 0.0.0.255 area 0 

Ruijie(config-router)# default-metric 50 

Ruijie(config-router)#redistribute rip subnets 

ȍ ῏  Ȏפ

  פ
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redistribute № ῒ Ȃ 

show ip ospf ospf ῃ ῏Ḥ  

ȍ Ȏ 

ȍ Ȏ  

4.1.14 distance ospf 

Ҍ OSPF  

distance ospf {intra-area <1-255> | inter-area <1-255> | external <1-255>} 

no distance ospf 

ȍ Ȏ 

  

intra-area <1-255> ῤ ̆ ҹ 110 

inter-area <1-255> ̆ ҹ 110 

external <1-255> ̆ ҹ 110 

ȍ ’Ȏ 

ҹ 110Ȃ 

ȍ פ Ȏ 

OSPF Ȃ 

ȍᶏ Ȏ 

OSPF Ҍ Ҍ ̆  Ȃפ

ȍҽᶛȎ 

Ҋץ ᶛ ̆ OSPF ҹ 160 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# distance ospf external 160 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 
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4.1.15 distribute-list in 

LSA  

distribute-list {listname | 
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4.1.16 distribute-list out 

№ ̆ⱳ ᵌ redistribute  פ

distribute-list {listname | gateway plist-name | prefix plist-name} out [bgp | 

connected | isis area-tag | ospf process-id | rip | static] 

no distribute-list {listname | gateway plist-name | prefix plist-name }  

out [bgp | connected | isis area-tag | ospf process-id| rip | static] 

ȍ Ȏ 
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4.1.17 enable mib-binding 

enable mib-binding פ MIB ⌠ OSPFv2 ҉Ȃᶏ פ no

Ȃ 

enable mib-binding 

no enable mib-binding 

ȍ Ȏ 

  

פ   

ȍ ’Ȏ 

’Ҋ̆MIB OSPFv2 ҉Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ԍ OSPFv2 MIB OSPFv2 Ḥ ̆ ץ SNMP ᵬ OSPFv2

̆ ᵬ ѿ Ȃ ’Ҋ ŎSPFv2 MIB OSPFv2

҉̆ ᵬ Ȃ 

SNMP ᵬ OSPFv2 ̆ ץ פ MIB

⌠ ҉Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ SNMP ᵬ ҹ100 OSPFv2 ̔ 

Ruijie(config)# router  
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4.1.18 enable traps 

OSPFv2 ╠ 16 TRAP Ḥ ̆№ҹ 4 ̆ᶏ Ҋ פ ץ

ꜚ TRAP Ḥ Ȃᶏ פ no ῏ץ TRAP Ḥ

Ȃ 

enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 

virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 

[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  

retransmit [iftxretransmit | virtiftxretransmit] | state-change [ifstatechange | 

nbrstatechange | virtifstatechange | virtnbrstatechange]] 

no enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 

virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 

[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  

retransmit [iftxretransmit | virtiftxretransmit] | state-change [ifstatechange 

stat 
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ȍ ’Ȏ 

’Ҋ̆ῃ TRAP ῏῏ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ snmp-server פ └̆ ᾢ ῏ snmp-server enable 

traps ospf ץ ̆ פ ץ Ȃ 

Ҍפ MIB └̆ᾛ Ҍ TRAP ῏Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ OSPFv2 100 ῃ TRAP ῏̔ 

Ruijie(config)# router ospf 100 

Ruijie(config)# enable traps 

ȍ ῏  Ȏפ

  פ

show ip ospf OSPF ῃ ῏Ḥ  

enable mib-binding OSPFv2 MIB 

ȍ Ȏ 

ȍ Ȏ 

4.1.19 ip ospf authentication 

פ ̆ᶏ no ץ ҹ Ȃ 

ip ospf authentication [message-digest | null] 

no ip ospf authentication 

ȍ Ȏ 

  

message-digest ҉ MD5 ⱴ Ȃ 
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ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ Ҍ ᴋᵥ . ᶏ no

ṿ ̆ ҉

‗ ̆ ҹ null̆↕ └ ҹҌ , ҉

,ᴨᾢ ҉ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ GigabitEthernet 0/0 OSPF ҹ MD5 Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip address 172.16.10.0  

255.255.255.0 

Ruijie(config-if)# ip ospf authentication  

message-
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Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ip ospf authentication-key פ ̆ ῀ OSPF Ȃ

Ҍѿ ̆ң Ҍ OSPF ῏ ̆ ӞҌ

Ḥ ֜ Ȃ 

Ҍ ץ Ҍѿ ̆ᵖ ѿ ҉ ̆

ѿ Ȃ 

ѿҩ OSPF ̆ פ area authentication

Ȃ 

҉Ӟ ץ ,ᶏ Ҋ פ ip ospf authentication

, ᴨᾢ . 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ GigabitEthernet 0/0 OSPF ҹ ospfauthȂ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip address 172.16.10.0  

255.255.255.0 

Ruijie(config-if)# ip ospf authentication-key ospfauth 

ȍ ῏  Ȏפ

  פ

area authentication OSPF ӈ Ȃ 

Ip ospf authentication ҉ ӈ  

ȍ Ȏ 

ȍ Ȏ  
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no ip ospf disable all 

ȍ Ȏ 

פ  

ȍ ’Ȏ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ԅ network area ̆ פ ̆ ᶏ

ԍ network Ӟ̆ ҌῬ֟ ospf Ȃ Ҍᴪ ᴋᵥ OSPF

̆ӞҌ ҍ OSPF Ȃ 

ȍҽᶛȎ 

Ruijie(config)# interface serial 1/0  

Ruijie(config-if)# ip address 172.16.10.1  

255.255.255.0 

Ruijie(config-if)# ip ospf disable all 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

4.1.25 ip ospf hello-interval 

OSPF Hello ̆ ᶏ פ ip ospf 

hello-intervalȂ פ no Ȃ 

ip ospf hello-interval seconds 

no ip ospf hello-interval 

ȍ Ȏ 

  

seconds OSPF hello ץ̆ ҹ ᵝȂ 

ȍ ’Ȏ 

 ץ 10 ̕ 

 PPPȁHDLC 10 ̕ 

 Ҭ ⌠ 10 ̕ 
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MD5 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ip ospf message-digest-key פ ̆ ῀ OSPF Ȃ

Ҍѿ ̆ң Ҍ OSPF ῏ ̆ ӞҌ

Ḥ ֜ Ȃ 

Ҍ ץ Ҍѿ ̆ᵖ ѿ ҉ ̆

ѿ Ȃ ѿ Ȃ 

ѿҩ OSPF ̆ᶏ פ area authentication

Ȃ ҉Ӟ ץ ,ᶏ Ҋ פ ip ospf 

authentication ,
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ip ospf authentication ҉ ӈ  

ȍ Ȏ 

ȍ Ȏ 

4.1.27 ip ospf mtu-ignore 

⌠ mtu ᶏץ Ȃפ פ

no Ȃ 

ip ospf mtu-ignore 

no ip ospf mtu-ignore 

ȍ Ȏ 

  

פ   

ȍ ’Ȏ 

mtu Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

OSPF ⌠ ᴪ MTU MTU

, ⌠ Ҭ MTU ԍ MTU, Ӈ

῏ Ҍ , ץ ῏ MTU

M

ᶏ Ȃ
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ӊ ᵬ ⌠ ̆ ץ ҽȂ ⌠

№ҹ , . 

Ҍ ָӇ̆ ץ ҹ Ȃ ץ

̂ Ҭ ̆X.25̃ ̆ OSPF ̆

ԅ Ȃ X.25 map frame-relay map ̆פ ץ X.25

Ҭ ΐ ⱬ̆ OSPF ץ X.25 Ҭ ᵬ

Ȃ 

⌠ ץ ѿҩ ҩ ̆ OSPF ⌠ ̆

ᴪ ҩҺ Ȃ ⌠ ҍ Ҋץ ̔ 

 ̆Ҍ ̆Ӟ ̕ 

 ףᴇ ̆Ҍ ῃ Ȃ 

ԍ ȁ Ҭ ץ X.25 ̆ IP ̆

broadcast ῏ . 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ Ҭ ҹ ̆ ῃ Ҭ Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)# ip address 172.16.24.4  

255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network broadcast 

Ҋץ ᶛ ̆ Ҭ ҹ ⌠ ̆ ῃ Ҭ

Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)# ip address 172.16.24.4  

255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network point-to-multipoint 

Ҋץ ᶛ ̆ Ҭ ҹ ̆ DR/RDR̆ ῃ

̉ Ҭ ȂץҊ № Ҍ

҉ ̂ └ ҹ DR/BDR̃Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)#ip address 172.16.24.4 255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network broadcast 

Ruijie(config-if)# ip ospf priority 0 

ȍ ῏  Ȏפ
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  פ

dialer map ip ӈ IP ҍ ӈ ҍӈ ҅
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ȍҽᶛȎ 

Ҋץ ᶛ ̆ GigabitEthernet 0/0 ᴨᾢ ṿ ҹ 0Ȃ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip ospf priority 0 

ȍ ῏  Ȏפ

  פ

ip ospf network OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ  

4.1.30 ip ospf retransmit-interval 

ӈ LSÛ ̃ ᴰ ̆ ᶏ פ ip ospf 

retransmit-intervalȂ פ no Ȃ 

ip ospf retransmit-interval seconds 

no ip ospf retransmit-interval 

ȍ Ȏ 

  

Seconds 
LSU ᴰ ץ̆ ҹ ᵝȂ ԍң

ҩ ӊ ᴰ Ȃ ҹ 5 Ȃ 

ȍ ’Ȏ 

ҹ 5 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ѿҩ LSU ̆ LSU Ḡ ‖ ↓Ҭ̆

ip ospf retransmit-interval פ ӈ ῤ̆ ⌠ ̆

LSAȂ 

ᾧץ̆ Ҍ ᴰ̆ ұ ҉̆ ᴰ

ץ ѿ Ȃ LSU ᴰ area virtual-link פ

retransmit-interval ῏ ӈȂ 
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ȍҽᶛȎ 

Ҋץ ᶛ ̆ serial 1/0
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ȍҽᶛȎ 

Ҋץ ᶛ ̆ serial1/ 0 ᴰ ҹ 5Ȃ 

Ruijie(config)# interface serial 1/0 

Ruijie(config-if)# ip ospf transmit delay 10 

ȍ ῏  Ȏפ

  פ

area virtual-link ӈ OSPF Ȃ 
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cost] 

no neighbor ip-address 

ȍ Ȏ 

  

ip-address IP Ȃ 

poll-interval 
seconds 

̂ ̃ ץ̆ ҹ ᵝ̆ 120

ȂNon-broadcast(NBMA) Ȃ 

priority 
priority 

̂ ̃ ᴨᾢ ṿ̆ ҹ̊Ȃ 

Non-broadcast(NBMA)  

Cost cost 

̂ ̃ ⌠ ⌠ ҩ ̆

ӈ,ᶏ ҉ costȂpoint-to-multipoi

nt [ non-broadcast ] Ȃ 

ȍ ’Ȏ 

ӈ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

RGOS ᴆ ҹ ҩ ̆ Ḥ Ȃ IP ̆

ҹ Һ IP Ȃ 

NBMA ҉ ҹҌ ̆ ֙ ῤ

⌠ Hello ŎSPF ᴪ Hello ̆ Hello

ҹ Ȃ OSPF ѿ ̆ ᴨᾢ ṿҌҹ 0 Hello

̆ ᴨᾢ ṿ ҹ 0 Ҍᴪ ҍ DR/BDR Ȃ DR/BDR ֟

ץ ̆DR/BDR ᴪ Hello ῏ Ȃ 

⌠ ҉, ҹҌΐ ⱬ ץ ꜚ ,

ᶏ פ ҹῒ , ԍ ⌠ ץ cost

⌠ ҩ . 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ԅѿҩ OSPF ̆ῒ IP ҹ 172.16.24.2̆

ᴨᾢ ṿҹ 1̆ ҹ 150 Ȃ 

Ruijie(config

ET

BT

/F1 10.56 Tf

1 0 0 1 426.55 192.98 Tm

 0 Tc[<0D600D70>11<046A>] TJ

1244CC 0 46EB>11<12750A01>11<4631>]10.56 Tf

1 0r6.5ou11<te 
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  פ

ip ospf priority OSPF ᴨᾢ ṿȂ 

ip ospf network OSPF  

ȍ Ȏ 

ȍ Ȏ 

4.1.35 network area 

ӈ ֓ OSPF̆ץ OSPF ̆ ᶏ פ

network areaȂ פ no − OSPF ӈȂ 

network ip-address wildcard area area-id 

no network ip-address wildcard area area-id 

ȍ Ȏ 

  

ip-address IP Ȃ 

wildcard 
ӈ IP ᵝ̆̊ ̆̋

ҌẠ Ȃ 

area-id 

OSPF Ȃѿҩ OSPF ῏ ѿ

ҩ ̆ҹԅḂԍ ̆Ӟ ץ ѿҩ

ᵬҹ OSPF Ȃ 

ȍ ’Ȏ 

OSPF Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ip-address wildcard ңҩ ӈ̆ᾛ ѿ פ ץ ҩ ῏ ⌠

ѿҩ OSPF Ȃ ѿҩ ҉ OSPF̆ Һ IP

network area ӈ IP ῤȂ network area ӈ IP ̆

IP ̆ Ҍᴪ OSPFȂ 

ҍ ҩ OSPF network פ ӈ IP ̆

ᴨ ̆ ҍ OSPF Ȃ 

ȍҽᶛȎ 
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Ҋץ פ LSA 10 ̆῏ OSPF 10 ᶛȂ 

Ruijie# config terminal 

Ruijie(config)# router ospf 10 

Ruijie(config-router)# overflow database 10 hard 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

4.1.37 overflow database external 

פ ԍ external LSA ҍ׆ ₮

Ȃ 

overflow database external max-dbsize wait-time  

no overflow database external 

ȍ Ȏ 

  

max-dbsize 

external lsa ̂ ѿ AS ῤ

ṿ ̃̆ ṿ ̔

0-2147483647Ȃ 

wait-time 
׆ ₮

̆ ṿ ̔0-65535Ȃ 

ȍ ’Ȏ 

Ҍ └ external-LSA Ȃ 

└ԅ external-LSA ̆ external-LSA ṿ ̆

ҌῬ Ȃ 

ȍ פ Ȏ 

Ȃ
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Ruijie(config-router)# overflow database external 10 3  

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

 

4.1.38 overflow memory-lack 

ᾛפ ῤ Ҍ OSPF ῀
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 show ip protocols ospf OSPF ῏Ḥ  

 

   

 

פ  

   

 10.3(4b3) פ 

   

 

4.1.39 passive-interface 

ᶏ פ ҹ ꜚ Ȃ פ no

Ȃ 

passive-interface [default | type number] 

no passive-interface [default | type number] 

ȍ Ȏ 
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show ip ospf interface ῏ Ḥ  

ȍ Ȏ 

ȍ Ȏ  

4.1.40 redistribute 

פ ԍ № Ḥ Ȃ 

redistribute {bgp | isis area-tag | ospf process-id | rip | connected | static} 

{level-1 | level-1-2 | level-2}  [metric value | match {internal | external | 

external 1 | external 2 | nssa-external | nssa-exte

2
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ȍᶏ Ȏ 

פ ̆ ҹ ASBR̆ Ḥ ῀ OSPF ῤ̆

ץ type-5 LSA ⌠ ῤῒז OSPF Ȃ 

№ B̆GP metric ҹ 1 ῒ̆ᵩ LSA metric

ҹ 20̕ 

№ isis ̆Ҍ level ̆ ᾛ № level-2 ̆

∆ № ̆ level ̆↕ᾛ № level Ȃ

Ḡ ̆ҹԅ Ḃ̆ level 1, level 2 ̆ ҹ level-1-2 Ḡ Ȃ

ҽᶛ Ȃ 

№ ospf ̆Ҍ match ̆ ᾛ № ospf

 ̕ ѿ match ᵬҹ∆ match  ̆ № ᾛ

№ ̕ᶏ no פ match ҹ ṿȂ ҽᶛ

Ȃ 

№ ̆ route-map ̆route-map Ҭ match ↕ №

̕ ԍ № OSPF ISIS ̆ №

match level ↕̆ Ῥ route-map ∞ Ȃ 

ȍҽᶛȎ 

Ҋץ פ № ⌠ OSPF ῤ 

Ruijie(config-router)# redistribute static subnets 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# redistribute ospf 2 subnets 

Ruijie(config-router)# redistribute ospf 2 match  

external 1 internal  

Ruijie(config-router)# redistribute isis isis-001  

Ruijie(config-router)# redistribute isis isis-001 level-1 

Show run Ҋ̔ 

router ospf 1 

redistribute ospf 2 match external 1 internal subnets 

redistribute isis isis-001 level-1-2 

ȍ ῏  Ȏפ

ȍ Ȏ 

ȍ Ȏ 

4.1.41 router ospf 

⇔ OSPF ̆ ᶏ ῃ פ router ospfȂ פ no −

ӈ OSPF Ȃ 
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router ospf process-id [vrf vrf-name] 

no router ospf process-id 

ȍ Ȏ 

  

process-id ospf  

vrf-name 
VRF ֟ Ҭ̆ ԍ

OSPF VRF 

ȍ ’Ȏ 

Ҍ OSPF Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

RGOS10.1 ҉ ⱴԅ ̔ ̆ ҹ ᶛ ospfȂҌ ospf

ᶛ ԑ ̆ ץ ᵌ ҹ ңҩԑҌ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ vrf̔vpn_1 ῤ⇔ OSPF 10Ȃ 

Ruijie(config)# router ospf 10 vrf vpn_1 

ȍ ῏  Ȏפ

  פ

show ip protocols ╠ Ḥ Ȃ 

show ip ospf ╠ ospf Ḥ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

4.1.42 router-id 

ID,ᶏ פ no −ץ Router ID̆ ᶏ

Router IDȂ 

router-id router-id 

no router-id 

ȍ Ȏ 
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ip-address IP Ȃ 

net-mask Ȃ 

not-advertise ҌῈ ̆ ↕ҹῈ Ȃ 

ȍ ’Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ῒ׆ № ̆ ῀ OSPF ̆ №≢ ץ

ѿҩ OSPF Ȃ ῀ ѿҩ

̆ ץ ѿҩ ׆̆ ⁞

Ȃ 

ҍ area rang Ҍפ ̆area
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timers lsa-group-pacing seconds 

no timers lsa-group-pacing 

ȍ Ȏ 

  

seconds 
LSA ̆ ̆ Ȃ 

: 10-1800 

ȍ ’Ȏ 

: 240 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ῤ Ḥ ̂LSÃ ̆ ̆ ץ̆

≠ Ȃ ҹ 4 № Ȃ Ҍ Ȃ ᶃ

ҍ LSA Ȃ ̆ Ҭ 10000 LSĂ

ᵞ ᶏᵰ Ȃ 40~100 ̆↕ ⌠ 10~20 № ᴪ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ҹ 120 Ȃ 

Ruijie(config)#router ospf  20 

Ruijie(config-router)#timers lsa-group-pacing 120 

ȍ ῏  Ȏפ

  פ

show ip ospf ospf ῏ Ḥ  

ȍ Ȏ 

ȍ Ȏ 

4.1.45 timers spf 

OSPF ⌠ Ḥ ̆ SPF
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spf-delay 

ӈ SPF ץ̆ ҹ ᵝȂ

OSPF ⌠ ̆

̆ SPF Ȃ 

spf-holdtime 

ӈң SPF ӊ ץ̆ ҹ

ᵝȂ ⌠ԅ̆ң

⌠̆ Ҍ SPF Ȃ 

ȍ ’Ȏ 

spf-delay̔5 ̕spf-holdtime̔10 Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

spf-delay spf-holdtime ̆OSPF Ӟ ̆Ӟ

̆ᵖ ᴪ CPU Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ OSPF Ḡ №≢ ҹ 3 9 Ȃ 

Ruijie(config)# router ospf 20 

Ruijie(config-router)# timers spf 3 9 

ȍ ῏  Ȏפ

  פ

show ip ospf ospf ῏ Ḥ  

ȍ Ȏ 

ȍ Ȏ 

4.2 显示相关命令 

4.2.1 show ip ospf 

OSPF Ḥ ̆ ᶏ פ show ip ospfȂ 

show ip ospf [process-id] 

ȍ Ȏ 
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process-id ospf  

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ץ OSPF Ḥ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf פ ₮ ̔ 

Ruijie# show ip ospf 

Routing Process "ospf 1" with ID 1.1.1.1 

Process uptime is 4 minutes 

Process bound to VRF default 

Conforms to RFC2328, and RFC1583Compatibility flag isenabled 

Supports only single TOS(TOS0) routes 

Supports opaque LSA 

This router is an ASBR (injecting external routing information) 
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Number of fully adjacent neighbors in this area is 0 

Number of fully adjacent virtual neighbors through this area is 

0 

Area has no authentication 

SPF algorithm last executed 02:09:23.040 ago 

SPF algorithm executed 4 times 

Number of LSA 6. Checksum 0x028638 

NSSA Translator State iselected 

ҊȂ 

  

Router ID Ȃ 

Process uptime 
OSPF ̂router-id

ҹ 0.0.0.0
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process-id ospf  

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

̆פ ץ ⌠ ABR ASBR OSPF ῤ Ȃ

OSPF ῤ Ҍ ԍ show ip route ̆OSPF ῤ

ҹ OSPF ̆ Ҍ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf border-routers פ ₮ ̔ 

Ruijie# show ip ospf border-routers  

OSPF internal Routing Table 

 

Codes: i - Intra-area route, I - Inter-area route 

 

i 1.1.1.1 [2] via 10.0.0.1, GigabitEthernet 0/1, ABR, ASBR, Area 

0.0.0.1 select 

ҊȂ 

  

Codes 
ף ӈȂi ῤ ̆

I
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4.2.3 show ip ospf database 

OSPF Ḥ ̆ ᶏ פ show ip ospf 

databaseȂ 

פ Ҍ Ҍ ̂LSAs̃Ḥ Ȃ 

show ip ospf [process-id area-id] database 

show ip ospf [process-id area-id] database [adv-router ip-address] 

show ip ospf [process-id area-id] database [self-originate | max-age]  

show ip ospf [process-id area-id] database [router] [link-state-id] 

show ip ospf [process-id area-id] database [router] [adv-router  

ip-address] 

show ip ospf [process-id area-id] database [router] [self-originate]  

show ip ospf [process-id area-id] database [network][link-state-id] 

show ip ospf [process-id area-id] database [network] [link-state-id] [adv-router 

ip-address] 

show ip ospf [process-id area-id] database [network] [link-state-id] 

[self-originate] 

show ip ospf [process-id area-id] database [summary] [link-state-id] 

show ip ospf [process-id area-id] database [summary] [link-state-id] 

[adv-router ip-address] 

show ip ospf [process-id area-id] database [summary] [link-state-id] 

[self-originate] 

show ip ospf [process-id area-id] database [asbr-summary] 

[link-state-id] 

show ip ospf [process-id area-id] database [asbr-summary]  

[link-state-id] [adv-router ip-address] 

show ip ospf [process-id area-id] database [asbr-summary]  

[link-state-id] [self-originate] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

show ip ospf [process-id area-id] database [external] [link-state-id] [adv-router 

ip-address] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

[self-originate] 

show ip ospf [process-id area-id] database [nssa-external]  
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ȍᶏ Ȏ 

OSPF ̆№ № Ȃ ᶏ ֓ ̆פ

ꜛԍ OSPF Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf database פ ̔ 

Ruijie# show ip ospf database  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  Link count 

1.1.1.1         1.1.1.1         2    0x80000011 0x6f39 2 

3.3.3.3         3.3.3.3         120  0x80000002 0x26ac 1 

Network Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum 

192.88.88.27    1.1.1.1         120  0x80000001 0x5366 

Summary Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  Route 

10.0.0.0        1.1.1.1         2    0x80000003 0x350d 

10.0.0.0/24 

100.0.0.0       1.1.1.1         2    0x8000000c 0x1ecb 

100.0.0.0/16 

Router Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  Link count 

1.1.1.1         1.1.1.1         2    0x80000001 0x91a2 1 

Summary Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  Route 

100.0.0.0       1.1.1.1         2    0x80000001 0x52a4 

100.0.0.0/16 

192.88.88.0     1.1.1.1         2    0x80000001 0xbb2d 

192.88.88.0/24 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  Route              

Tag 

20.0.0.0        1.1.1.1         1    0x80000001 0x033c E2 

20.0.0.0/24     0 

100.0.0.0       1.1.1.1         1    0x80000001 0x9469 E2 

100.0.0.0/28    0 
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AS External Link States 

Link ID         ADV Router      Age  Seq#       CkSum  Route              

Tag 

20.0.0.0        1.1.1.1         380  0x8000000a 0x7627 E2 

20.0.0.0/24     0 

100.0.0.0       1.1.1.1         620  0x8000000a 0x0854 E2 

100.0.0.0/28    0 

show ip ospf database פ ҊȂ 

  

OSPF Router with 
ID 

OSPF

ҍ OSPF  

Router Link States ץҊῤ ҹ Ḥ Ȃ 

Net Link States ץҊῤ ҹ Ḥ Ȃ 

Summary Net Link 
States 

Ҋῤץ ҹ Ḥ Ȃ 

NSSA-external Link 
States 

Ҋῤץ ҹ ҂

Ḥ  

AS External 
Link States 

Ҋῤץ ҹ ԓ

Ḥ Ȃ 

Link ID Ȃ 

ADV Router Ȃ 

Age Ȃ 

Seq# 
̆ ԍ

LSAȂ 

Cksum Ȃ 

Link-Count 
Ḥ Ҭ

 

Route LSA Ḥ  

Tag Ȃ 

Ҋҹץ show ip ospf database asbr-summary פ ̔ 

Ruijie# show ip ospf database asbr-summary  

OSPF Router with ID (1.1.1.35) (Process ID 1) 

ASBR
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Link State ID: 3.3.3.3 (AS Boundary Router address) 

Advertising Router: 1.1.1.1 

LS Seq Number: 80000001 

Checksum: 0xbe8c 

Length: 28 

Network Mask: /0 

TOS: 0  Metric: 1 

show ip ospf database asbr-
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Checksum: 0x7627 

Length: 36 

Network Mask: /24 

Metric Type: 2 (Larger than any link state path) 

TOS: 0 

Metric: 20 

Forward Address: 0.0.0.0 

External Route Tag: 0 

show ip ospf database external פ ҊȂ 

  

OSPF Router with ID 
ҊḤץ ҍ

OSPF ȂȂ 

Type-5 AS External 
Link States 

ҊḤץ ҹ Ḥ

Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number 
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Flags: 0x3 : ABR ASBR 

LS Type: router-LSA 

Link State ID: 1.1.1.1  

Advertising Router: 1.1.1.1 

LS Seq Number: 80000012 

Checksum: 0x6d3a 

Length: 48 

Number of Links: 2 

 

Link connected to: Stub Network 

(Link ID) Network/subnet number: 100.0.1.1 

(Link Data) Network Mask: 255.255.255.255 

Number of TOS metrics: 0 

TOS 0 Metric: 0 

show ip ospf database router פ ҊȂ 

  

OSPF Router with 
ID 

ҊḤץ ҍ

OSPF Ȃ 

Router Link States ץҊҹ Ḥ Ȃ 

LS age Ȃ 

Options  

Flag router  

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length ̆ץ ҹ ᵝȂ 

Number of Links ῏ Ȃ 

Link connected to ̆ץ Ȃ 

(Link ID)  Ȃ 

(Link Data) Ȃ 

Number of TOS 
metrics 

TOS ṿ̆ TOS0Ȃ 

TOS 0 Metrics TOS̊ ṿȂ 
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Ҋҹץ show ip ospf database summary פ ̔ 

Ruijie# show ip ospf database summary  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

Summary Link States (Area 0.0.0.0) 

LS age: 499 

Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: summary-LSA 

Link State ID: 10.0.0.0 (summary Network Number) 

Advertising Router: 1.1.1.1 

LS Seq Number: 80000004 

Checksum: 0x330e 

Length: 28 

Network Mask: /24 

TOS: 0  Metric: 11  

show ip ospf database summary פ ҊȂ 



OSPF2  פ

http://www.ruijie.com.cn 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

LS age: 1 

Options: 0x0 (*|-|-|-|-|-|-|-) 

LS Type: AS-NSSA-LSA 

Link State ID: 20.0.0.0 (External Network Number For NSSA) 

Advertising Router: 1.1.1.1 

LS Seq Number: 80000001 

Checksum: 0x033c 

Length: 36 

Network Mask: /24 

Metric Type: 2 (Larger than any link state path) 

TOS: 0 

Metric: 20 

NSSA: Forward Address: 100.0.2.1 

External Route Tag: 0   

show ip ospf database nssa-external פ ҊȂ 
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External Route Tag 

̆ ҩ 32 ҩ

ȂOSPF Ҍᶏ

̆ ῒ № OSPF

ᴪ ⌠Ȃ 

Ҋҹץ show ip ospf database external פ ̔ 

Ruijie# show ip ospf database external  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

AS External Link States  

LS age: 1290 

Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: AS-external
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Network Mask Ȃ 

Metric Type Ȃ 

TOS TOS ṿ̆ ╠ ҹ 0Ȃ 

Metric ṿȂ 

Forward Address 

⌠ ̆ ⌠ IP

Ȃ ҹ 0.0.0.0̆↕ ᴪ

⌠֟ Ȃ 

External Route Tag 

̆ ҩ 32 ҩ

ȂOSPF Ҍᶏ ̆

ῒ № OSPF ᴪ

⌠Ȃ 

Ҋҹץ show ip ospf database database-summary פ ̔ 

Ruijie# show ip ospf database database-summary  

OSPF process 1: 

Router Link States       : 4 

Network Link States      : 2 

Summary Link States      : 4 

A
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4.2.4 show ip ospf interface 

ҍ OSPF ῏ Ḥ ̆ ᶏ פ show ip ospf 

interfaceȂ 

show ip ospf interface [interface-type interface-number] 

ȍ Ȏ 

  

interface-type ̂ ̃ Ȃ 

interface-number ̂ ̃ Ȃ 

ȍ ’Ȏ 

ҹȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

̆פ ץ ֓ OSPF̆ץ ֓ OSPF ῏ Ḥ

Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf interface GigabitEthernet 1/0 פ ̔ 

Ruijie# show ip ospf interface fa 1/0 
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LS-Req received 2 sent 2, LS-Upd received 29 sent 53 

LS-Ack received 46 sent 23, Discarded 1 

show ip ospf interface serial 1/0 פ ҊȂ 

  

GigabitEthernet 0/0 State 
̆UP ᵬ̆

Down Ȃ 

Internet Address IP Ȃ 

Area OSPF Ȃ 

MTU MTU 

Matching network config OSPF network area  

Process ID  

Router ID OSPF Ȃ 

Network Type OSPF Ȃ 

Cost OSPF Ȃ 

Transmit Delay is OSPF ᴰ Ȃ 

State DR/BDR Ȃ 

Priority ᴨᾢ  

Designated Router(ID) DR  

DR's Interface address DR  

Backup designated 
router(ID) 

BDR  

BDR's Interface address BDR  

Time intervals configured 
Hello ̆ Dead ̆ Wait ̆

Retransmit  

Hello due in ҉ HELLO  

Neighbor count  

Adjacent neighbor count Full  

Crypt Sequence Number md5  

Hello received send ⌠ҍ ₮ HELLO Ȃ 

DD received send ⌠ҍ ₮ DD Ȃ 

LS-Req received send ⌠ҍ ₮ LS Ȃ 
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Ruijie# show ip ospf neighbor detail 

Neighbor 3.3.3.3, interface address 192.88.88.72 

In the area 0.0.0.0 via interface GigabitEthernet 1/0 

Neighbor priority is 1, State is Full, 11 state changes 

DR is 192.88.88.27, BDR is 192.88.88.72 

Options is 0x52 (*|O|-|EA|-|-|E|-) 

Dead timer due in 00:00:32 

Neighbor is up for 05:11:27 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

Crypt Sequence Number is 0 

Thread Inactivity Timer on 

Thread Database Description Retransmission off 

Thread Link State Request Retransmission off 

Thread Link State Update Retransmission off 

Thread Poll Timer on   

show ip ospf neighbor פ Ҋ̔ 

  

Neighbor ID Ȃ 

Pri ᴨᾢ ̂ ҽ DR ̃ 

State  

Dead Time ⌠ Dead ▼ᵩ  

Address  

Interface  

interface address  

In the area ӟ⌠  

via interface ⌠ Ȃ 

Neighbor priority OSPF ᴨᾢ ṿȂ 

State            

OSPF ȂFULL

ԍ D̕R ҹ

̕BDR ҹ ᴍ

̕DROTHER

Ҍ DR/BDRȂ ⌠

DR BDRȂ 

State changes times  
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Dead Time ̔ 

DR 
ҽ DR

( Hello DR ) 

BDR 
ҽ BDR

( Hello BDR ) 

Options 

Hello E ῤ ̆0

ҹ STUB̌̕ Ҍ

STUB Ȃ 

Dead timer due in ֙ Ȃ 
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ȍ ’Ȏ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ȍҽᶛȎ 

Ruijie# show ip ospf route 

OSPF process 1: 

Codes: C - connected, D - Discard, O - OSPF,  

IA - OSPF inter area  N1 - OSPF NSSA external type 1, N2 - OSPF 

NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 

E2 100.0.0.0/24 [1/20] via 192.88.88.126, GigabitEthernet 1/0 

C  192.88.88.0/24 [1] is directly connected, GigabitEthernet 1/0, 

Area 0.0.0.1 

show ip ospf route פ Ҋ̔ 
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ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

╠ פ NSSA ABR ҉ ̆ ғ Ạ ᵬ

Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf summary-address פ ̔ 

Ruijie# show ip ospf summary-address  

Summary Address Summary Mask    Advertise     Status   

Aggregated subnets 

--------------- --------------- ------------- -------- 

202.101.0.0     255.255.0.0     advertise        Inactive 0     

Ruijie# 

  

Summary Address  

Summary Mask Ȃ 

Advertise Ὲ  

Status  

Aggregated subnets 
 

ȍ Ȏ 

ȍ Ȏ 

4.2.8 show ip ospf virtual-link 

OSPF Ḥ ̆ ᶏ פ show ip ospf 

virtual-linkȂ 

show ip ospf [process-id] virtual-link 

ȍ Ȏ 

  

פ   

ȍ ’Ȏ 
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ҹȂ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

̆ פ ץ̆ ῒ ῏Ḥ Ȃshow 

ip ospf neighbor Ҍᴪפ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip ospf virtual-links פ ̔ 

Ruijie# show ip ospf virtual-links  

Virtual Link VLINK0 to router 1.1.1.1 is up 

Transit area 0.0.0.1 via interface GigabitEthernet 0/1 

Local address 10.0.0.37/32 

Remote address 10.0.0.27/32 

Transmit Delay is 1 sec, State Point-To-Point, 

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 

5 

Hello due in 00:00:05 

Adjacency state Full 

ҊȂ 

  

Virtual Link VLINK0 to router ץ  

Virtual Link state . 

Transit area Ȃ 

via interface ῏ Ȃ 

Local address  

Remote Address  

Transmit Delay ᴰ Ȃ 

State 
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5 配置协议无关命令 

5.1 配置相关命令 

5.1.1 distribute-list in 

└ ץ̆ ̆ ᶏ פ distribute-list 

inȂ פ no − ӈȂ 

distribute-list {[access-list-number | access-list-name] | prefix prefix-list-name 

[gateway prefix-list-name]} in [interface-type interface-number] 

no distribute-list {[access-list-number | access-list-name] | prefix 

prefix-list-name [gateway prefix-list-name]} in [interface-type interface-number] 

ȍ Ȏ 

  

access-list-number 

↓  

‰ ↓ ̔ 1-99 ̆
1300-1999 

↓ ̔100-199̆
2000-2699 

access-list-name ↓  

prefix prefix-list-name ᶏ ╠ ↓  

gateway prefix-list-name ᶏ ╠ ↓  

interface-type 
interface-number 

( ) № ↓ ̆

 

ȍ Ȏ 

ӈ№ ↓ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 
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ҹԅ ֓ ̆ ץ № └↓ ̆ ⌠

Ȃ פ OSPF ̆ ҹ OSPF ⌠ Ҍ ΐ

ᵣ ̆ Ȃ 

̆ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ R̆IP ׆ GigabitEthernet 0/0 ̆ ԅ └ ̆

ᾛ 172.16 Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network 200.168.23.0 

Ruijie(config-router)# distribute-list 10 in  

GigabitEthernet 0/0 

Ruijie(config-router)# no auto-summary 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 10 permit 172.16.0.0 0.0.2
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access-list-number 

↓  

‰ ↓ ̔ 1-99 ̆
1300-1999 

↓ ̔100-199̆
2000-2699 

access-list-name ↓  

prefix prefix-list-name ᶏ ╠ ↓  

Interface 
( ) № ↓ ̆

└  

protocol 
( ) № ↓ ̆

№  

ȍ Ȏ 

└ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ҍפ ᴋᵥ ̆ └ ᵬ ̕

̆ └ ᵬ ̕ ῒ ̆↕

№ ̆ῒᵬ Ҍ └ԅȂ 

OSPF └ ̆Ҍ ̆ ғ ԍ OSPF

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆RIP 192.168.12.0/24 ῤ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network 200.4.4.0 

Ruijie(config-router)# network 192.168.12.0 

Ruijie(config-router)# distribute-list 10 out 

Ruijie(config-router)# version 2 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 10 permit 192.168.12.0 0.0.0.255 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ ↕ 

prefix-list ӈ╠ ↓  

redistribute №  
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5.1.3 ip community-list  

ᶏ פ ӈ ᵣ↓ ̆ └ Ȃᶏ no פ ῒ− Ȃ 

ip community-list {{standard | expanded} community-list-name |  

community-list-number } {permit | deny} [community-number..] 

no ip community-list {{standard | expanded
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ȍᶏ Ȏ 

ᶏ פ ӈ ԍ BGP ᵣ↓ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# ip community-list standard test deny 100:20 

200:20 

Ruijie(config)# ip community-list standard test2 permit internet 

ȍ ῏  Ȏפ

  פ

match community ᵣ↓  

set comm-list delete 
ᵣ↓ − BGP Ҭ

ᵣ ṿ 

show ip community-list ᵣ↓ Ḥ  

show ip bgp 
community-list 

ᵣ↓ BGP Ḥ  

ȍ Ȏ 

5.1.4 ip default-network  

̆ ᶏ ῃ פ ip default-networkȂ פ no ץ

− Ȃ 

ip default-network network 

no ip default-network network 

ȍ Ȏ 

  

network Ȃ 

ȍ Ȏ 

ҹ 0.0.0.0/0Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ҹԅ֟ ̆ default-network ֟

Ҋץ ᴆ̔ Ҍ ̆ᵖ Ҭ ⌠ Ȃ 
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‖*―ץ ̆ Ṝ Ȃ Ҭ

connected Ҋѿ ̆↕ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ 192.168.100.0 ҹ ̆ ԍ ԅ⌠

̆ ץ ꜚ֟ ѿ Ȃ 

Ruijie(config)# ip route 192.168.100.0 255.255.255.0 serial  0/1 

Ruijie(config)# ip default-network 192.168.100.0 

Ҋץ ᶛ ̆ 200.200.200.0 ҹ ̆ 200.200.200.0 ₮

Ҭ̆ ҹ Ȃ 

Ruijie(config)# ip default-network 200.200.200.0 

ȍ ῏  Ȏפ

  פ

show ip route IP Ȃ 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

5.1.5 ip prefix-list 

⇔ ѿҩ╠ ↓ ⱴѿ ╠ ↓ ̆ᶏ ip prefix-list Ȃפ פ

no − ѿҩ╠ ↓ ╠ ↓ Ȃ  

ip prefix-list prefix-lis-name [ seq seq-number] { deny | permit }  

ip-prefix [ge minimum-prefix-length][ le maximum-prefix- length] 

no ip prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 

ip-prefix [ge minimum-prefix- length][ le maximum-prefix- length] 

ȍ Ȏ 

  

prefix-lis-name ╠ ↓  

seq-number 

ѿ ╠ ↓ ץ ↓ Ȃῒ

1 ⌠ 2147483647Ȃ פ

ҩ ↓ ↕̆ ᴪҹ ╠ ↓

№ ѿҩ ↓ Ȃ ѿҩ

↓ 5̆ ѿҩ ṿ

↓ ṿ ╠ѿҩ ↓

ѿҩ 5 Ṑ ṿ 

deny ԍ ’  
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permit ԍ ’ᾛ  

ip-prefix 
ץ Ȃ ץ

ᴋ IP Ȃ ׆ 0 ⌠ 32 

minimum-prefix-length 

̂ ̃ ṿ(

) 

̔ge ῏ ף ԍ ԍ  

maximum-prefix-length 

̂ ̃ ṿ( Ҭ

) 

̔le ῏ ף ԍ ԍ  

ȍ Ȏ 

⇔ ᴋᵥ╠ ↓ Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ip prefix-list פ ԍ IP ╠ Ȃ ╠ ↓ permit  deny ῏

‗ ’Ҋ ꜚᵬȂ 

╠ ↓ ӈ ԍѿҩ╠ Ȃge  le ῏

ӈѿҩ ԍ ╠ ̆ ᶫԅ ῀ ip-prefix ⱴ

Ȃ Ҭפ ge  le ῏ ̆↕ ip-prefix ᶫԅ ╠ Ȃ

ֽ ῀ gĕ↕ minimum-prefix-length ⌠ 32Ȃ ֽ ῀ lĕ ↕

ip-prefix ⌠ maximum-prefix- lengthȂ ԋ ῀̆

↕ ׆ minimum-prefix-length ⌠ maximum-prefix- lengthȂ ĭp-prefix

ȁminimum-prefix-length maximum-prefix-length ῏  ̔ ip-prefix

 < minimum-prefix-length < maximum-prefix-length <= 32Ȃ 

ȍҽᶛȎ 

Ҋҹᶏץ № ↓ ᶛ ̆ OSPF Ҭ № RIP ₮

№ Ḥ IP ̆ ↕ ῏ IP ╠ ↓ Ҭ ӈ(ᶛ

ᾛ IP  201.1.1.0/24 ῤ Ḥ № ₮ )̆↕ Ҋ↓

̔ 

Ruijie# configure terminal 

Ruijie(config)# ip prefix-list pre1 permit 201.1.1.0/24  

Ruijie(config)# router ospf 

Ruijie(config-router)# distribute-list prefix pre1 out rip 

Ruijie(config-router)# end 
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5.1.6 ip prefix-list description 

ҹѿҩ╠ ↓ ⱴ ̆ ᶏ ip prefix-list description Ȃפ פ

no − ѿҩ╠ ↓ Ȃ  

ip prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name ╠ ↓  

descripton-text ╠ ↓  

ȍ Ȏ 

ⱴ╠ ↓  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ȍҽᶛȎ 

Ҋᶛץ ҹ IP ╠ ↓ ⱴ Deny routes from Net-A̔ 

Ruijie# configure terminal 

Ruijie(config)# ip prefix-list pre description Deny 

routes from Net-A 

5.1.7 ip prefix-list sequence-number 

ҹ╠ ↓ ⱳ ̆ ᶏ ip prefix-list description Ȃפ פ no

╠ ↓ ⱳ Ȃ  

ip prefix-list sequence-number 

ȍ Ȏ 

 

ȍ Ȏ 

ⱴ╠ ↓  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ȍҽᶛȎ 
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Ҋᶛץ ҹ╠ ↓ ⱳ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip prefix-list sequence-number 

5.1.8 ip route  

̆ ᶏ ῃ פ ip routeȂ פ no −

Ȃ 

ip route [vrf vrf_name] network net-mask {ip-address | interface [ip-address]} 

[distance] [tag tag] [permanent] [weight number] [disable | enable] 

ȍ Ȏ 

  

vrf_name VRF  

network  

net-mask  

ip-address Ҋѿ  

Interface ̂ ̃ Ҋѿ ₮  

distance ̂ ̃  

tag ̂ ̃ Tag ṿ 

permanent ̂ ̃ ӄ  

number ̂ ̃ ṿ 

disable/enable ̂ ̃ ᶏ  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ҹ 1̆ ̆ ᾛץ ꜚ ⌠

̆ ꜚ Ҍ⌠ ̆ ᶏ Ȃ

ץ ᴍ̆ ѿ̆ ҹ ꜚ Ȃ OSPF

ҹ 110̆ ץ ҹ 125̆

OSPF ̆ ℗ץ ⌠ ҉Ȃ 

ץ ԍ vrf̆ ↕ ⱴ⌠ vrfȂ 
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ҹ 1̆ ᶏץ show ip route weight פ

Ȃ weight ԍ WCMP ⱳ ̆ ⌠

̆֜ ᴪ ṿ№ ̆weight ᴪ№
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ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 200 

̆╠ ң Ҍ ῍ ̆ ҈ Ӟ ∞ ҍ╠

Ȃ 

 

҉̆ ѿҩ ↕̔ ᾢ ԅѿ ԅҊ

ѿ ₮ ̆ Ῥ ֽ ₮ ̆ ֽ Ҋѿ ̆ ╠ / /₮

/Ҋѿ ῒז ̆ᵬҹ Ȃ ̆ᾢ

₮ Ҋѿ ̆↕ Ҍᴪ ╠ ̆ ԍῃ

Ȃ 

 

ȍ ῏  Ȏפ

  פ

show ip route IP Ȃ 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

5.1.9 ip routing 

RGOS ᴆ IP ⱳ ̆ ῃ Ҋ Ȃפ פ no

῏ץ IP ⱳ Ȃ 

ip routing 

no ip routing 

ȍ ’Ȏ 

IP Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ᵬҹ ̆ ᵬҹ VOIP ῏ ̆ Ҍץ RGOS ᴆ

IP ⱳ Ȃ ῏ץ RGOS IP ⱳ Ȃ 

ȍҽᶛȎ 

Ҋץ ̆῏ ԅ RGOS ᴆ IP ⱳ Ȃ 

Ruijie(config)# no ip routing 
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ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

5.1.10 ip static route-limit 

҉ ̆ ᶏ ῃ פ ip static route-limitȂ פ

no ץ Ȃ 

ip static route-limit number 

no ip static route-limit 

ȍ Ȏ 

  

number ҉ ̆ 1-10000 

ȍ Ȏ 

ҹ 1000Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

҉ ҹԅ └ ̆ ip static route-limit 

҉ ᴪ֟ Ҋ ̆ Ҍᴪ ҉ Ȃ

show running-config ץ ╠ ҉ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ҉ ҹ 900 ̆ ṿȂ 

Ruijie(config)# ip static route-limit 900 

Ruijie(config)# no ip static route-limit 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

5.1.11 ipv6 prefix-list 

⇔ ѿҩ IPv6 ╠ ↓ ⱴѿ ╠ ↓ ̆ ᶏ ipv6 prefix-list

Ȃפ פ no − ѿҩ╠ ↓ ╠ ↓ Ȃ  

Ipv6 prefix-list prefix-lis-name [ seq seq-number] { deny  
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no ipv6 prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 

ipv6-prefix [ge minimum-prefix

[ 



῏  פ

http://www.ruijie.com.cn 

ȍҽᶛȎ 

Ҋҹᶏץ № ↓ ᶛ ̆ RIP Ҭ № OSPF 1

₮ № Ḥ IP ̆ ↕ ῏ IPv6 ╠ ↓ Ҭ

ӈ(ᶛ ᾛ IP 2222::/64ӊῤ Ḥ № ₮ )̆↕ Ҋ↓

̔ 

Ruijie# configure terminal 

Ruijie(config)# ipv6 prefix-list pre permit 2222::/64 

Ruijie(config)# ipv6 router rip 

Ruijie(config-router)# redistribute ospf 1 

Ruijie(config-router)# distribute-list prefix pre out 

Ruijie(config-router)# end 

5.1.12 ipv6 prefix-list description 

ҹѿҩ IPv6 ╠ ↓ ⱴ ̆ ᶏ ipv6 prefix-list description Ȃפ

פ no − ѿҩ╠ ↓ Ȃ  

ipv6 prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name IPv6 ╠ ↓  

IPv6
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ipv6 prefix-list sequence-number 

ȍ Ȏ 

 

ȍ Ȏ 

ⱴ╠ ↓  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ȍҽᶛȎ 

Ҋᶛץ ҹ IPv6 ╠ ↓ ⱳ ̔  

Ruijie# configure terminal 

Ruijie(config)# ipv6 prefix-list sequence-number 

5.1.14 match as-path 

№ ↓ Ҭᾛ AS_PATH ̆ ᶏ פ match 

as-pathȂ פ no − Ȃ 

match as-path as-path-acl-list-num ̵as-path-acl-list-num…..̷ 

no match as-path̵as-path-acl-list-num……̷ 

ȍ Ȏ 

  

as-path-acl-list-num ↓ Ȃ↓ 1…500 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

match as-path פ ץ ҩ ↓ Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 



῏  פ

http://www.ruijie.com.cn 

Ruijie(config)# route-map ROUTEMAP2IBGP 

Ruijie(config-route-map)# match as-path 20 30 

ȍ ῏  Ȏפ

  פ

match community ᵣṿ 

match metric  ṿ 

match origin ṿ 

set as-path prepend № AS_PATH  

set metric № ṿ 

set metric-type  №  

5.1.15 match community 

№ ↓ Ҭᾛ COMMUNITY ̆ ᶏ  matchפ

communityȂ פ no − Ȃ 

match community { community-list-number | community-list-name} 

[exact-match] [ { community-list-number | community-list-name} 

[exact-match] …] 

no match community { community-list-number | community-list-name} 

[exact-match] [ { community-list-number | community-list-name} 

[exact-match] …] 

ȍ Ȏ 

  

community-list-number 

ᵣ↓  

‰ ᵣ↓ ̔ ҹ 1-99 

ᵣ↓ ̔ ҹ 

100-199 

communitys-list-name 
ᵣ↓  

ᵣ↓ Ҍ 80  

exact-match ῃ ↓  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 
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ȍᶏ Ȏ 

match community פ ץ ҩ ᵣ↓ ᵣ↓ ̆ᵖң

Ҍ ԍ 6Ȃ 

ҩ exact-match ῏ ֽḱ ╠ѿҩ↓ ̆ Ҍ ḱ ↓ Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ruijie(config)# ip community-list 1 permit 100:2 100:30 

Ruijie(config)# route-map set_lopref 

Ruijie(config-route-map)# match community 1 exact-match 

Ruijie(config-route-map)# set  local-preference 20 

ȍ ῏  Ȏפ

  פ

ip community-list ᵣ↓  

match as-path AS_PATH ṿ 

match metric  ṿ 

match origin ṿ 

set as-path prepend № AS_PATH Ȃ 

set comm-list delete − ᵣ ṿ 

set community ᵣ ṿ 

set metric № ṿ 
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interface-number  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

match interface פ ץ ҩ Ȃ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

№ ̆ ץ № ҉ȂҌ ᵥ

̆ῒ ѿ ̆ פ Ҍ Ȃ ᶏ

№ ҉̆Ҍ ̆ῒ ᶏ ӞҌפ Ȃ 

Ҋץ ᶛ ̆ OSPF № RIP ̆ № Ҋѿ ҹ

GigabitEthernet 0/0 RIP Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match interface GigabitEthernet
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match metric  ṿ 

match route-type   

match tag  ṿ 

set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.17 match ip address 

№ ↓ ╠ ↓ Ҭᾛ ̆ ᶏ פ

match ip addressȂ פ no − Ȃ 

match ip address {access-list-number [access-list-number... | 

access-list-name...] |access-list-name [access-list-number...|  

access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

 

no match ip address {access-list-number [access-list-number... | 

access-list-name...] | access-list-name [access-list-number...|  

access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number 

↓  

‰ ↓ ̔ 1-99̆
1300-1999 

↓ ̔100-199̆
2000-2699 

access-list-name ↓  

prefix-list prefix-list-name ╠ ↓  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 
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set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.18 match ip next-hop 

№ Ҋѿ IP ↓ ╠ ↓ ↕ ̆

פ match ip next-hopȂ פ no − Ȃ 

match ip next-hop {access-list-number [access-list-number... | 

access-list-name...] |access-list-name [access-list-number...|  

access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

 

no match ip next-hop {access-list-number [access-list-number... | 

access-list-name...] | access-list-name [access-list-number...|  

access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number 

↓  

‰ ↓ ̔ 1-99̆
1300-1999 

↓ ̔100-199̆
2000-2699 

access-list-name ↓  

prefix-list prefix-list-name ╠ ↓  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

match ip next-hop פ ץ ҩ ↓ ↓ Ȃ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ ѿҩ ⱳ Ȃ ץ OSPF
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№ ⌠ RIP Ҭ Ӟ̆ ץ RIP №

⌠ OSPF ҬȂ ԑ № ץ IP ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ŎSPF № RIP Ȃ RIP Ҋѿ

↓ 10 20̆OSPF ᾛ ῒ № Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 10 permit host 192.168.10.1 

Ruijie(config)# access-list 20 permit host 172.16.20.1 

T

BT

/F14 10.56 Tf

1 0 0 1 146.42 461

[( )route-(p)9i(ri)7(p)] TJ

ET

BT

/F14 10.56 Tf

1 048.1928
BT
 509.95 ist permit
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Ruijie(config-router)# redistribute rip subnets 

Ruijie(config-router)# route-map redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 5 permit host 192.168.100.1 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match ip route-source 5 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ ↕ 

match ip address     ↓ Ҭ  

match interface      Ҋѿ  

match ip next-hop    ↓ Ҭ Ҋѿ  

match metric  ṿ 

match route-type   

match tag  ṿ 

set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.20 match ipv6 address 

№ ↓ ╠ ↓ Ҭᾛ IPv6 ̆ ᶏ פ

match ipv6 addressȂ פ no − Ȃ 

match ipv6 address { access-list-name | prefix-list prefix-list-name } 

no match ipv6 address  

ȍ Ȏ 

  

access-list-name ↓  

prefix-list prefix-list-name
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ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

№ ̆ ץ № ҉ȂҌ ᵥ

̆ῒ ѿ ̆ פ Ҍ Ȃ ᶏ

№ ҉̆Ҍ ̆ῒ ᶏ ӞҌפ Ȃ 

Ҋץ ᶛ ̆ OSPF № RIP ̆ № ↓

10 RIP ̆ OSPF Ҭ̆ ҹ type-1̆∆

ṿҹ 40Ȃ 

Ruijie(config)# ipv6 router ospf 

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# exit 

Ruijie(config)# ipv6 access-list v6acl 

Ruijie(config-ipv6-acl)# 10 permit ipv6 2620::/64 any 

Ruijie(config-ipv6-acl)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match ipv6 address v6acl 

Ruijie(config-route-map)# set metric 30 

ȍ ῏  Ȏפ

  פ

ipv6 access-list ӈ IPv6 ↓ ↕ 

match interface      Ҋѿ  

match ipv6 next-hop    IPv6 ↓ Ҭ Ҋѿ  
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match ipv6 route-source  IPv6 ↓ Ҭ  

match metric  ṿ 

match route-type   

match tag  ṿ 

set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.21 match ipv6 next-hop 

№ Ҋѿ IPv6 ↓ ╠ ↓ ↕ ̆ ᶏ

פ match ipv6 addressȂ פ no − Ȃ 

match ipv6 next-hop { access
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ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

№ ̆ ץ № ҉ȂҌ ᵥ

̆ῒ ѿ ̆ פ Ҍ Ȃ ᶏ

№ ҉̆Ҍ ̆ῒ ᶏ ӞҌפ Ȃ 

Ҋץ ᶛ ̆ OSPF № RIP ̆ № ↓

10 RIP ̆ OSPF Ҭ̆ ҹ type-1̆∆

ṿҹ 40Ȃ 

Ruijie(config)# ipv6 router ospf 

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# exit 

Ruijie(config)# ipv6 access-list v6acl 

Ruijie(config-ipv6-acl)# 10 permit ipv6 2720::/64 any 

Ruijie(config-ipv6-acl)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# 
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5.1.22 match ipv6 route-source 

№ Ҋѿ IPv6 ↓ ╠ ↓ ↕ ̆ ᶏ
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Ruijie(config-router)# exit 

Ruijie(config)# ipv6 access-list v6acl 

Ruijie(config-ipv6-acl)# 10 permit ipv6 5200::/64 any 

Ruijie(config-
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ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1 ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

֜ԑ ̆№≢ Ҍ ̆ ᶏץ ԍ

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ serial 1/0 ̆ ԍ 500 ׆̆

GigabitEthernet 1/0 ₮ Ȃ 

Ruijie(config)# interface GigabitEthernet 1/0 

Ruijie(config-if)# ip policy route-map smallpak 

Ruijie(config-if)# exit 

Ruijie(config)# route-map smallpak permit 10  

Ruijie(config-route-map)# match length 0 500 

Ruijie(config-route-map)# set interface GigabitEthernet 0/0 

ȍ ῏  Ȏפ

  פ

route-map ӈ  

match ip address     ↓ Ҭ  

set default interface  
₮ ̆

Ҭ  

set interface         ₮  

set ip default next-hop  
Ҋѿ IP ̆

Ҭ  

set ip next-hop  Ҋѿ IP  

set ip precedence  IP ᴨᾢṿ 
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5.1.24 match metric 

ṿ̆ ᶏ פ match metricȂ פ no −

Ȃ 

match metric metric 

no match metric 

ȍ Ȏ 

  

metric 
ṿ 

ṿ ̔0-4294967295 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ŎSPF № RIP Ȃ ṿҹ 10 RIP ̆

OSPF ᴪ № Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map 

redist-rip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redist-rip permit 10 

Ruijie(config-route-map)# match metric 10 

ȍ ῏  Ȏפ
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  פ

access-list ӈ ↓ ↕ 

match ip address     ↓ Ҭ  

match interface      Ҋѿ  

match ip next-hop    ↓ Ҭ Ҋѿ  

match ip route-source  ↓ Ҭ  

match route-type   

match tag  ṿ 

set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.25 match origin 

№ ↓ Ҭᾛ ̆ ᶏ פ match originȂ

פ no − Ȃ 

match origin {egp | igp | incomplete} 

no match origin {egp | igp | incomplete|} 

ȍ Ȏ 

  

egp EGP 

igp IGP 

Incomplete Ҍ  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 
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ȍᶏ Ȏ 

ѿ ̆Ҍ Ȃ 

פ ᴆȂ 

ȍҽᶛȎ 

Ruijie(config)# route-map MY_MAP 10 permit 

Ruijie(config-route-map)# match origin egp 

Ruijie(config-route-map)# set community 109 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map MAP20 20 permit 

Ruijie(config-route-map)# match origin incomplete 

Ruijie(config-route-map)# set community no-export 

ȍ ῏  Ȏפ

  פ

match as-path AS_PATH ṿ 

match metric  ṿ 

match origin ṿ 

set as-path prepend № AS_PATH  

set metric № ṿ 

set origin №  

5.1.26 match route-type 

̆ ᶏ פ match route-typeȂ פ no

− Ȃ 

match route-type {local | internal | external [type-1 | type-2] | level-1 | level-2} 

no match route-type {local | internal | external [type-1 | type-2] | level-1 | 

level-2} 

ȍ Ȏ 

  

local  

Internal OSPF ῤ  

external 
(BGP OSPF

) 

type-1 | type-2 OSPF 1 2  
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level-1 | level-2 ISIS 1 2  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ R̆IP № OSPF ȂRIP № OSPF

ῤ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# redistribute ospf route-map redrip 

Ruijie(config-router)# network 192.168.12.0  

Ruijie(config-router)# exit
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set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.27 match tag 

̆ ᶏ פ match tagȂ פ no −

Ȃ 

match tag tag […tag] 

no match tag tag […tag] 

ȍ Ȏ 

  

tag ṿ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

match tag פ ץ ҩ tagȂ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ Ȃ ץ OSPF

№ ⌠ RIP Ҭ Ӟ̆ ץ RIP №

⌠ OSPF ҬȂ ԑ № ץ IP ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ R̆IP № OSPF ȂRIP № OSPF Ҭ

ҹ 50 80 Ȃ 
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Ruijie(config)# router rip 

Ruijie(config-router)# redistribute ospf 100 route-map redrip 

Ruijie(config-router)# network 192.168.12.0  

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match tag 50 80 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ ↕ 

match ip address     ↓ Ҭ  

match interface      Ҋѿ  

match ip route-source  ↓ Ҭ  

match metric  ṿ 

match ip next-hop    ↓ Ҭ Ҋѿ  

match route-type   

set metric № ṿ 

set metric-type  №  

set tag  № ṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.28 maximum-paths 

ᴇ ̆ ᶏ ῃ פ maximum-pathsȂ פ no

ץ ᴇ Ȃ 

maximum-paths number 

no maximum-paths 

ȍ Ȏ 

  

number ᴇ ̆ 1-32 

ȍ Ȏ 
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ҹ 32֜̕ ҍΐᵣ ῏Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᴇ ҹԅ └ ᴇ ̆ maximum-paths

ᴇ ᴪ֟ Ҋ ̆ Ҋ̆ № Ҍᴪ

ᴇ Ȃ show running config ץ ╠ ᴇ Ȃ 

פ ipv4 ipv6 ̆Ӟ ̆ ԅ ⌠̆פ ѿ ipv4

ᴇ ṿ ⌠̆ ѿ ipv6 ᴇ

Ӟ ṿȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ᴇ ҹ 10 ̆ ṿȂ 

Ruijie(config)# maximum-paths 10 

Ruijie(config)# no maximum-paths 

ȍ Ȏ 

פ ԋ ҉Ҍ Ȃ 

5.1.29 route-map 

ӈ ̆ ῀ ̆ ᶏ ῃ פ route-mapȂ פ

no − ӈȂ 

route-map route-map-name [permit | deny] [sequence-number] 

no route-map route-map-name [permit | deny] [sequence-number] 

ȍ Ȏ 

  

route-map-name 

ӈѿҩḂԍ Ȃ 

№ פ

Ȃѿҩ ץ ӈ ҩ ̆

ѿҩ ѿҩ  

permit 

̂ ̃ ӈԅ permit ῏ ̆

match ӈ ↕Ȃ↕ set פ №

└̕ ԍ s̆et פ

└Ȃ ₮

ᵬȂ 

�Œ�Ä�
w	ø1V
8
��•@�I�Ä�I
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deny 

̂ ̃ ӈԅ deny ῏ ̆

match ӈ ↕Ȃ↕Ҍᴪ ᴋᵥ

ᵬ̆ Ҍᾛ №

̆ ғ ₮ ᵬȂ 

ӈԅ deny ῏ ̆ Ҍ match

ӈ ↕Ȃ↕ ῀Ҋѿҩ

ᵬȂ ⌠ ԅ set  Ȃפ

sequence-number 
Ȃᵞ ᴨᾢ

⌠ᶏ ̆ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

╠ RGIOS ᴆ Һ ңҩ ̔̋̃ № └̌̃̕

Ȃ 

̋̃ № └ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

̆ ᶏ Ҋ₃ץ ̔ 

1) ⇔ ѿҩ ̆ sequence-number̆ ҹ 10̕ 

2) ѿҩ ̆ sequence-number̆Ҍᴪ⇔

̆ ῀ ̕ 

ҩ ̆ ᵬ ̆ ↕ ₮ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ OSPF № RIP ̆ № ҹ 4

RIP ̆ OSPF Ҭ̆ ҹ type-1 ∆̆ ṿҹ 40̆

ṿ ҹ 40Ȃ 

Ruijie(config)# router ospf 
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Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match metric 4 

Ruijie(config-route-map)# set metric 40 

Ruijie(config-route-map)# set metric-type type-1 

Ruijie(config-route-map)# set tag 40 

ȍ ῏  Ȏפ

  פ
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ȍҽᶛȎ 

Ruijie(config)#
 85742241.0(ig)] TJ

ET

B 0 0  104.42 750.82 T#
 85742247.37(
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ȍҽᶛȎ 

Ruijie(config)# route-map set-as-path 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set as-path prepend 100 101 102 

ȍ ῏  Ȏפ

  פ

match as-path AS_PATH ṿ 

match community ᵣṿ 

match metric 



῏  פ

http://www.ruijie.com.cn 

ȍᶏ Ȏ 

פ ⌠ Ҭ− ᵣ ↓ Ȃ 

ȍҽᶛȎ 

Ruijie(config
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no set community { community-number[community-number …] additive | none} 

ȍ Ȏ 

  

community-number 

ᵣ ṿȂ 

ҹ AA:NN( :2

) ̆ ѿ ҩ ṿ ̆

0-4294967295̆ Ҋץ ӈ

ṿ̔ 

internet̆ Internet ᵣ̆

ԍ ᵣȂ 

local-as̆ Ҍ ⌠ AS

̆ ̆ Ҍ

ῒ Ȃ 

no-advertisĕ Ҍ ᴋᵥ

ѿҩ BGP peersȂ 

no-export̆ Ҍ

EBGP peersȂ 

additive community ҉ ⱴ 

none ᵣ ҹ  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ ⌠ ᵣ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# route-map SET_COMMUNITY 10 permit 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set community 109:10 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map SET_COMMUNITY 20 permit 

Ruijie(config-route-map)# match as-path 2 

Ruijie(config-route-map)# set community no-export 

ȍ ῏  Ȏפ

  פ

match as-path AS_PATH ṿ 
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match community ᵣṿ 

match metric  ṿ 

match origin ṿ 

set as-path prepend № AS_PATH  

set origin №  

set metric-type  №  

 

5.1.34 set dampening 

match ↕ ̆ ᶏ פ set 

dampeningȂ פ no − Ȃ 

set dampening half-life reuse suppress max-suppress-time 

no set dampening 

ȍ Ȏ 

  

half-life 

Ҍ Ȃ 

1..45(№ )̆ ṿҹ 15

№  

reuse 

ṿᵞԍ ṿ ̆

└ Ȃ 1..20000̆

ṿҹ 750Ȃ 

suppress 

ṿ ṿ ̆

└Ȃ 

1..20000̆ 2000Ȃ 

max-suppress-time 

└ Ȃ 

1..255(№ )̆ ṿҹ 4* 

half-life 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ ⌠ Ȃ 
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ȍҽᶛȎ 

Ruijie(config)# route-map tag 

Ruijie(config-route-map)# match as path 10 

Ruijie(config-route-map)# set dampening 30 1500 10000 120 
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Ȃ 

ȍᶏ Ȏ 

set default interface פ ץ ҩ Ȃ 

ѿ ԍ ⱴ └Ȃ ԅ

̆ ‗ ᵥ ̆ ‗

ԅѿҩ Ҋѿ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ

̆ ҩ ӈԅ 1 ҩ ҩ ↕ ᵬȂѿҩ

̆ ⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ

Ҭ ӈ ᵬ Ȃ 

ѿҩ ӈ ҹ down̆ ԋҩ set פ Ȃѿҩ

Ҭ ץ ҩ set ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ serial 1/0 ̆ ⌠ ԍ 500

̆ ғ Ҭ ̆ ׆ GigabitEthernet 1/0

Ȃ 

Ruijie(config)# interface serial 1/0 

Ruijie(config-if)# ip policy route-map smallpak 

Ruijie(config-if)# exit 

Ruijie(config)# route-map smallpak permit 10  

Ruijie(config-route-map)# match length 0 500 

Ruijie(config-route-map)# set default interface GigabitEthernet 

1/0 

ȍ ῏  Ȏפ

  פ

route-map ӈ  

match ip address     ↓ Ҭ  

match length   

set interface         ₮  

set ip default next-hop  
Ҋѿ IP ̆

Ҭ  

set ip next-hop  Ҋѿ IP  

set ip precedence  IP ᴨᾢṿ 
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ȍ Ȏ 

 

5.1.36 set extcommunity 

match ↕ ᵣ ṿ̆ ᶏ פ set 

extcommunityȂ פ no − Ȃ ֽפ ԍ Ȃ 

set extcommunity {rt extend-community-value | soo  

extend-community-value} 

no set extcommunity {rt | soo} 

ȍ Ȏ 

  

rt RT ṿ 

soo SOO ṿ 

extend-community-value ᵣ ṿ 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ ⌠ ᵣ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# access-list 2 permit 192.168.78.0 255.255.255.0 

Ruijie(config)# route-map MAP_NAME permit 10 

Ruijie(config-route-map)# match ip-address 2 

Ruijie(config-route-map)# set extcommunity rt 100:2 

ȍ ῏  Ȏפ

  פ

match as-path AS_PATH ṿ 

match community ᵣṿ 
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match metric  ṿ 

match origin ṿ 

set as-path prepend № AS_PATH  

set metric № ṿ 

set metric-type  №  

5.1.37 set interface 

match ↕ ̆ ᶏ פ set interfaceȂ

פ no − Ȃ 

set interface interface-type interface-number […interface-type  

interface-number] 

no set interface interface-type interface-number […interface-type 

interface-number] 

ȍ Ȏ 
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Ruijie(config)#access-list 1 permit ip 1.1.1.1 0.0.0.0 

Ruijie(config)#access-list 2 permit ip 2.2.2.2 0.0.0.0 

 

Ruijie(config)#interface async 1 

Ruijie(config-if)#ip policy route-map equal-access 

 

Ruijie(config)#route-map equal-access permit 10 

Ruijie(config- route-map)#match ip address 1 

Ruijie(config-route-map)#set ip default next-hop 6.6.6.6 

Ruijie(config)#route-map equal-access permit 20 

Ruijie(config-route-map)#match ip address 2 

Ruijie(config-route-map)#set ip default next

-
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Ruijie(config)#access-list 20 permit 172.16.0.0 0.0.255.255 

 

Ruijie(config)#route-map load-balance permit 10 

Ruijie(config-route-map)#match ip address 10 

Ruijie(config-route-map)#set ip next-hop 192.168.100.1 

 

Ruijie(config)#route-map load-balance permit 20 

Ruijie(config-route-map)#match ip address 20 

Ruijie(config-route-map)#set ip next-hop 172.16.100.1 

 

Ruijie(config)#route-map load-balance permit 30 

Ruijie(config-route-map)#set interface Null 0 

ȍ ῏  Ȏפ

  פ

route-map ӈ  

match ip address ↓ Ҭ  

set default interface 
₮ ̆

Ҭ  

set default interface 
₮ ̆

Ҭ  

set interface ₮  

set ip default next-hop 
Ҋѿ IP ̆

Ҭ  

set ip precedence IP ᴨᾢṿ 

ȍ Ȏ 

 

ȍ Ȏ 

5.1.41 set ip next-hop verify-availability 

Ҋѿ IP ̆ ᶏ פ set ip next-hop 

verify-availabilityȂ פ no − Ȃ ֽפ ԍ Ȃ 

set ip next-hop verify-availability ip-address track track-obj

address
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set default interface 
₮ ̆

Ҭ  

set default interface 
₮ ̆

Ҭ  

set interface ₮  

set ip default next-hop 
Ҋѿ IP ̆

Ҭ  

set ip precedence IP ᴨᾢṿ 

ȍ Ȏ 

ȍ Ȏ 

5.1.42 set ip precedence 

match ↕ IP ᴨᾢ , ᶏ פ set ip 

precedenceȂ פ no ̆ ᴨᾢ ṿ− Ȃ 

set ip precedence {<0-7> | critical | flash | flash-override |  

immediate | internet | network | priority | routine } 

no set ip precedence {<0-7> | critical | flash | flash-override 

| immediate | internet | network | priority | routine } 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

IP Ҭ ᴨᾢ ṿ ᶏ IP Ҍ ᴨᾢ ᴰ

Ȃ 

↕Ҭ̆ ץ ҩ set ip precedence ᵖ̆פ ѿҩ

̆ ғ IP ᴪ ᴨᾢ Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆ ׆ GigabitEthernet 0/0 ҹ 192.168.217.68

precedence ҹ 4Ȃ 

Ruijie(config)#access-list 1 permit 192.168.217.68 0.0.0.0 

Ruijie(config)#route-map name 

Ruijie(config-route-map)#match ip address 1 

Ruijie(config-route-map)#set ip precedence 4 
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Ҋץ ᶛ ̆OSPF № RIP ⌠ backbone Ȃ 

Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set level backbone 

ȍ ῏  Ȏפ

  פ

match interface      Ҋѿ  

match ip address     ↓ Ҭ  

match ip next-hop    ↓ Ҭ Ҋѿ  

match ip route-source  ↓ Ҭ  

match metric  ṿ 

match route-type   

match tag  ṿ 

set metric-type  №  

set tag  № ṿ 

5.1.45 set local-preference 
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Ȃ 

ȍᶏ Ȏ 

ѿҩ local-preference ṿ̆Ҍ ҩ local-preference ṿȂ 

פ ⌠ ᴨᾢ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# route-map SET_PREF permit 10 

Ruijie(config-route-map)# match as-path 1 1



῏  פ

http://www.ruijie.com.cn 

ȍ Ȏ 

Ҍ № ṿҌѿ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ṿᴪ ̆ ̆ Ȃ

ῒҬ set metricȁץ ļ+Ľ ļ-Ľmetric ᵬ ҩ ҉Ҋ

ṿȂ ԍ RIP № ῒ ̆metric ⁞ ҹ 1-16Ȃ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ

ԑ№ ᴆ └Ȃ 

ѿҩ ↕ Ҭ̆ ץ 1 ҩ ҩ match פ 1 ҩ ҩ set

Ȃפ match ↕̆פ ̕ set ҌẠᴋᵥ↕̆פ ᵬȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆OSPF № RIP ̆ № ∆ ṿ

ҹ 40Ȃ 

Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set metric 40 

ȍ ῏  Ȏפ

  פ
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match route-type 
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Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set metric-type type-1 

ȍ ῏  Ȏפ

  פ

match interface      Ҋѿ  

match ip address     ↓ Ҭ
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ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

Ḥ ѿҩ׆ץ № ⌠ ѿҩ ⱳ Ȃ ץ

OSPF № ⌠ RIP Ҭ Ӟ̆ ץ RIP

№ ⌠ OSPF ҬȂ ԑ № ץ IP

ӊ Ȃ 

№ Ҭ
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ȍ Ȏ 

  

egp EGP 

igp IGP 

incomplete Ҍ  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ѿҩ Ȃ 

פ ⌠ Ȃ 

ȍҽᶛȎ 

Ruijie(config)# route-map SET_ORIGIN 10 permit 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set origin igp 

Ruijie(config-route-map)# map

Ruijie(
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5.1.50 set originator-id 

match ↕ Ḥ ̆ ᶏ פ set 

originator-idȂ פ no − Ȃ 

set originator-
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5.1.51 set tag 

match ↕ ̆ ᶏ פ set tagȂ פ

no − Ȃ 

set tag tag 

no set tag 

ȍ Ȏ 

  

tag №  

ȍ Ȏ 

Ḡ Ҍ Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ԍ № Ȃ ̆פ

Ȃ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆OSPF № RIP ̆ № ҹ

100Ȃ 

Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets route-map 

redrip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set tag 100 

ȍ ῏  Ȏפ

  פ

match interface      Ҋѿ  

match ip address     ↓ Ҭ  

match ip next-hop    ↓ Ҭ Ҋѿ  

match ip route-source  ↓ Ҭ  
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match metric  ṿ 

match route-type   

match tag  ṿ 

set metric № ṿ 

set metric-type  №  

ȍ Ȏ 

ȍ Ȏ 

5.1.52 set weight 

match ↕ BGP ṿ̆ ᶏ פ set weightȂ

פ no − Ȃ 

set weight number 

no set weight 

ȍ Ȏ 

  

number 
ṿȂ 

̔0-65535 

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

פ ԍḱ BGP ṿȂ 

’Ҋ̆׆ ⌠ ̆ neighbor weight ⌠ ṿ ̕

֟ ṿ 32768Ȃ 

ץ פ ṿḱ BGP № ṿȂ 

ȍҽᶛȎ 

Ҋץ ᶛ ̆BGP in ҉ ṿ ѿҩᶛ ̆ ׆ 1.1.1.1

⌠ ṿ ҹ 100Ȃ 

Ruijie(config)# router bgp 1  
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Ruijie(config-router)# neighbor 1.1.1.1 route-map nei-rmap-in 

in 

Rui

-

-- r

)#
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ȍᶏ Ȏ 

ᶏ פ ᵣ↓ Ḥ Ȃ 

ȍҽᶛȎ 

Ruijie# show ip community-list 

Community-list standard local 

permit local-AS 

Community-list standard Red-Giant 

permit 0:10 
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Ruijie# show ip prefix-list  

ip prefix-list pre: 2 entries 

seq 5 permit 192.168.64.0/24 

seq 10 permit 192.2.2.0/24 

5.2.3 show ip route 

IP Ḥ ̆ᶏ show ip route  Ȃפ

show ip route [[vrf vrf_name] [network [mask] | count | protocol [process-id] | 

weight ]] 

ȍ Ȏ 

  

vrf vrf_name ̂ ̃ VRF Ḥ  

network ̂ ̃ ⌠ Ḥ  

mask ̂ ̃  

count ̂ ̃ ╠  

protocol 

̂ ̃ ῏ c̔onnected, 

static̕ ̆ᶏ Ҋ

῏ ̔bgp, isis, ospf, rip 

process-id ̂ ̃  

weight ̂ ̃  

ȍ Ȏ 

Ȃ 

ȍ פ Ȏ 

ȁῃ ȁ ȁ ȁ

 

ȍᶏ Ȏ 

פ ץ ̆ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋҹץ show ip route פ ̔ 

Ruijie# show ip route 

Codes:  C - connected, S - static, R - RIP, B - BGP 

O - OSPF, IA - OSPF inter area 

N1-OSPF NSSA external type 1,N2 -

-



῏  פ

http://www.ruijie.com.cn



῏  פ

http://www.ruijie.com.cn 

Ruijie# show ip route 30.0.0.0 

Routing entry for 30.0.0.0/8 

Distance 110, metric 20 

Routing Descriptor Blocks: 

*192.1.1.1, 00:01:11 ago, via VLAN 1, generated by OSPF, extern 

2 

show ip route network פ Ҋ̔ 

  

Routing Descriptor  
Blocks 

Ḥ Ҋѿ IP ȁ

ȁ ȁ ҩ ȁ

ȁ ȁBGP ᵣ ṿ  

Ҋҹץ show ip route count פ ̔ 

Ruijie# show ip route count 

--------- route info ---------- 

the num of active route: 5 

 

Ҋҹץ show ip route weight פ ̔ 

Ruijie# show ip route weight 

------------[distance/metric/weight]----------- 

S    23.0.0.0/8 [1/0/2] via 192.1.1.20 

S    172.0.0.0/16 [1/0/4] via 192.0.0.1 

5.2.4 show ipv6 prefix-list 

IPv6 ╠ ↓ Ḥ ╠ ↓ Ḥ Ḥ
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ȍᶏ Ȏ 

╠ ↓ ̆ ᴪ ╠ ↓ Ḥ ̆ ↕

╠ ↓ Ḥ Ȃ 

ȍҽᶛȎ 

Ruijie# show ipv6 prefix-list  

ipv6 prefix-list p6: 2 entries 

permit 13::/20 

permit 14::/20 
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1 配置 ACL 命令 

Ҋץ Ҭפ ⌠ Ҋץ פ  

 ӈ 

id 

↓ ṿ Ȃ  

IP ‰ ACL:  1-99,1300-1999 

IP ACL:  100-199,2000-2699 

MAC ACL: 700–799 

Ғ ACL: 2700–2899 

name ACL  

sn ACL ( ᴨᾢ ֟ ) 

start-sn ṿ 

inc-sn  

deny ̆↕  

permit ̆↕ᾛ  

prot 

̆ ԍ IPv4̆ ץ eigrp, gre, 

ipinip, igmp, nos, ospf, icmp, udp, tcp, 

ip Ҭ ѿҩ̆Ӟ ץ ף IP

0-255 ̆ ѿ ֓  

icmp/tcp/udp ↓₮  

interface idx ῀  

src  ̂Һ ̃ 

src-wildcard  
Ȃ ᶏҌץ ̆

0.255.0.32 

dscp dscp Ⱶ , ṿ̆ 0-63 

dst ̂Һ ̃ 

dst-wildcard 
Ȃ Ҍץ ̆

0.255.0.32 

fragment №  

precedence precedence ᴨᾢ ≢̂0-7̃ 

time-range tm-rng-name ̆ ҹ tm-rng-name 

tos tos Ⱶ ̂0-15̃ 

cos cos cos ṿ(0-7) 

cos inner cos ῤ tag Ҭ cos 

icmp-type ICMP ̂0-255̃ 

icmp-code ICMP ף ̂0-255̃ 
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icmp-message ICMP  

operator port[port] 

Operator ҹ ᵬ ̂lt- ԍ̆eq- ԍ̆

gt- ԍ̆neq-Ҍ ԍ̆range- ̃ 

port
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H Org Code  21 V ↓  50 

I 
 

24 W  54 

J IP  26 XY 
IP Ḡ

ᵝ 
58 

K TOS  27 Z 
Ḡ ᵝ flags

ᵝ 
59 

L IP  28 a Windows size  60 

M ID  30 b ῒ62 ז 

N Flags  32    

҉ Ҭ ҩ Ẓ ױ SNAP̅tag 802.3 Ҭ Ẓ Ȃ 

1.1 配置相关命令 

ῃ  פ

 access-list 

 ip access-list 

 mac access-list 

 expert access-list 

 ip access-list resequence  

ACL  פ

 deny 

 permit 

 list-remark text 

 no sn 

 פ

 ip access-group  

 mac access-group 

 expert access-group 

1.1.1 access-list 

⇔פ ѿҩ ↓ ↕̆ ԍ Ȃ פ no −

↓ Ȃ 

1) IP ‰ ↓ ̂1 - 99̆1300 - 1999̃ 

access-list id {deny | permit} {source source-wildcard | host source |  
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any} 

2) IP ↓ ̂100 - 199̆2000 - 2699̃ 

access-list id {deny | permit} protocol {source source-wildcard | host source | 

any} {destination destination-wildcard | host destination | any} [precedence 

precedence] [tos tos] [fragments] [time-range  

time-range-nam
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operator ̔ ᵬ ̂lt- ԍ̆eq- ԍ̆gt- ԍ̆neq-Ҍ ԍ̆range- ̃ 

port [ port ] ̔ ̆range ңҩ ̆ῒז ᵬ ѿҩ Ȃ 

host source-mac-address ̔ Һ Ȃ 

host destination-mac-address ̔ Һ Ȃ 

VID vid ̔ vid  

ethernet-type ̔ץ  

match-all ̔
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 priority  

 routine 

Ⱶ Ҋ̔ 

 max-reliability  

 max-throughput  

 min-delay  

 min-monetary-cost  

 normal 

ICMP Ҋ̔ 

 administratively-prohibited  

 dod-host-prohibited  

 dod-net-prohibited  

 echo  

 echo-reply  

 fragment-time-exceeded 

 general-parameter-problem  

 host-isolated  

 host-precedence-unreachable  

 host-redirect  

 host-tos-redirect  

 host-tos-unreachable  

 host-unknown  

 host-unreachable  

 information-reply  

 information-request  

 mask-reply  

 mask-request  

 mobile-redirect  

 net-redirect  

 net-tos-redirect  

 net-tos-unreachable  

 net-unreachable  

 network-unknown  

 no-room-for-option  

 option-missing  
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 packet-too-big  

 parameter-problem  

 port-unreachable  

 precedence-unreachable  

 protocol-unreachable  

 redirect  

 router-advertisement  

 router-solicitation  

 source-quench  

 source-route-failed  

 time-exceeded  

 timestamp-reply  

 timestamp-request  

 ttl-exceeded  

 unreachable 

Ҋ TCP ̆TCP ᶏץ ΐᵣ ̔ 

 bgp  

 chargen  

 cmd 

 daytime  

 discard  

 domain  

 echo 

 exec  

 finger  

 ftp  

 ftp-data  

 gopher  

 
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Ruijie(config)# access-list 702 deny host 00d0f8000c0c any aarp 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mac access-group 702 in 

4) Expert ↓ ᶛ 

Ҋᶛ ᵥ⇔ ѿ  Expert Extended ACL̆ Ғ ACL IP

ҹ 192.168.12.3 ғ MAC ҹ 00d0.f800.0044 TCP Ȃ 

Ruijie(config)# access-list 2702 deny tcp host 

192.168.12.3 mac 00d0.f800.0044 any any 

Ruijie(config)# access-list 2702 permit any any any any 

Ruijie(config)# show access-lists 

expert access-list extended 2702 

10 deny tcp  host  192.168.12.3 mac 00d0.f800.0044 any any 

10 permit any any any any 

ȍ ῏  Ȏפ
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‰ ACL Ҍ ̆ ACL ⱴ Ȃ

deny permit פ ‰ Ȃᶏ show access-lists פ

ACL Ȃ 

ȍҽᶛȎ 

⇔ ‰ ACL̔ 

Ruijie(config)# ip access-list extended 123 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 123 

Ruijie(config-ext-nacl)# 

⇔ ACL̔ 

Ruijie(config)# ip access-list standard std-acl 

Ruijie(config-std-nacl)# show access-lists  

ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

ȍ ῏  Ȏפ

  פ

show access-lists IP ↓  

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.1.3 expert access-list 

⇔פ Ғ  ACL̆ ῀ Ȃᶏ פ no − ACL 

expert access-list extended {id | name} 

no expert access-list extended {id | name} 

ȍ Ȏ 

Id ̔Expert ↓ ̂2700-2899̃ 

Name ̔ACL  

ȍ Ȏ 

Expert ACL 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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Ȃᶏפ
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{destination destination-wildcard | host destination | any} [icmp-type] [[icmp-type 

[icmp-code]] | [icmp-message]] [precedence precedence] [tos tos] [fragments] 

[time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] deny tcp {source source-wildcard | host Source | any} [operator  

port [port]] {destination destination-wildcard | host destination | any} [operator 

port [port]] [precedence precedence] [tos tos] [fragments] [time-range 

time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp {source source –wildcard | host source | any} [ operator  

port [port]] {destination destination-wildcard | host destination | any} [operator 

port [port]] [precedence precedence] [tos tos] [fragments] [time-range 

time-range-name] 

3) MAC ↓  

[sn] deny {any | host source-mac-address}{any | host  

destination-mac-address} [ethernet-type][cos [out] [inner in]] 

4) Expert ↓  

[sn] deny[protocol | [ethernet-type][ cos [out] [inner in]]] [[VID [out][inner in]]] 

{

|[ [[ [}

|



ACL  פ

http://www.ruijie.com.cn 

[sn] deny icmp [[VID [out][
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192.168.4.12 host 0013.0049.8272 any any  

Ruijie(config-exp-nacl)# permit any any any any 

Ruijie(config-exp-nacl)# show access-lists 

expert access-list extended 2702 

10 deny tcp  host  192.168.4.12 host 0013.0049.8272 any any 

20 permit any any any any 

Ruijie(config-exp-nacl)# 

Ҋ IP
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  פ

show access-lists ↓  

ip access-group IP  ACL  

mac access-group MAC  ACL  

ip access-list IP ACL ӈ 

mac access-list MAC  ACL ӈ 

expert access-list Ғ  ACL ӈ 

permit ‰ ӈ  פ

ȍ Ȏ 
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User Datagram Protocol (UDP) 

[sn] permit udp {source source -wildcard|host source |any} [ operator  

port [port]] {destination destination-wildcard |host destination | any} [operator 

port [port]h
ET

BT

1 0 0 1([)] TJ

ET

BT1 0 0 1 175.94 696([)] TJ

ET

BT

/F6 10.56 Tf

1 0 0 1 41.82 Tm

[(op)-4(era)120
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Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 102 

10 permit tcp host 192.168.4.12 eq 100 any 

Ruijie(config-ext-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ip access-group 102 in 

Ruijie(config-if)# 

Ҋ MAC ACL ᶏ ᶛ̆ ‰ MAC ҹ
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ȍ Ȏ 

sn ̔ҹ ACL ѿҩ  

ȍ פ Ȏ 

ACL Ҋ 

ȍᶏ Ȏ 

ACL Ҋ− ACL  

ȍҽᶛȎ 

Ruijie(config)# ip access-list extended 100 

Ruijie(config-ext-nacl)# permit ip host 192.168.4.12 any 

Ruijie(config-ext-nacl)# 12 deny ip any any 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 100 

10 permit ip host 192.168.4.12 any 

12 deny ip any any 

Ruijie(config-ext-nacl)# no 12 

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 100 

10 permit ip host 192.168.4.12 any 

ȍ ῏  Ȏפ

  פ

show access-lists ↓  

ip access-list IP ACL ӈ 

deny ӈ ӈ ACL  

permit ӈᾛ ӈ ACL  

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.1.9 ip access-group  

ΐᵣ ↓ ԍ ̆ פ ip access-groupȂ פ

no ↓ ῏ Ȃ 

ip access-group {id | name} {in | out} [reflect | unreflect] 

no ip access-group { id | name} {in | out} [reflect | unreflect] 

ȍ Ȏ 
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id ̔IP ↓ ̂1-199̆1300-2699̃ 

name ̔IP ↓  

in ̔ ῀  

out ̔ ׆ ₮  

unreflect ̔ ACL  

reflect̔ ACL 

ȍ Ȏ 

 ACL 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ᶏ ip access-group פ ↓ ԍ ̆ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ GigabitEthernet0/0 ҉ ↓ 120 ῀ ̔ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)#ip access-group 120 in 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓ Ȃ 

show access-lists ↓  

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.1.10 expert access-group 

ѿҩ EXPERT ACL ⌠ Ȃᶏ פ no Ȃ 

expert access-group {id | name} {in | out} [unreflect] 

no expert access-group {id | name} {in | out} [unreflect] 

ȍ Ȏ 

id ̔Expert ↓ ̂2700-2899̃ 

name ̔Expert ↓  

in ̔ ῀  
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out ̔ ׆ ₮  

unreflect ̔ ACL 

ȍ Ȏ 

 Expert ACL 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ACL ԍ ҉ ᶏ̆ῒ ῀ ₮ └Ȃᶏ show 

access-group פ  

ȍҽᶛȎ 

Ҋᶛ ᵥ access-list accept_00d0f8xxxxxx_only ԍ Gigabit 1 ҉  ̔

Ruijie(config)# interface GigaEthernet 0/1 

Ruijie(config-if)# expert access-group 

accept_00d0f8xxxxxx_only in 

ȍ ῏  Ȏפ

  פ

show access-group 
҉ ACL

Ȃ 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.2 显示相关命令 

ҍ Ҋץ  :פ

 show access-lists 

 show ip access-group 

 show mac access-group 

 show expert access-group 

 show access-group 

1.2.1 show access-lists 

ACL ACL 

show access-lists [id | name] 
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ȍ Ȏ 

id ̔ ↓  

name ̔ ↓  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

acl̆ id namĕ↕ ACL 

ȍҽᶛȎ 

Ruijie# show access-lists n_acl 

ip access-list standard n_acl 

Ruijie# show access-lists 102 

ip access-list extended 102 

Ruijie# show access-lists 

ip access-list standard n_acl 

ip access-list extended 101 

mac access-list extended mac-acl 

expert access-list extended exp-acl 

ȍ ῏  Ȏפ

  פ

ip access-list  IP ACL ӈȂ 

mac access-list MAC ACL ӈ 

expert access-list Expert ACL ӈ 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.2.2 show ip access-group 

IP ACL 

show ip access-group[interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ פ Ȏ 
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ȍᶏ Ȏ 

IP ACL̆ ̆↕ ῏ IP ACL 

ȍҽᶛȎ 

Ruijie# show ip access-group interface gigabitethernet 0/1 

ip access-group aaa in 

Applied On interface GigabitEthernet 0/1. 

ȍ ῏  Ȏפ

  פ

ip access-list  IP ACL ӈȂ 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ

1.2.3 show expert access-group 

Expert ↓ Ȃ 

show expert access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔    

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Expert ACL̆ ̆↕ ῏ Expert ACL 

ȍҽᶛȎ 

Ruijie# show expert access-group interface gigabitethernet 0/2 

expert access-group ee in 

Applied On interface GigabitEthernet 0/2. 

ȍ ῏  Ȏפ

  פ

expert access-list Expert ACL ӈ 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ
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1.2.4 show access-group 

҉ ACL  

show access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

҉ ACL̆Ҍ ῃ ҉ ACL 

ȍҽᶛȎ 

Ruijie# show access-group 

ip access-list standard ipstd3 

Applied On interface GigabitEthernet 0/1. 

ip access-list standard ipstd4 

Applied On interface GigabitEthernet 0/2. 

ip access-list extended 101 

Applied On interface GigabitEthernet 0/3. 

ip access-list extended 102    

Applied On interface GigabitEthernet 0/8. 

ȍ ῏  Ȏפ

  פ

ip access-group ↓ ӈ 

mac access-group MAC ↓ ӈ 

expert access-group Expert ↓ ӈ 

ȍ Ȏ 

ᴆ RGOS10.0  ҉ץ
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2 配置 RPL 命令 

2.1 配置相关命令 

2.1.1 reverse-path 

Ҋᶏ reverse-path Ḡפ ̆ῒ

̆ᶏ פ no Ȃ 

reverse-path  

no reverse-path 

 

   

              -                        - 

 

  Ҍ └ⱳ  

 

פ   Ȃ 

 

ᶏ פ   ԍ  

 

ҽᶛ 

 ᶛ 1̔ ҉ RPL  .פ

Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# reverse-path 

 

῏  פ

  פ 

 - - 

 

  - 

 

פ  

   

 10.3(3b7) 10.3(4)  
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3 配置设备防攻击命令 

3.1 配置相关命令 

3.1.1 acpp 

Ҭ └ Ḡ ̂ACPP̃̆ control-plane Ҋᶏ פ acpp 

ᶏ פ no −

no -
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3.1.2 anti-arp-spoof  

ARP ₯ⱳ ̆ ԅ ̆פ ≢ ARP ̆ Ҋ↓ ↓ҹ

ARP ̆ ⱴ῀ARP ↓ ̔Һ ҩ ARP  ( 10sῤ

ԅ 200ҩARP )̕Һ MACṿ ҩ IP̕ARP ᴑ MAC

ҍ MAC Ҍ ̕  

ᶏ פ no ῏ ARP ₯ⱳ ̕  

anti-arp-spoof 

 

   

   

 

  ῏  

 

פ   control-plane  

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ ARP ₯ⱳ ̔ 

Ruijie(config-cp)# anti-arp-spoof 

 

ᶛ Ҋץ1̔ ᶛ ̆῏ ARP ₯ⱳ ̔ 

Ruijie(config-cp)# no anti-arp-spoof 

 

῏  פ

  פ 

   

 

  Ȃ 

 

פ  

   

 - - 

 

3.1.3 anti-arp-spoof scan 

ARP ṿ̆ѿҩ IP ҩ arp ҹ ARP ṿ̕  

ᶏ פ no ῏ ̕  

anti-arp-spoof scan 
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פ   control-plane  
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פ   control-plane ̆  

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ ҉̆ ⌠ ѿҩ ̂ ̃ ARP

ҹ 10pps̔ 

Ruijie(config)# control-plane manage 

Ruijie(config-cp)# arp-car 10 

 

῏  פ

  פ 
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  Ruijie(config)# control-plane ῀ control-plane  
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ᶏ exit ₮ control-plane  

control-plane {protocol | manage | data} 
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  ’Ҋ̆ ₯  

 

פ   control-plane  

 

ᶏ    

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ , ₯̔ 

Ruijie(config)# control-plane 

Ruijie(config-cp)# ef-
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ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ ⌠ ѿҩ ̂ ̃ ⌠ Glean

ҹ 10pps̔ 

Ruijie(config)# control-plane data 

Ruijie(config-cp)# glean-car 10 

 

῏   פ  פ

  Ruijie(config)# control-plane 
{protocol | manage | data} 

῀ control-plane ̆ ץ ῀

 

 

  Ȃ
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Ruijie(config-cp)# management-interface gi 0/0 allow snmp telnet 

 

῏   פ  פ

  Ruijie(config)# control-plane 
{protocol | manage | data} 

῀ control-plane ̆ ץ ῀
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פ  

   

 - - 

3.1.12 scpp 

№ └ Ḡ ̂SCPP̃̆ ῤ ѿ № ̔

└̆ └̆ └̕ control-plane Ҋᶏ פ scpp 

ᶏ פ no − scpp ↕ 

scpp list acl_no {bw-rate bw-rate bw-burst-rate bw-burst-rate } [log] 

no scpp list acl_no 

 



₯  פ
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3.1.14 security web permit  

security deny ԅ web̆ Ӈ פ IP ץ

web ̕ᶏ פ no − ᾛ IP ̕ 

security web permit low-ip-address [ high-ip-address ] 

 

   

 low-ip-address ᾛ IP ̆ ᾛ IP IP

Ȃ 

 high-ip-address ᾛ IP Ȃ 

 

   

 

פ   control-plane  

 

ᶏ ץ   32 ҩ IP IP  

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ̆ᾛ 192.168.1.1 ̇ 192.168.1.2 ӊ IP WEB̔ 

Ruijie(config)#control-plan 

Ruijie(config-cp)# security  web permit 192.168.1.1 192.168.1.2 

 

ᶛ Ҋץ1̔ ᶛ ̆ ӊ╠ᾛ 192.168.1.1 IP WEB̔ 

Ruijie(config)#control-plan 

Ruijie(config-cp)#no web permit 192.168.1.1 

 

῏  פ

  פ 

   

 

  Ȃ 

 

פ  

   

 - - 

 

3.2 显示相关命令 

3.2.1 show arp-suspect 

֓Һ ⱴ῀ ARP ↓ ̆ ᶏ פ show arp-suspect 
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show arp-suspect 

    

  -                        - 

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ 1

 

0
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ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ₯ ⌠ ₯Ḥ ̔ 

Ruijie#show attack-info current 

System is currently in attack, System has been in attack 12s. 

ALL:194986pkts, 12481736bytes 

 

PROTOCOL         pkts           bytes 

ARP              37             2220            

UDP              194949         12479516        

TOP5 IP attack: 

IP               pkts           bytes            interface 

192.168.64.1     194938         12476032         Gi0/0 

192.168.123.1    8              2867             Gi0/5 

172.18.3.120     1              125              Gi0/5 

172.18.3.73      1              243              Gi0/5 

172.18.3.80      1              249              Gi0/5 

 

ᶛ 2̔ ╠ ⌠ ₯̔ 

Ruijie#show attack-info current 

System currently not in attack! 

 

 

῏   פ  פ

-

-
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  -                        - 

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ₯ ⌠ ₯Ḥ ̔ 

Ruijie#show attack-info history 

System attack record at 1970-1-7 7:45:5, System in attack 38s 

ALL: 503435pkts, 32212698bytes 

PROTOCOL         pkts           bytes 

ARP              3712           222720          

UDP              499723         31989978        

TOP3 IP attack: 

IP               pkts           bytes            interface 

192.168.64.1     499696         31980544         Gi0/0 

192.168.123.1    26             9309             Gi0/5 

172.18.3.120     1              125              Gi0/5  

 

ᶛ 2̔ ₯ ̔ 

Ruijie#show attack-info history 

There is no attack record! 

 

 

῏   פ  פ

  - - 
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3.2.4 show ef-rnfp 

₯ ↕ ̆ ̆ Ḥ ̆ ᶏ פ show ef-rnfp 

show ef-rnfp {acpp | scpp | glean-car | arp-car | port-filter | mpp | all } 
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    STATISTIC: 

      bandwidth rate limit dropped 0 packets 

    TOTALLY droped 0 packets 

  Protocol subinterface: disable 

ARP CAR information: //ARP-CAR Ḥ  

  Manage subinterface: enable 

    RULE: 

      allow packet rate per source: 30(pps) 

      log: off 

    STATISTIC: 

      dropped 181 packets 

Glean CAR information: //Glean-CAR Ḥ  

  Data subinterface: disable 

Port Filter information: 

  Manage subinterface: disable 

Management plane protection information: //MPP Ḥ  

  Manage subinterface: disable 

 

῏   פ  פ

  - - 

 

   

 

פ  

   

               -                       - 
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4 配置网络层防攻击 

4.1 配置相关命令 

4.1.1 firewall enable 

פ ԍ ₯ ⱳ Ȃ  

[no] firewall enable 

 

   

 no  

 

  Ȃ 

 

פ   ῃ  

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall(config)#firewall enable 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 10.3(4b11) פ/ פ ῀ 

4.1.2 clear firewall count 

פ ԍ ₯ ṿȂ  

clear firewall count [global] 
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 [global] 
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῏  פ

  פ 

 firewall defend scan 
ⱳ

IP ⱴ῀ꜚ Ȃ 

 

   

 

פ  

   

 10.3(4b5) פ/ פ ῀ 

4.1.4 firewall blacklist   

פ ԍ ⱳ Ȃ  

[ no ] firewall blacklist sour-addr 

 

   

 sour-addr ⱴ῀ ip  

 

  Ȃ 

 

פ   ῃ  

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall(config)# firewall blacklist 202.1.1.1 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 10.3(4b5) פ/ פ ῀ 

4.1.5 firewall defend fraggle 

פ ԍ fraggle ₯ⱳ  

[ no ] firewall defend fraggle  
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 no  

 

  Ȃ 
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  Ȃ 

 

פ   ῃ  

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall(config)#firewall defend icmp-flood 10 100 

 

῏  פ

  פ 

 - - 
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פ  

   

 10.3(4b5) פ/ פ ῀ 

 

 

 

4.1.8 firewall defend icmp-unreachable 

פ ԍ icmp Ҍ ₯̆icmp Ҍ ҡ  

[ no ] firewall defend icmp-unreachable  

 

   

 no  

 

  Ȃ 

 

פ   ῃ  

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall(config)#firewall defend icmp-unreachable 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 10.3(4b5) פ/ פ ῀ 

4.1.9 firewall defend land 

פ ԍ Land ₯̆LAND ₯ ҡ Ȃ 

[ no ] firewall defend land  
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 no  
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פ  

   

 10.3(4b6) פ/ פ ῀ 

 

4.1.12 firewall defend scan ignored-protocol 

פ ԍ ₯ⱳ Ҍ῏  

[ no ] firewall defend scan ignored-protocol {icmp | ip | tcp | udp} 
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  {high | low | medium}  

 
 acl ῏ ip acl ↓ ̆Ҍ acl

ip ῏  

 

 time-num ∞ ҹ ҹ ip ̆ ̆

Ҍ ↕Ҍ Ȃ 

ᵝ̔№  

  no  

 

  Ȃ 

 

פ
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  con-num Ҋ ᾛ  

 

 pri-num Ҋ ᾛ ṿȂ 

ṿ Ҋ̆ ip ᾛ pri-num

Ҍ ᵬȂ 

  ip-num Ҋ ᾛ ip  

  port-num Ҋ ᾛ  

  no  
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  Ȃ 

 

פ   ῃ  

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall(config)#firewall defend source-route 

 

῏  פ

  פ 

 - - 

 

   

 

פ  
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῏  פ

 פ 
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[ no ] firewall defend frag-flood rate-num  

 

   

 rate-num ṿ̆ ᵝ̔pps 

 

  Ȃ 

 

פ   ῃ  

 

ᶏ   

num num
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פ   ῃ  

 

ᶏ   
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פ  

   

 
10.3(4b6) 

/פ פ ῀̆ 10.3̂ף 4b5 Ҭ̃ ip session 

tcp-loose ⱳ̆פ ῃ Ȃ 

4.1.21 show firewall scan-detect-conf 

פ ԍ ₯ Ḥ ̔ 

show firewall scan-detect-conf {default | effective} [icmp | ip | tcp |udp] 

    

  default  

  effective ╠  

  [icmp | ip | tcp |udp]  

 

  Ȃ 

 

פ    

 

ᶏ    

 

ҽᶛ 

 Firewall(config)# show firewall scan-detect-conf default 

scan tracker clear interval default: 

        low:30 s 

        medium:60 s 

        high:300 s 

tcp scan default config: 

low 

         connection count is:0 

         priority count is:100 

         ip count is:30 

         port count is:50 

medium 

         connection count is:50 

         priority count is:20 

         ip count is:7 

         port count is:10 

high 

         connection count is:50 
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         priority count is:3 

         ip count is:3 

         port count is:10 

 

udp scan default config: 

low 

         connection count is:0 

         priority count is:100 

         ip count is:30 

         port count is:50 

medium 

         connection count is:50 

         priority count is:10 

         ip count is:5 

         port count is:20 

high 

         connection count is:50 

         priority count is:3 

         ip count is:3 

         port count is:10 

 

icmp scan default config: 

low 

         connection count is:0 

         priority count is:30 

         ip count is:50 

medium 

         connection count is:20 

         priority count is:10 

         ip count is:5 

high 

         connection count is:10 

         priority count is:3 

         ip count is:3 

 

ip scan default config: 

low 

         connection count is:0 

         priority count is:100 

         ip count is:50 

         protocol count is:50 

medium 

         connection count is:30 

         priority count is:15 

high
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פ    

 

ᶏ    

 

ҽᶛ   

 

῏  פ

 פ 
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5 配置防火墙扩展状态检测 

5.1 配置相关命令 

5.1.1 firewall alg  

פ ԍ ALG ⱳ Ȃ 

[ no ] firewall alg [all|h323|ftp|mms|rtsp|sip|tftp] 

 

   

 no  

 [all|h323|ftp|mms|rtsp|sip|tft
p] 

ALG  

 

  ῃ alg ⱳ  

 

פ   
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show firewall dynamic-filter 

 

   

   

 

   

 

פ   ῃ Ȃ 

 

ᶏ    

 

ҽᶛ 
 ᶛ 1̔ 

Firewall# show firewall dynamic-filter 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 10.3(4b6) פ/ פ ῀ 
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6 配置 VPDN 命令 

6.1 配置相关命令 

6.1.1 vpdn authorize 

פ VPDN ̆ῒ no VPDN Ȃ 

vpdn authorize domain [split] 

no vpdn authorize domain 

 

   

 domain ῏ 

  split ▫ ῏ 

 

  ’Ҋ̆ Ҍ ꜚ Ȃ 

 

פ   ῃ  

 

ᶏ  
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 10.3̂5̃ ѿҩ פ  

6.1.2 
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vpdn ignore_source 

no vpdn ignore_source 

 

   

 - - 

 

  ’Ҋ̆ ’Ȃ 

 

פ   ῃ  

 

ᶏ  
פ  VPDN ⱳ ̆ פ Ҍ

’Ȃֽ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ VPDN ⱳ  

Ruijie(config)# vpdn ignore_source 

Ruijie(config)# 

 

῏  פ
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פ   ῃ  

 

ᶏ   VPDN ῀ ⌠ ᵣ ̆ ᶏ פ ῀ └Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ╠ ѿ ҹ 50 

Ruijie(config)# vpdn limit_rate 50 

Ruijie(config)# 

 

῏  פ

  פ 

 - - 

 

  Ȃ 

 

פ  

   

 - - 

6.1.6 vpdn session-limit 

פ ╠ ᶫ VPDN ⱳ ᾛ ᴪ ̆ῒ no

Ȃ 

vpdn session-limit sessions 

no vpdn session-limit 

 

   

 sessions ᶫ VPDN ⱳ ᾛ ᴪ  

 

  ’Ҋ̆ ṿ ҹ ᶫ ᴪ ̆ῒҬ 36 ↓ҹ 300Ȃ 

 

פ   ῃ  

 

ᶏ   VPDN ῀ ⌠ ᵣ ̆ ᶏ פ ῀ └Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ╠ ᴪ ҹ 100 

Ruijie(config)# vpdn session-limit 100 

Ruijie(config)# 

 

῏   פ  פ
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 - - 

 

  Ȃ 

 

פ  

   

 - - 

6.1.7 vpdn source-ip 

פ ╠ ᶫ VPDN ⱳ ᶏ ( ) ̆ῒ no

Ȃ 

vpdn source-ip A.B.C.D 

no vpdn source-ip 

 

   

 A.B.C.D ᶫ VPDN ⱳ ᶏ  

 

  ’Ҋ̆ ҹ ᶫ VPDN ⱳ ᶏ ( ) Ȃ 

 

פ   ῃ  

 

ᶏ  

 ᶫ LNS(L2TP) HGW(PPTP)ⱳ ̆ ᶏץ פ ╠

ҹ Ȃ פ ᴪ

῏ Һꜚ └ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ╠ ҹ 192.168.12.223 

Ruijie(config)# vpdn source-ip 192.168.12.223 

Ruijie(config)# 

 

῏  פ

  פ 

 - - 

 

  Ȃ 

 

פ  

   

 - - 
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Ruijie# show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Ruijie# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.2.2 debug vpdn 

פ ῏ vpdn Ḥ ₮Ȃ 

debug vpdn {  error | event | l2x-data | l2x-errors | l2x-events | l2x-packets | packet } 

no debug vpdn {  error | event | l2x-data | l2x-errors | l2x-events | l2x-packets | 

packet } 

 

   

 error VPDN  

 event VPDN Ԋᴆ 

 l2x-data L2TP ’ 

 l2x-errors L2TP  

 l2x-events L2TP Ԋᴆ 

 l2x-packets L2TP └ ῤ  

 packet VPDN ῤ  

 

  Ȃ 

 

פ    

 

ᶏ  

 ȁ ̆ ᶏץ פ VPDN ᴪ ⇔

Ҭ Ԋᴆȁ └ Ḥ Ȃ errorȁeventȁpacket VPDN

̂L2TP PPTP̃Ὲ ̆ῒ L2TP Ȃ 
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ҽᶛ 

 ᶛ 1̔⇔ pptp ᴪ Ҭ debug vpdn event ₮ Ҋ  

VPDN: Pptp recv start-control-connection-request from host 

192.168.200.114 

PPTP: New tunnel socket id =9 

VPDN: Pptp get tunnel info for 192.168.200.114 ok! 

VPDN: Pptp send start-control-connection-reply, ok 

VPDN: Pptp tunnel id 0 state change: idle --> estbed 

PPTP: Add send-echo-request timer, interval = 60 

VPDN: Pptp tunnel id 0 recv outgoing-call-request! 
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VPDN: Pptp EGRE encap fail, err=-4! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=40, 

ack=36), decrease send window to half of current = 4! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 640 ms! 

ᶛ 4̔ ῀ ( ҍᴪ ) Ҭ VPDN ᵣ

ᶛ̔ 

Ruijie# debug vpdn error 

vpdn protocol errors debugging is on 

Ruijie# debug vpdn event 

vpdn events debugging is on 

Ruijie# debug vpdn packet 

vpdn packet debugging is on 

Ruijie# show debug 

VPDN: 

vpdn events debugging is on 

vpdn protocol errors debugging is on 

vpdn packet debugging is on 

Ruijie# 

VPDN PROCESS From tunnel: Received 158 byte pak 

L2X: UDP socket write 168 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 70 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 76 byte pak 

Get virtual-access from free queue: Virtual-Access1 

Clone virtual-access from interface Virtual-Template1 

L2X: UDP socket write 56 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 76 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701)
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%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 

4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 54 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 18 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 56 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 20 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

L2X: UDP socket write 45 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 
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Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 

192.168.12.242(1701) 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state 

to up 

ᶛ 5̔ ῀ ( ҍᴪ ),´�¼�¤E÷0;�],´ debug vpdn 

l2x-data
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Tnl/Sn 20/1 L2TP: Accepted ICRQ, new session created 

Tnl/Sn 20/1 L2TP: O ICRP to C3640 26656/1279 

Tnl/Sn 20/1 L2TP: Session state change from idle to wait-connect 

Tnl 20 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl/Sn 20/1 L2TP: I ICCN from C3640 tnl 26656, cl 1279 

Tnl/Sn 20/1 L2TP: Session state change from wait-connect to 

wait-for-service-sel 

ection-iccn 

Vi1 Tnl/Sn 20/1 L2TP: Session state change from 

wait-for-service-selection- iccn to established 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state 

to up 

ᶛ 8̔LNS ῀ ( ҍᴪ ) Ҭ debug 

vpdn l2x-packets ᶛ̔ 

L2TP: I SCCRQ from C3640 tnl 18889 

L2X: Parse  AVP 0, len 8, flag 0x8000 (M) 

L2X: Parse SCCRQ 

L2X: Parse  AVP 2, len 8, flag 0x8000 (M) 

L2X: Protocol Ver 1 

L2X: Parse  AVP 6, len 8, flag 0x0 

L2X: Firmware Ver 0x1130 

L2X: Parse  AVP 7, len 11, flag 0x8000 (M) 

L2X: Hostname C3640 

L2X: Parse  AVP 8, len 25, flag 0x0 

L2X: Vendor Name Cisco Systems, Inc. 

L2X: Parse  AVP 10, len 8, flag 0x8000 (M) 

L2X: Rx Window Size 800 

L2X: Parse  AVP 11, len 22, flag 0x8000 (M) 

L2X: Chlng 

         98 20 4E 34 6A 4C E1 E7 FA CF 58 07 FF 4E 56 A3 

L2X: Parse  AVP 9, len 8, flag 0x8000 (M) 

L2X: Assigned Tunnel ID 18889 

L2X: Parse  AVP 3, len 10, flag 0x8000 (M) 

L2X: Framing Cap 0x3 

L2X: Parse  AVP 4, len 10, flag 0x8000 (M) 

L2X: Bearer Cap 0x3 

L2X: No missing AVPs in SCCRQ 

L2X: I SCCRQ, flg TLS, ver 2, len 130, tnl 0, ns 0, nr 0 contiguous 

pak, size 130 

C8 02 00 82 00 00 00 00 00 00 00 00 80 08 00 00 

00 00 00 01 80 08 00 00 00 02 01 00 00 08 00 00 

00 06 11 30 80 0B 00 00 00 07 43 33 36 34 30 00 

19 00 00 00 08 43 69 73 63 6F 20 53 79 73 74 65 

6D 73 2C 20 49 6E 63 2E ... 
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Tnl 22 L2TP: O SCCRP  to C3640 tnlid 18889 

Tnl 22 L2TP: O SCCRP, flg TLS, ver 2, len 140, tnl 18889, ns 0, nr 

1 

C8 02 00 8C 49 C9 00 00 00 00 00 01 80 08 00 00 

00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 

00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 

00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 

32 31 00 0E 00 00 00 08 ... 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 

1, nr 1 

C8 02 00 0C 49 C9 00 00 00 01 00 01 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse SCCCN 

Tnl 22 L2TP: I SCCCN from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 13, len 22, flag 0x8000 (M) 

Tnl 22 L2TP: Chlng Resp 

5C D5 A4 37 36 A6 7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: No missing AVPs in SCCCN 

Tnl 22 L2TP: I SCCCN, flg TLS, ver 2, len 42, tnl 22, ns 1, nr 1 contiguous 
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Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 

2, nr 3 

C8 02 00 0C 49 C9 00 00 00 02 00 03 

Tnl/Sn 22/1 L2TP: I ICCN from C3640 tnl 18889, cl 1280 
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  Ȃ 

 

פ   ȁ  

 

ᶏ  

ᶏץ  פ ╠ ҉ VPDN Ḥ Ȃ Ҍ

╠ ҉ VPDN ҍᴪ Ȃ 

̔ ԍ ᴋ ̆ҹԅ ̆ show Ṝ ֽ̆ ╠

12 ̆ Ҍᴪ Ȃ 

  ῃ ̆ ᶏץ show vpdn tunnel l2tp locid ȁshow vpdn tunnel 

pptp locid Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ╠ ҉ VPDN Ḥ  

Ruijie# show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP 

Class/ 

VPDN Group 

4     77    BLIZZARD      est    192.168.12.213  1701  1        1 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1          4          ms,Vi1               est    00:33:58 

%No active PPTP tunnels 

Ruijie# 

╠ ҉ VPDN Ḥ  

Ruijie# show vpdn tunnel 

L2TP Tunnel Information Total tunnels 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP 

Class/ 

VPDN Group 

4     77    BLIZZARD      est    192.168.12.213  1701  1        1 

%No active PPTP tunnels 

Ruijie# 

╠ ҉ VPDN ᴪ Ḥ  

Ruijie# show vpdn session 

L2TP Session Information Total sessions 1 

LocID      RemID      TunID      Username, Intf/      State  Last Chg 

                                 Vcid, Circuit 

1          1          4          ms,Vi1               est    00:37:03 

%No active PPTP tunnels 

Ruijie# 
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6.3 VPDN-Group 配置相关命令 

6.3.1 accept dialin 

פ ᵬ ҹ ῀̆ῒ no Ȃ 

accept-dialin 

no accept-dialin 

 

   

 - - 

 

  ’Ҋ̆ ᵬ Ȃ 

 

פ   VPDN-Group  

 

ᶏ  

 ’Ҋ̆ ҹ VPDN-Group ᴋᵥ ᵬ Ȃ ᾢ

ᵬ ѿ ᵬ ҍ Ȃ פ

ᴪ ῏ Һꜚ └ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ᵬ ҹ ῀ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

                 -                         - 

6.3.2 dns 

פ Ҭ PPP ԍ DNS



VPDN  פ

http://www.ruijie.com.cn 

 

   

 A.B.C.D ԍ PPP DNS  

   

   

 

  ’Ҋ̆ ҹ ԍ PPP DNS Ȃ 

 

פ   vpdn-domain  

 

ᶏ  
ץ  domain ԍ PPP DNS ̆ ⱳ

⌠ DNS ̆ᶏ DNSȂ 

 

ҽᶛ 

 ᶛ 1̔ ҹ ruijie ppp dns Ȃ 

Ruijie(config-vpdn)# domain ruijie 

Ruijie(config-vpdn-domain)# dns 1.1.1.1 2.2.2.2 

Ruijie(config-vpdn-domain)# 

 

῏  פ

  פ 

 domain פ 

 

   

 

פ  

   

 - - 

6.3.3 domain 

פ group ῤ  

domain domain-name [vrf vrf-name] 

no domain domain-name 

    

  domain-name  

  vrf 
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פ   VPDN-Group  

 

ᶏ  

 ꜚ ӊ ̆ ῤפ ̆ Ḥ ≢̆Ҍ ’ ⌠

ѿ domain ↕ Ȃ ⌠ group ҹ Ȃ 

ѿҩ vpdn-group Ҭ ץ ҩ domain̆Ҍ ҉  

Ҍ vrf ῃ vrf 

 

ҽᶛ 

 ᶛ 1̔ruijie.net ⱳ ῤ ԍ vrf 1 

Ruijie(config-vpdn)# domain ruijie.net vrf 1 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 vpdn authorize ▫  

  vpdn domain-delimiter  
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ᶏ  
 Client LAC L̆AC ᴪף LNS Client ̆ L2TP

Client Ȃ פ LNS ҉ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ PPP LCPȂ 

Ruijie(config-vpdn)# force-local-chap 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

 

6.3.5 ip precedence 

פ IP ᴨᾢ ̆ῒ no Ȃ 

ip precedence { precedence-value | critical | flash | flash-override | immediate | 

internet | network | priority | routine } 

no ip precedence 

 

   

 precedence-value ᴨᾢ ṿ̆ ṿ ҹ 0~7 

 critical ᴨᾢ ṿҹ 5 

 flash ᴨᾢ ṿҹ 3 

 flash-override ᴨᾢ ṿҹ 4 

 immediate ᴨᾢ ṿҹ 2 

 internet ᴨᾢ ṿҹ 6 

 network ᴨᾢ ṿҹ  
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פ   VPDN-Group  

 

ᶏ  

 ᴨᾢ ᶏץ פ Ȃ פ ᴪ

ᴰ ̆ᵖҌᴪ ῏ Һꜚ └ Ȃ 

פ L2TP ̆ PPTP Ҍ  

 

ҽᶛ 

 ᶛ 1̔ ᴨᾢ ҹ 7Ȃ 

Ruijie(config-vpdn)# ip precedence 7 

Ruijie(config-vpdn)# 
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Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

 

6.3.8 local name 

פ Һ ̆ῒ no Ȃ 

local name local-hostname-string 

no local name 

 

   

 local-hostname-string Һ  

 

  ’Ҋ̆ ᶏ ᵬҹ Һ ұȂ 

 

פ   VPDN-Group  

 

ᶏ  
ץ  ҉ Һ Ḃץ Ȃ פ

ᴪ ῏ Һꜚ └ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ Һ ҹ‖LNS‖ 

Ruijie(config-vpdn)# local name LNS 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ     
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 - - 

6.3.9 pool 

פ ⱳ PPP № ᶏ Ȃ פ no

Ȃ 

pool pool-name 

no pool 

 

   

 pool-name  
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protocol {any | l2tp | pptp} 

no protocol 

 

   

 any  

 l2tp L2TP 

 pptp PPTP 

 

  ’Ҋ̆ ҹ Ȃ 

 

פ   VPDN-Group ᵬ  

 

ᶏ  
 ᶏ ̆ᴋᵥ ᴪ

῏ Һꜚ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ҹ L2TPȂ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn-acc-in)# protocol l2tp 

Ruijie(config-vpdn-acc-in)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.3.11 source-ip 

פ ╠ VPDN-Group ᶏ ( ) ̆ῒ no

Ȃ 

source-ip A.B.C.D 

no 
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Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.3.13 virtual-template 

פ ╠ VPDN-Group ̆ῒ no Ȃ 

virtual-template number 

no virtual-template 

 

   

 number  

 

  ’Ҋ̆ ᴋᵥ ⌠ VPDN-Group ҉Ȃ 

 

פ   VPDN-Group ᵬ  

 

ᶏ  

ᶏץ  פ VPDN-Group ᶏ ׆ ‗ ᴪ

Ȃ VPDN-Group ᶫ Ȃᴋᵥ VPDN- Gro
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 vrf 
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פ   vpdn-group  

 

ᶏ  

 PPTP Ғ ̆פ ץ ᾢ protocol pptp protocol any

פ ̆ ᾛ  Ȃפ

PPTP RFC2637 ᴪ̆ Ҭ ⌠

ѿ ᵬҹ ∆ Ȃ ̆ Ả ᴪ

⁞ ⌠ҹ 1̆ ⌠ ACK Ȃ

╠ ҩ ҩ ₮ ACK ’ ̆↕

ⱴ 1̆ ⌠ ԍ ṿȂ ACK ̆ RFC2637

̆ᶏ Ғ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ pptp ᴪ ṿҹ 32̔ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn-acc-in)# protocol pptp 

Ruijie(config-vpdn-acc-in)# exit 

Ruijie(config-vpdn)# pptp flow-control receive-window 32 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  
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פ   vpdn-group  

 

ᶏ  

 PPTP Ғ ̆פ ץ ᾢ protocol pptp protocol any

פ ̆ ᾛ  Ȃפ

PPTP RFC2637 ̆PPTP ACK

̂ATŎAcknowledgment Time-Outs̃̆ᶏ Ғ ̆ῒҬᶏ ԅꜚ

RTT̂Round-Trip Timẽ Ȃ פ static-rtt ᵬҹ RTT

∆ṿ 

 

ҽᶛ 

 ᶛ 1̔ pptp ᴪ ṿҹ 32̔ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn-acc-in)# protocol pptp 

Ruijie(config-vpdn-acc-in)# exit 

Ruijie(config-vpdn)# pptp flow-control static-rtt 32 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.4.3 pptp tunnel echo 

פ pptp Һꜚ echo request ̆ῒno Ȃ 

pptp tunnel echo echo-packet-interval 

no pptp tunnel echo 

 

   

 echo-packet-interval pptp echo request ץ̆ ҹ

ᵝȂ ṿ 0---1000Ȃ 

 

  ҹ 60 Ȃ 

 

פ   vpdn-group  

 

ᶏ  
 PPTP Ғ ̆פ ץ ᾢ protocol pptp protocol any

פ ̆ ᾛ Ȃפ echo-packet-interval ҹ 0 ̆ ҌҺ
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ꜚ echo Ȃ 

echo-packet-interval Ҍҹ 0 ̆PPTP echo-packet-interval

⌠ ᴋᵥ ̆↕Һꜚ ѿҩ echo request ץ

̆ echo reply Ȃ ∆ ҹ 1 ̆ ѿ

̆↕ ԋҩ echo request̆ ╠ѿ ҉

ѿṐ̆ Ȃ 5 Ҍ ⌠ echo reply ↕ ҹ ̆

ῒ ᴪ ῏ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ pptp echo request ҹ 30 ̔ 

Ruijie(config-vpdn)# accept-dialin 

Ruijie(config-vpdn-acc-in)# protocol pptp 

Ruijie(config-vpdn-acc-in)# exit 

Ruijie(config-vpdn)# pptp tunnel echo 30 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5 L2TP 配置相关命令 

6.5.1 authentication (L2TP) 

פ ⱳ ̆ῒ no Ȃ 

authentication 

no authentication 

 

   

 - - 

 

  ’Ҋ̆ ⱳ Ȃ 

 

פ   L2TP-Class  
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פ  

   

 - - 

6.5.3 hello 

פ ҹ L2TP Keepalive Hello Ȃ פ no
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 local-hostname-string Һ  

 

  ’Ҋ̆ ᶏ ᵬҹ Һ Ȃ 

 

פ   L2TP-Class  

 

ᶏ  
ץ  Һ ץ Ȃᴋᵥ Һ

ᴪ L2TP └Һꜚ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ Һ ҹ‖LAC‖ 

Ruijie(config-l2tp-class)# hostname LAC 

Ruijie(config-l2tp-class)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.5 ip dfbit set 

פ № ̆ῒ no ṿȂ 

ip dfbit set 

no ip dfbit set 

 

   

 - - 

 

  ’Ҋ̆ ᾛ № Ȃ 

 

פ   Pseudowire-Class  

 

ᶏ  

ץ  ᾛ № Ȃᴋᵥ № ⱳ

ꜚ ᴪ ⌠ ᴰ ҉̆p Ҍᴪ L2TP └

Ȃ 
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ҽᶛ 

 ᶛ 1̔ №  

Ruijie(config-pw-class)# ip dfbit set 

Ruijie(config-pw-class)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.6 ip local interface 

פ ᶏ ( ) ̆ῒ no Ȃ 

ip local interface interface-name 

no ip local interface interface-name 

 

   

 interface-name  

 

  ’Ҋ̆ ᶏ ( ) Ȃ 

 

פ   Pseudowire-Class  

 

ᶏ  
ץ  ҉ ᵬҹ ( ) Ȃᴋᵥ ( )

ᴪ L2TP Һꜚ └ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ( ) ҹ Serial 0 

Ruijie(config-pw-class)# ip local interface serial 0 

Ruijie(config-pw-class)# 

 

῏  פ

  פ 

 - - 

 

   

 



VPDN  פ

http://www.ruijie.com.cn 

פ  

   

 - - 

6.5.7 ip ttl 

פ IP TTL ̆ῒ no Ȃ 

ip ttl ttl-value 

no ip ttl 

 

   

 ttl-value TTL ṿ̆ ṿ ҹ 1~255 

 

  ’Ҋ̆ IP TTL ҹ 255Ȃ 

 

פ   Pseudowire-Class  

 

ᶏ  

ץ  IP TTL Ȃᴋᵥ IP
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 l2tp-class-name L2TP-Class  

 

  ’Ҋ̆ ᴋᵥ L2TP-Class Ȃ 

 

פ   ῃ  

 

ᶏ

 

ῃ
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ҽᶛ 

 ᶛ 1̔ UDP ᶫ Checksum 

Ruijie(config-vpdn)# l2tp ip udp checksum 

Ruijie(config-vpdn)# 

 

῏  פ
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פ  

   

 - - 

6.5.11 
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ῒ no Ȃ 

l2tp tunnel force_ipsec 

no l2tp tunnel force_ipsec 

 

   

 - - 

 

  ’Ҋ̆ Ҍ └ ⱴ Ȃ
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פ   VPDN-Group  

 

ᶏ  
ץ  ץ Hello Ȃᴋᵥ Hello

ᴪ L2TP └Һꜚ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ Hello ҹ 30  

Ruijie(config-vpdn)# l2tp tunnel hello 30 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 
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 - - 
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l2tp tunnel retransmit {retries number | timeout {min | max} seconds} 

no l2tp tunnel retransmit {retries | timeout {min | max}} 

 

   

 number └ ᴰ  

 seconds 
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 ’Ҋ̆ ᾛ ᴪ ҹ 600 ̆ ᾛ └ (

) ҹ 300 Ȃ 

 

פ   VPDN-Group  

 

ᶏ  
 ᴋᵥ ᾛ ᴪ / └ ᴪ

῏ L2TP └Һꜚ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ ᾛ ᴪ ҹ 1200  

Ruijie(config-vpdn)# l2tp tunnel timeout no-session 1200 

Ruijie(config-vpdn)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.18 password (L2TP) 

פ ԍ ῒ̆פ no Ȃ 

password password-string 

no password 

 

   

 password-string ԍ  פ

 

  ’Ҋ̆ ⱳ Ӟ ԍ  Ȃפ

 

פ   L2TP-Class  

 

ᶏ  
 ̆ Ӈ ң ⱳ ᶏ

Ȃᴋᵥפ פ ᴪ L2TP └Һꜚ Ȃ 

 

ҽᶛ 
 ᶛ 1̔  ‖ҹ‖shareפ

Ruijie(config-l2tp-class)# password share 
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Ruijie(config-l2tp-class)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.19 protocol (L2TP) 

פ L2TP └ ̆ῒ no Ȃ 

protocol l2tpv2 [l2tp-class-  
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 - - 

6.5.20 pseudowire 

פ pseudowire ↕̆ῒ no Ȃ 

pseudowire peer-ip-address vcid {encapsulation  l2tpv2 [pw-class pw-class-name] | 

pw-class pw-class-name } 

no pseudowire 

hostname pseudowire 

pseudowire hostname peer-hostname vcid {encapsulation  l2tpv2 [pw-class 

pw-class-name] | pw-class pw-class-name } 

no pseudowire 

 

   

 peer-ip-address L2TP Server(LNS)  

 peer-hostname L2TP Server̂ LNS̃ DNS ҉ Ύ ῒ

hostname 

 vcid pseudowire ῃ  

 l2tpv2 ᶏ l2tpv2(RFC 2661)ᵬҹ  

 pw-class-name pseudowire-class ᾝ  

 

  ’Ҋ̆ ᴋᵥ pseudowire ↕Ȃ 

 

פ    

 

ᶏ  
 pseudowire ↕ virtual-ppp ҉ Ȃᴋᵥ virtual-

-
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pseudowire-class 1 

 encapsulation l2tpv2 

ip name-server 192.168.5.119 

ip name-server 61.154.22.41 

interface FastEthernet 0/0 

 ip ref 

 ip address 192.168.52.90 255.255.255.0 

 duplex auto 

 speed auto 

interface Virtual-ppp 1 

 pseudowire hostname mm.hxs.meibu.com 1 encapsulation l2tpv2 

 ppp pap sent-username user1 password  11 

 ip address negotiate 

ip route 0.0.0.0 0.0.0.0 192.168.52.1 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.21 pseudowire-class 

פ pseudowire-class ̆ Ҍ pseudowire- class

⇔ ץ ҹ pseudowire-class ̆ῒ no −

pseudowire-class Ȃ 

pseudowire-class pseudowire-class-name 

no pseudowire-class pseudowire-class-name 

 

   

 pseudowire-class-name pseudowire-class  

 

  ’Ҋ̆ ҉ ᴋᵥ pseudowire-class Ȃ 

 

פ   ῃ  

 

ᶏ ץ   pseudowire-class L2TP ᵬ Ȃ 



VPDN  פ

http://www.ruijie.com.cn 

 

ҽᶛ 

 ᶛ 1̔⇔ ҹ‖pw‖ pseudowire-class  

Ruijie(config)# pseudowire-class pw 

Ruijie(config-pw-class)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  
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פ  

   

 - - 

6.5.23 retransmit 

פ └ ᴰ ̆ῒ no Ȃ 

retransmit {initial {retries initial-retries | timeout {max | min} initial-timeout} | retries 

retries | timeout {max | min} timeout} 

no retransmit { initial {retries | timeout {max | min} }| retries | timeout {max | min} } 

 

   

 initial-retries SCCRQ ᴰ  

 initial-timeout SCCRQ ᴰ  

 retries ῒז └ ᴰ  

 timeout ῒז └ ᴰ  
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timeout setup seconds 

no timeout setup 

 

   

 seconds ᾛ └ ̆ ᵝҹ  

 

  ’Ҋ̆ ᾛ └ ҹ 120 Ȃ 

 

פ   L2TP-Class  

 

ᶏ  
 ᴋᵥ ᾛ └ ḱ ᴪ ῏ L2TP

└Һꜚ  

 

ҽᶛ 

 ᶛ 1̔ ᾛ └ ҹ 240  

Ruijie(config-l2tp-class)# timeout setup 240 

Ruijie(config-l2tp-class)# 

 

῏  פ

  פ 

 - - 

 

   

 

פ  

   

 - - 

6.5.25 vpdn 

פ ԍ L2tp vrf

no 
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פ    

 

ᶏ  

ֽפ  Virtual-PPP ץ ̆ L2tp ץ  

ԅ vrf̆ Ҍ פ ’Ҋ̆ ᴪ
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7 配置 Tunnel 接口命令 

7.1 配置相关命令 

7.1.1 keepalive (tunnel interface) 

GRE Ḡ ⱳ ̆ᶏ Ҋ  ̔פ

keepalive [seconds [retries]] 

no keepalive  

 

   

 seconds ̂ ̃Ḡ ̆ ᵝ Ȃ

1͘32767Ȃ 10 Ȃ 

 retries Ḡ Ȃ ⌠ԅ̆ ̆

↕ downȂ ṿ 1͘

255Ȃ ҹ 3 Ȃ 

 

 

 ’Ҋ̆ Ḡ ⱳ Ȃ 

῀ keepalivĕ ̆↕ᶏ Ҋңҩץ ṿȂ 

seconds̔10  

retries̔3  

 

פ   Ȃ 

 

ᶏ  

 ₮ UP ̆ᵖ ₮ ̆ Ȃ

ץ Ḡ ⱳ ̆ Ȃ 

̔ Ҍפ ҍ tunnel vrf ip vrf forward ῍פ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ interface tunnel 1 ̆ Ḡ ⱳ ̆ ҹ 3 ̆ ҹ 5

Ȃ 

Ruijie(config)# interface tunnel 1 

Ruijie(config)# keepalive 3 5 

 

῏  פ

  פ 

 show interfaces tunnel  tunnel Ȃ 
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פ  

   

   

7.1.2 tunnel checksum 

Ҋᶏ tunnel checksum Ḡפ turnnel ̆ᶏ

פ no Ȃ 

tunnel checksum 

no tunnel checksum 
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tunnel destination ip-address 

no tunnel destination 

    

  ip-address 
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פ   Ȃ 

 

ᶏ  
 ѿ֓ Ḡ ̆ ⌠ ῀᷅ ₯Ȃ

Ḡ Ȃtunnel key פ GRE ץ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ tunnel 0 Ҭ 1234̔ 

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel key 1234 

 

῏   פ  פ

  show interfaces tunnel tunnel ῏ Ḥ  

 

  - 

 

פ  

   

 - - 

7.1.5 tunnel mode 

tunnel Ҭ פ tunnel modĕᶏ פ no Ȃ 

tunnel mode { gre ip | ipip } 

    

 
 gre ip ץ IP GRÊGeneric 

Route Encapsulatioñ Ȃ 

  ipip ip over ip Ȃ 

 

  ҉ gre ip Ȃ 

 

פ   Ȃ 

 

ᶏ  

 Tunnel Tunnel ᵣ ȂTunnel GREȂ ̆

Ӟ ץ ᶏ ’ ‗ Tunnel ̆ ’Ҋ̆ Ҍץ

Ạᴋᵥ ӈ ץ IP GRE Ȃ 

̔ mode ҍᶏ ῏Ȃ 

 

ҽᶛ 

 ᶛ 1̔ tunnel 0 ҉ GRE IPȂ 

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel mode gre ip  



Tunnel  פ

http://www.ruijie.com.cn 

 

῏   פ  פ

  show interfaces tunnel tunnel ῏ Ḥ  

 

   

 

פ  
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∆ ҹפ init ̕ 

⌠ ӟ̆ ҹ learninğ learning

̕ 

ӟ⌠ ԅ 5 ҩ ⌠ MTU Ṝ̆ ҹ keep̆ keep

̕ 

 

ҽᶛ 

 ᶛ 1̔ tunnel 0 ҉ PMTUD ⱳ  

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel path-mtu-discovery  

 

῏   פ  פ

  show interfaces 
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ᶏ   ᶏ tunnel ̆ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ tunnel 0 ҉ פ tunnel source ұ 1/0 ҹ  

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel source serial 1/0  

 

῏   פ  פ

  show interfaces tunnel tunnel ῏ Ḥ  
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פ  

   

 10.4 RGOS 10.4  

̔ פ ץ10.4̂2̃ ӊ Ȃ 

7.1.9 tunnel ttl 

Ҋᶏ tunnel ttl פ tunnel ttl ṿ̆ᶏ פ no
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7.1.10 tunnel vrf 

ᴰ IPv4 ᶏ ҩ VRF Ȃᶏ Ҋ  ̔פ

tunnel vrf vrf-name 

no tunnel vrf 

    

  vrf-name ᴰ IPv4 ᶏ VRF Ȃ 

 

  IPv4 ᶏ ῃ VRF ̆ Ȃ 

 

פ   Ȃ 

 

ᶏ  

 IP ҍ IP̆ ѿҩ VRFȂ VRF Ҭ̆ IP

̆ Ӈ ҩ down Ȃ 

̔ פ ץ10.4̂2̃ ӊ Ȃ 

 

ҽᶛ 

 ᶛ 1̔ interface tunnel 1 GRE IPv4

 

[( )] TJ

ET

q

67.111 420382.88 20.64 r7

W* n

q

67.104 420382 72288 20.64 rre

W* n

BT

/F1 9.96 Tf

1 0 0 1 78.384 440385 1.4
2 Tr 0.28457 w

[<4772D211<07981A3D>-11<0514205TJ

ET

Q

q

67.104 420382 72288 20.64 rre

W* n

BT

/F1 90.56 Tf

1 0 0 1 196.46 440385 1.4
2 T

פ 
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               -                       - 

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ  
 ̆ ῍ ԅ GRE ̆Ҍ ׆ show 
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8 配置网络安全协议（IPSec）命令 

8.1 配置相关命令 

8.1.1 authentication (IKE policy) 

IKE ̆ IKE פ authentication Ȃ פ no

Ȃ 

authentication {pre-share|rsa-sig|digital-email } 

no authenti



ῃ ̂IPSec̃  פ

http://www.ruijie.com.cn 

4.  lifetime  IKE ῃ Ȃ
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clear crypto sa peer { ip-address | peer-name} 

clear crypto sa map map-name 

clear crypto sa spi destination-address {ah | esp}  spi 

 

   

 ip-address ᵣ IP Ȃ 

 Peer-name 
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8.1.4 crypto dynamic-map  

⇔ ꜚ ⱴ ῀ⱴ ̆ᶏ crypto dynamic-map ῃ

Ȃ פ פ no − ⱴ Ȃ 

crypto dynamic-map dynamic-map-name dynamic-seq-num 

no crypto dynamic-map dynamic-map-name [dynamic-seq-num] 
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 set IP ᴪ DF Bit 1̆ IP

DF Bit ̆ ᴪ№  
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ҽᶛ 
 ᶛ 1̔Ҋ ᶛ ῏ ȁ IPSec ̔ 

Ruijie(config)# crypto ipsec multcast disable 

 

῏  פ

  פ 

              -                          - 
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 - - 

8.1.8 
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Ruijie(config)# crypto ipsec profile profile-name 

Ruijie(config-crypto-map)# set transform-set myset 

IKE ῃ  

 

῏  פ

  פ 

 tunnel protection ipsec profile 
(interface IPSec) 

ⱴ ԍ Tunnel  

 Set transform-set    

 show crypto map ⱴ Ḥ  

 

   

 

פ  

 



ῃ ̂IPSec̃  פ

http://www.ruijie.com.cn 

ῃ Ȃ ԅῃ ̆ ᵬ ԍ ῃ ̆

Ҍᴪ ῃ Ȃ ̆ ᶏץ clear crypto sa פ

№ ῃ ῃ ῤ Ȃ 

3. ῃ ̆ ᶏ פ crypto ipsec security-association lifetime 

secondsȂ ԅ ῃ ԅѿ Ȃ ḱ ῃ

Ḥ ̆ ᶏ פ crypto ipsec security-association lifetime kilobytesȂ

Ḥ ԅ ῃ ᶏ ῃ ⱴ Ḥ ץ̂ KB ̃ ⌠ԅѿ

ץ Ȃ 

4. ṿ ↕̆ ₯ ⱳ̆ ҹ ₯ № ѿ ⱴ

Ȃᵖ ̆ ̆ ԍ ῃ CPU Ȃ

ῃ Ȃ 

5. ᵬ ̔ ԅѿ ̂ seconds ῏ ̃ Ḥԅѿ

Ḥ ̂ kilobytes ῏ ̃̆ ңᴆԊ ᴆᾢ ̆ ῃ ץ̂

̃ Ȃ ῃ ῃ ṿ⌠ ╠ץ

ץ̆ Ḡ ῃ Ṝ̆ ѿҩ ῃ ᶏץ

ԅȂ ῃ seconds ╠ 30 ̆ Ḥ

kilobytes 256KB ̂ ҩᾢ ̃Ȃ ѿҩ ῃ

ҩ Ҭ Ḥ ̆ Ӈ ῃ ṜҌᴪ

ῃ Ȃ ̆ ῃ IPSec ⌠Ḡ №

Ȃ 

6. Ḥ Ҍ ҹ ̆ ↕Ҍ ⱳ Ȃ Ҍ ̆

Ḡ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ IPSec ῃ ҹ 2500 ̆ Ḥ ҹ

2304000KB(ץ 10MB Ḥ ҩ )̔ 

Ruijie(config)# Crypto ipsec security-association lifetime seconds 

2500 

Ruijie(config)# Crypto ipsec security-association lifetime 

kilobytes 2304000 

 

῏  פ

  פ 

 - - 

 

  Ȃ 

 

פ  

   

 - - 

8.1.10 crypto ipsec security-association replay disable 

῏ ̆פ ᶏץ crypto ipsec security-association replay disable ῃ

Ȃפ פ no ṿȂ   

crypto ipsec security-association replay disable 



ῃ ̂IPSec̃  פ

http://www.ruijie.com.cn 

no crypto ipsec security-association replay disable 

 

   

   

 

  ̆ ’Ҍ  

 

פ   ῃ Ȃ 

 

ᶏ פ   Ҍ ᴰ̆ ץ ̆ ̆ dos ₯ ⱴȂ 

 

ҽᶛ  Router(config)# crypto ipsec security-association replay disable 

 

῏  פ

  פ 

   

 

  Ȃ 

 

פ  

   

 10.4(3b5)  

 

8.1.11 crypto ipsec transform-set 

ӈᶫ ῃ ᶏ ̆ ᶏ פ crypto ipsec transform-setȂ פ

no − ѿҩ Ȃ 

crypto ipsec transform-set transform-set-name transform1  

[transform2 [transform3]] 

no crypto ipsec transform-set  transform-set-name 

 

   

 transform-set-name  

 transform1 ȁ transform2 ȁ
transform3  

ῃ ᶏ ῃ ̆ΐᵣ ῃ

Ȃ 

 

  Ȃ 

 



ῃ ̂IPSec̃  פ

http://www.ruijie.com.cn 

פ   ῃ  

 

ᶏ  

 1. ῃ ȁ ץ ԍ IPSec Ḡ Ḥ ῒ Ȃ IPSec

ῃ Ҭ̆ ᵣ ᶏ ѿҩ Ḡ Ȃ 

2. ҩ ̆ ⱴ Ҭ ֓ Ҭ ѿҩ ҩȂ ⱴ

Ҭ ӈ ԍ IPSec ῃ Ḡץ̆ ⱴ

↓ ֓ Ȃ Ҭ̆ ᵣ ѿҩ ᵣ҉

Ȃ ⌠ԅѿҩ ̆ Ҭ̆ ᵬҹ

ᵣ IPSec ῃ ѿ № ⌠ Ḡ Ḥ҉Ȃ 

3. ῃ ̆ ԍ ῃ Ҍ ̆ ң

ᵣ ѿҩ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ӈ ̆Ḡ ҹ ESP-DES-MD5̂ ᶫⱴ Ⱶ̃  ̔

Ruijie(config)# crypto ipsec transform-set myset esp-des 

esp-md5-hmac 

 

῏  פ

  פ 

 show crypto ipsec 
transform-set 

 

 

  Ȃ 

 

פ  

 


 ­ � �
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IKEȂ 

 

ҽᶛ 
 ᶛ 1̔Ҋ ᶛᶏ IKE̔ 

Ruijie(config)# crypto isakmp enable 

 

῏  פ

  פ 

              -                          - 

 

   

 

פ  

   

 - - 

8.1.13 crypto isakmp key 

IKE ᶏ ῍֣ ̆ ῃ פ
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ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ҍ ᵣ 172.16.1.1 IKE ῍֣ ҹ mysecret̔ 

Ruijie(config)# crypto isakmp key 0  mysecret address 172.16.1.1 

 

 

῏  פ

  פ 

 crypto isakmp enable  ᶏ IKEȂ 

 
encryption  {des | 3des | 
aes-128 | aes-192 | aes-256 | 
sm1} 

ⱴ  

 hash {sha | md5} HASH  

 
authentication {pre-share | 
rsa-sig} 

 

 group {1 | 2} Diffie-Hellman  

 lifetime  IKE ῃ Ȃ 

 

   

 

פ  

   

 - - 

8.1.14 crypto isakmp keepalive 

ҹԅ ᵣ ᵣ̆ ῃ crypto isakmp 

keepalive פȂ̂ keepalive 8.2 פ ̃ 

crypto isakmp keepalive secs 

crypto isakmp keepalive secs on-demand 

crypto isakmp keepalive secs periodic 

crypto isakmp keepalive secs retries 

crypto isakmp keepalive secs retries on-demand 

crypto isakmp keepalive secs retries periodic 

no crypto isakmp keepalive  

 

   

 secs ̆ 10 ⌠ 3600  
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 retries ̆ 2 ⌠ 60  

ȁ 
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Ruijie(config)#crypto isakmp mode-detect 

 

῏  פ

  פ 

              -                          - 

 

   

 

פ  

   

 - - 

8.1.16 crypto isakmp nat disable 

῏ nat- traversal ⱳ ̆ ’Ҋ Ȃ 

crypto isakmp nat disable 

no crypto isakmp nat disable 

 

  

    

	ò0�>
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8.1.17 crypto isakmp nat keepalive 

RFC3947̆IPSEC NAT-t̆ᶏ ⱴ UDP ̆ ‗ nat Ȃҹԅ ᾧ nat

̆ ץ ᶏ keepalive Ȃ 

crypto isakmp nat keepalive secs 

no crypto isakmp nat keepalive  

 

   

 secs ̆ 5 ⌠ 3600  

ȁ 

  5 №  

 

פ   ῃ  

 

ᶏ  
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פ   ῃ Ȃ 

 

ᶏ  
 ῏ next-payload ̆ ≢ doi ̆ Ȃᵖ ₮ Ḡ

Ҍҹ 0̆ Ҍ ’ׅ̆ ᴪ Ȃ 

 

ҽᶛ 
 ᶛ 1̔Ҋ ᶛ῏ next-payload ̔ 

Ruijie(config)# crypto isakmp next-payload disable 

 

῏  פ

  פ 

              -                          - 

 

   

 

פ  

   

 - - 

8.1.19 crypto isakmp peer 

peer ’Ҋ̆ ҩ peer ᶏץ ,crypto isakmp peer 

crypto isakmp peer {bind|random} 

no crypto isakmp policy 

 

   

 bind ֽ 3G ̆3G peer ̆ ipsec

̆ ̆ ѿ

ѿҩ peer  

  random peer 

 

  ’Ҋ̆ ׆̆ ѿҩ peer Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

3G
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Ruijie(isakmp-policy)# hash  sha 

Ruijie(isakmp-policy)# ^Z 

Ruijie# show crypto isakmp policy 

Protection suite of priority 100 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:         Secure Hash Standard 

authentication method:  Pre-Shared Key 

Diffie-Hellman group:   #2 (1024 bit) 

lifetime:               3600 seconds 

Default protection suite 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:         Secure Hash Standard 

authentication method:  Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:               3600 seconds 

 

῏  פ

  פ 

 crypto isakmp enable  ᶏ IKEȂ 

5.  encryption  {des | 3des | 
aes-128 | aes-192 | aes-256 | 
sm1} 

ⱴ  

6.  hash {sha | md5} HASH  

7.  authentication {pre-share | 

rsa-sig} 
 

8.  group {1 | 2} Diffie-Hellman  

9.  lifetime  IKE ῃ Ȃ 

 

   

 

פ  

   

 - - 

8.1.21 crypto isakmp rg-sm1 

פ ԍ SM1 IKE Ȃ 

crypto isakmp rg-sm1 

no crypto isakmp rg-sm1 

 

   

 - - 
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  ’Ҋ̆Ҍ IKE ̆ IKE ⱴ SM1 Ȃ 

 

פ   
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              -                          - 

 

   

 

פ  

   

 - - 

8.1.23 crypto map (global IPSec) 

⇔ ḱ ѿҩⱴ ̆ ῃ crypto mapȂפ פ no ѿҩⱴ

Ȃ 

crypto map map-name seq-num ipsec-manual  

crypto map map-name seq-num ipsec-isakmp [dynamic  

dynamic-map-name] 

no crypto map map-name [seq-num] 

 

   

 map-name ⱴ  

 seq-num  ⱴ ↓  

 ipsec-manual ԍ IPSec ῃ Ȃ 

 ipsec-isakmp ԍ IKE IPSec ῃ Ȃ 

 dynamic-map-name ᵬҹ ꜚ ⱴ  

 

  Ҍ ⱴ  

 

פ   ῃ ̆ᶏ פ ῀ⱴ Ȃ 

 

ᶏ  

 ᶏ IPSec ⱴ Ḡ ̆ ᾢ ӈѿҩⱴ ̆ ⱴ

ԍΐᵣ Ȃ ⱴ Ҭ ӈⱴ Ḥ ̆Һ Ҋץ ̔ 

1. Ḥ ⌠ IPSec Ḡ ̔῏ ⱴ ↓ Ȃ 

2. IPSec Ḡ Ḥ ⌠ ̔ IPSec ᵣȂ 

3. ԍ IPSec Ḥ ̔ ⱴ ⌠ ҉ ĬPSec ᶏ Ḥ

ᵬҹ ᵣ Ȃ 

4. ֓ Ḥ ֓ IPSec ῃ ѿҩ׆̔ ҩ ↓ Ҭ Ȃ 

5. ῃ Ȃ 

6. ῃ IKE Ȃ 

ΐ ⱴ ̂ᵖ ↓ Ҍ ̃ ⱴ ѿҩⱴ Ȃ
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ⱴ ⌠ ҉̆ ҩ IP Ḥ ҉ ⱴ

∞ Ȃ ѿҩⱴ ԅ ⌠Ḡ ₮ IP Ḥ̆ ғ

ⱴ ԅᶏ IKĔ ⱴ Ҭ ҍ ᵣ ῃ

̕ ⱴ ԅᶏ ῃ ̆ Ӈѿҩ ῃ

ԅȂ IKE ̆ ῃ ⱳ ̆

ⱴ ᴰ ̆ ῃ ̆ ҡ Ȃ 

ⱴ Ҭ ῃ Ҭ ᶏ ̆ҹԅᶏңҩ IPSec

ᵣӊ IPSec ≠ ̆ңҩ ᵣ ⱴ ԑ Ὶ

Ȃ ңҩ ᵣ ῃ ̆ ѿ ⱴ

ᵣ ѿ ⱴ Ὶ Ҋץ ᴆ̔ 

1.
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 match address   ҹⱴ ↓ ѿҩ ↓ Ȃ 

 Set peer   ᵣ 

 Set transform-set    

 show crypto map ⱴ Ḥ  

 

   

 

פ  

   

 - - 

8.1.24 crypto map (interface IPSec) 

ᾢ ӈ ⱴ ⌠ ҉̆ ᶏץ crypto map Ȃפ

פ no ѿҩ׆ ҉ ⱴ ῏ Ȃ 

crypto map map-name     

no crypto map [map-name] 

 

   

 map-name ⱴ  

 

  ᴋᵥⱴ ⌠ ҉ 

 

פ   Ȃ 

 

ᶏ  

 ᶏ פ ⱴ ԍ Ȃ ҉ ᶫ IPSec ⱴ Ḡ ̆

ѿҩⱴ ԍ Ȃ ԍѿҩ ̆ ῏ ѿҩⱴ Ȃ

ҩⱴ ΐ map-name Ҍ seq-num̆ Ӈ ᵝԍױ ѿ

̆ ԍ ѿ ҉̆ Ӈ Seq-num ⱴ ᴨᾢ ̆ ғᾢ

∞ Ȃ 

ѿҩⱴ ѿҩ ҉
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 crypto map(global IPSec) ӈⱴ  
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῏  פ

  פ 

 crypto isakmp enable  ᶏ IKEȂ 

 encryption    ⱴ  

 hash {sha | md5} HASH  

 
authentication {pre-share | 

rsa-sig} 
 

 group {1 | 2} Diffie-Hellman  

 lifetime  IKE ῃ Ȃ 

 

   

 

פ  

   

              -                         - 

 

8.1.26 crypto mib enable 

IPSec mib ╠̆ פ crypto mib enable פ IPSec MIB ⱳ Ȃ 

 

   

             -                        - 

 

  IPSec mib ῏   

 

פ   ῃ Ȃ 

 

ᶏ  

 Ipsec mib ̆ ȁⱴ ̆ IPSec Ḥ

ᴪ ѿ Ȃ ̆ IPsec mib ⱳ ’Ҋ ῏ Ȃ

IPSec mib ̆ פ CLI פ IPSec MIB ⱳ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ipsec mib ⱳ ̔ 

crypto mib enable 

ᶛ 2̔Ҋ ᶛ῏ ipsec mib ⱳ ̔ 

no crypto mib enable 
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ᵬ פ   

 Ruijie(config)# crypto mib enable ipsec mib ⱳ ̆ 

 

8.1.27 crypto software 

ԅ ᴆⱴ ̆ ׅ ᶏ ᴆⱴ ̆ᶏ פ crypto software 

 

   

             -                        - 

 

  ῀ԅ ᴆⱴ ̆ ꜚᶏ ᴆⱴ  

 

פ   ῃ Ȃ 

 

ᶏ  
 ⱴ ̆ פ ꜚᶏ ᴆⱴ ̕ ⱴ ̆ᵖ ҩ ↕פ

ׅ ᶏ ᴆⱴ ̕ ⱴ ̆ғ ҩ ᶏ↕פ ᴆⱴ Ȃ 

 

ҽᶛ  Ȃ 

 

῏  פ

  פ 

              -                       = 

 

   

 

פ  

   

 - - 

8.1.28 debug crypto engine  

῏ԍ IPSec ῏ debug Ȃ 

debug crypto engine 

no debug crypto engine 
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  Ȃ 

 

פ   Ȃ 

 

ᶏ   Ȃ 

 

ҽᶛ  Ȃ 

 

῏  פ

  פ 

   

 

   

 

פ  

   

 - - 

8.1.29 debug crypto ipsec  

῏ԍ IPSec ῏ debug Ȃ 

debug crypto ipsec 

no debug crypto ipsec 

 

   

              -                        = 

 

  Ȃ 

 

פ   Ȃ 

 

ᶏ   Ȃ 

 

ҽᶛ  Ȃ 

 

῏  פ

  פ 
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פ  

   

 - - 

8.1.30 debug crypto isakmp 

῏ԍ IKE Ԋᴆ debug Ȃ 

debug crypto isakmp 

no debug crypto isakmp 

 

   

               -                        - 
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 des  56 DES-CBC ᵬҹⱴ Ȃ 

 3des 168 3DES-CBCᵬҹⱴ Ȃ 

 aes-128 ҹ 128 AES ᵬҹⱴ Ȃ 

 aes-192 ҹ 192 AES ᵬҹⱴ Ȃ 

 aes-256 ҹ 256 AES ᵬҹⱴ Ȃ 

 sm1 ҹ 128 SM1 ᵬҹⱴ Ȃ 

 

  56 DES-CBC ⱴ Ȃ 

 

פ   IKE Ȃ 

 

ᶏ  
פ  ⱴ ԍ IKE ῃ ⱴ ̆Ҍ ԍ IPSec ῃ

ⱴ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ IKE ⱴ ҹ DES̔ 

Ruijie(config)# crypto  isakmp policy 10 

Ruijie(isakmp-policy)# encryption des 

 

῏  פ

  פ 

 crypto isakmp enable  ᶏ IKEȂ 

10.  hash {sha | md5} HASH  

11.  authentication {pre-share | 

rsa-sig} 
 

12.  group {1 | 2} Diffie-Hellman  

13.  lifetime  IKE ῃ Ȃ 

 

   

 

פ  

   

 - - 

8.1.32 group (IKE policy) 

IKE Ҭ Diffie-Hellman ̆ ᶏ IKE groupȂפ פ no

Diffie-Hellman ҹ ṿȂ     

group {1|2}     
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no group 

 

   

 1 768 Diffie-Hellman Ȃ 

 2 1024 Diffie-Hellman Ȃ 

 

  768 Diffie-Hellman ̂group 1̃ 

 

פ   IKE Ȃ 

 

ᶏ   ᶏ פ IKE Ҭᶏ Diffie-Hellman Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ IKE Diffie-Hellman ҹ 1024 ̔ 

Ruijie(config)# crypto  isakmp policy 10 

Ruijie(isakmp-policy)# group 2 

 

῏  פ

  פ 

 crypto isakmp enable  ᶏ IKEȂ 

 
encryption  {des | 3des | 
aes-128 | aes-192 | aes-256 | 
sm1} 

ⱴ  

 hash {sha | md5} HASH  

 
authentication {pre-share | 

rsa-sig} 
 

 lifetime   IKE ῃ Ȃ 

 

   

 

פ  

   

 - - 

8.1.33 hash (IKE policy) 

IKE Ҭ HASH ̆ ᶏ IKE פ hashȂ פ no

hash ҹ ṿȂ 

hash {sha | md5}     

no hash 
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 sha  SHA-1(HMAC ᵣ)ᵬҹ HASH Ȃ 

 md5  MD5(HMAC ᵣ)ᵬҹ HASH Ȃ 

 

  HASH ҹ shaȂ 

 

פ   IKE Ȃ 
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 seconds  IKE ṿ̂ ̃Ȃᶏ 60 ⌠ 86400 ӊ

Ȃ 

 

  86400 ̂1 ̃ 

 

פ   IKE Ȃ 

 

ᶏ  

 ᶏ פ IKE ῃ Ȃ IKE ̆ Ạ ѿᴆԊ

ҹῒ ῃ ҉ ѿ Ȃ ֓ѿ ҩ ᵣ҉ IKE ῃ

̆ ҩ ᵣ҉Ḡ ⌠ IKE ῃ Ȃ 

SA ╠ SA ӊ╠ Ȃ 

ԍ IPSec ῃ IKE ῃ ҉ ̆ ̆ IPSec

ῃ ̆ IKE ῃ Ȃ ̆

̆ ̆ ̆ ̆

̆ ѿҩ ̂ ̃Ȃ  

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ IKE ῃ ҹ 1000 ̔ 

Ruijie(config)# crypto  isakmp policy 10 

Ruijie(isakmp-policy)# lifetime 1000 

 

῏  פ

  פ 

 crypto isakmp enable  ᶏ
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match address access-list-number 

no match address 

 

   

 access-list-number ↓ ̂100-199 2̆000-2699 2̆900-3899̃̆

ⱴ ᶏ IP ↓ Ȃ 

 

  ⱴ ↓ Ȃ 

 

פ   ⱴ Ȃ 

 

ᶏ  

פ  ⱴ ↓ Ȃⱴ ᶏ ↓ ∞ ֓

⌠ IPSec Ḡ Ȃ 

פ ↓ ԍ₮ ḤӞ ԍ ḤȂ ₮ ’Ҋ̆ ⌠

̆ ῃ ̆↕ ⱴ ̆ ῃ ̆

ῃ ̂IKẼȂ ’Ҋ̆ ⌠ ̆ ⱴ ̆

Ӈ ̆ ⱴ ̆ ҡ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ҹ mymap ⱴ ҉῏ ↓ 101̔ 

Ruijie(config)# crypto map mymap 4 ipsec-isakmp 

Ruijie(config-crypto-map)# match address 101 

 

῏  פ

  פ 

 crypto map(global IPSec) ӈⱴ  

 show crypto map ⱴ Ḥ  

 crypto map(interface IPSec) ҉῏ ⱴ  

 

   

 

פ  

   

              -                        - 

8.1.36 
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8.1.37 mode (IPSec) 

ⱴ ̆ ⱴ פ modeȂ פ no

Ȃ 

mode {tunnel | transport} 

no mode 

 

   

 tunnel|transport ̔ ᴰ  

 

   

 

פ   ⱴ  

 

ᶏ  

 ֓ IPSec ᵣ Ḥ ̕ ԍῒז Ḥ ̂

ῒז Ḥ Ҋ ̃Ȃ 

Ḡ Ḥΐ IPSec ᵣ IP ֓ IPSec

ᵣ̆ ғ ԅᴰ ̆ Ӈ ̆ ᴰ ̆ᵖ ᴰ

Ȃ ԅ ̆ Ӈ ̆ ғ

Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ҹ ̔ 

Ruijie(config)# crypto ipsec transform-set  myset 

Ruijie(cfg-crypto-trans)# mode tunnel 

 

῏  פ

  פ 

 crypto ipsec transform-set ӈⱴ  

 

   

 

פ  

   

 - - 

8.1.38 reverse-route 

῀ⱳ ̆ ipsec ꜚ ⱴѿ ̆

̆ ip 

reverse-route [remote-peer ip-address] [distance] [tag tagvalue] [track trackvalue] 

no reverse-route [remote-peer ip-address] [distance] [tag tagvalue] [track tracTm
7
r1 461.] TJ

ET

BT

1 0 0 0 1 433.51 2

1 0 0 516 r8ck
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 ip-address Ҋѿ ̆  

  distance Ҋѿ  

  tagvalue tag  

  trackvalue track  

 

  Ҍ Ȃ 

 

פ   ⱴ  

 

ᶏ  
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 user-fqdn  

 

http://www.vpdn.com/
mailto:zj@www.vpdn.com
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Һ Ȃ 

ԋҩ ĺĺҺ ף Ⱶ ῃ ̂SÃ 

ѿҩ Ҭ ң ᵬ ̆ ᴨ ̆ ’Ҋ̆ 

ױ Һ ̆ᵖ IP Ҍ ’Ҋ̆ ᶏץ Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ ᶛ ԍ ᵬ ( )̔ 

Ruijie(config)# crypto map mymap 10  ipsec-isakmp 

Ruijie(config-crypto-map)# set exchange-mode 

aggressive 

 

῏  פ

  פ 

 crypto map(interface IPSec) ⱴ ԍ  

 match address   ҹⱴ ↓ ѿҩ ↓ Ȃ 

 Set peer   ᵣ 

 Set transform-set    

 show crypto map ⱴ Ḥ  

 

   

 

 

פ  

   

 - 
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פ   ⱴ Ȃ 
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ᶏ  

 ᶏ ⱴ ѿҩ ᵣȂ 

ҩ ӥ ’̆ ҩ peer ӥ ̆ ӥ

’Ҋᶏ ӥ ca ӥ Ȃ ӥ ’ᶏ ӥ ca

ӥ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛҹⱴ mymap ѿҩ ᵣ̂
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Ruijie(config-crypto-map)# set pfs group2 

 

῏  פ

  פ 

 crypto map(global IPSec) ӈⱴ  

 show crypto map ⱴ Ḥ  

 crypto map(interface IPSec) ҉῏ ⱴ  

 

   

 

פ  

   

               -                      - 

8.1.45 set  security-association lifetime 

ҩⱴ IPSec ῃ ῃ ̆ ⱴ פ

set security-association lifetimeȂ פ no ṿȂ 

set security-association lifetime {seconds seconds | kilobytes kilobytes]}    

no set security-association lifetime {seconds | kilobytes} 

 

   

 seconds seconds ῃ ̂ ̃Ȃ 

 kilobytes kilobytes ῃ Ḥ ץ̂ ̃Ȃ 

 

  ⱴ ῃ ῃ ṿ Ȃ 

 

פ   ⱴ Ȃ 

 

ᶏ  

פ  ᶏ IKE IPSec ῃ ⱴ Ȃ ῃ ⱴ

 Ȃפ

’Ҋ̆ IPSec ῃ ῃ ṿ ̆

ҩ Ҍ ԍῃ ṿ ̆ ץ ҍ

ⱴ Ҭᶏ ḱפ ṿȂ 

 

 

ḱפ ṿ ҩΐᵣ IPSec ῃ

ṿ̆Ҍ ῃ ṿȂ 

 

 

ҽᶛ  ᶛ 1̔Ҋ ᶛḱ ⱴ mymap 5 ҹ 2500 ̔ 
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Ruijie(config)# crypto map mymap 5 ipsec-isakmp 

Ruijie(config-crypto-map)# set security-association lifetime  

seconds 2500 

 

῏  פ

  פ 

 crypto map(global IPSec) ӈⱴ  

 show crypto map ⱴ Ḥ  

 crypto map(interface IPSec) ҉῏ ⱴ  

 
crypto ipsec 
security-association lifetime 

ῃ  

 

   

 

פ  

   

 - - 

8.1.46 set  session-key 

⇔ ῃ ̆ ᶏ פ ҹ₮ ῀ Ḡ Ḥ ῏ ῃ

̂SPIs̃ Ȃ פ no − ῏ ῃ ̂SPIs̃ Ȃ 

set session-key { inbound | outbound} ah spi hex-key-data 

set session-key { inbound | outbound} esp spi cipher hex-key-data [authenticator 

hex-key-data] 

no set session-key { inbound | outbound} ah 

no set session-key { inbound | outbound} esp 

 

   

 spi ῃ  

 hex-key-data ѿҩ 16 └  

 

  Ҍ ᴋᵥ ῏ ῃ  

 

פ   ⱴ Ȃ 

 

ᶏ   ipsec-manual Ҭᶏ Ȃ 
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ҽᶛ 

 ᶛ 1̔Ҋ ᶛҹⱴ mymap esp ̆  

Ruijie(config)# crypto  map mymap 5 ipsec-manual 

Ruijie(config-crypto-map)# set session-key inbound esp 301 cipher 

abcdef1234567890 

Ruijie(config-crypto-map)# set session-key outbound esp 300 cipher 

abcdef1234567890 

 

῏  פ

  פ 

 crypto map(global IPSec) 

ipsec-manual 
ӈⱴ  

 show crypto map ⱴ Ḥ  

 crypto map(interface IPSec) ҉῏ ⱴ  

 

   

 

פ  

   

 - - 

8.1.47 set  transform-set 

ҹ ҩⱴ ᶏ ֓ ̆ ᶏ ⱴ פ set 

transform-setȂ פ no − ⱴ ῏ Ȃ 

Set transform-set transform-set-name1 [transform-set-name2] [transform-set-name3]  

[transform-set-name4]  [transform-set-name5] [transform-set-name6] 

no set transform-set 

 

   

 transform-set-name1 ̆

[transform-set-name2] ̆

[transform-set-name3] ̆

[transform-set-name4] ̆

[transform-set-name5] ̆
[transform-set-name6] 
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Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ⱴ ҹ myset̔ 

Ruijie(config)# crypto ipsec transform-set myset  esp-des 

esp-sha-hmac 

Ruijie(config)# crypto  map mymap 5 ipsec-isakmp 

Ruijie(config-crypto-map)# set transform-set myset 

 

῏  פ

  פ 
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פ  

   

 - - 

8.2.2 show crypto ipsec sa 

╠ ꜚ IPSec ῃ ΐᵣḤ ̆ EXEC פ show crypto 

ipsec saȂ 

show crypto ipsec sa 

 

   

 - - 
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               crypto map mymap 7 

               sa timing: remaining key lifetime (k/sec): (4607000/3505)

�Å
­��

               

�Å
­��
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ᶏ    

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ ᶏ פ ѿҩ ₮̔ 

Ruijie#show crypto ipsec transform-set 

transform set myset3: { esp-des,} 

        will negotiate = {Tunnel,} 

 

῏  פ

  פ 

             - 
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encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:         Message Digest 5 

authentication method:  Pre-Shared Key 

Diffie-Hellman group:   #2 (1024 bit) 

lifetime:               1000 seconds 

Default protection suite 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:         Secure Hash Standard 

authentication method:  Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:               86400seconds 

 

 

῏  פ

  פ 

             -                         - 

 

   

 

פ  

   

 - - 

8.2.5 show crypto isakmp sa 

҉ ╠ ꜚ IKE ῃ ̆ EXEC  show crypto isakmp saȂפ

show crypto isakmp sa 

 

   

            -                       - 

 

   

 

פ   EXEC Ȃ 

 

ᶏ    

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ פ ѿҩ ₮̔ 

Ruijie#!!show crypto  isakmp sa! 

 destination   source    state     conn-id   lifetime(second)  

 1.1.1.1        1.1.1.2  IKE_IDLE  59         32254    
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῏  פ

  פ 

             - 
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פ  
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9 配置数字证书命令 

9.1 配置相关命令 

 

9.1.1 certificate 

ⱴ ӥ̆ ӥ ̂config-cert-chaiñҊ certificate Ȃᶏפ

ῒ no − ӥȂ 

certificate [ca] certificate-serial-number 

no certificate [ca] certificate-serial-number 

 

   

 ca CA ӥ 

 certificate-serial-number  ⱴ − ӥ ↓  

 

  Ȃ 

 

פ   ӥ ̂config-cert-chaiñȂ 
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Ruijie(config)# crypto pki certificate chain ca_name 

Ruijie(config-cert-chain)# no certificate 162a7a1d000000000002 

Ruijie(config-cert-chain)# exit 

Ruijie(config)# 

 

῏  פ

  פ 

 crypto pki certificate chain ӥ  פ

 

  Ȃ 

 

פ  

   

 - - 

9.1.2 crypto pki authenticate 

ᶏ SCEP ӥ Ṝ̆ CA ӥ̆ ῃ Ҋ

crypto pki authenticate  Ȃפ

crypto pki authenticate ca_name 
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  Ȃ 

 

פ  
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crypto pki certificate peer ip_address 

 

   

 ip_address ip  

 

   Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

 ᶏ ῀ ӥѿ ̆ ӥ pem ᴆ 

crypto pki certificate peer address 192.168.50.203  // IP  

 
% Enter PEM-formatted peer certificate. 
% End with a blank line or "quit" on a line by itself. 

 // ӥ 

 quit 

import peer certificate success. 

 

ҽᶛ 

 Router(config)#crypto pki certificate peer address 192.168.50.203  // IP  

 
% Enter PEM-formatted peer certificate. 
% End with a blank line or "quit" on a line by itself. 

-----BEGIN CERTIFICATE----- 

MIIDLjCCAtigAwIBAgIQVq4HPBChfoxFro0/FVIzVzANBgkqhkiG9w0BAQUFADCB 

rDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQG
EwJD 

TjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBA
oTF1Jl 

Z2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG
1l 

bnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwMjI1MDg0NjAy
WhcN 

MDcwMzAxMDIzNjIzWjCBrDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV
0 

LmNuMQswCQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQ
HEwZGdVpo 

b3UxIDAeBgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExR
S 

ZXNlYXJjaCBBcGFydG1lbnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwXD
AN 

BgkqhkiG9w0BAQEFAANLADBIAkEA2R8axg75UZJM3JZNREP62r5T8t31E7Y0taah 

n/1XoWxvevShE8FZPQxMPo5i3nbYokzyLPjagqoX0+jMgMKVjwIDAQABo4HTMIHQ 

MAsGA1UdDwQEAwIBxjAPBgNVHRMBAf8EBTADAQH/MB0GA1UdDgQWBBRyQ4Q
cKwNF 

LYJY9YRDd/UhqkssITB/BgNVHR8EeDB2MDigNqA0hjJodHRwOi8vemotcm91dGVy 

L0NlcnRFbnJvbGwvQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDA6oDigNoY0ZmlsZTov 

L1xcemotcm91dGVyXENlcnRFbnJvbGxcQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDAQ 
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BgkrBgEEAYI3FQEEAwIBATANBgkqhkiG9w0BAQUFAANBAH8ufRZ2tVYO3R7YC0I
F 

OzmnQrjgaBN4bpmSLkxYYKtK8ZNjo0FwUL11aq6nCGp6n8Ks0dijoMxnedB2zn0a 

f0w= 

-----END CERTIFICATE----- 

quit 

import peer certificate success. 

 

῏  פ

  פ 

 - - 

 

  Ȃ 

 

פ  

   

 - - 

9.1.5 crypto pki crl request 

Ҋ CRL ᴆ̆ ῃ Ҋ crypto pki crl request trustpoint Ȃפ

פ No Ȃ 

crypto pki crl request trustpoint 

 

   

 trustpoint trustpoint ӥ ̆ 

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

Ҍפ  Ḡ ȂRGOS CRL ᴆ ҹ 1M̆ ↕ Ҋ ȂRGOS

http Ҋ CRL̆ῒ URL ץ ₃ ̆ ᴨᾢ ↓ Ҋ  ̔

1. פ ̆ ̔crypto pki crl url  



ӥ  פ



ӥ  פ
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http://www.myca.cn/certsrv/mycertcrl.crl̕url_string Ҍᾛ ̆ Ҭ

̆ ᶏ ῀ľ%20Ŀף ̆ ̔

http://www.myca.cn/CertEnroll/CA%20Server.crlȂ 

url_string ץ ᶏ IP ̆ http://202.101.211.123/̆Ӟ ץ ѿҩῤ

Һ ̆ http://myserver/ȂҌ URL ׆ ӥҬ ̆ Ҋ

CRL ꜚ Һ ̆ ῏ Ȃ

̆↕ DNS Ⱶ ̕ ῤ Һ ̆ ip host

פ Һ IP Ȃ 

 

ҽᶛ 

 ᶛ Ҋץ1̔ crypto pki crl url ̔ 

http://www.myca.cn/certsrv/certcrl.crl 

http://www.myca.cn:1010/certsrv/ 

http://www.myca.cn:80/certsrv 

http://www.myca.cn/certcrl.crl 

http://www.myca.cn:80/ 

http://www.myca.cn:1220 

http://www.myca.cn 

http://www.myca.cn/CertEnroll/CA%20Server.crl 

http://202.101.211.123/certsrv/certcrl.crl 

 

῏  פ

  פ 
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ᶏ    

 

ҽᶛ 

 router(config)#crypto pki enroll CA 

% 

%Start certificate enrollment ..  

%Create a challenge password. You will need to verbally provide this password to the 
CA Administrator in order to revoke your certificate. For security reasons your 
password will not be saved in the configuration.Please make a note of it. 

 

Password:F4EEE4FEB3766007     // ׆῀ CA  

Re-enter password:F4EEE4FEB3766007  

%The subject name in the certificate will include: router 

 

 

῏  פ

  פ 

 crypto pki trustpoint trustpoint 

 

  Ȃ 

 

פ  

   

 - - 

9.1.8 crypto pki import crl  

׆ TFTP ῀ CRL̆ ῃ Ҋ crypto pki import ca_name crl tftp_url

Ȃפ פ No Ȃ 

crypto pki import ca_name crl tftp_url  

 

   

 ca_name ca_name ҹḤᴋ ̂trustpoint̃ CA Ὲ

 

 terminal ӥ ׆ └ ῀ 

 tftp_url CRL ᴆ TFTP URLȂ 

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  
Ҍפ  Ḡ Ȃ ᶏ ׆פ PEM ᴆҬ ῀ ӥ RSA Ȃ ֓

ᴆ ԍῒ PKI ̆ PCȂ 
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ҽᶛ   

 

῏  פ

  פ 

              -                         - 

 

   

 

פ  

   

 10.4(3b15) 10.4(3b15) ῒץ  פ

9.1.9 crypto pki import pem  

׆ PEM̂Privacy-enhanced Mail̃ ᴆҬ ῀ ӥ RSA ̆ ῃ

Ҋ crypto pki ca_name import pem password Ȃפ פ No Ȃ 

crypto pki import ca_name pem terminal password 

 

   

 ca_name ca_name ҹḤᴋ ̂trustpoint̃ CA Ὲ

 

 terminal ӥ ׆ └ ῀ 

 password ӥ ₮ ԍḠ ̆ ῀ ԍ

 

 

  Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  
Ҍפ  Ḡ Ȃ ᶏ ׆פ PEM ᴆҬ ῀ ӥ RSA Ȃ ֓

ᴆ ԍῒ PKI ̆ PCȂ 

 

ҽᶛ 

 ᶛ Ҋҽᶛץ1̔ פ ῀ ӥ ̔ 

Ruijie# config t 

Ruijie(config)# crypto pki import ca_name pem terminal 12345678 

% Enter PEM-formatted CA certificate.  

// ῀ PEM CA ӥ  

% End with a blank line or "quit" on a line by itself. // ῀

ľquitĿץ ῀ 

// CA ӥ ̆ ̆ Ҋ  

-----BEGIN CERTIFICATE----- 
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MIIDLjCCAtigAwIBAgIQVq4HPBChfoxFro0/FVIzVzANBgkqhkiG9w0BAQUFADCB 

rDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJD 

TjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1Jl 

Z2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1l 

bnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwMjI1MDg0NjAyWhcN 

MDcwMzAxMDIzNjIzWjCBrDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0 

LmNuMQswCQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpo 

b3UxIDAeBgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRS 

ZXNlYXJjaCBBcGFydG1lbnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwXDAN 

BgkqhkiG9w0BAQEFAANLADBIAkEA2R8axg75UZJM3JZNREP62r5T8t31E7Y0taah 

n/1XoWxvevShE8FZPQxMPo5i3nbYokzyLPjagqoX0+jMgMKVjwIDAQABo4HTMIHQ 

MAsGA1UdDwQEAwIBxjAPBgNVHRMBAf8EBTADAQH/MB0GA1UdDgQWBBRyQ4QcKwNF 

LYJY9YRDd/UhqkssITB/BgNVHR8EeDB2MDigNqA0hjJodHRwOi8vemotcm91dGVy 

L0NlcnRFbnJvbGwvQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDA6oDigNoY0ZmlsZTov 

L1xcemotcm91dGVyXENlcnRFbnJvbGxcQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDAQ 

BgkrBgEEAYI3FQEEAwIBATANBgkqhkiG9w0BAQUFAANBAH8ufRZ2tVYO3R7YC0IF 

OzmnQrjgaBN4bpmSLkxYYKtK8ZNjo0FwUL11aq6nCGp6n8Ks0dijoMxnedB2zn0a 

f0w= 

-----END CERTIFICATE----- 

quit 

Certificate has the following attributes: 

Fingerprint: B286A3F4 4930D46D 81D4A544 885D611C 

//CA ӥ  

% Do you accept this certificate? [yes/no]: yes 

//  

% Certificate successfully imported 

% Enter PEM-formatted encrypted private key. 

// ῀ PEM  

% End with "quit" on a line by itself. 

// ῀ľquitĿ ῀ 

// ̆ ̆ Ҋ  

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,251F9D955610C376 

 

GDG2s1mbs/MJCpo5w2bu972jK1OZYtv3RQunH4I29c9H5uq3LtyvNA9RwrlpRQ3t 

iUmkvQrU3/6SBp4Rqx1EU2UWgv1KRqqYwRVbdPdBZYVJLrso3Ov/9eaS4TiD+4Dl 

NfJ1sAA4OONdVKDCLcGZIB43Wq5rAlqzsyjcF6tx3fWsSankVjQfroTv7UvP+ijj 

uGndmJwbXEiATxlt+Smvt2/CGjr8nIC55T1W+tW0itkBdZhnvBJekOFM4BdgoLZc 

3vueTIHmTurHvvdLIytYjQHsxVsf3vRGMcQhohM98nAYsIDBil4OIh1hc+ZnhGsn 

TFLPMmMuJnBWMYopfaMPNrcdbpu+n4Qj2QiRoVTEoI7P1IAY/Oa2uc+kDuUX3KlW 
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quit 

% RSA private key successfully imported 

Enter the base 64 encoded certificate.// ῀ PEM ӥ

 

End with a blank line or the word "quit" on a line by itself                  

// ῀ ľquitĿץ ῀ 

// ӥ ̆ ̆ Ҋ  

-----BEGIN CERTIFICATE----- 

MIIEsTCCBFugAwIBAgIKEffFFwABAAAAPjANBgkqhkiG9w0BAQUFADCBrDEhMB8G 

CSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJDTjEPMA0G 

A1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1JlZ2lhbnQg 

TmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1lbnQgNTEX 

MBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwNDEyMDkyOTUzWhcNMDYwNDEy 

MDkzOTUzWjCBpDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQsw 

CQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAe 

BgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJj 

aCBBcGFydG1lbnQgNTEPMA0GA1UEAxMGZGluZ2pzMFwwDQYJKoZIhvcNAQEBBQAD 

SwAwSAJBAM0sOymB/5v35vnf/PlJX+aqZpH9drtevsNaHkj4i3XdaJ55rFo2wLT0 

qpWTI0nu638ktUa4dEIfF0AQM67sP0ECAwEAAaOCAmMwggJfMA4GA1UdDwEB/wQE 

AwIE8DATBgNVHSUEDDAKBggrBgEFBQgCAjAdBgNVHQ4EFgQUIWVn8+ciY7JJkOFN 

7MIkcRWWpx8wgegGA1UdIwSB4DCB3YAUckOEHCsDRS2CWPWEQ3f1IapLLCGhgbKk 

ga8wgawxITAfBgkqhkiG9w0BCQEWEmRpbmdqc0BzdGFyLW5ldC5jbjELMAkGA1UE 

BhMCQ04xDzANBgNVBAgTBkZ1SmlhbjEPMA0GA1UEBxMGRnVaaG91MSAwHgYDVQQK 

ExdSZWdpYW50IE5ldHdvcmsgQ28uIEx0ZDEdMBsGA1UECxMUUmVzZWFyY2ggQXBh 

cnRtZW50IDUxFzAVBgNVBAMTDkNBIHRlc3Qgc2VydmVyghBWrgc8EKF+jEWujT8V 

UjNXMH8GA1UdHwR4MHYwOKA2oDSGMmh0dHA6Ly96ai1yb3V0ZXIvQ2VydEVucm9s 

bC9DQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMDqgOKA2hjRmaWxlOi8vXFx6ai1yb3V0 

ZXJcQ2VydEVucm9sbFxDQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMIGsBggrBgEFBQcB 

AQSBnzCBnDBLBggrBgEFBQcwAoY/aHR0cDovL3pqLXJvdXRlci9DZXJ0RW5yb2xs 

L3pqLXJvdXRlcl9DQSUyMHRlc3QlMjBzZXJ2ZXIoMSkuY3J0ME0GCCsGAQUFBzAC 

hkFmaWxlOi8vXFx6ai1yb3V0ZXJcQ2VydEVucm9sbFx6ai1yb3V0ZXJfQ0ElMjB0 

ZXN0JTIwc2VydmVyKDEpLmNydDANBgkqhkiG9w0BAQUFAANBABSEeYlEi7fm06en 

NDdkZMjYV8LZB1JjniePwy1sUEEDa2bH9ZrcpTnJ+CSkCkxXBTc5ZWZnFTiSH/Oc 

uVyQ9D8= 

-----END CERTIFICATE----- 

quit 

% Certificate successfully imported 

Ruijie(config)# 

 

῏  פ

  פ 

              -                         - 
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פ  

   

 - - 

9.1.10 crypto pki trustpoint  

῀ trustpoint ̂ca-trustpoint̃̆ ῃ Ҋ crypto pki trustpoint

ῒץȂפ NO − trustpoint ῒ ӥȂ 

crypto pki trustpoint ca_name 

no crypto pki trustpoint ca_name 

 

   

              ca_name ca_name ҹḤᴋ ̂trustpoint̃ CA Ὲ

 

 

   Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

ᶏץ  פ ῀ trustpoint ̆ ҩ Ҭ̆ ץ trustpoint

Ȃ no crypto pki trustpoint ca_name ̆פ − Ḥᴋ

ῒ ӥȂ 

 

ҽᶛ   

 

῏  פ

  פ 

   

 

  Ȃ 

 

פ  

   

 - - 

9.1.11 enrollment offline subject 

№ ̆ trustpoint Ҋ enrollment offline subject

 Ȃפ

enrollment offline subject 
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פ   trustpoint Ȃ 

 

ᶏ    

 

ҽᶛ   

 

῏  פ

  פ 

 crypto pki trustpoint ῀
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  Ȃ 
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 percentage percentage ҹѿҩ 1 ⌠ 100 ̆ ӥ

⌠ №ӊ Ṝ ӥ Ȃ 

 

  Ȃ 

 

פ   trustpoint Ȃ 

 

ᶏ    

 

ҽᶛ   

 

῏  פ

  פ 

 crypto pki trustpoint ῀ trustpoint  

 

  Ȃ 

 

פ  

   

 - - 
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῏  פ

  פ 

 crypto pki trustpoint ῀ trustpoint  

 

  Ȃ 

 

פ  

   

 - - 

9.1.17 debug crypto pki 

pki ῏ ῏̆ EXEC Ҋ debug crypto pki Ȃᶏפ

ῒ no ῏ ῏Ȃ 

debug crypto pki {event | error} 

no debug crypto pki {event | error} 

 

   

           event pki ᵬԊᴆ Ḥ  

           error pki ᵬ Ḥ  

 

  ῏῏  

 

פ  
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9.1.18 recursion-check  

῏ CA ӥ ̆ trustpoint Ҋ recursion-check Ȃפ

פ No ⌠ Ȃ 

recursion-check {none} 

no recursion-check {none} 

 

   

            none ῏ CA ӥ  

 

  Ҥ ̆CA ӥ ӥ 

 

פ   trustpoint Ȃ 

 

ᶏ  

 CA ӥ ӥ CA CA ӥ Ȃ CA ӥҌ

ӥ̆ ҉ ӥ̆ Ῥ҉ѿ ӥ ╠ᶏ CA ӥȂ ҉

CA ץ ҈ Ḥᴋ̆CA ӥ Ҍ ӥҌ Ȃ῏

̆ ѿҩ CA ӥ Ȃ 

 

ҽᶛ  Ȃ 

 

῏  פ

  פ 

CACACACACACA

 2Tm
9[( )] 
BT

1 0 0 1 99.264 750.1 Tm

[(r2Tm
9[( )] 
Bs)-3(iv)16(ocaET

t
BT

1 0 0 1 154.1 750.1 Tm
16 6r2Tm
9[( )] 
BT

1 0 0 1 171.62 655.66 )] T2r2Tm
9[( )] 
B3(c)-3eET

BET

BT

1 0 0 1 198.05 750.1  Tm
05 2Tm
9[( )] 
BT

1 0 0 1 99.26
1 0 0 1 104.42 722.38 Tm

0 208[( )] TJ

ET
 TJ

ET

BT061E1B69>11<02C8>157<F1>] TJ0A57<F1>]AD44B3>11<4-11<01C4>11<02C8] TJ

ET>
ET

Q


ET>
ET

BT

/F2 10.56 Tf

1 0 0 1 275.45 722.38 84.16 F08[( )] TJpoi16(poET

BT

/F1 10.56 Tf

1 0 0 1 321.79 722.38 T9 TJ
F08[( )] TJ)043B1897>11<3E7C>] TJ

ET

BT

/F6 10.56 Tf

1 0 0 1 377.47 722.38 84.19 F08[( )] TJ
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            none ӥ ̆ ̆ Ҍ ӥ

 

 

  Ҥ ̆ CRL 

 

פ   trustpoint Ȃ 

 

ᶏ  

 RGOS ᵣ ӥ ̆ ӥ Ҥ ̔

Ҥ ̆ ӥ ̆ Ҍ⌠ CRL̆↕Ҍ ᵣ

ӥ̕ ̆↕Ҍ ӥ Ȃ 

 

ҽᶛ  Ȃ 
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ҽᶛ  Ȃ 

 

῏  פ

  פ 

                -                       - 

 

  Ȃ 

 

פ  

   

 - - 

9.1.21 interface  

trustpoint ӥȁCRL ᶏ ̆ trustpoint Ҋ interface

Ȃפ פ No ⌠ Ȃ 

interface interface_name 

no interface 

 

   

            none ῏ ӥ  

 

  ҹҌ  

 

פ   trustpoint Ȃ 

 

ᶏ   ̆ ӥ CRL ᴪץ Һ IP ӊ ᵬҹ Ȃ 

 

ҽᶛ  Ȃ 

 

῏  פ

  פ 

                -                       - 

 

  Ȃ 

 

פ  

   

 10.4(3b15) 10.4(3b15) ץ  פ
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9.2 显示相关命令 

9.2.1 show crypto pki certificates 

ӥḤ ̆ EXEC Ҋ show crypto pki 

certificates  Ȃפ

show crypto pki certificates [CA_name]  [detail]  

 

   

 CA_name  Trustpoint  

 

  Ȃ 

 

פ  
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2b:7e:a9:8a:07:96:a2:cf:fe:9d:b7:d3:da:54:c3: 

03:4a:a8:44:b3:f0:11:dc:8a:bb:72:53:97:58:b1: 

3f:df:6b:8a:9e:5f:46:d3:00:40:2e:24:d3:85:a7: 

41:42:55:f7:75 

Exponent: 65537 (0x10001) 

X509v3 extensions:                           // ӥ Ḥ  

X509v3 Key Usage:                              //  

Digital Signature, Non Repudiation, Certificate Sign, CRL Sign            

// ̆ ̆ ӥ ̆CRL  

X509v3 Basic Constraints: critical 

CA:TRUE 

X509v3 Subject Key Identifier:             //Һ ᵣ
64:46:12:C0:27:A4:9E:01:0C:65:DA:F8:6E:E7:FE:C6:56:EC:AD:D4 

X509v3 CRL Distribution Points:           //CRL№ Ḥ  

URI:http://zj-router/CertEnroll/CA%20Server.crl 

URI:file://\\zj-router\CertEnroll\CA%20Server.crl 

1.3.6.1.4.1.311.21.1: 

... 

Signature Algorithm: sha1WithRSAEncryption            

 //  

34:2f:8d:93:68:43:60:7b:68:5f:f0:7e:91:0c:5c:e3:58:98: 

7c:53:95:ae:c2:b8:1c:ff:82:a4:ae:95:a8:81:a8:8a:ff:f9: 

6f:92:72:3e:fa:6f:84:7d:83:47:93:0f:85:76:48:ae:68:b9: 

5a:72:cf:09:50:be:1b:a7:e1:87                   // ӥ  

%Router certificate info:             //ץҊҹ ӥḤ  

Certificate: 

Data: 

Version: 3 (0x2)                               //X.509 v3  

Serial Number:                                    // ӥ ↓  

16:2a:7a:1d:00:00:00:00:00:02 

Signature Algorithm: sha1WithRSAEncryption            

 //  

Issuer: emailAddress=wlcpyjwb@star-net.cn, C=CN, ST=fj, L=fuzhou, 

O=Red Giant, OU=Department 5, CN=CA Server   

// DN  

Validity                                      // ӥ Ḥ  

Not Before: Jun 22 05:50:48 2005 GMT        // UTC  
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RSA Public Key: (2048 bit)             //2048ᵝ RSAῈ  

Modulus (2048 bit): 

00:c6:e2:7a:e8:8d:6d:d8:bb:56:a8:9c:03:62:14: 

e5:2e:23:e5:a5:26:31:3d:b2:24:65:b1:f2:cc:07: 

e3:ef:cc:02:3c:d0:6e:00:8d:fc:ce:3a:b6:45:7a: 

cb:a0:87:94:1f:c3:92:43:36:6a:b2:7c:9c:d5:ca: 

7e:83:ba:76:49:7f:be:f4:1f:4a:a1:0b:98:22:96: 

e2:79:54:a0:ed:1c:62:30:b7:ee:6a:6e:cb:72:e9: 

9c:d9:e8:b0:dc:f5:c6:19:8f:2b:2a:85:fa:bf:ff: 

08:40:7e:f2:a1:df:d1:8b:ef:68:32:1e:1a:45:fa: 

16:de:33:b0:62:90:bd:9c:8e:ec:7c:6e:49:48:75: 

e6:5c:ce:b1:8e:1c:80:f3:5b:79:6c:a1:31:b2:a9: 

48:37:9f:ed:45:95:85:ba:98:0f:42:c5:78:4c:3d: 

a2:45:73:90:3d:0b:1a:7c:53:b5:97:1a:a6:43:2f: 

44:54:0f:a1:51:3a:0e:9f:8b:2e:d1:70:cb:36:99: 

91:57:d2:b7:9d:7c:ee:07:cf:4a:c7:cd:71:dc:ce: 

72:dc:75:a0:03:b2:36:be:8e:af:ca:99:46:03:83: 

27:d3:ff:24:1e:4c:0c:21:99:b4:fe:5a:4d:61:b5: 

e9:b4:38:dc:59:2c:37:f3:93:02:fc:09:88:02:1b: 

d0:45 

Exponent: 65537 (0x10001) 

X509v3 extensions:                           // ӥ Ḥ  

X509v3 Key Usage: critical     // ̆ҹ῏  

Digital Signature, Non Repudiation  // ȁ  

X509v3 Extended Key Usage:                   //  

1.3.6.1.5.5.8.2.2 

X509v3 Subject Key Identifier:             //Һ ᵣ
84:7E:33:A3:91:A5:26:1D:2D:BB:54:65:BF:C7:2A:2A:2E:87:D5:A9 

X509v3 Authority Key Identifier:      //  

keyid:64:46:12:C0:27:A4:9E:01:0C:65:DA:F8:6E:E7:FE:C6:56:EC:AD:D

4          

DirName:/emailAddress=wlcpyjwb@star-net.cn/C=CN/ST=fj/L=fuzhou/O 

=Red Giant/OU=Department 5/CN=CA Server 

serial:7F:FF:BB:39:97:39:B4:81:4B:E1:6B:4F:F9:06:7A:4B 

X509v3 CRL Distribution Points:           //CRL№ Ḥ  

URI:http://zj-router/CertEnroll/CA%20Server.crl 

URI:file://\\zj-router\CertEnroll\CA%20Server.crl 

Authority Information Access:          // Ḥ  

CA Issuers - URI:http://zj-router/CertEnroll/zj-router_CA%20Serv 

er.crt  

CA Issuers - URI:file://\\zj-router\CertEnroll\zj-router_CA%20Se 

rver.crt 

Signature Algorithm: sha1WithRSAEncryption    //  

37:50:0c:d6:6c:23:6d:2d:81:37:02:6c:22:ef:e2:95:98:dc: 
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91:25:fe:0a:3b:b0:f2:48:69:2c:6b:98:66:be:6b:09:ef:de: 

2f:db:ed:71:0e:04:a5:12:38:8b:30:2b:eb:c9:d9:88:1e:a2: 

10:2c:86:d2:3d:25:fd:9c:df:b4/                  // ӥ  

Ruijie# 

 

῏  פ

  פ 

                 -                         - 

 

  Ⱶ Ḥ  

 

   

 

פ  

   

 - - 

9.2.2 show crypto pki crls 

CRL Ḥ ̆ EXEC Ҋ show crypto pki crl  Ȃפ

show crypto pki crls [CA_name]  [detail] 

 

   

 CA_name  Trustpoint  

 

   Ȃ 

 

פ    

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ פ ѿҩ ₮̔ 

Ruijie# sh crypto pki crls test detail 

Certificate Revocation List (CRL): 

Version 2 (0x1)                         //X.509V2 CRL  

Signature Algorithm: sha1WithRSAEncryption    //  

Issuer: 

/emailAddress=wlcpyjwb@star-net.cn/C=CN/ST=fj/L=fuzhou/O=Red 

Giant/OU=Department 5/CN=CA Server 

                       // DN 

Last Update: Jun 22 06:10:27 2005 GMT  //҉ UTC  
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Next Update: Jun 29 18:30:27 2005 GMT  //Ҋ UTC ̆ CRL

 

CRL extensions:                        //ץҊҹ CRL Ḥ  

X509v3 Authority Key Identifier:      //       

keyid:64:46:12:C0:27:A4:9E:01:0C:65:DA:F8:6E:E7:FE:C6:56:EC:AD:D

4 

1.3.6.1.4.1.311.21.1:... 

Revoked Certificates:                   //ץҊҹ ӥ↓  

Serial Number: 162A7A1D000000000002       // ӥ ↓  

Revocation Date: Jun 22 06:19:53 2005 GMT     //  

CRL entry extensions:                       //CRL  

X509v3 CRL Reason Code:                  //CRL ף  

Key Compromise                                      //  

Serial Number: 1635E5E3000000000003 

Revocation Date: Jun 22 06:19:53 2005 GMT 

CRL entry extensions: 

X509v3 CRL Reason Code: 

Key Compromise                                      //  

Signature Algorithm: sha1WithRSAEncryption    //  

5d:a2:ab:07:ff:7e:0e:9a:af:b2:25:11:7f:31:86:aa:21:48:      

37:e7:22:99:e3:b2:15:e0:f9:80:63:66:5e:2f:f2:d6:c0:ea:     

ef:46:7e:d1:c1:b2:66:0e:0b:d3:74:d1:55:bc:5c:13:46:e8: 

56:ec:40:83:7b:1b:75:f2:68:87                     // ṿ 

Ruijie# 

 

῏  פ
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   Ȃ 

 

פ    

 

ᶏ   Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ פ ѿҩ ₮̔ 

Ruijie(config)#show crypto pki trustpoints  

Trustpoint CA 

  enrollment url http://192.168.50.203/certsrv/mscep/mscep.dll 

  enrollment retry perriod 1 

  enrollment retry count 60 

 

Ruijie(config)# 

 

῏  פ

  פ 

              -                      - 

 

  Ȃ 

 

פ  

   

 - - 

9.2.4 show crypto pki trustpoints name_string status 

trustpoint ╠ Ḥ ̆ EXEC Ҋ shF6 gw crypto 

pki trustpoints name_string status פȂ 

shgw crypto pki trustpoints name_string status 

 

   

             name_string                    trustpoint  

 

   Ȃ 

 

פ    

 

ᶏ   Ȃ 
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ҽᶛ 

 ᶛ 1̔Ҋ ᶛ פ ѿҩ ₮̔ 

Ruijie(config)#show crypto pki trustpoints CA status  

Trustpoint CA Status: 

  State: 

    Keys generated ............. Not Generated 

    Issuing CA authenticated ....... No 

    Certificate request(s) ..... No 

 

Ruijie(config)# 

 

῏  פ

  פ 

              -                      - 

 

  Ȃ 

 

פ  

   

 - - 
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10 配置 AAA 命令 

10.1 认证相关命令 

10.1.1 aaa authentication dot1x 

ᶏ AAA 802.1X ̆ ῃ פ aaa authentication dot1x 

802.1X ↓ Ȃ פ no − 802.1X ↓ Ȃ 

aaa authentication dot1x {default | list-name} method1 [method2...] 

no aaa authentication dot1x {default | list-name} 

 

   

 
default 

ᶏ ̆↕ ӈ ↓ ᵬҹ 802.1X

Ȃ 

 
list-name 

ӈѿҩ 802.1X ↓ ̆ ץ ᴋᵥ

ұȂ 

 
method  

ľlocalȁnoneȁgroupĿ ↓῏ ӊѿ̆ѿ

ҩ ↓ 4 ҩ  

 local ᶏ  

 none Ҍ  

 group ᶏ Ⱶ ̆ ╠ RADIUS Ⱶ  

 

   

 

פ   ῃ Ȃ 

 

ᶏ  

 ╠ ¾ ₄ µ ⁫ Å ⁪⁫
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῏  פ

  פ 

 aaa new
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ᴍ Ȃ 

Ruijie(config)# aaa authentication enable default group radius local 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 enable ℗ ≢ 

 username ӈ  

 

   

 

פ  
   

 - - 

10.1.3 aaa authentication login 

ᶏ AAA Login̂ ̃ ̆ ῃ פ aaa authentication login

Login



AAA  פ
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פ   ῃ Ȃ
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פ   ῃ Ȃ 

 

ᶏ   

ῤ web portal Ⱶ̆ ᶏ AAA web Ȃ

ᶏ aaa authentication web פ ↓ ԍ web Ȃ 

╠ ̆ ᶏ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ӈѿҩ ҹ web_auth AAA web ↓ Ȃ ↓ ᾢᶏ

RADIUS ῃ Ⱶ ̆ ѿ ῤ ⌠ RADIUS ῃ Ⱶ

̆̆↕ᶏ Ȃ 

Ruijie(config)# aaa authentication web web_auth group radius local 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 username ӈ  

 web-auth Web ῏  פ
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פ Ṝ פ ≢̆ ҩ ≢ פ ≢̂ᶛ ̆ פ

ԍ 14 ҉ץ ̆↕ פ ≢ 14 ̃Ȃ 

ԅ פ ̆ ῒ פ ҉̆ ↕ Ҍ

Ȃ 

 

ҽᶛ  
Ҋ ᶛᶏ TACACS+ Ⱶ 15 פ ̔ 

Ruijie(config)# aaa authorization commands 15 default group tacacs+ 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 authorization commands ҉ פ  

 

   

 

פ  
   

 - - 

10.2.2 aaa authorization config-commands 

ᶏ AAA ̂ ῃ ῒ Ҋ̃ פ ̆ ῃ

aaa authorization config-commandsȂפ פ no ῏ AAA Ҋ

פ ⱳ Ȃ 

aaa authorization config-commands 

no aaa authorization config-commands 

 
   

 - - 

 

  Ҍ Ҋ פ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   
̂ ̃Ҋ פ ̆ ᶏץ פ no ῏

ⱳ ̆↕ ῒ Ҋ Ҍפ פ ץ Ȃ 

 

ҽᶛ  
Ҋ ᶛ Ҋ פ ⱳ ̔ 

Ruijie(config)# aaa authorization config-commands 

 

῏ פ  פ
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 aaa new-model ᶏ AAA ῃ Ⱶ 

 aaa authorization commands ӈ AAA פ  

 

   

 

פ  

-- 
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פ  
   

 - - 

10.2.4 aaa authorization exec 

ᶏ AAA ⌠ NAS CLI Exec ̆ ԇῒ ≢̆ ῃ

פ aaa authorization execȂ פ no ῏ AAA Exec ⱳ Ȃ 

aaa authorization exec {default | list-name} method1 [method2...] 

no aaa authorization exec {default | list-name} 

 

   

 
default 

ᶏ ̆↕ ӈ ↓ ᵬҹ Exec

Ȃ 

 list-name ӈѿҩ Exec ↓ ̆ ץ ᴋᵥ ұȂ 

 
method  

ľlocalȁnoneȁgroupĿ ↓῏ ӊѿ̆ѿ

ҩ ↓ 4 ҩ  

 local ᶏ  

 none Ҍ  

 
group 

ᶏ Ⱶ ̆ ╠ RADIUS

TACACS+ Ⱶ  

 

  ῏ AAA Exec ⱳ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ  

 RGOS ⌠ NAS CLI ̆ ԇῒ CLI ≢̂ 0~15 Ȃ̃

╠ ԍ ԅ Login ̆ Exec Ȃ Exec ̆↕

῀ CLI Ȃ 

ԅ Exec ̆ ῒ Exec ҉̆ ↕ Ҍ

Ȃ 

 

ҽᶛ  
Ҋ ᶛᶏ RADIUS Ⱶ Exec ̔ 

Ruijie(config)# aaa authorization exec default group radius 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ
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פ  
   

 - - 

10.2.5 aaa authorization network 

ᶏ AAA Ⱶ ̂ PPPȁSLIP ̃ ̆ ῃ

פ aaa authorization networkȂ פ no ῏ AAA ⱳ Ȃ 

aaa authorization network {default | list-name} method1 [method2...] 

no aaa authorization network {default | list-name} 

 

   

 default 
̔ᶏ ̆↕ ӈ ↓ ᵬҹ Network

Ȃ 

 method  
ľnoneȁgroupĿ ↓῏ ӊѿ̆ѿҩ

↓ 4 ҩ  

 none Ҍ  

 group 
ᶏ Ⱶ ̆ ╠ RADIUS

TACACS+ Ⱶ  

 

  ῏ AAA Network ⱳ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   

RGOS ῏ Ⱶ PPPȁSLIP Ȃ ԅ ̆

↕ ꜚ Ȃ 

ץ ҈ Ҍ ̆ҍ ᴍ ѿ ̆ ╠ ̆

ᶏ ̆ ╠ ̆↕ҌῬᶏ ῒז

Ȃ 

RADIUS TACACS+ Ⱶ ѿ ↓ Ȃ ץ

҉ ̆ ԅ Ȃ 

 

ҽᶛ  
Ҋ ᶛᶏ RADIUS Ⱶ Ⱶ ̔  

Ruijie(config)# aaa authorization network default group radius 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ

AAA  
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 aaa authentication ӈ AAA ᴍ  

 username ӈ  

 

   

 

פ  
   

 - - 

10.2.6 authorization commands 

פ ↓ ҉̆ פ  authorization 

commandsȂ פ no ҉ פ ⱳ Ȃ 

authorization commands level {default | list-name} 

no authorization commands level 

 

   

 
level  

פ ≢̆ 0~15̆‗ ҩ ≢

פ Ȃ 

 default ᶏ ̆ פ Ȃ 

 list-name ѿҩ ӈ פ ↓ Ȃ 

 

  AAA פ ⱳ Ȃ 

 

פ   Ȃ 

 

ᶏ  

פ  ↓ ѿ ̆ ꜚ ⌠ ҉Ȃ ҉

פ ↓ ̆ ף ↓ Ȃ ӈ ↓ ̆↕ᴪ ₮

ѿҩ Ḥ ̆ ҉ פ Ҍᴪ ̆ ӈԅ פ ↓

ᴪ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ѿҩ ҹ cmd פ ↓ ̆ 15 פ ᶏ̆ TACACS+

ᵬҹ ῃ Ⱶ ̆ Ⱶ none Ȃ ⌠ VTY 0 – 4

҉̔ 

Ruijie(config)# aaa authorization commands 15 cmd group tacacs+ none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# authorization commands 15 cmd 

 

῏  פ
  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 
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 aaa authorization commands ӈ AAA פ ↓  

 

   

 

פ  
   

 - - 

10.2.7 authorization exec 

Exec ↓ ҉̆ authorization execȂ פ

פ no ҉ Exec ⱳ Ȃ 

authorization exec {default | list-name} 

no authorization exec 
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פ  
   

 - - 

10.3 记帐相关命令 

10.3.1 aaa accounting commands 

₮ԍ ꜚ̆ ⌠ NAS ҉ פ ꜚ ̆ ῃ

פ aaa accounting commandsȂ פ no פ ⱳ Ȃ 

aaa accounting commands level {default | list-name} start-stop method1 [method2...] 

no aaa accounting commands level {default | list-name} 

 

   

 level 
פ ≢̆ 0~15̆‗ ҩ ≢

פ ̆ Ḥ Ȃ 

 default 
ᶏ ̆↕ ӈ ↓ ᵬҹ פ

Ȃ 

 list-name ӈѿҩ פ ↓ ̆ ץ ᴋᵥ ұȂ 

 method ̔  
ľnoneȁgroupĿ ↓῏ ӊѿ̆ѿҩ ↓

4 ҩ ̔ 

 none Ҍ  

 group 
ᶏ Ⱶ ̆ ╠ TACACS+ Ⱶ

 

 

  ῏ ⱳ  

 

פ   ῃ Ȃ 

 

ᶏ   

RGOS ԅ ̆ ᴪ פ ⱳ ̆

ҹ nonĕ↕Ҍᴪ פ Ȃ ⱳ ̆

≢ פ ̆ Ḥפ ̆ ῃ Ⱶ Ȃ 

ԅ פ ̆ ῒ פ ҉̆ ↕ Ҍ

Ȃ 

 

ҽᶛ  

Ҋ ᶛᶏ TACACS+ פ ̆ פ ≢ҹ 15

̔ 

Ruijie(config)# aaa accounting commands 15 default start-stop group 

tacacs+ 

 



AAA  פ

http://www.ruijie.com.cn 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 aaa authentication ӈ AAA ᴍ  

 accounting commands ҉ פ  

 

   

 

פ  
   

 -  
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ҽᶛ  

Ҋ ᶛᶏ RADIUS NAS ꜚ ̆

̔ 

Ruijie(config)# aaa accounting exec default start-stop group radius 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 aaa authentication ӈ AAA ᴍ  

 accounting commands ҉ Exec  

 

   

 

פ  
   

 - - 

10.3.3 aaa accounting network 

₮ԍ ꜚ̆ ꜚ ̆ ῃ

פ aaa accounting networkȂ פ no ⱳ Ȃ 

aaa accounting network {default | list-name} start-stop  method1 [method2...] 

no aaa accounting network {default | list-name} 

 

   

 default  
ᶏ ↕̆ ӈ ↓ ᵬҹ Network

Ȃ 

 list-name ↓ Ȃ 

 start-stop 

ꜚ ̆

ⱳ ̆ ᾛ

Ȃ 

 method 
Ҋ ↓῏ ӊѿ̆ѿҩ ↓ 4 ҩ

 

 none Ҍ  

 group  
ᶏ Ⱶ ̆ ╠ RADIUS

TACACS+ Ⱶ  

 

  ῏
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└ Ȃ 

 

ҽᶛ 

 Ҋ ᶛᶏ RADIUS Ⱶ ̆

̔ 

Ruijie(config)# aaa accounting network default start
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῏  פ

  פ 
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פ  
   

 - - 

10.3.6 accounting commands 

פ ↓ ҉̆ פ accounting 

commandsȂ פ no ҉ פ ⱳ Ȃ 

accounting commands level {default | list-name} 

no accounting commands level 

 

   

 
level 

פ ≢̆ 0~15̆‗ ҩ ≢

פ Ȃ 

 default ᶏ ̆ פ Ȃ 

 list-name ѿҩ ӈ פ ↓ Ȃ 

 

  ῏ ⱳ  

 

פ   Ȃ 

 

ᶏ  

פ  ↓ ѿ ̆ ꜚ ⌠ ҉Ȃ ҉

פ ↓ ̆ ף ↓ Ȃ ӈ ↓ ̆↕ᴪ ₮

ѿҩ Ḥ ̆ ҉ פ Ҍᴪ ̆ ӈԅ פ ↓

ᴪ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ѿҩ ҹ cmd פ ↓ ̆ 15 פ ᶏ̆ TACACS+

ᵬҹ ῃ Ⱶ ̆ Ⱶ none Ȃ ⌠ VTY 0 – 4

҉̔ 

Ruijie(config)# aaa accounting commands 15 cmd group tacacs+ none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# accounting commands 15 cmd 

 

῏  פ

  פ 

 aaa new-model ᶏ AAA ῃ Ⱶ 

 aaa accounting commands ӈ AAA פ ↓  

 

   

 

פ     
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 - - 

10.3.7 accounting exec 

Exec ↓ ҉̆ פ accounting execȂ

פ no ҉ Exec ⱳ Ȃ 

accounting exec {default | list-name} 

no 
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10.4 基于域名的 AAA 服务相关命令 

10.4.1 aaa domain 

῀ ̆ Ȃ פ no  Ȃפ

aaa domain {default | domain-name} 

no aaa domain {default | domain-name} 

 

   

 default ᶏ ̆  

 domain-name  

 

  ᴋᵥ Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ   

ԍ AAA Ⱶ Ȃdefault ҹ Ӟ̆ Ḥ ̆

ᶏ ↓ Ȃdomain-name ҹ ̆ ̆↕

ᶏ ҩ ῏ ↓ Ȃ ╠ 32 ҩ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# 

 

῏  פ

  פ 

 aaa new-model AAA ῃ Ⱶ 

 aaa domain enable ԍ AAA Ⱶ ῏ 

 show aaa domain  

 

   

 

פ  
   

 - - 
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10.4.2 aaa 
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  ’ҊҌ └ Ȃ 

 

פ   Ȃ 

 

ᶏ   ᶏ פ └Ȃ 

 

ҽᶛ  

Ҋ ᶛ ҹ ruijie.com ҹ 20̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# access-limit 20 

 

῏  פ

  פ 

 aaa new-model AAA ῃ Ⱶ 

 aaa domain enable ԍ AAA Ⱶ ῏ 

 show aaa domain  

 

   

 

פ  
   

 - - 

10.4.4 accounting network 

Ҋ Network ↓ ̆ פ no  Ȃפ

accounting network {default | list-name} 

no accounting network 

 

   

 ᶏ ̆ ᶏ ↓  

 list-name ↓  

 

  
↓ ̆ ̆ ᴪ
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 aaa domain enable ԍ AAA Ⱶ ῏ 

 show aaa domain  

 

   

 

פ  
   

 - - 

10.4.6 authorization network 

Ҋ Network ↓ ̆ פ no  Ȃפ

authorization network {default | list-name} 

no authorization network 

 

   

 default ᶏ ̆ ᶏ ↓  

 list-name ↓  

 

  
↓ ̆ ̆ ᴪ default

↓ Ȃ 

 

פ   Ȃ 

 

ᶏ   ҹ ↓ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ↓ ̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# authorization network defaul
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 default ᶏ ̆ Ḥ  

 domain-name Ḥ  

 

   

 

פ   Ȃ 

 

ᶏ   Ҍ ̆↕ Ḥ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ҹ domain.com Ḥ Ȃ 

Ruijie# show aaa domain domain.com 

 

=============Domain domain.com============= 

State: Active 

Username format: Without-domain 

Access limit: No limit 

802.1X Access statistic: 0 

 

Selected method list: 

 authentication dot1x default 

 

῏  פ

  פ 

 aaa new-model AAA ῃ Ⱶ 

 aaa domain enable ԍ AAA Ⱶ ῏ 

 

   

 

פ  
   

 - - 

10.4.9 username-format 

Ҋ NAS ҍ Ⱶ ֜ԑ Ҭ Ḥ ̆ פ no

Ȃ 

username-format {without-domain | with-domain} 

no username-format 



AAA פ
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פ   ῃ Ȃ 

 

ᶏ פ   AAA Ⱶ ̆ ╠ RADIUS TACACS+ Ⱶ Ȃ 

 

ҽᶛ  

Ҋ ᶛȂ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# end 

Ruijie# show aaa group 

Group Name:  ss 

Group Type:  radius 

Referred:    1 

Server List: 

 

῏  פ
  פ 

 show aaa group aaa Ⱶ  

 

   

 

פ  
   

 - - 

10.5.2 ip vrf forwarding 

ҹ AAA Ⱶ vrf̆no − Ȃ 

ip vrf forwarding vrf_name 

no ip vrf forwarding 

 
   

 vrf_name vrf  

 

   

 

פ   Ⱶ Ȃ 

 

ᶏ   ҹ Ⱶ vrfȂ 
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ҽᶛ  

Ҋ ᶛȂ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# server 192.168.4.12 

Ruijie(config-gs-radius)# server 192.168.4.13 

Ruijie(config-gs-radius)# ip vrf forwarding vrf_name  

Ruijie(config-gs-radius)# end 

 

῏  פ

  פ 

 aaa group server aaa Ⱶ  

 show aaa group aaa Ⱶ  

 

   

 

פ  
   

 - - 

10.5.3 server 

ⱴ AAA Ⱶ Ⱶ ̆no − Ȃ 

server ip-addr [
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Ruijie(config-gs-radius)# end 

Ruijie# show aaa group 

Group Name:  ss 

Group Type:  radius 

Referred:    2 

Server List: 

IP Address: 192.168.4.12 

Authentication Port: 6 

Accounting Port: 5 

Referred:  1 

 

῏  פ

  פ 

 aaa group server aaa Ⱶ  

 show aaa group aaa Ⱶ  

 

   

 

פ  
   

 - - 

10.5.4 show aaa group 

AAA Ⱶ Ȃ 

show aaa group 

 

   

 - - 

 

   

 

פ   Ȃ 

 

ᶏ פ   AAA └ Ⱶ Ȃ 

 

ҽᶛ  

Ҋ ᶛȂ 

Ruijie# show aaa group 

Group Name:  ss 

Group Type:  radius 

Referred:    2 

Server List: 



AAA  פ
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no aaa new-model 

 
   

 - - 

 

  ῏ AAA ῃ Ⱶ 

 

פ   ῃ Ȃ 

 

ᶏ   
פ AAA ᶏ ̆פ ᶏ AAA ῃ Ⱶ̆ ᶏ aaa new-model

ᶏ AAA ῃ ⱵȂ AAĂ↕ AAA פ Ҍ Ȃ 

 

ҽᶛ 
 Ҋ ᶛᶏ AAA ῃ ⱵȂ 

Ruijie(config)# aaa new-model 

 

῏  פ

  פ 
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ҽᶛ  
Ҋ ᶛ̔ 

Ruijie# clear aaa local user lockout all 

 

῏  פ

  פ 

 show running-config ֜ ╠  

 show aaa lockout ╠ login  

 

   

 

פ  
   

 - - 

10.6.5 debug aaa 

AAA Ⱶ ῏Ȃ פ no ῏ ῏Ȃ 

debug aaa event 

no debug aaa event 

 
   

 - - 

 

   

 

פ   EXEC Ȃ 

 

ᶏ    


­ ��	
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 - - 
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10.6.7 show aaa user lockout 

╠ ↓ Ȃ 

show aaa user lockout {all | user-name 
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11 配置 RADIUS 命令 

11.1 RADIUS 配置相关命令 

11.1.1 ip radius source-interface 

radius ̆ ῃ פ ip radius source-interfaceȂ

פ no − RADIUS Ȃ 

ip radius source-interface  interface 

no radius source-interface 

ȍ Ȏ 

Interface̔  radius  

ȍ ’Ȏ 

radius Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ҹԅ⁞ radius Ⱶ ҉ nas Ḥ ᵬ ̆ ץ פ

radius Ȃ פ ѿҩ ip ᵬҹ radius

̆ פ ҈ ᶏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ԅ radius GigabitEthernet 0/0׆ ip ᵬҹ radius

̔ 

Ruijie(config)# ip radius source-interface 

GigabitEthernet 0/0 

ȍ ῏  Ȏפ

  פ

radius-server host ӈ RADIUS Ⱶ  

ip address ip  

 



RADIUS  פ
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11.1.3 radius-server key 

ӈ Ⱶ ̂ ̃ҍ RADIUS ῃ Ⱶ Ḥ ῍֣ ̆פ

ῃ פ radius-server keyȂ פ no ῍֣  Ȃפ

radius-server key  text-string 

no radius-server key 

ȍ Ȏ 

text-string  ῍֣ פ  

ȍ ’Ȏ 

῍֣  Ȃפ

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

῍֣ פ RADIUS ῃ Ⱶ Ḥ Ȃҹԅᶏ

RADIUS ῃ Ⱶ Ḥ̆ RADIUS ῃ Ⱶ ҉ ӈ

῍֣  Ȃפ

ȍҽᶛȎ 

Ҋ ᶛ ӈ
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ȍ ’Ȏ 

ҹ 3Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

AAA ᶏ Ҋѿҩ ╠ ╠ ῃ Ⱶ Ȃ

∞ ῃ Ⱶ ‰ ῃ Ⱶ RADIUS

̆ ӊ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ҹ 4̔ 

Ruijie(config)# radius-server retransmit 4 

ȍ ῏  Ȏפ

  פ

radius-server host ӈRADIUS ῃ Ⱶ Һ  

radius-server key ӈ RADIUS ῍֣   פ

radius-server timeout ӈ RADIUS  

 

11.1.5 radius-server timeout 

RADIUS ῃ Ⱶ ̆ ῃ פ

radius-server timeoutȂ פ no ̆ ṿȂ 

radius-server timeout seconds 

no radius-server timeout 

ȍ Ȏ 

seconds ̔ ̂ ᵝҹ ̃Ȃ ṿ ҹ 1-1000 Ȃ 

ȍ ’Ȏ 

5  

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ פ Ȃ 
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ȍҽᶛȎ 

Ҋ ᶛ ӈҹ 10 ̔ 

Ruijie(config)# radius-server timeout  10 

ȍ ῏  Ȏפ

  פ

radius-server host ӈRADIUS ῃ Ⱶ Һ  

radius-server retransmit ӈ RADIUS  

radius-server key ӈ RADIUS ῍֣   פ

 

11.1.6 radius-server deadtime 

₮ ̆ t ῤ ⌠ ̆↕ ҹ Ⱶ ֙̆ t ҹ

֙ ̂deadtimẽ̆RGOS ᵬ RADIUS ֙  ̆

ῃ פ radius-server deadtimeȂ פ no ̆ ṿȂ 

radius-server deadtime minnutes 

no radius-server deadtime 

ȍ Ȏ 

minnutes̔ ֙ ̂ ᵝҹ№̃Ȃ ṿ ҹ 1-1000 Ȃ 

ȍ ’Ȏ 

5 № 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ פ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ֙ ӈҹ 10 №̔ 

Ruijie(config)# radius-server deadtime  10 

ȍ ῏  Ȏפ

  פ

radius-server host ӈRADIUS ῃ Ⱶ Һ  
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19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 
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̆פ ץ ᴰҊ qos ṿᵬҹ cos ṿ̆ ᵬҹ dscp ṿ 

ȍҽᶛȎ 

Ҋ ᶛ̔ 

Ruijie(config)# radius set qos cos 

ȍ ῏  Ȏפ

  פ

radius vendor-specific extend 
Radius ҹҌ ≢
id 

 

11.1.9 radius vendor-specific extend 

ҹҌ ≢ idȂ 

radius vendor-specific extend 

no radius vendor-specific extend 

ȍ Ȏ 

 

ȍ ’Ȏ 

≢ id 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ פ id ≢Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ̔ 

Ruijie(config)# radius vendor-specific extend 

ȍ ῏  Ȏפ

  פ

radius attribute  

radius set qos ᶏ cos 
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11.2 RADIUS 特权命令 

 debug radius [event | detail] 

 show radius server 

 show radius parameter 

 show radius vendor-specific 

11.2.1 debug radius 

RADIUS ῏Ȃ פ no ῏ RADIUS ῏Ȃ 

debug radius [event | detail] 

no debug radius [event | detail] 

ȍ Ȏ 

῏ Ȃ 

ȍ פ Ȏ 

EXEC Ȃ 

11.2.2 show radius server 

RADIUS Ⱶ ’Ȃ 

show radius server 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ radius Ⱶ ’Ȃ 

ȍҽᶛȎ 

Ruijie# show radius server 

server ip : 192.168.4.12 

acct  port: 23 

authen  port: 77 



RADIUS  פ

http://www.ruijie.com.cn 

server state: ready 

server ip : 192.168.4.13 

acct  port: 45 

authen  port: 74 

server state: ready 

ȍ ῏  Ȏפ

  פ

radius-server host ӈRADIUS ῃ Ⱶ Һ  

radius-server retransmit ӈ RADIUS  

radius-server key ӈ RADIUS ῍֣   פ

radius-server timeout ӈ RADIUS  

 

11.2.3 show radius parameter 

RADIUS Ⱶ ῃ Ȃ 

show radius parameter 

ȍ Ȏ 

 

ȍ ’Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ radius Ⱶ Ȃ 

ȍҽᶛȎ 

Ruijie# show radius parameter  

Server Timout:   5 Seconds 

Server Deadtime: 5 Minutes 

Server Retries:  3 

Server Key:      ****** 

ȍ ῏  Ȏפ

  פ
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radius-server host ӈRADIUS ῃ Ⱶ Һ  

radius-server retransmit ӈ RADIUS  

radius-server key ӈ RADIUS ῍֣   פ

radius-server timeout ӈ RADIUS  

 

11.2.4 show radius vendor-specific 

RADIUS Ȃ 

show radius vendor-specific 

ȍ Ȏ 

Ȃ 

ȍ ’Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ radius  

ȍҽᶛȎ 

Ruijie# show radius vendor-specific  

id    vendor-specific        type-value 

----- -------------------- ---------- 

1     max down-rate          76         

2     qos                      77         

3     user ip                  3          

4     vlan id                  4          

5     version to client      5          

6     net ip                   6          

7     user name                7          

8     password                 8          

9     file-diractory         9          

10    file-count              10         

11    file-name-0             11         

12    file-name-1             12         

13    file-name-2             13         

14    file-name-3             14         

15    file-name-4             15         
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16    max up-rate             75         

17    version to server      17         

18    flux-max-high32        18         

19    flux-max-low32         19         

20    proxy-avoid             20         

21    dailup-avoid            21         

22    ip privilige            22         

23    login privilige        42         

24    limit to user number  50         

ȍ ῏  Ȏפ

  פ

radius-server host ӈRADIUS ῃ Ⱶ Һ  

radius-server retransmit ӈ RADIUS  

radius-server key ӈ RADIUS ῍֣   פ

radius-server timeout ӈ RADIUS  
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12.1.2 ip tacacs source-interface 

פ TACACS+ Ȃ
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פ   TACACS+ Ⱶ Ȃ 

 

ᶏ   ҹ TACACS+ Ⱶ vrf Ȃ 

 

ҽᶛ  

Ҋ ᶛҹ TACACS+ Ⱶ VRF ҹ vpn1̔ 

Ruijie(config)# aaa group server tacacs+ tac1 

tac1
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host פ Ⱶ Ȃ 

Ⱶ Ҭ TACACS+ Ⱶ ̆ ѿҩ Ⱶ ᴪ̆ Ҋѿҩ Ⱶ

Ȃ 

 

ҽᶛ  

Ҋ ᶛ ѿҩ ҹ tac1 TACACS+ Ⱶ ̆ ғ Ҭ ѿҩ 1.1.1.1

TACACS+ Ⱶ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-tacacs+)# server 1.1.1.1 

 

῏  פ

  פ 

 aaa group server tacacs+ TACACS+ Ⱶ  

 ip vrf forwarding 
TACACS+ Ⱶ VRF

  

 

   

 

פ  
   

 - - 

12.1.5 tacacs-server host 

פ TACACS+ Ⱶ Һ IP Ȃ 

tacacs-server host {ip-address | ipv6-address}  [port integer
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tacacs-server host פ ӈѿҩ ҩ TACACS+ ῃ Ⱶ Ȃ 

 

ҽᶛ  

Ҋ ᶛ ӈѿҩ TACACS+ ῃ Ⱶ Һ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.1 

Ruijie(config)# tacacs-server host 2001::1 

 

῏  פ

  פ 

 aaa authentication  ӈ AAA ᴍ ↓  

 tacacs-server key 
ῃ ӈ TACACS+ ῃ Ⱶ ῍

֣  פ

 tacacs-server timeout 
ῃ ӈ TACACS+ Ⱶ

 

 

   

 

פ  
   

 - - 

12.1.6 tacacs-server key 

פ TACACS+ ῃ Ȃ 

tacacs-server key [0 | 7] string 

no tacacs-server key 

 

   

 string ῍֣ פ  

פ 7 | 0  ⱴ ̆0 ⱴ ̆7 ⱴ Ȃ 

 

  ῍֣  Ȃפ

 

פ   ῃ Ȃ 

 

ᶏ   

῍֣ פ TACACS+ ῃ Ⱶ Ḥ Ȃҹԅᶏ TACACS+

ῃ Ⱶ Ḥ̆ TACACS+ ῃ Ⱶ ҉ ӈ ῍֣ Ȃפ

ױ ҹ ҩ Ⱶ Ҍ ̆ ᶏױ tacacs-server host Ҭפ key

̆ ץ ῃ

�;M’,´/j�¶�¯Aî�7
¼�˜�pG,´ 
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῏  פ

  פ 

 tacacs-server host ӈ TACACS+ ῃ Ⱶ Һ  

 tacacs-server timeout ӈ TACACS+  

 

   

 

פ  
   

 - - 

12.1.7 tacacs-server timeout 

פ ҍ TACACS+ Ⱶ ̆ Ⱶ ῃ Ȃ 

tacacs-server timeout seconds 

no tacacs-server timeout 

 

   

 seconds  
̂ ᵝҹ ̃Ȃ ṿ ҹ 1-1000

Ȃ 

 

  5  

 

פ   ῃ Ȃ 

 

ᶏ   

1.ᶏ פ Ȃ ױ ҹ ҩ Ⱶ Ҍ

̆ᶏ tacacs-server host Ҭפ timeout ̆ ץ ῃ

timeout Ⱶ ѿҩ timeoutȂ 

2. ṿ ip tcp syntime-out פ ̆ ҹң Ҭ ṿȂ 

 

ҽᶛ  
Ҋ ᶛ ӈҹ 10 ̔ 

Ruijie(config)# tacacs-server timeout  10 

 

῏  פ

  פ 

 tacacs-server host ӈ TACACS+ ῃ Ⱶ Һ  

 tacacs-server key ӈ TACACS+ ῍֣   פ
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פ  
   

 - - 

12.2 TACACS+特权命令 

12.2.1 debug tacacs+ 

TACACS+ ῏Ȃ פ no ῏ TACACS+ ῏Ȃ 

debug tacacs+ 

no debug tacacs+ 

 
   

 - - 

 

   

 

פ   Ȃ 

 

ᶏ    

 

ҽᶛ   

 

῏  פ
  פ 

 - - 

 

פ      

   

 - - 

12.22  

TACACS+
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 - - 

 

   

 

פ   Ȃ 

 

ᶏ   ᶏ פ TACACS+ Ⱶ ֜ԑ ’Ȃ 

 

ҽᶛ 

 Ruijie# show tacacs 

Tacacs+ Server : 172.19.192.80/49 

Socket Opens: 0 

Socket Closes: 0 

Total Packets Sent: 0 

Total Packets Recv: 0 

Reference Count: 0 

 

῏  פ
  פ 

 tacacs-server host ӈ TACACS+ ῃ Ⱶ Һ  

 

   

 

פ  
  

  - -  
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1 配置 VRRP 命令 

1.1 配置相关命令 

VRRP פ ̔ 

 vrrp authentication 

 vrrp delay 

 vrrp description 

 vrrp ip 

 vrrp preempt 

 vrrp priority 

 vrrp timers advertise 

 vrrp timers learn 

 vrrp track 

1.1.1 vrrp authentication 

פ VRRP ⱳ ̆ῒ no ῏ ѿⱳ Ȃ 

vrrp group authentication string 

no vrrp group authentication  

ȍ Ȏ 

group  ̔ VRRP  

string  ̔ ԍ VRRP ұ(Ҍ 8 ҩ ̆ פ

 (פ

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ Ḃ VRRP ⱳ ̆

ᴋᵥ  Ȃפ

ȍ פ Ȏ 
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ȍҽᶛȎ 

Ҋ ᶛ ҹ VRRP 1 ԅ  Ȃפ

vrrp 1 authentication x30dn78k 

ȍ ῏  Ȏפ

  פ

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRPⱳ

IP  

 

1.1.2 vrrp delay 

פ ҉ VRRP ꜚ Ȃ 

vrrp delay { minimum min-seconds | reload reload-seconds } 

no vrrp delay 

ȍ Ȏ 

min-seconds ̔ ҹ ꜚ V̆RRP min-seconds

ꜚ̕ 

reload-seconds ̔ ꜚ VRRP ꜚ Ȃ min-seconds

ԍ reload-seconds ↕̆ ꜚ VRRP min-secondsȂ 

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ꜚⱳ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ꜚȁ ҹ UP ̆ ҉ VRRP Ҍ ꜚȁ

ѿ Ῥ ꜚ ̆ ≠ פ ҉ VRRP

ꜚ Ȃң ṿ 0~60 Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ ץ GigabitEthernet
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no shutdown 

show vrrp 1 

ȍ ῏  Ȏפ

  פ

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP ⱳ

IP  

ȍ Ȏ 

׆פ RGNOS10.3(4) Ȃ 

 

1.1.3 vrrp description 

ҹפ VRRP ѿҩ ̆ῒ no Ȃ 

vrrp group description text 

no vrrp group description 

ȍ Ȏ 

group ̔VRRP  

text ̔VRRP  

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ Ḃ ԅ VRRP ⱳ ̆

Ӟ ᴋᵥ VRRP Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

ҹ VRRP ̆ Ḃԍץ № VRRP Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ ץ E0 ҉ VRRP 1 ҹ Building A – Marketing and 

AdministrationȂ 

interface GigabitEthernet 0/0 

ip address 10.0.1.1 255.255.255.0 

vrrp 1 ip 10.0.1.20 

 

ȍ ῏ Ȏפ
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  פ

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP ⱳ

IP  

 

1.1.4 vrrp ip 

פ ҉ VRRP IP ῒ̆ no ҉

VRRP ⱳ IP Ȃ 

vrrp group ip ipaddress [secondary] 

no vrrp group ip ipaddress [secondary] 

ȍ Ȏ 

group  ̔ VRRP  

ipaddress ̔  IP  

secondary ̔  IP  

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

Ҍᶏ secondary ̆ Ӈ IP ҹ Һ IP Ȃ

̆ VRRP ᶏ ץ IP ̆ ᶏ no פ VRRP

IP ̆ ᴪ ҹ₮ ԅ ̆ ҹ ҉ ңҩ IP

Ȃ 

ȍҽᶛȎ 

Ҋ ᶛҬ̆ ץ 0 ҉ VRRP ⱳ Ȃ VRRP ҹ 1̆

Һ IP ҹ 10.0.1.20̆ IP ҹ 10.0.2.20Ȃ 

interface GigabitEthernet 0/0 

no switchport 

ip address 10.0.1.1 255.255.255.0 

ip address 10.0.2.1 255.255.255.0 secondary 

vrrp 1 ip 10.0.1.20 

vrrp 1 ip 10.0.2.20 secondary 

ȍ ῏  Ȏפ

פ

�Ä
­��
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Ruijie# show vrrp [ brief | group ] ╠ VRRP  

 

1.1.5 vrrp preempt 

פ VRRP ԍ ̆ῒ no VRRP ⱳ Ȃ 

vrrp group preempt [delay seconds] 

no vrrp group preempt [delay] 

ȍ Ȏ 

group  ̔VRRP  

delay seconds ̔  ̆ ӈԅ‰ Master ᴍӊ╠

Ȃ ṿҹ 0 Ȃ 

ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃѿ VRRP ⱳ ̆VRRP

ᵬ ҊȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

VRRP

ᴍӊ╠ᴍӊ╠
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ȍ Ȏ 

’Ҋ̆ ҉ VRRP ⱳ Ȃѿ VRRP ⱳ ̆

Һ ҹ 1 Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

╠ VRRP Ҭ Һ ̆ ץ VRRP

VRRP ȁᴨᾢ ץ ῒ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ VRRP ҹ 4 Ȃ 

vrrp 1 timers advertise 4 

ȍ ῏  Ȏפ

  פ

Ruijie(config-if)# vrrp group i
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ѿ ԅ ӟⱳ ̆ ╠ VRRP ᴍ ̆ ԅ

ӟⱳ ̆ ᴪ׆Һ VRRP Ҭ ӟ VRRP ̆

Master ̆ Ҍ ᶏ VRRP Ȃ

פ ץ ҍ Master VRRP Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ VRRP 1 ҉ ԅ ӟⱳ Ȃ 

vrrp 1 timers learn 

ȍ ῏  Ȏפ

  פ

Ruijie(config-if)# vrrp group ip 
ipaddress [secondary] 

VRRPⱳ

IP  

Ruijie(config-if)# vrrp group timers 
advertise [msec] interval 

VRRP  

 

1.1.9 vrrp track 

VRRP ᶏ vrrp group track interface-type number ̆פ

VRRP IP ⱳ ̆ᶏ vrrp group track ip-address  vrrp group̆פ

track bfd BFD  



VRRP  פ
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  פ

Ruijie(config-if)# vrrp group ip 
ipaddress [ 

[  

] 

VRRPⱳ

IP  

Ruijie(config-if)# vrrp group priority 
level 

VRRP ᴨᾢ  

 

1.2 VRRP 监控与维护命令 

VRRP ҍ פ ̔ 

 debug vrrp  

 debug vrrp errors 

 debug vrrp events 

 debug vrrp packets 

 debug vrrp state 

1.2.1 debug vrrp  

פ VRRP ₮ ȁVRRP ԊᴆȁVRRP ץ ῏̆ῒ no

῏ ⱳ Ȃ 

debug vrrp  

no debug vrrp  

ȍ Ȏ 

’Ҋ̆ ῏Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ VRRP ῏Ȃ 

Ruijie# debug vrrp  

Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Event - Advert higher or equal priority 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state Master -> 

Backup 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual 

address 192.168.1.1 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state Backup -> 

Master 

Ruijie# 
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ȍ ῏  Ȏפ

  פ
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ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ VRRP Ԋᴆ ῏Ȃ 

Ruijie# debug vrrp events 

Ruijie# 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

1.2.4 debug vrrp packets 

פ VRRP ῏̆ῒ no ῏ ῏Ȃ 

debug vrrp packets 

no debug vrrp packets 

ȍ Ȏ 

’Ҋ̆ VRRP ῏Ȃ 

ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ Ҭ̆ ԅ VRRP ῏̆ ῒҬ ԅ VRRP 1

Ȃ 

Ruijie# debug vrrp packets 

Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

Ҋ ᶛ Ҭ, ԅ VRRP ῏̆ ῒҬ ԅ VRRP 1

IP ץ VRRP 1 ᴨᾢ Ȃ 

Ruijie>11<02C82B58>11<18671883>11<153004B6>] TJ

ET
4>] 9 278.81 2 1 06B 0 1 10.56 Tf

1
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ȍᶏ Ȏ 

Ҍᶏ ̆ VRRP ’Ȃ 

ȍҽᶛȎ 

VRRP ’ 

Ruijie# show vrrp 

GigabitEthernet 0/0 - Group 1 

State is Backup 

Virtual IP address is 192.168.201.1 configured 

Virtual MAC address is 0000.5e00.0101 

Advertisement interval is 3 sec 

Preemption is enabled 

min delay is 0 sec 

Priority is 100 

Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 

GigabitEthernet 0/0 - Group 2 

State is Master 

Virtual IP address is 192.168.201.2 configured 

Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 

Preemption is enabled 

min delay is 0 sec 

Priority is 120 

Master Router is 192.168.201.217 (local), priority is 120 

Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 

Ruijie# 

VRRP ’ 

Ruijie# show vrrp brief 

Interface         Grp Pri Time  Own Pre State   Master addr     

Group addr 

GigabitEthernet 0/0   1   100   -    -   P  Backup  

192.168.201.213 192.168.201.1 

GigabitEthernet 0/0   2   120   -    

 sho
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  פ
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Master Down interval is 9 sec 

ȍ ῏  Ȏפ

  פ

Ruijie(config-if)# vrrp 
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2 配置 MULTI-LDP 命令 

2.1 配置相关命令 

2.1.1 clear multi-ldp 

− UP/DOWN Ȃ 

clear multi-ldp 

 

 
   

 - - 

 

   

 

פ    

 

ᶏ    

 

ҽᶛ  

ᶛ 1̔ ⱳ ⌠ UP/DOWN ṿ 

Ruijie#config 

Ruijie(config)#interface gigabitEthernet 0/1  

Ruijie(config-if-GigabitEthernet 0/1)#clear multi-ldp  

 

 

῏  פ
 פ 
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2.1.2 multi-ldp  

ҩ ⱳ ̆ ῏ Ȃ ץ פ no ῏

ⱳ ⱳ Ȃ 

multi-ldp icmp dest-ip1 [next-hop] [dns dest-ip2] [tcp dest-ip3 [port port-value] ] [interval 

value1] [retry value2] [resume value3] 

no multi-ldp 

 

 

   

 dest-ip1 icmp IP
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῏  פ
  פ 

 -  

 

 

  - 

 

פ  

   

 10.3̂4t90̃ פ 

   

 

2.2 显示相关命令 

2.2.1 show multi-ldp interface 

show multi-ldp interface [interface-name] 
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220.181.112.76:80 

ᶛ 2̔sh
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3 RNS & Track 

3.1 delay 

 ѿ ̆ ̆ ᴪ track Ȃ 

 delay { up seconds [ down seconds ] | [ up seconds ] down seconds } 

  

ȍ Ȏ 
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 - - 
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ȍ Ȏ   

 operation-number ip rns ᵬ ׆̆ 1 ⌠ 700 

  

ȍ Ȏ - 

  

ȍ פ Ȏ ῃ Ȃ 

  

ȍᶏ Ȏ פ ̆ ῀ ip-rns Ȃ ҩ ῤ Ạץ ̔ icmp ̕ dns

Ȃ 

  

ȍ ҽᶛȎ ҹ 1 ip rns Ȃ 

Ruijie(config)# ip rns 1 
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ȍ ῏   פ Ȏפ

 - - 

  

ȍ Ȏ - 

3.8 show ip rns statistics 

 RNS Ḥ Ȃ 

 show ip rns statistics [ operation-number ] 

  

ȍ Ȏ   

 operation-number ip rns ᵬ ׆̆ 1 ⌠ 700 

  

ȍ Ȏ - 

  

ȍ פ Ȏ  

  

ȍᶏ Ȏ ̆פ ץ ѿҩ RNS Ḥ Ȃ ԍҌ ̆ Ḥ Ҍ Ȃ 

  

ȍ ҽᶛȎ - 

  

ȍ ῏   פ Ȏפ

 - - 

  

ȍ Ȏ
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ȍ Ȏ   

 milliseconds ̆ ᵝ Ȃ 

  

ȍ Ȏ icmp echo ҹ 5 ̆dns ҹ 9  

  

ȍ פ Ȏ icmp ehco dns Ȃ 

  

ȍᶏ Ȏ ̆פ ץ ̆ ҩ ῤ ⌠ ̆↕ ҹ ⌠

Ȃ 

  

ȍ ҽᶛȎ - 
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ȍ Ȏ - 

  

ȍ פ Ȏ ῃ Ȃ 

  

ȍᶏ Ȏ ⌠ ѿҩ rns ̆ ⌠ ̆ Ӈ rns ҹ up̆

ҩ rns track Ӟҹ upȂ 

  

ȍ ҽᶛȎ ѿҩ 123 track ̆ ҹ 1 rns Ȃ 

Ruijie(config)# track 123 rns 1 
  

ȍ ῏   פ Ȏפ
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1.2 显示相关命令 

1.2.1 show dev-audit  

Ḥ Ȃ 

show dev-audit { cpu | memory | flash } [from year [month [day [hh:mm:ss [to year 

[month [day [hh:mm:ss] ] ] ] ] ] ] ] 

 

 

   

 cpu CPU ᶏ  

 memory ῤ ᶏ  

 flash ᶏ ’ 

 from  

 to  

 year ̆ 1970͘2035 

 month ̆ 1͘12 

 day ̆ 1͘31 

 hh:mm:ss №̆ 00:00:00͘59:59:59 

 

   

 

פ   Ȃ 

 

ᶏ  
פ  CPUȁῤ ȁ ᶏ ’Ȃ ԍ − ̆ ץ

₮ Ȃ 

 

ҽᶛ  

ᶛ 1̔ ῤ ᶏ ̔ 

Ruijie#show dev-audit memory from 2009 12 18 04:20:00 to 2009 12 18 

15:00:00 

Date & Time             Memory 

2009-12-18 04:22:10     61% 

2009-12-18 04:27:10     61% 

2009-12-18 04:32:10     61% 

2009-12-18 04:37:10     61% 

2009-12-18 04:42:10     61% 

2009-12-18 04:47:10     61% 

2009-12-18 04:52:10     61% 

2009-12-18 04:57:10     61% 
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2010-01-14 13:38:16     0% 

2010-01-14 13:43:16     0% 

2010-01-14 13:48:16     0% 

2010-01-14 13:53:16     0% 

2010-01-14 13:58:16     0% 

2010-01-14 14:03:16     0% 

2010-01-14 14:08:16     0% 

2010-01-14 14:13:16     8% 

 

ᶛ 3̔ ᶏ ’ 

Ruijie#show dev-audit flash from 2010 1 14 

Date & Time                        FLASH(KB)            SATA(MB) 

                                Total Available     Total Available 

2010-01-14 01:13:16         523776    470152    163746    163451 

2010-01-14 02:13:16         523776    470152    163746    163449 

2010-01-14 03:13:16         523776    470152    163746    163448 

2010-01-14 04:13:16         523776    470152    163746    163447 

2010-01-14 05:13:16         523776    470152    163746    163445 

2010-01-14 06:13:16         523776    470152    163746    163444 

2010-01-14 07:13:16         523776    470152    163746    163442 

2010-01-14 08:13:16         523776    470152    163746    163441 

2010-01-14 09:13:16         523776    470152    163746    163439 

2010-01-14 10:13:16         523776    470152    163746    163436 

2010-01-



 פ
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  NPE ֟ ᵖ̆פ ῤ Ȃ 

 

פ
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2 配置 CPU-LOG 命令 

2.1 基本系统管理相关命令 

҈ҩ  ̔פ

 show cpu 

 cpu-log 

 show environment 

2.1.1 show cpu 

CPU ≠ Ḥ ̆ פ show cpuȂ 

show cpu 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ ץ CPU ≠ ’̆ 5 ῤȁ 1 № ῤȁ

5 № ῤ CPU ≠ ץ̆ ҩᴋⱵ№≢ 5 ῤȁ 1 №

ῤȁ 5 № ῤ CPU ≠ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ show cpu ѿҩ Ȃ 

Ruijie# show cpu 

======================================= 

     CPU Using Rate Information 

CPU utilization in five seconds: 25% 

CPU utilization in one minute  : 20% 

CPU utilization in five minutes: 10% 

  NO   5Sec   1Min   5Min   Process  
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  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  

  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  

 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 40     0%     0%     0%    ip6_tunnel_rcv_pkt  

 41     0%     0%     0%    res6t  

 42     0%     0%     0%    tunrt6  
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 43     0%     0%     0%    ef6_rcv_msg  

 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  

 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  

 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  

 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhcpping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  

 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  
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 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  

 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  
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2.1.2 cpu-log 

CPU ≠ Ḥ , ᶏץ cpu-logȂ 

cpu-log log-limit low_num high_num 

ȍ Ȏ 

log-limit פ  

low_num  CPU ≠ ᵞ  

high_num  CPU ≠  

ȍ Ȏ 

’Ҋ ҹ 100%̆ᵞ ҹ 90%Ȃ 

ȍ פ Ȏ 

ῃ Ȃ 

ȍᶏ Ȏ 

ᶏ

 

�Æ�å�;CuY�y�å�;AY��VG�õ�å�;AY��Q
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show environment 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ ץ Ḥ ̆ CPU ╠ ̆ ̆

’̆ ᵬ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ show environment ѿҩ Ȃ 

Ruijie# show environment 

---environment information--- 

CPU Temperature is 30 

fan works in high speed mode. 

 

FAN 1 is OK! 

FAN 2 is OK! 

FAN 3 is OK! 

FAN 4 is OK! 

 

POWER 1 is present! 

POWER 1 power on successfully! 

POWER 2 is not present! 

 

҉ ↓ Ҭ̆ ₮ Ḥ ̔CPU ҹ 30 ̆ ԍ

̆ ῤ ҩ ̆ ѿҩ ̆ ғ ᵬ̆ ѿҩ

Ҍ ᵝ̂ ⌠ ̃Ȃ 
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3 配置门限命令 

3.1 配置相关命令 

3.1.1 threshold set  

ṿ̆ ᶫ 3 ̆№≢ҹ CPU ≠ ȁῤ ≠

ȁ Ȃ ԍ CPU ≠ ῤ ≠ ̆Һ ԍᶫ MIB ̆ ԅ

CPU
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ᶏ    

 

ҽᶛ 

 ᶛ 1̔ M1 ῤ ≠ Ȃ  

Ruijie(config)# threshold set memory M1 70 90 

 

ᶛ 2̔ ԋ CPU ≠ Ȃ  

Ruijie(config)# threshold set cpu member 2 70 90 

 

῏  פ

  פ 

 show threshold פ 

 

   

 

פ  

   

 10.3(4b3) פ 

3.2 显示相关命令 

3.2.1 show threshold 

ṿȂ 

show threshold {cpu | memory | temperature} [M1 | M2 | slot n | member n] 

 

   

 cpu | memory | temperature ̆ ҈ c̆pu ҹ CPU

≠ ̆memory ҹῤ ≠ ̆

temperature ҹ  

 M1 | M2 | slot n ᵝ̆ ҉ ̆n ҹ

̆ ↕ ᵝ  

 
 member n ̆ ҉

̆n ҹ ̆ ↕  

 

   

 

פ   Ȃ 

 

ᶏ    
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ҽᶛ 

 ᶛ 1̔ M1 CPU ≠ Ȃ 

Ruijie# show threshold cpu M1 

 

ᶛ 2̔ ῤ ≠ Ȃ 

Ruijie# show threshold memory 

 

῏   פ  פ
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4 配置内存信息查看命令 

4.1 内存信息查看命令 

ⱳ ҈ҩ  ̔פ

show memory 

memory-lack exit-policy 

show memory protocols 

4.1.1 show memory 

╠ῤ ᶏ ’Ḥ ̆ פ show memoryȂ 

show memory 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ פ Ȏ 

Ȃ 

ȍᶏ Ȏ 

ᶏ פ ץ ╠ ῤ ῤ ᶏ ’̆ ῤ

ץ̆ ╠ ȁ ῤ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ show memory ѿҩ Ȃ 

Ruijie#show memory 

System Memory Statistic: 

  Free pages: 1079 

    watermarks : min 379, lower 758, low 1137, high 1516 

  System Total Memory : 128MB, Current Free Memory : 5283KB 

  Used Rate : 96% 

҉ Ҭ Ḥ Ҋ₃ҩ №̔ 

1. ῤ ҩ ̆ѿҩ ῤ ҹ 4k ῤ Ȃ 



ῤ Ḥ  פ
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  

ԅ ֽֽ ѿ ҉Ḡ ῤ Ҍ ҙ

Ⱶ̆ ῤ ѿ ̆ ₮ Ả Ȃ

₮ ᴪ ң№ ӊ ꜚȂ 
 

ȍ ᶛȎ 

  

ᶛ Ҋҽᶛԅҹץ1̔ BGP ҹᴨᾢ ₮ Ȃ 

Ruijie(config)# memory-lack exit-policy bgp 

 

ȍ ῏  Ȏפ

 
  פ 

 show memory ῤ Ḥ  

ȍ Ȏ 

  - 

ȍ פ Ȏ 

 

   

 10.3(4b3) פ 

   

 

4.1.3 show memory protocols 

פ ῤ ’Ȃ 

show memory protocols  

ȍ Ȏ 

 
   

   

ȍ פ Ȏ 

   

ȍᶏ Ȏ 

  

ᶏ פ ῤ ’Ȃ 

  
Ҍ Ҍ ̆Һ

BGP,OSPF,RIP,LDP,PIM,ISIS Ȃ 

 

ȍ ᶛȎ 

  

ᶛ 1̔Ҋᶛҹ show memory protocols
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OSPF             24000000 

RIP              10000000 

PIM              50000000 

LDP              20000000 

Total            206000000 

 

 

ȍ ῏  Ȏפ

 
  פ 

 show memory ῤ ᶏ Ḥ  

ȍ Ȏ 

  - 

ȍ פ Ȏ 

 

   

 10.3(4b3) פ 
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5 配置 USB 命令 

5.1 配置相关命令 

׃ Һ CLI Ҋ פ − USB Ȃ 

 USB Ḥ ̔show usb  פ

 − USB ̔usb remove  פ

5.1.1 show usb 

῀ USB Ḥ Ȃ 

show usb 

ȍ Ȏ 

 

ȍ ’Ȏ 

ṿȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

USB ̆↕ Ḥ ̆ ↕ ₮Ȃ 

ȍҽᶛȎ 

Ҋ show usb Ḥ : 

Ruijie# sh usb 

Device: USB Mass Storage Device : 

ID: 778 

Lun 0: 

ID: 0 

Disk Partitions: 

1: /dev/uba/disc0/part1 --> /mnt/uba 

size : 131072000B(125MB) 

Ḥ ӈ Ҋ̔ 

USB Mass Storage Device ̔  
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ID ̔  ID ̂remove ̃ 

Lun ̔ ѿҩ ᾝ ̆ Ҋ ID ᾝ id Ȃ 

Disk Partitions ̔ № Ḥ Ȃ ҉ ₮̆ ѿҩ№ ̆№

ᴆҹ/dev/uba/disc0/part1̆ ⌠ԅ /mnt/ubaȂ ᴆ פ cd /mnt/uba

⌠ Ҋ̆ ᵬ№ ῤ Ȃ 

ȍ ῏  Ȏפ

῏  פ

5.1.2 usb remove  

usb remove Device_ID 

ȍ Ȏ 

Device_ID̔ USB  

ȍ ’Ȏ 

ṿȂ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

₮ usb ӊ╠̆ פ ץ̆ ᶏ Ȃ

ⱳ̆ ᴪ ₮ ̆ ₮ Ȃ ̆

┴ ᶏ USB ̆↕ ѿᴪῬ ᵬȂ 

ȍҽᶛȎ 

Ҋ ҹ ҉ ᶛ Ҭ usb Ȃ 

Ruijie# usb remove 778 

OK, now you can pull out the device 778. 

0:1:1:38 Ruijie: USB-



 

 

 

 

 

网络管理 

 
 

 

№Ύ׃ פ Ύ ῏ῤ ̆ Ҋץ ̔ 

 פ .1

2. RLOG  פ

3. SNMP  פ

4. APM  פ
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logging console 
ᾛ └ ҉

Ḥ ≢ 

logging monitor 
ᾛ VTY ( telnet

)҉ Ḥ ≢ 

logging trap 
ᾛ Syslog Server

Ḥ ≢ 

 

1.1.2 terminal monitor 

ᾛפ ╠ VTY ҉ Ḥ Ȃ ῏ ╠ VTY ҉

Ḥ ̆ ᶏ פ no Ȃ 

terminal monitor 

terminal no monitor 

ȍ Ȏ 

’Ҋ̆ VTY ҉Ҍᾛ VTY ҉ Ḥ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ╠ VTY ҳ Ȃᵬҹҳ ̆ Ҍᴪ ӄḠ Ȃ

VTY ᴪ ̆ ҳ Ȃ 

 

  
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ȍ Ȏ 

buffer-size ̔ ‖ ̆ ṿ ׆ 4K ⌠ 128K BytesȂ 

levelI ̔ Ḥ Ҥ ׆̆ 0 ⌠ 7Ȃ ᶏץ ≢ ̆Ӟ ץ ᶏ Ȃ 

ȍ Ȏ 

‖ ҹ 4k BytesȂ 

Ḥ Ҥ ҹ 7Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ῤ ‖ ᶏ ̆ ῤ Ώ ̆↕ Ḥ

Ȃ ῤ ‖ Ḥ ̆ ᶏ פ show loggingȂ 

ῤ ‖ Ҭ Ḥ ҳ ̆ פ clear 

logginğ ‖ Ҭ Ḥ Ȃ ̆ Ώ⌠ FLASH
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ȍ ῏  Ȏפ

  פ

logging on ῏  

show logging 
‖ Ҭ ץ̆

῏  

logging trap 
ᾛ syslog server

Ḥ ≢ 
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Ҋ ᶛ ᾛ └ Ḥ ≢ҹ 6̔ 

Ruijie(config)# logging console informational 

ȍ ῏  Ȏפ

  פ

logging on ῏  

show logging 
‖ Ҭ ץ̆

῏  

 

1.1.7 logging monitor  

ᾛ VTY ̂telnet ȁSSH ̃҉ Ḥ ≢̆

ῃ Ҋ Ȃפ פ no VTY ҉ Ȃ 

logging monitor level  

no logging monitor 

ȍ Ȏ 

level ̔ Ҥ Ȃ ᶏץ ≢ ̆Ӟ ץ ᶏ Ȃ῏ԍ

Ḥ Ҥ ̆ 1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

VTY ҉ Ḥ ̆ ᾢ פ terminal monitor ᾛ

╠ VTY Ḥ Ȃᾛ Ḥ ≢↕ logging monitor

ӈȂ 

Logging monitor ӈ Ḥ ≢ VTY Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ᾛ VTY ҉ Ḥ ≢ҹ 6̔ 

Ruijie(config)# logging monitor informational 

ȍ ῏  Ȏפ

  פ

logging on ῏  
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show logging 
‖ Ҭ ץ̆

῏  

 

1.1.8 logging trap  

ᾛ Syslog Server Ḥ ≢̆ ῃ Ҋ

Ȃפ פ no Syslog ServerȂ 

logging trap level  

no logging trap  

ȍ Ȏ 

level  ̔ Ҥ Ȃ ᶏץ ≢ ̆Ӟ ץ ᶏ Ȃ῏ԍ

Ḥ Ҥ ̆ 1Ȃ 

ȍ Ȏ 

Informational(6) 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

Ḥ Syslog Server̆ ᾢ ᶏ ῃ פ logging Syslog 

ServerȂ ̆ᶏ logging trap Ḥ Ҥ ≢Ȃ 

show logging פ ץ ῏ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ≢ҹ 6 Ḥ ҹ 202.101.11.22 Syslog 

Server̔ 

Ruijie(config)# logging 202.101.11.22 

Ruijie(config)# logging trap informational 

ȍ ῏  Ȏפ

  פ

logging on ῏  

logging  Ḥ Syslog Server 

show logging 
‖ Ҭ ץ̆

῏  
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1.1.9 logging source interface  

̆ ῃ Ҋ Ȃפ פ no

Ȃ 

logging source interface interface-type interface-number 

no logging source interface 

ȍ Ȏ 

interface-type ̔  

interface-number ̔  

ȍ Ȏ 

 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

’Ҋ̆ Syslog Server Ȃҹ

ԅḂԍ ̆ ᶏץ פ ҹ ҩ ̆

ѿ ׆≢ ₮ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Loopback 0 ҹ Syslog ̔ 

Ruijie(config)# logging source interface loopback 0 

ȍ ῏  Ȏפ

  פ

logging server Ḥ Syslog Server 

 

1.1.10 logging source ip| ipv6 

̆ ῃ Ҋ Ȃפ פ no

Ȃ 

logging source {ip ip-address | ipv6 ipv6-address} 

no logging source {ip | ipv6} 

ȍ Ȏ 

ip-address  IPV4 Һ IPV4 ̕ 
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ipv6-address  IPV6 Һ IPV6 ̕ 

ȍ Ȏ 

 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

’Ҋ̆ Syslog Server Ȃҹ

ԅḂԍ ̆ ᶏץ פ ҹ ҩ ̆

ѿ ׆≢ ₮ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Loopback 0 ҹ



 פ
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ȍ ῏  Ȏפ

  פ

logging console 
ᾛ └ ҉

Ḥ ≢ 

 

1.1.12 logging count 

ⱳ ̆ ῃ Ҋ Ȃפ ῏

ⱳ ̆ ᶏ פ no Ȃ 

logging count 

no logging count 

ȍ Ȏ 

 

ȍ Ȏ 

῏  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ ⱳ Ȃ׆ פ Ȃ no logging count

פ ̆ ⱳ ῏ ̆ ғ Ȃ 

ȍҽᶛȎ 

ⱳ ̔ 

Ruijie(config)# logging count 

ȍ ῏  Ȏפ

  פ

show logging count Ҭ Ḥ  

show logging  
Ḥ ҍ

‖ Ҭ Ḥ  

 

1.1.13 logging rate-limit 

└ⱳ ̆ └ ῤᾛ ₮ Ḥ ̆ ῃ Ҋ

Ȃפ ῏ └ⱳ ̆ ᶏ פ no Ȃ 
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logging rate-limit {number | all number | console {number | all number}} [except 

severity] 

no logging rate-limit 

ȍ Ȏ 

number  ῤᾛ Ḥ ̆ ҹ 1—10000̕ 

all  Ḥ └̆ 0—7 Ḥ ̕ 

console  ῤᾛ └ ҉ Ḥ ̕ 

except  ԍ ԍ Ҥ ≢ Ḥ Ҍ̆ └̕ ≢ҹ error(3)̆

ԍ ԍ error ≢ Ḥ Ҍ └̕ 

severity  Ḥ Ҥ ≢̆ ≢ ̆Ҥ ̆ ҹ 0—7; 

ȍ Ȏ 

’Ҋ̆Ҍ └Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

פ └ Ḥ ₮Ȃᶏ ̆פ ץ Ḥ ₮Ȃ 

ȍҽᶛȎ 

ῤᾛ Ḥ ̂ debug̃ҹ 10 ̆ᵖ warning

Ҥ ≢Ҍ └̔ 

Ruijie(config)#logging rate-limit all 10 except warnings 

ȍ ῏  Ȏפ

  פ

show logging count Ҭ Ḥ  

show logging  
Ḥ ҍ

‖ Ҭ Ḥ  

 

1.1.14 logging synchronous 

῀ҍ Ḥ ₮ ⱳ ̆ ῀ ̆

Ҋ Ȃפ ῏ ῀ҍ Ḥ ₮ ⱳ ̆ ᶏ

פ no Ȃ 

logging synchronous 
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no logging synchronous 

ȍ Ȏ 

 

ȍ Ȏ 

’Ҋ̆ ῀ҍ Ḥ ₮ ⱳ ῏ Ȃ 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

פ ῀ҍ Ḥ ₮ ⱳ ̆ ץ ῀

Ȃ 

ȍҽᶛȎ 

Ruijie(config)# 

Ruijie(config)#line console 0 

Ruijie(config-line)#logging synchronous 

῀ פ ̆ UP-DOWN Ḥ ̆↕ ῀ ᴪפ ₮  ̔

Ruijie#configue terminal 

Oct  9 23:40:55 %LINK-5-CHANGED: Interface GigabitEthernet 0/1, 

changed state to down 

Oct  9 23:40:55 %LINEPROTO-5-UPDOWN: Line protocol on Interface 

GigabitEthernet 0/1, changed state to DOWN 

Ruijie#configue terminal    ---- ῀ פ ₮̆ Ҍ  

ȍ ῏  Ȏפ

  פ

show running-config Ḥ  

 

1.1.15 service sequence-numbers 

Ḥ Ҭⱴ҉ ̆ ῃ Ҋ Ȃפ פ no

Ḥ Ҭ Ȃ 

service sequence-numbers 

no service sequence-numbers 

ȍ Ȏ 

 



 פ
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ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

̆פ ץ ̆‗ Ḥ Ҭ ⱴ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ Ḥ Ҭⱴ҉ ̔ 

Mar 22 15:28:02 %SYS-5-CONFIG: Configured from console by console 

Ruijie# config terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# service sysname 

Ruijie(config)# end 

Ruijie# 

Mar 22 15:35:57 S3250 %SYS-5-CONFIG: Configured from console by 

console 

ȍ ῏  Ȏפ

  פ

show logging 
Ḥ

ҍ ‖ Ҭ Ḥ  

 

1.1.18 more flash 

FLASH Ҭ ᴆῤ ̆ ̔

   ȍ פ Ȏ

  
ȍᶏ Ȏ ᶛ ȍҽᶛȎ
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00004 2004-11-17 4:1:32  Ruijie: %5:Reload requested by 

Administrator. Reload Reason :Reload command 

ȍ ῏  Ȏפ

  פ

logging file flash: Ḥ FLASH ҉ 

 

1.1.19 clear logging 

ῤ ‖ Ҭ Ḥ ̆ Ҋ  Ȃפ

clear logging 

ȍ פ Ȏ 

  

ȍᶏ Ȏ 

פ ῤ ‖ Ҭ ῤ ȂҌ Ḥ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ῤ ‖ Ҭ ῤ Ȃ 

Ruijie# clear logging 

ȍ ῏  Ȏפ

  פ

logging on ῏ 

show logging ‖ Ҭ  

logging buffered
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ȍ פ Ȏ 

 

ȍҽᶛȎ 

Ҋ ᶛ show logging ѿҩ ̔ 

Ruijie# show logging  
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Timestamp debug messages Debug Ḥ  

Timestamp log messages Log Ḥ  

Sequence log messages ῏ 

Trap logging 
Syslog Server Ḥ

ץ̆≢  

Log Buffer  ῤ ‖ Ҭ  

ȍ ῏  Ȏפ

  פ

logging on  
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ȍ ῏  Ȏפ

  פ

logging count ⱳ ῏ 

show logging  
Ḥ

ҍ ‖ Ҭ Ḥ  

clear logging ‖ Ḥ  
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2 配置 RLOG 日志命令 

2.1 配置相关命令 

2.1.1 rlog export-rate 

Ⱶ ₮  

rlog export-rate number 

no rlog export-rate  

 

   

 number Ⱶ ₮ ̂ ҩ ̃ 

 

  Ⱶ ₮ ҹ 1000  

 

פ   ῃ Ȃ 

 

ᶏ   ₮ ṿẒ ̆ Ⱶ ᾛ ̆ ץ ṿ ҹ  

 

ҽᶛ 
 ᶛ 1̔Ҋ ᶛ Ⱶ ₮ ̔ 

Ruijie(config)# rlog export-rate 10000 

 

῏  פ

  פ 

               -                          - 

 

  ҹ 50  

 

  - 

 

פ  

   

 - - 
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2.1.2 rlog filter 

₮ ᴆ 

rlog filter number 

no rlog filter 

 

   

 number ᴆ ACL  

 

  Ҍ῏ ACL 

 

פ   ῃ Ȃ 

 

ᶏ   ₮ ̆ ᶏץ  פ

 

ҽᶛ 
 ᶛ 1̔Ҋ ᶛ Ⱶ῏ ACL 2000̔ 

Ruijie(config)# rlog filter 2000 

 

῏  פ

  פ 

               -                          - 

 

  - 

 

  NPE50 ῒז NPE ↓  

 

פ  
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 vrf-name   VRF  

 port-num  

 

  ’Ҋ Ⱶ ῏  

 

פ   ῃ  

 

ᶏ  

 Ⱶ ᵬҹ ῏ Ȃפ Ⱶ ’Ҋ̆ Ҍᴪ

⌠ Ⱶ Ȃ 

ԅ Ⱶ פ ̆ ᴪ ꜚ ̆ Ḥ ץ udp

₮ Ȃ 

20000̕ 

 

ҽᶛ 
 ᶛ 1̔Ҋ ᶛ ѿҩ Ⱶ ̔ 

Ruijie(config)# rlog server 10.1.1.1 port 20001 

 

῏  פ

  פ 

 -                      - 

 

 
 Ⱶ פ Ⱶ̆ ₮ ῤ ̆ Ҍפ

ᴪ ῤ ₮Ȃ 

 

  - 

 

פ  

   

 10.3(4T76) oob ῏  

  10.3(4T90) ⱴ port ῏  

2.1.4 rlog type 

ⱳ ̆ ᴨᾢ  

rlog type n server server-ip priority prio 

no rlog type n server server-ip 

    

  n  

  server-ip 
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  -Ȃ 

 

פ   ῃ Ȃ 

 

ᶏ פ   ⱳ ̆ ᴨᾢ ̕ 

 

ҽᶛ 
 ᶛ 1̔Ҋ ⱳ ̔ 

Ruijie(config)# rlog type 24 server 192.168.195.52  priority 5 

 

῏   פ

Ȃ
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Ruijie(config)# nat-log enable 

 

῏  פ

  פ 

               -                          - 

 

  - 

 

  - 

 

פ  

   

 10.3(4T76) פ 

2.1.6 ip nat-log on 

nat ⱳ ̕ 

ip 
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  - 

 

פ  

   

 10.3(4T76) פ 

2.2 显示相关命令 

2.2.1 show rlog 

Ⱶ Ḥ Ȃ 

Show rlog 

    

                  -                          - 

 

  -Ȃ 

 

פ   ῃ  

 

ᶏ   ᶏ פ Ⱶ Ḥ Ȃ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ Ⱶ Ḥ ̔ 

Ruijie#show rlog 

rlog server is enable  

 port 20000  server 192.168.195.32  

 port 20000  server 192.168.195.52  

rlog export-rate 1000 rlog queue remain 150000 

send log count : 0 error count : 0 errorno : 0  

recv buf: 0 poll buf err: 0 push buf: 0 

 

῏   פ  פ

                  -                         - 
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פ  

   

 - - 

 

2.2.2 show rlog-type  

Ȃ 

Show rlog-type 

    

                  -                          - 

 

  -Ȃ 

 

פ  
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                  -                         - 

 

  ̕ 

 

  - 

 

פ  

   

 10.3(4T76) פ 

2.2.3 show rlog-status 

Ȃ 

Show rlog-status server server-ip 
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XLOG_TYPE_WEB_SEARCH_AUDIT    off        

XLOG_TYPE_WEB_BBS_AUDIT       off        

XLOG_TYPE_IM_AUDIT            off        

XLOG_TYPE_FTP_AUDIT           off        

XLOG_TYPE_WEB_AUDIT           off           

 

῏   פ  פ

                  -                         - 

 

  ᴨᾢ ̕ 

 

  - 

 

פ  

   

 10.3(4T76) פ 

2.2.4 show nat-log 

NAT/  

Show nat-log [username user_name] [ip-protocol ip-protocol] [source-ip source-ip] 

[dst-ip dst-ip] [src-port src-port] [dst-port dst-port] time-interval begin-year begin-mon 

begin-day begin-hour to end-year end-mon end-day end-hour  

    

  user_name  

  ip-protocol  

  source-ip ip 

  dst-ip ip 

  src-port  

  dst-port  

  begin-year  

  begin-mon  

  begin-day  

 

 a�8
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  end-hour  

 

  - 

 

פ    

 

ᶏ  
פ  ԍ ѿ ῤ /NAT ,̆ ץ ̆ ̆ ip̆

ip̆ ̆ ̕ 

 

ҽᶛ 

 ᶛ 1̔Ҋ ᶛ 2010 10 6 3 ⌠ 5  

Ruijie#show nat-log time-interval 2010 10 6 3 t 2010 10 6 5 
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3:3 

17  192.168.2.164  (0.0.0.0)         192.168.2.255  (0.0.0.0)         

192.168.2.164 

138  (0)     138  (0)     0          714        0          2010-10-6 

3:3 

 

῏   פ  פ

                  -                         - 

 

  ҩ ῤ NAT/ ̕ 

 

  - 

 

פ  

   

 10.3(4T76) פ 
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3 配置 SNMP 命令 

3.1 配置相关命令 

3.1.1 no snmp-server 

SNMP ף ⱳ ̆ ῃ פ no snmp-serverȂ 

no snmp-server 

ȍ Ȏ 

SNMP ף ⱳ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

῏פ SNMP ף ⱵȂ 

ȍҽᶛȎ 

Ҋ ᶛ SNMP ף Ⱶ̔ 

Ruijie(config)# no snmp-server 

3.1.2 snmp-server chassis-id 

SNMP ↓ ̆ ῃ פ snmp-server chassis-idȂ

פ no ҹ∆ ṿȂ 

snmp-server chassis-id text 

no snmp-server chassis-id 

ȍ Ȏ 

text  ̔ ↓ ̆ ᶏץ Ȃ 

ȍ Ȏ 

↓ ṿ 60FF60 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 
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SNMP ↓ ѿ ᶏ ↓ Ḃץ̆ ≢Ȃ ↓ ץ

show snmp פ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ SNMP ↓ ҹ 123456: 

Ruijie(config)# snmp-server chassis-id 123456 

ȍ ῏  Ȏפ

  פ

show snmp SNMP Ḥ  

 

3.1.3 snmp-server community 

SNMP ᵣ ̆ ῃ פ snmp-server communityȂ

פ no SNMP ᵣ Ȃ 

snmp-server community string [view view-name] [[ro | rw] [host ipaddr] 

[ number ] 

no snmp-server community string 

ȍ Ȏ 

string ̔ ᵣ ұ̆ ԍ NMS SNMP ף ӊ Ḥ Ȃ 

view-name̔ ̆ ԍ ԍ Ȃ 

ro  ̔ NMS MIB ̆Ҍ ḱ Ȃ 

rw  ̔ NMS MIB ΏȂ 

number  ̔ ↓ ↓ ̂0-99̃̆῏ ↓ ̆ MIB

NMS Ȃ 

ipaddr  ̔ ῏ NMS ̆ MIB NMS Ȃ 

ȍ Ȏ 

ᵣ ҹ  

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҹפ SNMP ף ⱳ ѿҩ ̆פ ԅ ᵣ ȁᾛ

MIB NMS Ȃ 

῏ SNMP ף ⱳ ̆ no snmp-server פ Ȃ 
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ȍҽᶛȎ 

Ҋ ᶛᶏ ↓ └ MIB ̆ ᾛ ҹ 192.168.12.1 NMS

MIB ̔ 

Ruijie(config)# access-list 2 permit 192.168.12.1 

Ruijie(config)# access-list 2 deny any 

Ruijie(config)# snmp-server community public ro 2 

ȍ ῏  Ȏפ

  פ

access-list ӈ ↓  

 

3.1.4 snmp-server contact 

SNMP ̆ ῃ פ snmp-server contactȂ פ

no − SNMP Ȃ 

snmp-server contact text 

no snmp-server contact 

ȍ Ȏ 

text ̔ ұ 

ȍ Ȏ 

ҹ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ SNMP ҹ i-net800@i-net.com.cn ̔ 

Ruijie(config)# snmp-server contact i-net800@i-net.com.cn 

ȍ ῏  Ȏפ

  פ

show snmp-server SNMP Ḥ  

no snmp-server ῏ SNMP ף ⱳ  
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ipv6-addr  ̔  SNMP Һ ̂ipv6̃ 

vrfname   ̔  vrf  

version    ̔  snmp ̆V1ȁV2CȁV3 

auth | noauth | priv ̔ V3 ῃ ≢Ȃ 

community-string ̔  ᵣ ұ ̂V3 ̃Ȃ 

port-num   ̔  snmp Һ  

notification-type ̔  Һꜚ ̆ᶛ snmpȂ 

ȍ Ȏ 

’Ҋ̆ SNMP Һ Ȃ 

̆↕ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍᶏ Ȏ 

ҍῃפ פ snmp-server enable traps ѿ ᶏ Һ̆ꜚ NMS

Ȃ 

ץ ҩҌ SNMP Һ ԍ ѿ̆ҩҺ ᶏץ Ҍ

̆Ҍ ̆Ҍ vrf ̆ ԍ Һ [ ȁ vrf ]̆

ѿ ᴪ ╠ ̆ Һ Ҍ ̆

≢№ץ Ҍ ̆ ֓ ᴪ ⌠ѿ Ȃ 

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ SNMP Һ ̆ SNMP Ԋᴆ ̔ 

Ruijie(config)# snmp-server host 192.168.12.219 public snmp 

ȍ ῏  Ȏפ

  פ

snmp-server enable traps  

 

3.1.7 snmp-server location 

SNMP ᵝ Ḥ ̆ ῃ פ snmp-server locationȂ

פ no SNMP ᵝ Ḥ Ȃ 

snmp-server location text 



SNMP  פ

http://www.ruijie.com.cn 

ȍ Ȏ 

text ̔ Ḥ ұȂ 

ȍ Ȏ 

Ḥ ҹ  

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ Ḥ ̔ 

Ruijie(config)# snmp-server location start-technology-city 4

F of A Buliding 

ȍ ῏  Ȏפ

  פ

snmp-sever contact  SNMP  

 

3.1.8 snmp-server packetsize 

└ SNMP ̆ ῃ פ snmp-sever packetsizeȂ

פ no ṿȂ 

snmp-server packetsize byte-count 

no snmp-server packetsize 

ȍ Ȏ 

byte-count   ̆׆ 484 ⌠ 17876 Ȃ 

ȍ Ȏ 

1500  

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ SNMP ҹ 1492̔ 

Ruijie(config)# snmp-server packetsize 1492 

ȍ ῏  Ȏפ
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snmp-server enable host NMS Һ  

 

3.1.12 snmp-server trap-timeout 

ӈ ̆ ῃ פ snmp-server 

trap-timeoutȂ פ no ṿȂ 

snmp-server trap-timeout seconds 

no snmp-server trap-timeout 

ȍ Ȏ 

seconds  ̔ ̆ ᵝҹ Ȃ 

ȍ Ȏ 

30  

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ ҹ 60 ̔ 

Ruijie(config)# snmp-server trap
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username ̔ Ȃ 

groupname̔  

v1 | v2 | v3 ̔ SNMP Ȃ v3 ῃ Ȃ 

encrypted   ̔ ̆ ̆ ↕ Ȃ

ԅץ ῀ ↕̆ ῀ 16 └ Ȃ ᶏ MD5

ҹ 16 ̆ SHA ҹ 20 Ȃץңҩ

ѿҩ Ȃⱴ ֽ Ȃ 

auth ̔ ᶏ Ȃmd5 ᶏ MD5 Ȃsha ᶏ SHA

Ȃ 

auth-pass125 word
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ȍ Ȏ 

v1 | v2c |v3 ̔ SNMP Ȃ 

auth̔ ᴰ ᵖ Ҍ Ḡ ̆ v3 Ȃ 

noauth̔ ᴰ Ҍ ӞҌ Ḡ ̆ v3 Ȃ 

priv̔ ᴰ ᴰ Ḡ ̆ v3 Ȃ 

readview̔῏ ѿҩ Ȃ 

writeview̔῏ ѿҩ Ώ Ȃ 

ȍ Ȏ 

 

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ ̔ 

Ruijie(config)# snmp-server group mib2user v3 priv read mib2 

ȍ ῏  Ȏפ

  פ
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ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ ѿҩ ̆ MIB-2 ̂oid ҹ 1.3.6.1̃̔ 

Ruijie(config)# snmp-server view mib2 1.3.6.1 include 

ȍ ῏  Ȏפ

  פ

show snmp view SNMP Ḥ  

3.1.16 snmp-server if-index persist 

ⱳ ᶏ snmp-server if-index persist Ȃפ

פ no ῏ ⱳ Ȃ 

snmp-server if-index persist 

no snmp-server if-index persist 

ȍ Ȏ 

 

ȍ Ȏ 

ⱳ ῏ Ȃ 

ȍ פ Ȏ 

ῃ  

ȍҽᶛȎ 

Ҋ ᶛ ⱳ ̔ 

Ruijie(config)# snmp-server if-index persist 

ȍ ῏  Ȏפ

  פ

show run 
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3.2 显示相关命令 

3.2.1 show snmp 

SNMP Ḥ ̆ פ show snmpȂ 

show snmp [mib | user | view | group] 

ȍ פ Ȏ 

 

ȍᶏ Ȏ 

show snmp פ SNMP ῏ Ḥ ̕ 

show snmp mib Ҭ snmp mib Ḥ ̕ 

show snmp user snmp Ḥ ̕ 

show snmp view

SiMP  
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SNMP agent: enabled 

ȍ ῏  Ȏפ

  פ

snmp-server chassis-id SNMP ↓  
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