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本书约定 

פ (1  

פ ӈ Ҋ̔ 

ᵣ̔ פ ῏ ̂ ҬḠפ Ҍ №̃ ⱴ ᵣ Ȃ 

ᵣ̔ פ ̂ Ҭפ ṿ ף №̃ ᵣ  

[ ] ̔ [ ] №̆ פ Ȃ 

{ x | y | ... }̔ ңҩ׆ ҩ Ҭ ѿҩȂ 

[ x | y | ... ]



 

 

 
 
 

 

 
 

 

№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

פ .1  

2.  

3. ᴆ  

4.  

5. HTTP  
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פ 1  

ᶏ פ ̆ ץ ᶏ פ Ȃ 

Һ Ҋῤץ ̔ 

 פ  

 ꜛ 

 Ώ  פ

 ᶏ פ no default  

 CLI Ḥ  

 ᶏ  פ

 ᶏ  

 CLI ₮Ḥ  

 CLI 

1.1
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User 
EXEC 

̂

̃ 
ᾢ ῀
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abbreviated-command-entry? 

῏פ ұȂ 

ᶛ ̔ 

Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab> 

ᶏ פ ῏ Ȃ 

ᶛ ̔ 

Ruijie# show conf<Tab> 
Ruijie# show configuration 

? 

↓₮ פ Ҋѿҩ῏ ῏ Ȃ 

ᶛ ̔ 

Ruijie# show ? 

command keyword ? 

↓₮ ῏ ῏ Ҋѿҩ Ȃ 

ᶛ ̔ 

Ruijie(config)# snmp-server 
community ? 
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% Ambiguous command: 
"show c" 

῀

̆

≢ ѿ  Ȃפ

῀ ̆פ

ӈ ῀ѿҩ

Ȃ ῀ ῏

₮ Ȃ 
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ῤ

ꜚᾣ Ȃ 

Ctrl-B 
ᾣ ⌠ ѿҩ Ȃ 

Ctrl-F 
ᾣ ⌠ ѿҩ Ȃ 

Ctrl-A ᾣ ⌠ פ Ȃ 

Ctrl-E ᾣ ⌠ פ Ȃ 

− ῀

Ȃ 

Backspace  − ᾣ ѿҩ Ȃ 

Delete  − ᾣ Ȃ 

₮

ꜚ ѿ ѿ

Ȃ 

Return  

ῤ ₮ ῤ ҉

ꜚѿ ̆ Ҋѿ ῤ ֽ̆ ₮ῤ

ᶏ Ȃ 

Space  

ῤ ₮ ῤ ҉

ꜚѿ ̆ Ҋѿ ῤ ֽ̆ ₮ῤ

ᶏ Ȃ 
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80ҩ Ȃ 

 

ᶏ פ ꜚ פ ⱳ ̆ ץ Ȃΐᵣפ ᶏ

Ȃ 

1.8 CLI ₮Ḥ  

1.8.1 Show פ  

show פ ₮ Ḥ Ҭ ῤ ̆ ץ ᶏ Ҋץ  ̔פ

  פ

Ruijie# show any-command | 
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"ip route 0.0.0.0 0.0.0.0 192.1.1.1" ≢ ̆ 

↕ ῀ ҩ ԍ ῀ ҩ ұȂ 

≢פ ̆ ץ ѿҩ ף ѿ Ȃᶛפ ̆⇔ ѿҩ≢ ף ѿ פ

╠ѿ №̆ ץ ῀ №Ȃ 

≢ ף פ פ ╠ Ҭ פ ̆ ῃ Ҋ̆ ῀

alias ? ₮↓ץ ╠ ץ ≢ ῃ פ ̔ 

Ruijie(config)#alias ? 

aaa-gs                 AAA server group mode 

acl                     acl configure mode 

bgp                     Configure bgp Protocol 

config                 globle configure mode 

...... 

≢פ ꜛḤ ̆ ≢ ╠ ᴪ ѿҩ ̂*̃̆ ғᴪ Ҋץ ̔ 

*command-alias=original-command 

ᶛ ̆ EXEC Ҋ̆ ≢פ ‖s‖ ‖show‖῏ Ȃ↕ ῀‖s?‖ ץ ‘s‘ ῏

≢ ꜛḤ ̔ 

Ruijie#s? 

*s=show  show  start-chat  start-terminal-service 

≢ ף Ҍפ ѿҩ ̆↕ᴪᶏ פ Ȃᶛ ̆ EXEC Ҋ

≢ ‖sv‖ף  ̔↕̆‖show version‖פ

Ruijie#s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

≢ ׆ ῀ פ ѿҩ ̆╠ Ҍ Ȃ ҉ ᶛ ̆ ӊפ

╠ ῀ԅ ̆ Ҍ ≢ ̔ 

Ruijie# s? 

show  start-chat  start-terminal-service 

≢פ Ӟ ץ פ ꜛḤ ̆ᶛ Ҋ ≢פ ‖ia‖ף ‖ip 

address‖̆↕ Ҋ̔ 

Ruijie(config-if)#ia ? 

  A.B.C.D  IP address 

  dhcp     IP Address via DHCP 

 

Ruijie(config-if)#ip address 

↓₮ԅ‖ip address‖ פ Ḥ ̆ ғ ≢  Ȃפ

≢פ ᶏ ῀̆ ↕Ҍ ≢Ȃ 

ᶏ show aliases פ ץ Ҭ ≢ Ȃ 

1.9.1 CLI 

ᶏ CLI ӊ╠̆ ᶏ ѿҩ PC Ȃ ꜚ ̆

ᴆ ᴆ∆ ᶏץ CLIȂ ᶏ ᶏ ұ ̂Consolẽ

̆ ҹ ̂Outband̃ Ȃ ԅ ῏ ̆ ץ Telnet
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Ȃ ң ץ פ Ȃ 
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2  

2.1  

    ῏ CLI פ ᶏ Ḥ ̆ ȇ פ ȈȂ 

2.1.1 
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פ 2.1.1.4.2 ᶛ 

Ҋ reload פ ῒ פ ԇ ≢ 1 ғ ≢ 1 ҹ ≢̂ ̃‖ҹ‖testפ

̔ 

Ruijie# configure terminal 

Ruijie(config)# privilege exec all level 1 reload 

Ruijie(config)# enable secret level 1 0 test 

Ruijie(config)# end 

῀ 1 ̆ ץ פ  ̔פ

Ruijie# disable 1 

Ruijie> reload ? 

at                     reload at a specific time/date 

cancel                 cancel pending reload scheme 

in                     reload after a time interval 

<cr>  

Ҋ reload פ ῒ פ ҹ ṿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# privilege exec all reset reload 

Ruijie(config)# end 

῀ 1 ̆ פ ̔ 

Ruijie# disable 1 

Ruijie> reload ? 

% Unrecognized command. 

2.1.1.5 ̂linẽ Ḡפ  

֟
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lock פ ᵟ ̕ ̆ Ҋ ῀ᴋᵥ ̆ ᴪ ῀ ̆פ

פ ⱳ ̆ ꜚ Ȃ 

ᵬ פ   

Step 1 Ruijie(config-line)# lockable ᵟ line ⱳ  

Step 2 Ruijie# lock ᵟ ╠ line  

2.1.2 └ 

2.1.2.1  

╠ ѿ ױ ԅ ᵥ Ḡ פ └ Ȃ ԅ Ḡפ

̆ ԅ AAA ̆↕ ̆ ױ

ץ ѿ֓ Ⱶ ̆ ╠ ױ ≠

RADIUS Ⱶ └ Ȃ 

≠ RADIUS Ⱶ └̆ ҌῬ Ḡ

Ḥ ̆ ⱴ Ḥ ⌠ RADIUS Ⱶ ҉ ̆ Ⱶ ѿ

ȁ ȁ῍֣ Ḥ ̆Ḃԍ └ ̆

Ḥ ῃ Ȃ 

web Ⱶ ̆ ῤ ePortal Ⱶ ̆ ҹӊץ Ḥ ̆ ֓

Ḥ ֽᶫῤ ePortal Ⱶ ᶏ ̆ ץ ῀ ₮Ȃ 

2.1.2.2  

֟ ԍ ᴍ ̆Һ ԍ AAA Ҋ̆ ↓ Ҭ

ץ̕ AAA Ҋ̆ Ҭ Ȃ ץ ̆

ԍ web Ȃ 

ᴍ ̆ ῃ Ҋ̆ ΐᵣ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie(config)# username
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ᴆ ῀  csv txt ң ᴆ ̆ῒҬ csv ץ excel csv

̆Ҋ ץ excel ̔ 

aaa aaa 

bbb bbb 

ccc ccc 

Txt ᴆ Ҋ: 

aaa,aaa 

bbb,bbb 

ccc,ccc 

ѿ Ḥ ̆ ҍ ӊ ̆ Ȃ 

῀ ₮ ᴆ ץ web ῀̆Ӟ ץ CLI ̆ ῏ CLI  ̔פ

ᵬ פ   

Step 1 
Ruijie# 
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2.1.3  

2.1.3.1  

Ҭ ̆ ᶫΐᵣ ( ȁ ȁ ) ( ȁ№ȁ ץ(

Ḥ Ȃ ԍѿ ̆ ѿ ᶏ ᵰ ᾢ ҹ

╠ Ȃ ̆ ̆ᵰӞ ץ ḱ Ȃ Һ

ԍ Ԋᴆ Ȃ 

2.1.3.2  

ᵰ ץ ҉ Ȃ ᵰ ԅ ̆

ᵰץ ҹ‰ѿ Ҋ ̆ ᶏ Ҋ ̆ ׅ

Ȃ ץ ѿ ̆ ↕҉Ҍ Ῥ ̆ ᵰ ḱ ҉

Ȃ 

ᵖ ԍ ᶫ ᴆ ̆ ҉ ҉ ᴆ

̆ ֽ ̆ Ҋ ̆ Ȃ 

 

ᵬ פ   

Step 1 Ruijie# clock set hh:mm:ss month day year Ȃ 

ᶛ 2003-6-20̆10:10:12 

Ruijie# clock set 10:10:12 6 20 2003       //  

Ruijie# show clock                          // ḱ  

clock: 2003-6-20 10:10:54 

2.1.3.3  

ᵰ ץ Ҋᶏ show clock פ Ḥ ̆ Ҋ̔ 

Ruijie# show clock                                 // ╠  

clock: 2003-5-20 11:11:34 

2.1.3.4 ᴆ  

ѿ֓ ᶏ ᴆ ̂calendar̃ ᾟ ᴆ ̆ ᴆ Ҍ ̆ ҹ ᴆ

̆ ᶏ ῏ ҊӞ Ȃ 

ᴆ ᴆ Ҍ ̆ ᴆ ̆ פ ᴆ

└ ᴆ Ȃ 
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ᴆ ᴆ ̆ Ҋ clock update-calendar ҩ ̆פ ᴆ

ᴪ ᴆ ṿȂ 

 

ᵬ פ   

Step 
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    

ᶏ at ̆↕ ╠ ⱳ Ȃ ᶏ ӊ╠ᾢ

Ḃץ̆ ℗ Ȃ ӊ╠ ԅ ⅞̆↕

Ῥ ⅞ ╠ Ȃ ԅ ⅞̆Ẋ ⅞

╠ ԅ ̆↕ ⅞ ҡ Ȃ 

⅞Ҭ ҍ ╠ Ҍ 31 ғ ԍ ╠ Ȃ

ԅ ⅞ӊ Ҍ Ῥḱ , ↕ ᴪ ̆

⌠ ӊ Ȃ 

2.1.4.2 



 

http://www.ruijie.com.cn 

2.1.4.5 −  

Ҋ̆ᶏ Ҋ −פ ⅞̔ 

ᵬ פ   

Step 1 Ruijie# reload cancel − ⅞ 

ӊ╠ ⅞̆↕ᴪ ӊ╠ ꜚ ⅞Ȃ 

פ 2.1.5  

2.1.5.1  

ҹԅ Ḃ̆ᵰ ҹѿץ (System Name) Ȃ ᵰ

ҹ CLI פ ̆↕ ̂ 32 ҩ ̆↕ ῒ╠ 32 ҩ

̃ ᵬҹ פ ̆ Ȃ ’Ҋ̆ ҹ

ľRuijieĿȂ 

2.1.5.2  

֟ ᶫῃ Ҋ פ ̔ 

ᵬ פ   

Step 1 
Ruijie(Config)# hostname name 

̆ ̆

Ҍ 32 ҩ Ȃ 

ᵰ ץ ῃ Ҋᶏ no hostname ᵝ ṿȂҊ ᶛ

RGOS̔ 

Ruijie# configure terminal                     // ῀ῃ  

Ruijie(config)# hostname RGOS      // ҹ RGOS 

RGOS(config)#                                       // ḱ  

פ 2.1.5.3  

ᵰ פ ̆↕ ̂ 32ҩ ̆↕ ῒ╠32ҩ ̃

ᵬҹ
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ᵰ ץ ῃ Ҋᶏ no prompt פ ҹ ṿȂ 

2.1.6  

2.1.6.1  

̆ᵰ ѿ֓ Ḥ Ȃᵰ ץ ⌠

ҩ Ȃᵰ ⇔ץ ң ̂banner̃̔ Ȃ

⌠ ̆ ̆ ᾢ ҉Ȃ≠ ̆

ᵰ ץ ѿ֓ ҹ ̂ ῏ ̃ Ȃ

ӊ ̆ Һ ᵬ ᶫѿ֓ Ḥ Ȃ ’Ҋ̆

Ȃ 

2.1.6.2  

ᵰ ⇔ץ ѿ Ḥ Ḥ ̆ ̆ ֓Ḥ ᴪ Ȃ

ץ Ҋῃץ פ Ḥ ̔ 

ᵬ פ   

Step 1 

Ruijie(config)# banner motd c message c 

(message of the day) Ȃc

№ ̆ ҩ№ ץ ᴋᵥ ( ‘&‘

)Ȃ ῀№ ̆ ̆

ᵰ ץ ῀ ᵰ̆ ῀№

῀̆ ̆

῀ № ׅ ῀ ↕̆ ֓

ҡ Ȃ ̆ Ḥ

ҬҌ ₮ ᵬҹ№ ̆ Ҍ

255 ҩ Ȃ 

ᵰ ץ ῃ Ҋᶏ no banner motd − Ḥ ȂҊ ᶛ

ԅ ᵥ ѿҩ ̆ ᶏױ (#)ᵬҹ№ ̆ Ḥ ҹ―Notice: system will 

shutdown on July 6th.‖̆ ᶛ Ҋ̔ 

Ruijie(config)# banner motd #                        // №  

Enter TEXT message.  End with the character '#'. 

Notice: system will shutdown on July 6th.#        // №  

Ruijie(config)# 

2.1.6.3  

ץ Ҋῃץ פ Ḥ ̔ 

ᵬ פ   
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Step 1 

Ruijie(config)# banner login c message c 

Ȃc № ̆ ҩ№ Ȃ
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ᵬ פ   

Step 1 Ruijie# show version ȁ Ḥ  

 

    
↓ Һ ҉ ץ פ ̕show version Ҭ

SYSTEMUPTIMĔ ҹ̔DD:HH:MM:SSȂ 

 

    

ꜚᵬ ̆ ֟ ᴆ ᴆ Ҭ Ҍѿ

’Ȃ ᶏ פ Һ ῤ Ҭ Boot/Ctrl ᴆ

╠ flash ҬḠ Ȃ 

 

2.1.7.3 ᴆ ᵣḤ  

ᴆḤ Һ Ḥ ҉ Ḥ Ȃ Ḥ ̔

̆ ̕ Ḥ ̔ ҉ ̆ ҉ ̂

̆↕ ҹ ̃̆ ̆

ҩ ̂ ̃ᵰ ץ Ҋᶏ Ҋ ↓ פ Ḥ

̔ 

ᵬ פ   

Step 1 Ruijie# show version devices ╠ Ḥ  

Step 2 Ruijie# show version slots ╠ Ḥ  

2.1.8 └  

2.1.8.1  

ѿҩ └ ̂Consolẽ̆ ҩ └ ̆ ץ Ȃ

ѿ ᶏ Ṝ̆ └ ῒ Ȃ ץ

ұ Ȃ ̆

└ ѿ Ȃ 

2.1.8.2 └  

Ҋ̆ ᶏץ Ҋץ פ └ ̔ 

ᵬ פ   
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Step 1 

Ruijie(config-line)# speed speed 

└ ᴰ ̆ ᵝ bpsȂ ԍұ

̆ᵰ ᴰ ҹ 9600ȁ19200ȁ

38400ȁ57600ȁ115200 Ҭ ѿҩ̆

9600Ȃ 

Ҋ ᶛ ᵥ ұ ҹ 57600 bps̔ 

Ruijie# configure terminal                  // ῀ῃ  

Ruijie(config)# line console 0           // ῀ └  

Ruijie(config-line)# speed 57600        // └ ҹ 57600 

Ruijie(config-line)# end                            // ⌠  

Ruijie# show line console 0                       // └  

CON     Type    speed   Overruns 

* 0     CON     57600   0 

Line 0, Location: "", Type: "vt100" 

Length: 25 lines, Width: 80 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 

Total input: 22 bytes 

Total output:  115 bytes 

Data overflow:  0 bytes 

stop rx interrupt:  0 times 

Modem: READY 

2.1.9 ҉ᶏ telnet 

2.1.9.1  

Telnet TCP/IP Ҭ ԍ ̆ ₮ԅ ᶫ ⱳ

ȂTelnet Client Ⱶҹ ⌠ ҉ ᶫᶏ

Telnet Client ҉ῒז ⱵȂ Ҋ ҉ ᴏ

Telnet ҍ A ̆ ῀ telnet Ῥפ B̆

ῒ Ȃ 

 

2.1.9.2 ᶏ Telnet Client 

ץ ҉ telnet פ ⌠ ҉ ̔ 
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ᵬ פ   

Step 1 

Ruijie# telnet host [port] [/source {ip A.B.C.D | 
interface interface-name}] [/vrf vrf-name] 

telnet ⌠ ̆ ץ IPV4 Һ

IPV4 Ȃ 

Telnet פ ̆

Ҭפ Telnet פ ῏ Ȃ 

Ҋ ᶛ ᵥ ҍ Telnet ᴪ Ȃ 

IP 192.168.65.119̔ 

Ruijie# telnet 192.168.65.119      // ⌠ telnetᴪ  

Trying 192.168.65.119 ... Open 

User Access Verification            // ῀  

Password: 

2.1.9.3 ᶏ Telnet Server 

ץ Ҋץ ̆פ Telnet Server Ⱶ̔ 

ᵬ פ   

Step 1 Ruijie# enable service telnet-server Telnet Server Ⱶ̕ פ IPV4 ⱵȂ 

2.1.10  

2.1.10.1  

ץ ̆ └ ̂ ץ̆

⌠ ᴪ ̃̆ ṿ̆ ᴋᵥ ῀ ₮Ḥ ̆Ҭ Ȃ 

2.1.10.2  

╠ ̆ ῤ̆ ᴋᵥ ῀Ḥ ̆ Ⱶ Ҭ Ȃ 

֟ ᶫ LINE Ҋ פ ̔ 
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Ruijie# line vty 0                             // ῀ LINE  

Ruijie(config-line)# exec-timeout 20      // ҹ 20min 

2.1.10.3 ᴪ  

╠ LINE ҉ ᴪ ̆ ῤ̆ ᴋᵥ ῀Ḥ ̆ Ҭ ╠ ⌠

ᴪ Ȃ ғ ҹ Ȃ 

֟ ᶫ LINE Ҋ פ ⌠ ᴪ ̔ 

ᵬ פ   

Step 1 

Ruijie(config-line)# session-timeout minutes 
[output] 

LINE ҉̆ ⌠ ᴪ ̆

ῤ̆ ᴋᵥ ῀ ̆ Ҭ ᴪ Ȃ 

minutes̔ № ̕ 

output̔ ₮ Ӟᵬҹ ῀̆ ∞

̕ 

ץ LINE Ҋᶏ no exec-timeout ̆פ LINE Ҋ⌠ ᴪ

Ȃ 

Ruijie# configure terminal                       // ῀ῃ  

Ruijie(config)# line vty 0                     // ῀ LINE  

Ruijie(config-line)# session-timeout 20    // ҹ 20min 

2.1.11 ᴆҬ  פ

Ҭ̆ Ṝ ῀ פ ҩⱳ ̆ ῃ CLI

῀ ̆Ӟ Ȃ ֓ⱳ פ ῃ

ѿҩ ᴆҬ̆ ̆ ҩ ᴆ̆ ץ ῏ ῃ

Ȃ 

ᵬ פ   

Step 1 Ruijie# execute {[flash:] filename} ѿҩ ᴆȂ 

ᶛ ̔ ᴆ line_rcms_script.text ԍ ҉ Telnet ⱳ ̆ ᴆῤ

Ҋ̔ 

configure terminal 

line tty 1 16 

transport input all 

no exec 

end 

̔ 

Ruijie# execute flash:line_rcms_script.text  

executing script file line_rcms_script.text ...... 

executing done

Ruijie#

 

 

 

 

lineash:

 line tty 1 16 

-

line)#
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Ruijie(config-line)# no exec 

Ruijie(config-line)# end 

    

ᴆ ᴆ ᴆҬ ῤ ץ ѿ̆ PC

Ԑ א
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ᵬ פ   

Step 1 Ruijie(Config)# ip http port number HTTP Ⱶ ̆ 80 

Step 2 

Ruijie(Config)# ip http authentication 

{ enable | local } 

web ̆ ҹ enableȂ 

enable ̔   enable password enable 

secret פ פ ̆ פ

15 ̕ 

local  ̔ username פ

פ ̆ 15  ̕

ץ Ҋ̆ᶏ ҉ץ פ no ̆ ҹ ṿȂץҊᶛ ֜ ҉

Http Server̆ Ⱶ ҹ 8080̆ ̔ 

Ruijie# configure terminal                      // ῀ῃ  

Ruijie(config)# enable service web-server     // Web Server 

Ruijie(config)# username name password pass  //  

Ruijie(config)# username name privilege 15   //  

Ruijie(config)# ip http port 8080              // Ⱶ  

Ruijie(config)# ip http authentication local //  

 

ᶏ Ҋ פ HTTPS Ⱶ  

ᵬ פ   

Step 1 Ruijie(Config)# ip http secure-port number HTTPS Ⱶ ̆ 443 

 

ץ Ҋ̆ᶏ ҉ץ פ no ̆ https Ⱶ ҹ ṿȂץҊᶛ ֜

҉ Https Server̆ Ⱶ ҹ 4443 

 
Ruijie# configure terminal                      // ῀ῃ  

Ruijie(config)# enable service web-server https // https Server 
Ruijie(Config)# ip http secure-port 4443 

 

ᶏ Ҋ פ web Ⱶ  
Ruijie# show web-server status  

http server status : enabled 

http server port : 8080 

https server status:  enabled 

https server port: 4443 

 

    

ᾧ http Ⱶ https Ⱶ Ȃ http Ⱶ

’Ҋ̆Ῥ https Ⱶ, ғҌ http Ⱶ ѿ ̆↕

https Ⱶ̆http Ⱶ ̆ ⌠ https Ⱶ Ⱶ

῏ ̆http Ⱶ Ȃ 
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3 ᴆ  

3.1  

ᴆ ѿҩ ꜛ Ữ ҉ ᴆḤ ̆֜ ᶫԅұ

Flash ᵬҹ ꜛ Ữ ̆ ԍ Ữ ֜ ᵬ ᴆ̆ץ ѿ֓֜

ᴆȂ 

ᴆ ұ Flash ҉ ץ Ḡ ̆ ҩ ᴆ ѿҩ ᴆ ᴆ Ḥ

Ȃ Ữ Ώ Ῥ ῒז ᵬ ̆ ᴆ ꜚ ץ ̆

ץ ⌠ ᶫ ᴆ ᵬ̆ ҩ ̆ Ҍ⌠̆ҹԅᾟ№ ≠

̆ ᴆ ᶫԅ ⱳ ץ Ḥ Ȃ 

3.2 ᴆ  

ױ Ҋ₃ҩץ׆ ᵥ ᴆ ̔ 

 ℗  

 └ ᴆ 

 ῤ  

  

 ⇔  

 ꜚ ᴆ 

 ╠ ᵬ  

 − ᴆ 

 −  

3.2.1 ᴆ  

῏פ ΏҌ ̆ ᴆ Ώ ̆ ᴆ ҹ 4096Ȃ 

ᴆ ץ Ḥ Ҍ ᵬȂ 

 

 注意： 
flash Ữ ҉̆ ᴆ ᶏ Ҍ 128M ̕ ↕̆ ᴪ

⁞ ꜚ ̆ ̆ Ҋ ᴆ dirפ ᴪ Ȃ

̆ ᴆ ᶏ ̆ ꜚ ѿ֓ ᴆȂ 

flash Ữ ̂Ҍ flash Ữ ̃ҹ32M ҉̆ ▼ᵩ ᵞԍ512K ̆ҹ

Ḡ flash ᴆ ᵬ ̆ ꜚ ᴆȂ 



ᴆ  

http://www.ruijie.com.cn 

ᶛ ̔ USB ̆ ᵬ ᴪ flash ᴆ ᵬȂ USB ᴆ Ҍ

ғflash▼ᵩ ᵞԍ512K ̆ ꜚ ᴆ Ῥ Ȃ 

flash Ữ ̂Ҍ flash Ữ ̃ҹ512M ҉̆ ▼ᵩ ᵞԍ4M ̆ҹḠ

flash ᴆ ᵬ ̆ ꜚ ᴆȂ 

ᶛ ̔ USB ̆ ᵬ ᴪ flash ᴆ ᵬȂ USB ᴆ Ҍ

ғflash▼ᵩ ᵞԍ4M ̆ ꜚ ᴆ Ῥ Ȃ 

flash Ữ▼ᵩ ᵞԍ ᴆ 110% ̆ҹḠ ⱳ ̆ ꜚ

ᴆȂ 

ᶛ ̔ 10MB ᴆ̆ ᵬ ≠ ѿ №flash Ữ ᵬҹ 10MB

̆ flash Ữ▼ᵩ ᵞԍ11MB ̆ ꜚ ᴆ Ῥ Ȃ 

 

3.2.2 ℗  

׆ ╠ ℗῀⌠ Ȃ  

Ҋ̆ Ҋ ᶏ  ̔פ

ᵬ פ  

Ruijie# cd directroy  ῀ directory Ȃ 

Ruijie# cd ../ ῀҉ѿ  

Ruijie# cd ./ ῀  

Ҋᶛץ ῀ Ҋ MNT Document ̔ 

Ruijie# cd mnt/document 

ӊ Ῥ ᵬ MNT/Document Ҋ  

3.2.3 └ ᴆ 

└ ᴆ⌠ѿҩ Ҭ ѿҩ ᴆҬȂ 

Ҋ̆ Ҋ copy פ ץ ᴆ⌠ ᴆ⌠ ᴆ ̔ 

ᵬ פ  

Ruijie# copy flash: filename flash:  
directoryname 

ᴆ └⌠ ҬȂ 

Ruijie# copy 
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3.2.4 ῤ  

╠ ᵬ Ҋ Ҋ Ḥ ̔ 

ᵬ פ  

Ruijie# dir  ╠ Ҋ ῤ Ȃ 

Ruijie# dir directory ῤ Ȃ 

Ҋᶛץ ╠ ῤ ῤ ҽᶛ̔ 

Ruijie# dir 

Ruijie# dir ../bak 

3.2.5  

Ҋ̆ Ҋ פ ץ ᴆ ᵬ ̔ 

ᵬ פ  

Ruijie# makefs dev devname fs fs_name  
ҹ ҹ fs_name ᴆ

ҹ dev Ȃ 

Ҋᶛץ dev Ҋ ѿҩ MTD ̆ᶫ JFFS2 ᴆ ᶏ ̔ 

Ruijie# makefs dev/dev/mtd/mtdblock/1 fs jffs2  

҉ ҹ JFFS2 ᴆ MTDBLOCK Ҋ ѿҩ ̆

ᶫ ᴆ ᶏ Ȃ 

3.2.6 ⇔  

Ҋ̆ Ҋ ᵝ ⇔ ̔ 

ᵬ פ  

Ruijie# mkdir directoryname ⇔  

Ҋᶛץ Ҋ ⇔ ѿҩ BAK ̔ 

Ruijie# mkdir bak 

3.2.7 ꜚ ᴆ 

Ҋ̆ ᴆ ꜚ⌠ ᴆ̔ 

ᵬ פ  
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Ruijie# rename flash: old_filename flash: 
new_filename 

ҹ old_filename ᴆ

ҹ new_filename

ᴆ Ȃ  

 

3.2.8 ╠ ᵬ  

Ҋ̆ Ҋ ץ ╠ ᵬ Ḥ ̔ 

ᵬ פ  

Ruijie# pwd ╠ ᵬ Ḥ  

 

3.2.9 − ᴆ  

Ҋ̆ Ҋ ӄ− ѿҩ ᴆ ⱳ ̔ 

ᵬ פ  

Ruijie# rm [recursive] filename − ᴆ Ȃ 

Ruijie# delete [recursive] filename − ᴆ Ȃ 

Ҋ ᶛ − MNT Ҋѿҩ Ạ large.c ҳ ᴆ̔ 

Ruijie# delete mnt/large.c  

Ҋ ᶛ − aaa ̔ 

Ruijie# delete recursive aaa  

 

3.2.10 −  

Ҋ̆ Ҋ ץ ӄ− ̔ 

ᵬ פ  

Red-Giant# rmdir directoryname − ѿҩ Ȃ 

Ҋץ ᶛ − ѿҩ MNT̔ 

Ruijie# rmdir mnt 
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CLI פ Ҋ̆ Ҋ ᴆ ҉ᴰ̔ 

҉ᴰ╠̆ ᾢ Windows ⌠ ̕ Ҋᶏ Ҋץ

ᴰ҉פ ᴆ̕ Һ Windows Ҭ̆ ―ᴰ ‖ Ҭ ― ᴆ‖ⱳ Ȃ

Ҋ ̔ 

 

₮ ҉ᴰ ᴆ Ữᵝ ̆ ―Xmodem‖̆ ₯― ‖̆ ᴪ

ѿ Ữ ᴆ ̆ ₯― ‖ ᴆȂ Ҋ ̔ 

 

 

ᵬ פ  

Ruijie# copy flash:filename xmodem 
׆ ҉ᴰ ᴆ filename

⌠Һ  

 

 

 注意： 
ᴆ Ҭ ̆ ᴆ ⱴ҉ ̆ Ҋ̔ 

copy xmodem flash:‖filename‖ copy flash:‖filename‖ xmodem 

 
 

4.2.3  

Ҍ ̆ᶏ ᶏץ ҉ tftp xmodem ᴆᴰ ⌠
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҉Ȃᴰ ⱳ ̆ ꜚ ̆ ᴆ ᴪ ꜚ ╠ ̆ ҩ Ҍ

ֲ  Ȃ῀׃

ᴆ ҉ ꜚᵬ Ҍ ̔ 

1̃ ᵬ̆ ̆ ꜚ ᵝ̆ Ῥ ꜚ

Ȃ 

2̃ ̆ ץ ҙⱵ ̆ ѿҩ ᴆ

ᵬȂ ᾢ ̆ ᵝȂ Ῥ ꜚ ̆ ꜚ ⱳ ᴪ ꜚ ̆

ҙⱵ Ȃ 

ꜚ ⱳ ̔ ԍҺ ѿҩⱳ ̆ᴪ Ҭ ׆ ̆ ҙⱵ

ѿ ̆ ױז Һ Ҭ Ҍѿ ̆ ױז

ᴆᴰ ̆ ױז ᶏץ̆ ҩ Ḡ ѿ Ȃ 

 

 注意： 
ᴋᵥ Ṝ Һ ̆ ᴪ ׆ ׆̆ Ḡ ѿ Ȃ

ᵬᴪᶏ ҩ Ҭ ῀ ⌠ Ȃ ╠Ҍ ̆ ↕

ҡ Ȃ 

╠̆ show version ᴆ ҍ

ѿ ̆Ҍ Һ ℗ ̂ᶛ ̔redundancy 

force-switchover̃̆ ↕ᴪ Ȃ 

 
 ᴆ ̔ 

1̃ ῀ ᴆ ᴆ ҹ rgos.bin 

2̃ ᶏ ҉ copy ̆פ ᴆҊ ⌠ ҉ 

3̃ ҉ ׆ ̆ Һ׆ Һ ⱳ̆ ⱳ Ҋ

̔ 

Upgrade Slave CM MAIN successful!! 

Upgrade CM MAIN successful!! 

1̃ ѿ ᵝ ᵬ 

2̃ Ῥ ꜚ ̆ ᴆᴪ ̆ ᴪ ⌠ ᵌ Ҋ ̔ 

Installing is in process ...... 

Do not restart your machine before finish !!!!!! 

...... 

3̃ ᵬ ̆ ᴪ ⌠ ᵌ Ҋ ̔ 

Installing process finished ...... 

Restart machine operation is permited now !!!!!! 

4̃ ᴆ ᴪ ꜚ ᵝ̆₮ Ҋ ̔ 

System restarting, for reason 'Upgrade product !'. 

5̃ Ῥ ꜚ ̆ ҩ ᴪ ̆ ⱴ ᴆ ̆

ᴪ 5 6 Ḥ ̆ᵖҌᴪ 7 Ḥ ̆ ӊף ̔ 

System load main program from install package ...... 

׆ ᴆҬⱴ Һ  
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6̃ Һ ̆ ꜚ ⱳ ᴪ ꜚ̆ Ҭ ׆ ῒז ᴪ ⌠

Ҋ ̔ 

A new card is found in slot [1].  

System is doing version synchronization checking ...... 

Current software version in slot [1] is synchronous. 
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5 HTTP  

5.1 HTTP  

5.1.1 HTTP  

HTTP HTTP HTTP  

HTTP HTTP Ⱶ ̆ Ḱ

ᴆ  

HTTP HTTP Ⱶ ̆ WEB ⌠ ̆ ҉ᴰ ᴆ

ᴆ  

5.1.2 ᵬ  

 

HTTP Ⱶ ׆̆҉  

 

CLI Ⱶ

ᴆҬ Ⱶ  
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HTTP ≠ WEB ᴆ҉ᴰ⌠ ̆ ҉ ᴆ Ȃ 

5.1.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 

RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 

RFC1867 - Form-based File Upload in HTML 

 

5.2 Ḥ  

5.2.1 Ḥ  

Ḥ ⱳ ң ᵬ ̔ѿȁ ҹԅ ῏ ⱳ ̆ ԅ Ҋ

ⱳ ȁ ҙⱵ ’Ȃԋȁ ԅ ᶏ ’̆ѿ ₮

ץ Ȃ
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5.2.2 ᵬ  

Ḥ  

Ḥ ῤ ᴆ Ȃ ᴆ ץ Ȃ 

Ḥ ̔ 

ᴆҬ ԅ Ḥ ῤ ȁ ȁ ȁ ̂ ᴆ HTTP҉ᴰ Ȃ̃

ᵬ ҹ̔ 

1 ᴋⱵ Ḥ Ώ῀ ᴆ̕ 

2 ᴋⱵ̆ ᴆ ȁⱴ ̆ ᴆ HTTP ҉ᴰ Ȃ 

Ḥ ̔ 

Ҭ↓₮ԅ ȁ ῒ Ḥ Ȃ ᵬ

ҹ̔ 

⌠ ⱳ ̆  

̆ ᴆῤ ̆ ᴆ Ȃ 

ᴆ Ⱶ 

Һ SMTP ᴆ ⱳ Ȃ 

SMTP ᵬ Ҋ ̔ 

 

SMTP ᵬ  
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ᴆ Ⱶ ҉ Ҭ Sender-SMTP ᵬȂ ᶫ ᴆ ῏Ḥ ̆

ᴆ̆ ⌠ ᴆֲ Ⱶ ̂ Receiver-SMTP̃Ȃ 

ᴆ ᵌ FoxmailȁOutlook ᴆ̆ ᵬ ҉ Ҭ User̔File SystemȂ

ᶫ ᴆ ῏Ḥ ̆ ᴆ̆ ⌠ ᴆֲ Ⱶ ̂ Sender-SMTP̃Ȃ 

 

HTTP ҉ᴰ 

HTTP ҉ᴰ HTTP POST ̆ FORM ᴆ ⌠ Ⱶ Ȃ 

5.2.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 

RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 

RFC1867 - Form-based File Upload in HTML 

RFC821 - Simple Mail Transfer Protocol -- SMTP 

RFC822 – Standard for the format of arpa internet text messages -- MIME 

 

5.3  

Ҋ HTTP Ȃ 

 ⱳ  ṿ 

 Ⱶ  0.0.0.0̂ ᴆ ԅ Ⱶ  ̃

  80 

 ꜚ  
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5.4 ꜚ HTTP  

 ̂ ̃ ꜚ ᴆ 

 ̂ ̃ Ⱶ  

 

5.4.1 ꜚ ᴆ 

’Ҋ̆HTTP ꜚ ̆ ̆ ꜚ ̆ ῀

̆ Ҋץ ᵬ̔ 

 

ᵬ פ   

Step 1 Ruijie# http check-version  

Step 2 Ruijie# http update { all | string} ᴆ 

 

ҽᶛ̔ 

# ꜚ HTTP  

Ruijie# http check-version  

files need to be updated: web, config, character-db, normal. 

bin: 

support identification of 31 kinds of popular games. 

Ruijie# http update web character-db // WEB ᴆ  

updating files, please wait... 

update success! 

5.4.2 Ⱶ  

’Ҋ̆HTTP Ⱶ 0.0.0.0̆ 80̆ Ⱶ

̆ ῀ ̆ Ҋץ ᵬ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# http update server host [ port 

port-value ] 
Ⱶ  

Step 3 Ruijie# show running  
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    Ⱶ Ҍ ̆ ԍ ᴆҬ ԅ Ⱶ Ȃ 

 

ҽᶛ̔ 

# Ⱶ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update server 10.83.132.1 

Ruijie(config)# exit 

5.5 ꜚ  

 ̂ ̃ ׆  

 ꜚ  

  

 ꜚ ᴆ 

׆ 5.5.1  

’Ҋ̆HTTP ׆ Ȃ ׆ ̆ ῀

̆ Ҋץ ᵬ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# http update set oob ׆  

Step 3 Ruijie# show running  

− ῏ ̆ ץ Ҋ no http update set oob פ Ȃ 

 

ҽᶛ̔ 

׆ # HTTP  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update set oob 

Ruijie(config)# exit 
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5.5.2 ꜚ  

’Ҋ̆HTTP ҹ ꜚ Ȃ ḱץ ҹ ꜚ ꜚ ̆ ῏ ꜚ Ȃ

ץ Ҋ no http update mode פ Ȃ 

῀ ̆ Ҋץ ᵬ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# http update mode { auto-update | 

auto-detect | manual } 
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ҽᶛ̔ 

# ‼ 3 HTTP ꜚ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update time daily 03:00 

Ruijie(config)# exit 

׆ 5.5.4  

’Ҋ̆HTTP ׆ Ȃ ׆ ̆ ῀

̆ Ҋץ ᵬ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# http update set oob ׆  

Step 3 Ruijie# show running  

− ῏ ̆ ץ Ҋ no http update set oob פ Ȃ 

 

ҽᶛ̔ 

׆ # HTTP  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update set oob 

Ruijie(config)# exit 

5.6 ⱳ  

 ῏ ⱳ  

 ̂ ̃ ꜚ Ḥ  

 ̂ ̃ ᴆ  

 ̂ ̃ Ḥ  

 ̂ ̃  

 ̂ ̃ Ḥ  
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5.6.1 ῏ ⱳ  

’Ҋ̆ ⱳ ῏ ̕ ⱳ ̆ Ҋץ ̔ 
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ᵬ פ   

Step 1 Ruijie# 
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5.6.5  

῏ ̆ ѿ֓ ̆ ֓ Ҍᴪ ᴆ Ȃ

Ҋ̔ 

ᵬ פ   

Step 1 Ruijie# show feedback items  

Step 2 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# feedback ignore-item number  

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

 

ҽᶛ̔ 

# Ḥ  

Ruijie#show feedback items 

no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   NO 

3,   high cpu,   NO 

Ruijie# configure terminal  

Ruijie(config)# feedback ignore-item 2 

Ruijie(config)# end 

Ruijie#show feedback items 

no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   YES 

3,   high cpu,   NO 

5.6.6 Ḥ  

Ḥ Ȃ ̆ ץ ⌠Ḥ ̆ᵖḤ Ṝ ᴆᴪ

Ȃ ᵞ ̆ᴪ ѿ ̆ᵖ Ҍ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# feedback frequency minute Ḥ   

Step 3 Ruijie(config)# end  
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Step 4 Ruijie# show running  

 

ҽᶛ̔ 

# ҹ 5 № ̔ 

Ruijie#config 

Ruijie(config)# feedback frequency 5 

Ruijie(config)# end 

Ruijie#show run 

 

5.7 ᴆ Ⱶⱳ  

 ῏ ᴆ Ⱶⱳ  

 ̂ ̃ SMTP Ⱶ Ḥ  

5.7.1 ῏ ᴆ Ⱶⱳ  

’Ҋ̆ ᴆ Ⱶⱳ ̕ ῏ ᴆ Ⱶⱳ ̆ Ҋץ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# no mail-service enable ῏ ᴆ Ⱶⱳ  

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

ᴆ Ⱶⱳ ̆ ץ Ҋ mail-service enable פ Ȃ 

 

ҽᶛ̔ 

# ῏ ᴆ Ⱶⱳ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no mail-service enable 

Ruijie(config)# end 
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5.7.2 SMTP Ⱶ Ḥ  

’Ҋ̆SMTP Ⱶ Ḥ ҹ Ȃ Ҋץ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# mail-client smtp-server host [port 

value] 
SMTP



 

 

 
 
 

 

 
 

 

№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1.  

2.  

3.  

4.  

ץ .5  

6. LINE  

7.  

8.  

9. VLAN-TERMINAL  
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1  

׃ 1.1  

Ruijie ↓ ң ̔ Ȃ ҉

ȁ ᴆ ̆ ץ̔ Ȃ 

҉ ȁ ᴆ ̆ ҍץ

῏ ̆Ӟ ץ ԍ Ȃ ̔Dialer ȁNULL ȁLoopback ȁ

Ȃ ҉ ԍ ̆ ̆ ѿ Ȃ 

Ruijie ↓ ΐᵣ Ҋ ̔ 

  ‰ 

ץ  
GigabitEthernet 
tenGigabitEthernet 

IEEE802.3ȁRFC894 

Dialer  dialer — 

Loopback  Loopback — 

NULL  NULL — 

 
GigabitEthernet  

0/0.10(ᶛ) 
— 

1.2 ῍  

1.2.1 ῀  

ҩ ̆ ᾢ ῀ῃ ̆ Ῥ ῀ ̆ פ Ҋ̔ 

ᵬ פ  

Ruijie(config)#
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1.2.2 IP  

ԅ NULL ̆ ҹץ ҩ IP ̆ פ Ҋ̔ 

ᵬ פ  

Ruijie(config-if)# ip address ip-address 
ip-mask 

 

Ruijie(config-if)# no ip address −  

῏ԍ IP ȇIP ҍ Ⱶ Ȉ ῏ Ȃ 

1.2.3  

ץ ≢ Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# description 
interface-description 

̆

80 ҩ ұ 

Ruijie(config-if)# no description −  

1.2.4 ᴰ ᾝ MTU 

ᴰ ᾝ MTU IP ̆ ṿ 64̇6553
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1.3  

ѿҩ ᴋⱵ Ҋ ̔ 

 └  

 ᵝ  

 ῏  

1.3.1 └  

ᵬ פ  

Ruijie# show interface [interface-type 
 interface-number] 

ᴰ ȁ

 

1.3.2 ᵝ  

҉ Ḥ Ȃ ̆ҹԅ ᾧץ Ḥ ̆

Ḥ ̆ ╠ Ḥ ץ ╠ ’Ȃ 

ᵬ פ  

Ruijie# clear counters  [interface-type 
interface-number] 

show interface פ

ᴰ

ṿ ҹ 0 

Ruijie# clear interface  [interface-type 
interface-number] 

ҩ ṿ 

ᶛ ᶏ clear counter פӊ╠ show interface gigabitEthernet0/0 פ Ḥ

̔ 

Ruijie# show interface gigabitEthernet0/0 

GigabitEthernet 0/0 is DOWN  , line protocol is DOWN   

Interface address is: 192.168.10.10/24 

MTU 1500 bytes, BW 2000 Kbit 

Keepalive interval is 10 sec , set 

Carrier delay is 2 sec 

RXload is 1 ,Txload is 1 

Queueing strategy: WFQ 

5 minutes input rate 0 bits/sec, 0 packets/sec 

5 minutes output rate 0 bits/sec, 0 packets/sec 

1425 packets input, 22800 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

1425 packets output, 22800 bytes, 0 underruns 

0 output errors, 0 collisions, 2 interface resets 

 

ᶏ clear counter פӊ show interface gigabitEthernet0/0 פ Ḥ ̔ 
Ruijie# show interface gigabitEthernet0/0 



 

 http://www.ruijie.com.cn 

GigabitEthernet 0/0 is DOWN  , line protocol is DOWN   

Interface address is: 192.168.10.10/24 

MTU 1500 bytes, BW 2000 Kbit 

Keepalive interval is 10 sec , set 

Carrier delay is 2 sec 

RXload is 1 ,Txload is 1 

Queueing strategy: WFQ 

5 minutes input rate 0 bits/sec, 0 packets/sec 

5 minutes output rate 0 bits/sec, 0 packets/sec 

0 packets input, 0 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 2 interface resets 

1.3.3 ῏  

Ҍᶏ ’Ҋ ῏ץ Ȃ shutdown פ ῏ ̆ no shutdown פ

ꜚ Ȃ 

ᵬ פ  

Ruijie(config-if)# shutdown ῏ ѿҩ  

Ruijie(config-if)# no shutdown ѿҩ  

1.4 ᶛ 

1.4.1 ᶛ 

Ҋᶛ ѿҩץ ⱳ ̔ 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

1.4.2 ῏ ᶛ 

ѿҩ Ҍ ̆ ץ ῏ Ȃ Ҋᶛ̔ 

Ruijie(config)# Interface gigabitEthernet 0/0 
Ruijie(config-if)# shutdow
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2  

ץ ץ̆ VLAN Ȃ  

ץ 2.1  

ץ 2.1.1 ᴋⱵ 

ѿҩץ ̆ ᴋⱵҺ ̔ 

 ῀ץ  

 IP  

 ̂ ̃ 

 ׃ ̂ ̃ 

 ȁ ̂ ̃ 

 MTÛ ̃ 

ץ῀ 2.1.1.1  

ῃ Ҋᶏ interface פ ῀ Ȃ 

ᵬ פ  

Ruijie(config)#interface interface-type 
interface-number 

ῃ Ҋ ῀ interface

̆פ ῀ Ȃ Ӟ ץ

ῃ Ҋᶏ interface 

range interface range macro פ

ѿ Ȃᵖ ӈ ѿ

ҩ ῤ ΐ

 

Ҋᶛ ₮ԅ ῀ Gigabitethernet 0/1 ᶛ̔ 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# 

Ҋ ῏ Ȃ 
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2.1.1.2 ᶏ interface range  פ

2.1.1.2.1 ѿ  

ᶏץ ῃ Ҋ interface range פ ҩ Ȃ ῀ interface 

range ̆ ԍ ῤ Ȃ 

 

ᵬ פ  

Ruijie(config)# interface range 
{port-range | macro macro_name} 

῀ѿ Ȃ 

interface range פ ץ

Ȃ 

macro ᶏץ ӈ̆

ᶏ ӈȂ 

ҩ ᶏץ ̂,̃ Ȃ 

ѿ Ҭפ Ҭ

ԍ Ȃ 

ᶏ interface range פ ̆ range ̔ 

̔ 

GigabitEthernet slot/{ ѿҩ port} - { ѿҩ port}̕ 

TenGigabitethernet slot/{ ѿҩ port} - { ѿҩ port}̕ 

҆ᾠ ̆ TenGigabitethernet ץ Ȃ 
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Ruijie(config)# define 
interface-range macro_name 
interface-range 

ӈ ӈȂ 

macro_namė ӈ ̆Ҍ 32

ҩ Ȃ 

ӈ ῤ ץ ҩ Ȃ 

ѿ ӈҬ Ҭ

ԍ Ȃ 
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Ruijie (Config-if)# ip address 
ip-address ip-mask [secondary] 

IP ץ ῒ  

Ruijie (Config-if)# no ip address 
ip-address ip-mask [secondary] 

ץ IP  

ץ ҩ IP ̆ Secondary ῏ ₮ IP ӊ ῒ IP

Ȃ_ IP  

2.1.1.4 MAC  

’Ҋ̆ ҩץ ѿҩῃ ѿ MAC Ȃ ץ̆ MAC

ḱץ ̆ᵖ Ḡ ѿ ҉ MAC ѿ Ȃ 

ץ MAC ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie (Config-if)# mac-address  
mac-address 

MAC  

Ruijie (Config-if)# no mac-address MAC  

MAC ᴪ ҉ ̆ ’Ҋ̆ Ҍ MAC

Ȃ 

2.1.2 
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Ruijie(config-if)# duplex {auto |  
full | half } 

Ȃ 

̔ speed,duplex, ҹ auto

̆ ῏  

Ҋᶏ no speed̆no duplex ̆פ ȁ ҹ ṿ̂

̃ȂҊ ᶛ ᵥ Gigabitethernet 0/1 ҹ 100M̆ ҹῃ ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# speed 100 

Ruijie(config-if)# duplex full 

Ruijie(config-if)# end 

 
 注意： 

IEEE ῏ ‰̆ ᾠ Master Slave .. 

 

2.1.5 MTU 

֜ ̆ ᴪ ⌠ ԍץ ‰ ̆ ҹ jumbo

Ȃ ץ MTU └ ᾛ Ȃ 

MTU Ҭ ̆Ҍ ץ Ȃ 

MTU ῀ Ȃ ₮ Ҍᴪ MTUȂ ⌠ ̆

MTŬ ҡ Ȃ  

ץ MTU ᾛ ҹ 64~1500 ̆ ҹ 4 ̆ ҹ 1500 Ȃ 

פ ȂSVI Ҍ MTU Ȃ 

ᵬ פ  

Ruijie(config-if)# Mtu num 
MTU 

Num̔<64-1500> 

Ҋ ᶛ ԅ ᵥ Gigabitethernet 0/1 MTU̔ 

Ruijie# config terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# mtu 64 

Ruijie(config-if)# end 

ץ 2.1.6  

ץ Һפ ̔ 

 ץ  

 ץ  
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ץ 2.1.6.1  

ῤ ̆ ᶛȂ Ҋ show פ Ȃ

Ҋ ᶏ Ҋץ פ ̔ 

ᵬ פ  

Ruijie# show interfaces 
[interface-id] 

ῃ Ḥ Ȃ 

Ruijie# show interfaces 
[interface-id] description 

Ȃ 

Ҋץ ᾠץ ѿҩ ᶛ̔ 

Ruijie# show interface GigabitEthernet 0/0 

GigabitEthernet0/0 is up, line protocol is up 

Hardware is PQ3 TSEC GIGABIT ETHERNET CONTROLLER GigabitEthernet, address 

is 0a0b.0c0d.0e0e (bia 0a0b.0c0d.0e0e) 

Internet address is 192.168.200.1/24 

MTU 1500 bytes, BW 1000000 Kbit 

Encapsulation protocol is Ethernet-II, loopback not set 

Keepalive interval is 10 sec̆set 

Carrier delay is 2 sec 

RXload is 1 ,Txload is 1 

Queueing strategy: FIFO 

Output queue 0/40, 0 drops; 

Input queue 0/75, 0 drops 

5 minutes input rate 281 bits/sec, 0 packets/sec 

5 minutes output rate 0 bits/sec, 0 packets/sec 

82 packets input, 7947 bytes, 0 no buffer 

Received 76 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 3 interface resets 

Link Mode: 1000M/Full-Duplex, media-type is twisted-pair. 

Output flowcontrol is off;Input flowcontrol is off. 

ץ 2.1.6.2  

ץ ῤ ṿ פ Ҋ̔ 

ᵬ פ  

Ruijie# clear counters 
GigabitEthernet interface-number 

ᾠץ ῤ

 

2.1.7 LinkTrap  

Ҭ ץ ԍ LinkTrap̆ ⱳ ̆ Link

̆SNMP ₮ LinkTrap, ӊ↕Ҍ Ȃ ’Ҋ̆ ⱳ Ȃ 
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 פ 2.1.7.1

ᵬ פ  

Ruijie(config-if)# [no] snmp trap link-status 
῏ link 

trap ⱳ . 

 

2.1.7.2 ҽᶛ 

Ҋ ҹҌ Link trap: 

nonono.7.5401 31
ET

BT.15.28 8e

W* n

BTA043D0A014638

1 05401 31
ET

B 639.46 Tm

2 Tr 0.34286re1 01(.)13(7)21(9299.26401 31
ET
5BB>] TJ9943

Q

B0515>-3<0F5A>-3<0Tf
2 Tm

[<1-3<2F6A>-3<0Tm

[( )] TJ

ET

BT

/F6 10.52 680.5401 31
ET

B 639.46 Tm

<043B4D92477D359E1236477D359E>]43593T

BT

15150F5A358110.5 Tf
172.22 605B] TB0098502C81D300E2A1D5C144.1C5F172.22 600.5 Tf
144.602.02 Tm

[(Link tra)5(p)] TJ

ET

324 TJ
43593T

BT226.2127.32IP639.46 Tm

<043B4D92477D359E1236477D30 016
43593T

BT2227.3<0D600D7002C8

3611B
144. 0 0385C1 0515DA09B211E6082A09B2144.356A2D8 1 Tm

[<19D50A13046A043D0A01463359E>]485.68


/F1 1261 TfF151521937.881415058C01C4422.323B1 0 0Tm
02D6602.02 Tm

[(Link tra)5(p)] TJ

ET

BT5 TJ
485.68


/F14 582.4 
/F1 10.5 Tf

1 0 .48001 re

f*

99.246

1 062 0.48 0V1)n9D50A13046A043D0A0146313619.846

1 062 0.42582.4 
/F1 10.5nononono
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Ҋ ̆ ѿҩ 802.1Q Һ ̆ ̆ ץ

ⱴԅѿҩ 4 802.1Q ̆ӊ ץ Ȃ 
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Ruijie((config-subif))# encapsulation dot1Q 
VlanID 

802.1Q

VLAN ID ̆VLANID

ҍ ҉ ῒҬѿ

ҩ VLANID ѿ  

VLANID ṿ ҹ 1 4085Ȃ 

 

 说明： 

ῒז ̆ғ VLAN native ⱳ ̆ Һ ῒ

Ȃ 

 

2.2.2.2 IP  

VLAN ᴋⱵץ ̆ ҹ VLAN ץ IP Ȃ

IP ̆ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie((config-subif))# ip address 
ip-address mask 

IP  

802.1Q ץ IP ѿ ѿҩ VLAN ῤҺ ῒז VLAN Һ ῏Ȃ 

2.2.3 VLAN  

VLAN ̆ Ҋ̆ Ҋ show  Ȃפ

ᵬ פ  

Ruijie# show vlans [VlanID] VLAN Ḥ  

Ruijie# clear vlan [VlanID ]  VLAN Ḥ  

2.2.4 VLAN ᶛ 

  

ѿ VLAN ҉⅞№ңҩ VLAN̔ 

1. ѿҩ VLAN 192.168.0.0/24 Һ ̆ѿҩ VLAN 192.168.1.0/24 Һ Ȃ 

ץ .2 802.1Q ҹңҩ VLAN ӊ Һ ᶫ ῏ ԑ Ȃ 

Ҋ̔ 
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  

ΐᵣ ̔ 

hostname "Ruijie" 

! 

interface gigabitEthernet 0/0 

no ip address 

! 

interface gigabitEthernet 0/0.20 

encapsulation dot1Q 20              // 802.1Q ̆VlANID ҹ 20 

ip addr 192.168.0.1 255.255.255.0             // IP  
! 

interface GigabitEthernet0/0.21 

encapsulation dot1Q 21              // 802.1Q ̆VlANID ҹ 21 

ip addr 192.168.1.1 255.255.255.0             // IP  

! 

interface GigabitEthernet0/1 

no ip address 

shutdown 

! 

End 
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3  

̆ ֜ ⱳ ᵖ ҉Ҍ ȁ

Ȃ ֟ ᶫץҊ₃ ̔Loopback( ) ̆NULL( ) ̆

Dialer( ) ץ Ȃ 

3.1 Loopback  

Loopback( ) ῃ ᴆ ̆ ԍ UP Ȃ Loopback

ᴪ ̆ Ḥ ȂLoopback IP ץ ᵬҹ

OSPF ȁ  Telnet Telnet Ȃ ѿҩ

Loopback ᵌԍ ѿҩץ ̆ ץ ᵬѿҩ ץ Ȃ 

ᵬ פ  

Ruijie(config)# interface loopback 
loopback-interface-number 

loopback  

Ruijie(config)# no interface 
loopback loopback-interface-number 

− loopback  

ᶏ פ interface loopback loopback-interface-number⇔ ѿҩ Loopback

Ἕץ ץ ѿ Loopback ( IP )ԅ̆ ץ

ץ῏ ῏ Ȃ 

ԍ Loopback ̆ ӈ҉ ̆ ץ Ṝᶏ פ no 

interface loopback loopback-interface-number − Loopback Ȃ ᶫ פ

show interfaces loopback loopback-interface-number ҍ Loopback Ȃ 

ᵬ פ  

Ruijie# show interfaces loopback 
loopback-interface-number 

loopback  

Ҋ ₮ פ show interfaces loopback ᶏ ᶛȂ 

Ruijie# show interfaces loopback 0 

Loopback 0 is UP  , line protocol is UP   

Hardware is  Loopback 

Interface address is: no ip address 

MTU 1500 bytes, BW 8000000 Kbit 

Encapsulation protocol is LOOPBACK, loopback not set 

Keepalive interval is 0 sec , no set 

Carrier delay is 2 sec 

RXload is 1 ,Txload is 1 

Queueing strategy: FIFO 

Output queue 0/40, 0 drops; 

Input queue 0/75, 0 drops 

5 minutes input rate 0 bits/sec, 0 packets/sec 



 

 http://www.ruijie.com.cn 

5 minutes output rate 0 bits/sec, 0 packets/sec 

0 packets input, 0 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 0 interface resets 

҉׆ ԅץ Loopback ץ ᵬ ’̆ ҍ ̆IP ̆

MTU ̆ Bandwidth Ȃ 

3.2 NULL  

֟ ᶫ NULL( ) Ȃ ֽֽ ԍѿҩ ȂNULL( )

ԍ UP ғ ҌᴪҺꜚ ̆ᴋᵥ NULL

ᴪ ҡ ̆ NULL ҉ᴋᵥ ᴑ Ҍᴪ ⱳȂ NULL ҉Ҍ ᴋ

ᵥ Ҍ̂פ ѿҩ פ help ҍ exit̃Ȃ 

NULL ԍ Ȃ ᶏ ̆ ץ Ҍ

NULL Ҍ ᶏ ↓ ̆ ἝҊ ҩᶛ Ȃ 

Ruijie(config)#ip route 127.0.0.0 255.0.0.0 null 0 

Ҋ ₮ NULL ῏  Ȃפ

ᵬ פ  

Ruijie(config)# interface null 0 ῀ NULL  

ԍ NULL ⱳ ҉ ѿҩ― ‖ ̆ᵬҹ ᶏ no interface null

פ − NULL Ȃ 

3.3  

3.3.1  

֟ Ҭ ̆ ׆ ҩ ҉ ₮ ᶭ ԍ Ȃ

̆ᾛ ҩ ҉ ҩ ̆ ҹ ᶫԅ Ȃ ѿҩ

҉ ₮ ҩ ̆ ҩ ҍѿҩ ῏ ῏ ̆ ԍ

ѿҩ ҩ ᵬ ῍ ̆ᵖ

ҍ Ȃ 

֟ Ҭ ̔ 

ץ (1 ̕ 
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3.3.2  

3.3.2.1
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4  

4.1  

4.1.1  

Һ EG ↓֟ ̆ ῏ Ҋ ᵬ ץ̆

ῤ ℗ Ȃ 

4.1.2 ᵬ  

EG ↓֟ ԍ ᵬҹ ῏ ֟ ̆ ᵬҹ ֟ Ȃ

῀ ̆ ῏ ֟ ֟ Ȃ 

4.1.2.1 ℗  

ץ ᵬ ῏ ̆Ӟ ץ ᵬ ῏ Ȃ 

ᵬ ῏ Ҋ̆ ҈ ̆ Ȃ ῏ Ҋ

̆ҹ ̆ҌῬ ≢ Ȃ 

ᵬ ῏ Ҋ̆ ԋ ̆ Ȃ

῏ Ҋ̆ ԅ ҹ ҡ ̆ Ҍᴪ ᴋᵥḱ Ȃ 

Ҍ ץ ᵬ ῏ ῏ Ҋ̆ Ғ פ ῏

῏ ℗ Ȃ 

 

    

1ȁ ᵬ ῏ ҊȂ 

2ȁ ῏ ҊҌ ҉ IP ̆Ҍ ҉ NAT̆

῏ ⱳ Ȃ 

3ȁ ῏ ℗ ⌠ ῏ ̆ ᴪ ѿҩ MGMT ̆ ԍ ῏

Ҋ Ȃ ῏ ℗ ⌠ ῏ ̆ MGMT ᴪ Ȃ 
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    
׆ ῏ ℗ ⌠ ῏ ̆ ׆ ῏ ℗ ⌠ ῏ ̆

Ȃ 

 

4.1.2.2 ῏ Ҋ ᵬ ℗  

῏ ᵬ Ҋ̆ ̆ ԅ ҹ ҡ ̆

Ҍᴪ ᴋᵥḱ Ȃ 

ҩ ῏ץ ѿҩῤ ѿҩ ̆ ῏ Ҋ ᵬ Ȃ

῏ Ҋ Ҋ₃ ᵬ ̔ 

forward ᵬ ̔forward ᵬ Ҋ̆ ץ ≢̆ ̆

└̆ Ȃ  

sniffer ᵬ ̔sniffer ᵬ Ҋ̆ ץ ≢̆ Ȃ 

bypass ᵬ ̔bypass ᵬ Ҋ̆ Ȃ 

receive-only ᵬ ̔receive-only ᵬ Ҋ̆ ץ ≢ ᵬ̆

Ҍ Ȃ 

 

    

1ȁ ₃ ῤ ̆ ᴪ ₃ҩ Ȃᶛ ̆ 8 ҩ ̆

↕ ץ 4 ҩ Ȃ ╠ 3 ҩῤ 5̆ ҩ ̆ Ӈ

3 ҩ Ȃ Ҍ −ץ Ȃ 

2ȁ ҩ ’Ҋ̆ᾛ ҩ Ҍ ᵬ Ȃ 

4.1.2.3 ῤ ℗  

EG ↓֟ Ҭ̆ ԅ MGMT ̆ῒז ΐ ῤ ̕

ῤ ̆Һ ԍ ≢ Ȃ ױ Ҭ̆Ӟ

№ῤ Ȃ № ̆Ӟ ΐ ῤ Ȃ 

ץ ῏Ḥ ̆ԅ ╠ ҩ ΐ ῤ

Ȃ Ӟ ץ פ ḱ ῤ Ȃ 

    
1ȁ ׆ῤ ℗ ⌠ ̆ ׆ ℗ ⌠ῤ ̆

Ȃ 
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4.2  

Ҋ Ȃ 

 ⱳ  ṿ 

  ῏  

 ᵬ   

 ῤ  Ҍ ֟ ṿҌ ̆ ץ פ

№ Ȃ 

4.3  

4.3.1 ῏ ῏  

’Ҋ̆ ᵬ ῏ ̆ ῏ Ҋ̆ ץ IP ̆ ץ NAT

῏ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# sys-mode gateway ҹ ῏
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− receive-only ῤ ̆ ץ Ҋ no lan-ip

פ Ȃ 

 

ҽᶛ̔ 

# 0 ᵬ receive-only Ȃ 

# 192.168.0.0/255.255.255.0 10.10.10.0/255.255.255.0 ҹ ╠ ῤ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# bridge-map 0 

Ruijie(config-bridge-map)# link-mode GigabitEthernet 0/0 GigabitEthernet 0/1 

receive-only 

Ruijie(config-bridge-map)# lan-ip 192.168.0.0 255.255.255.0   

Ruijie(config-bridge-map)# lan-ip 10.10.10.0 255.255.255.0 

Ruijie(config-bridge-map))# end 

 

 ֟ ’  EG ֟ ̔EG1000L Ҍ ̆ῒז EG ֟ ̕ 

 

4.3.3 ῤ ℗  

Ҋץ ̆ ץ ҩ ῤ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 

Ruijie(config)# specify interface interface-name  

{ lan | wan} 

ҹῤ

̆ῒҬ̔ 

interface-name̔ Ȃ 

lan̔ ҹῤ Ȃ 

wan: ҹ Ȃ 

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

 

    

ᴪ ҩ ῤ ̆ ץ show 

sys-mode פ ҩ ῤ ῏Ḥ Ȃ 

╠ ΐ ῤ ץ̔ ̆dialer Ȃ 

 

    

⇔ ̆ῒῤ Һ׆ ̕Һ ῤ ℗ ̆

ꜚ ̆ ᴪ Һ ῤ ⌠ Ȃ ӊ╠

wan ̆ ԅ ̆ ℗ ҹ lan ̆↕ Ҍ ̆

ҡ Ȃ ̆ ῤ ̆ ῏ Ȃ 
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ҽᶛ̔ 

ᶛ 1̔ GigabitEthernet 0/0 ҹῤ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 lan 

ᶛ 2̔ GigabitEthernet 0/0 ҹ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 wan 

ᶛ 3̔ GigabitEthernet 0/0 ҹ ̔ 

Ruijie(config)#no specify interface GigabitEthernet 0/0 

 

4.3.4 ᾠ҆ᾠ ℗  

ΐ ҆ᾠ ֟ Ҋ̔ 

EG2000XȁEG2000XEȁEG2000UE ῍ 4 ҩ҆ᾠ ̆ 2 ҩ ҆ᾠ ̆ 2 ҩᾣ

҆ᾠ ̕ 

Ҋץ ̆ ץ 4 ҩ ᾠ ℗ 1 ҩ҆ᾠ ̂῍ 2 ҩ҆ᾠ ̃̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 

Ruijie(config)# xaui-mode slot slot-num 

4 ҩ ᾠ ℗ ҹ 1 ҩ҆ᾠ ̆ῒҬ̔ 

slot̔ Ȃ 

slot-num̔҆ᾠ Ȃ 

Step 3 Ruijie(config)# end  

Step 4 Ruijie# show running  

 

    

EG2000XȁEG2000XEȁEG2000UE ᴪ 8 ҩ ᾠ 2 ҩ҆ᾠ ̆

ῒҬ 4 ҩ ᾠ ℗ 1 ҩ҆ᾠ ̆show run ᴪ xaui-mode slot 2

xaui-mode slot 3Ȃ 

8 ҩ ᾠ ℗ץ 2 ҩ҆ᾠ Ȃ ℗ ҆ᾠ ̆ ᾠ

Ҍ ԅȂ 

 

ҽᶛ̔ 

ᶛ 3̔EG2000XȁEG2000XEȁEG2000UE ℗ ╠ 4 ҩ ᾠ ҹ 1 ҩ҆ᾠ ̔ 

Ruijie(config)#xaui-mode slot 2 

Please save the config, and reload system to take effect! 

ᶛ 4̔EG2000XȁEG2000XE

ȁ
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 ֟ ’  EG2000XȁEG2000XEȁEG2000UE Ȃ 

 

4.3.5 ᴆ bypass 

ԍ EG1000SȁEG1000CȁEG2000DȁEG2000TȁEG2000CEȁEG2000SEȁEG2000Pȁ

EG2000GȁEG2000GEȁEG2000XȁEG2000XEȁEG2
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4.4 ῏Ḥ  

ᵬ פ  

show bridge-map [bridge-num] 
῏Ḥ Ȃ̂EG1000L

 ̃פ

show bridge-map bridge-num lan-ip 
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POWER 2 is present! 

POWER 2 power on successfully! 

 

Power2 type: RG-PA300I 

        Hardware version: 1.00 

        Software version: RGNOS 0.03,Release(100625) 

        Power SN: A66204100600401V0.2A 

        current output power: 75.14(W) 

        output voltage: 12.10(V) 

        output electric current: 6.21(A) 

        power temperature: 26.00(Ņ) 

power supply: OK 



ץ  
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ץ 5  

ץ 5.1  

ץ 5.1.1  

EG ↓֟ ҉ ץ ̆ ԍῤ └̆ ֓ ҉ҍ ῤ

ᴆ № ̆Ҍ ҍ └ ⱳ ̆ ֓ ҉ Ḥҍ ҉

ҙⱵ Ḥ № ̆ ҹľ ḤĿȂ≠ ҩ ץ ̆

ҍ׆ Console ҉ ᵌȂ ץ ԍ ̆Ҍ Ḥ

ⱳ ̆ӟ ҉ ҹ MGMT̂Management̃ Ȃ 

ԍ ᴆ ̆MGMT ᾠץ ᾠץ Ȃ 

5.1.2 ᵬ  

MGMT ̆ ץ ԍ ҍҙⱵ № ̆ Ҍᴪ ⌠ҙⱵ

Ḥ ׆̆ ̆ ≢ ҙⱵ ₮ ׅ̆ ץ

̆ ᴨ ҙⱵ ῤ Ȃ 

̆ҍ Console ̆MGMT

ҍ׆



ץ  
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 ⱳ  ṿ 

 ip ref enable 

 duplex auto 

 speed auto 

 flowcontrol enable 

5.3 MGMT  

 ̂ ̃ MGMT IP  

 ̂ ̃ MGMT ῒ ῏  

 ΐ 

 ᴆ  

5.3.1 MGMT IP  

’Ҋ̆MGMT IP ̆ MGMT IP ̆ ῀ ̆

Ҋץ ᵬ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀  

Step 2 Ruijie(config)#interface mgmt 0 ῀  

Step 3 Ruijie(config-if-Mgmt 0)#ip address ip-address 

subnet-mask 
IP ҍ  

 

    

׆ Ḥ M̆GMT ҍῒ LAN ≢̆ Ҍ ԍ

Ҍ Ḥ ⱳ ̆ ⱳ ῒ LAN ѿ֓̆ ԍѿ֓

פ Ғ ױ ԍ ḤȂ 

 

ҽᶛ̔ 

# MGMT IP  

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#interface mgmt 0 

Ruijie(config-if-Mgmt 0)#ip address 192.168.1.1 255.255.255.0  

 



ץ  
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5.3.2 MGMT ῒ ῏  

ῒ ῏ ̆ ῀ ̆ Ҋץ ᵬ̔ 

ᵬ פ   

Step 1 Ruijie#configure terminal ῀  

Step 2 Ruijie(config)#interface mgmt 0 ῀  

Step 3 Ruijie(config-if-Mgmt 0)#gateway A.B.C.D ῏ 

Step 4 Ruijie(config-if-Mgmt 0)# mtu mtu-value ᴰ ᾝ̂MTŨ 

Step 5 Ruijie(config-if-Mgmt 0)# speed {10 | 100 | 1000 | 

auto} 
speed̆ ṿ auto 

Step 6 Ruijie(config-if-Mgmt 0)# duplex { full | half | 

auto } 
duplex̆ ṿ auto 

Step 7 Ruijie(config-if-Mgmt 0)# flowcontrol ̆ enableȂ 

Step 8 Ruijie(config-if-Mgmt 0)# description text ҹ ⱴ  

Step 9 Ruijie(config-if-Mgmt 0)#shutdown ῏ MGMT  

 

    

ῒҬ פ mtuȁspeedȁduplexȁflowcontrolȁdescription shutdown

ҍ ӈ ҍῒ ῃ ̆ ῏ ץ ľ פ Ŀ̆

ҬҌῬ Ȃ 

 

ҽᶛ̔ 

# ῏ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface mgmt 0 

Ruijie(config-if-Mgmt 0)# gateway 192.168.200.1 

 

5.3.3 ΐ 

ҹ Ḃ ҍ Ḥ̆ ᶫԅѿ֓Ғ ԍ פ ΐ̆ ̔ 

- ping oob  

- traceroute oob 

- telnet oob 

- sntp enable oob 

 

ping oob 

 



ץ  

 



ץ  
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6 LINE  

6.1  

LINE ѿ֓ ᵬ̔ 

 ῀ LINE  

 ⱴ/⁞ LINE VTY  

 LINE Ҋ ץ  

6.2 LINE  

6.2.1 ῀ LINE  

῀⌠ LINE ̆ ץ LINE Ҋ̆ ΐᵣ LINE Ȃ ῀⌠

LINE ̆ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# line [aux | console | tty | vty]  
first-line [last-line] 

῀ LINE  

 

6.2.2 ⱴ/⁞ LINE VTY  

’Ҋ̆LINE VTY ҹ 5Ȃ ץ פ ⱴ ⁞ LINE VTY ȂVTY

ץ ⱴ⌠ 36Ȃ 

LINE VTY ⁞ ̆ − VTY ҉ ҹ̆ԅḠ ׅ

ᵬ̆ Ҍᴪ Ȃ show users Ҍᴪ Ḥ Ȃ Һ ץ

Ҋ ̔ 

 Ẋ VTY ҹ 7̆ telnet ⌠ ̆ ҹ № VTY 7  ̕

 ῀ CLI ̆ ľno line vty 6Ŀ ⁞̆פ VTY Ȃ VTY 7

҉ ̆ ̆ Ῥ ᵬȂ 

ᵬ פ  

Ruijie(config)# line vty line-number LINE VTY ⱴ⌠ ҩṿ 
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Ruijie(config)# no line vty 
line-number 

LINE VTY ⁞ ⌠ ҩṿ 

 

6.2.3 Line Ҋ  

└ LINE Ҋ ץ ̆ ץ פ Ȃ ’Ҋ̆VTY

ᾛץ ̕ ῒ TTY̆Ҍᾛ ᴋᵥ Ȃ 

  פ

configure terminal ῀  

Line vty line number ῀ Line  

transport input {all | ssh | telnet | none} 
Line Ҋ ץ

 

no transport input  
LINE ҊҌᾛ ᴋᵥ

 

default transport input 
LINE Ҋ

ҹ  

 

6.2.4 Line Ҋ └↓  

LINE Ҋ └̆ ץ פ Ȃ ’Ҋ̆Line Ҋ

ᴋᵥ └↓ Ȃ ̆ ᾛ ₮ Ȃ 

  פ

configure terminal ῀  

Line vty line number ῀ Line  

access-class  access-list-number  {in | out} 
Line Ҋ

└↓  

no access-class  access-list-number  {in |out} 
Line Ҋ

└↓



 

 http://www.ruijie.com.cn 

7  

׃ 7.1  

DLDP ԍץ ҙⱵ ῀ȁ ᴰ ̆ ᶫ ѿ ҙⱵ Ȃ ҹץ ӎ

̆ ץ ῀ DLDP ⌠ ҉ ԅ̆ᵖ

’̆ ̆ ғ ⱴԅ ᵝ Ȃ 

Һ ᵬ №ץ Ҋ ₃ҩ ̔ 

∆ ̔ 

∆ ҉ ꜚ ҩⱳ Ṝ̆ ҹ∆ ̆ ᴪ arp ̆

mac
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8  

8.1 PPPOE  

8.1.1 PPPOE  ׃

֟ ץ ҉ PPP(PPPOĔPPP over Ethernet)̆ DDR Ȃῒ

DDR ̆ Ḥ↕┬ ̆ ץ ̆ ꜚ Ȃ 

֟ PPPOE ᵌԍ DDR( DDR Profiles)̆ ץ ̆ΐ

ᵣ ᶏ Ȃ 

8.1.2 PPPOE ᴋⱵ 

׆ PPPOE ץ ₮̆PPPOE Ҋ҈ҩץ ̔ 

 ץ  

  

 ῃ  

ץ 8.1.2.1  

ץ ᴋⱵ Ҋץ №̔ 

 ᶏ PPPOE 

 ץ ⌠  

ץ̆ ѿ֓ ̆ ̂no shutdowñ Ȃ 

ᶏ ץ PPPOĔ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# pppoe enable PPPOE 

ԍ ֟ PPPOE DDR Profiles ̆ ץ ⌠

̆ᶫ DDR Profiles ᶏ Ȃ ץ ⌠ ̆

Ҋ Ҋץ  ̔פ

ᵬ פ  
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Ruijie(config-if)# pppoe-client  
dial-pool-number pool-number  
dial-on-demand 

ץ ⌠

 ( ⱳ ,

┬ pppoe Ⱶ ) 

 

 פ
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8.1.2.3 ῃ  

PPPOE ῃ ̆Һ Ҋ̔ 

 ӈ ┬ ↕ 

  

ᶏ PPPOE ῒזⱳ ѿ ᶏ NAT̆↕ ῒז ῃ Ȃ ΐᵣ

’̆ ῃ Ȃ 

ӈ ┬ ↕̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# dialer-list number dialer-group protocol  
protocol-name {permit | deny | list access-list-number |  
access-group}  

ӈ┬

↕ 

ԍ IP ѿ ’Ҋ ̆ ̆ ҹԅᶏץ

PPPOE ̆ ѿ ҹ PPPOE Ȃ 

̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip route  0.0.0.0  
0.0.0.0 dialer dialer-number  
[permanent] 

Ȃpermanent ᶏ

ѿ ̆ ᶏ

̂enable-timeout̃ῤ̆

ԍ down Ȃ 

 
 说明： 

Ҍץ ̆ ץ Ȃᵖ ָӇ ’̆

ѿ ̆ ↕ Ȃ 

 

8.1.3 PPPOE 

PPPOE,̆ EXEC Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie# show pppoe {tunnel |  
session} 

פ ̆tunnel 
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8.1.4 PPPOE ᶛ 

  

ᶏ ↓ PPPOE ⌠ Ḥ Ȃ 

̔ 

1. ҹ 5 № ̆5 № Ḥ̆ ꜚ Ȃ 

2. ҹ pppoeȁpppoeȂ 

3. ᶏ NAT ⱳ ̆ῤ ҹ 192.168.0.0/24Ȃ 

  

Ҋץ ̔ 
! 

hostname "Ruijie" 

! 

ip subnet-zero 

# ᶏ PPPOE, ץ ⌠ 10Ȃ 
interface GigabitEthernet0/0 

no ip address 

duplex auto 

pppoe enable 

pppoe-client dial-pool-number 10 dial-on-demand      

# ῤ ץ  
interface GigabitEthernet0/1 

ip address 192.168.0.1 255.255.255.0 

ip nat inside 

ip mtu 1488 

duplex auto 

speed auto 

#  
interface Dialer1 

ip address negotiate 

mtu 1488 

encapsulation ppp 

ip nat outside 

dialer pool 10                                        //῏ 10 
dialer-group 1 

dialer idle-timeout 300                                    //5 №  
ppp pap sent-username pppoe password 0 pppoe 

! 

ip nat inside source list 1 interface Dialer1 

access-list 1 permit any 

ip route 0.0.0.0 0.0.0.0 Dialer1  

! 

dialer-list 1 protocol ip permit 

! 

line con 0 

line aux 0 

line vty 0 4 

login 

! 

end
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EG ҉ vlan terminal ץ Ḃғ IP ̆ғ Ḃԍ

̆Ҍ ҩ ץ̆ ⁞ IP ⱴ ᵬ ̆ ԍ ҩ vlan IP

ԍ ѿҩ Ȃ 

 

ΐᵣ ᵬ Ҋ Ȃ 

9.1.2 VLAN-TERMINAL ᵬ  

VLAN-TERMINAL ԍῒ ⱳ ̆ ̆ Ҍᴪ ῒז ֟
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9.3.1 ῏ vlan termina ⱳ  

’Ҋ̆vlan terminal ⱳ ῏ ̕ vlan terminal̆ ѿҊ ̕ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# vlan-terminal enable vlan terminal ⱳ  

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show vlan-terminal  

῏ vlan-terminal ⱳ ̆ ץ ῃ Ҋ no vlan-terminal enable פ Ȃ 

ҽᶛ̔ 

# vlan terminal 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vlan-terminal enable  

Ruijie(config)# 

 

F��—
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Ruijie(config)# vlan-terminal per-vlan 15 

Ruijie(config)# end 

Ruijie# 

 

9.3.3 └ VID 

Һ ҹԅ ֓ VID̆ ץ ̕ 
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        Gi0/1:       1, 2, 60-80 

        Gi0/2:       4, 100-20 

 

9.5 ҉ VID Ḥ  

VID ҉ VID ҉ IP 

ᵬ פ  

Ruijie# show vid-info VID ҉ VID ҉ IP 

ҽᶛ̔ 

        Ruijie# show vid-info 

vid             count          ip 

100             1            192.168.1.2 

102            2            192.168.1.10,192.168.1.12 

 



 

 

 
 
 

IP Ⱶ 

 
 

 

№Ύ׃ IP Ⱶ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. IP Ⱶ 

2. IPv4  

3.  

4. NAT 

5. ₮  
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http://www.ruijie.com.cn 

Ȃ 

 

Ҭ̆ IP ⅞ ̆ѿ IP № Ȃ

ҍԑ ̆↕ ⌠ № IP ȂҬ ץ Ҭ ԑ

Ḥ Ҭ ̂CNNIC̃ ̆ IP № ҹ ԑ ҍ № Ὲ

̂ICANN,Internet Corporation for Assigned Names and Numbers̃Ȃ ҹῤ

̆ Ҍ IP ̆ᵖ ӞҌ Ḃ№ ̆ № Ғ Ȃ 

Ҋ ҹḠ ҍ ↓ ̔ 

≢   

A  

0.0.0.0 Ḡ  

1.0.0.0~126.0.0.0  

127.0.0.0 Ḡ  

B  

128.0.0.0~191.254.0.0  

191.255.0.0 Ḡ  

C  

192.0.0.0 Ḡ  

192.0.1.0~223.255.254.0  

223.255.255.0 Ḡ  

D  224.0.0.0~239.255.255.255  

E  

240.0.0.0~255.255.255.254 Ḡ  

255.255.255.255  

ῒҬҒ ҈ҩ ᶫ ̆ ֓ Ҍᴪ ԑ Ҭᶏ ̆ № ԅ ֓

ԑ ̆↕ ֓ IP ԑ ȂҊ ҹ

̆ RFC 1918 ӈ̔ 

≢ IP  
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‗ Ȃ 

 IP ̂ ̃ 

 ̂ARP̃ ̂ ̃ 

 IP ⌠ ̂ ̃ 

 ῏ IP ̂ ̃ 

 ̂ ̃ 

1.1.2.1 IP  

ѿҩ ԅ IP ̆ ץ IP ̆ ԅ IP ̆ ᾛ

IP Ȃ 

№ ѿҩ IP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address ip-address mask ѿҩ IP  

Ruijie(config-if)# no ip address ѿҩ IP  

Ӟ ѿҩ 32 ṿ̆ IP ₃ҩ ҹ №Ȃ Ҭ̆ṿ

ҹ―1‖ IP ᵝ ҹ №̆ṿҹ―0‖ IP ᵝ ҹҺ

№Ȃ A ҹ―255.0.0.0‖Ȃ ≠ץ ѿҩ

⅞№̆ ⅞№ ѿҩ Һ № ѿ֓ ᵝӞᵬҹ №̆ Һ ̆

ⱴ ̆ ҹ Ȃ 

 
 说明： 

҉̆ ᵝ ץ Һ №Ҭ ᴋᵥѿ ᵝȂ ֟ ׆

IP╖ Ҋᴋץ̆ ᵬҳ Ⱦ̔  
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 ѿҩ ңҩ ѿҩ ̆ ⇔ץ ѿҩ ̆

IP ̆ Ȃѿҩ Ҍ ңҩ ңҩ҉ץ ₮

Ȃ 

 
 说明： 

IP ӊ╠̆ ԅҺ IP Ȃ ҉ ѿ ԅ IP ̆

↕ῒ Ӟ ѿ IP Ȃ ῒ ᾢ № IP ̆ ץ

ҹҺ Ȃ 

 

IP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address ip-address mask 
secondary 

IP  

Ruijie(config-if)# no ip address ip-address 
mask secondary 

IP  

 

1.1.2.2 ̂ARP̃  

Ҭ̆ ҩ IP ңҩ ̔1̃ ̆ ԍ

Ҭ̆ ‰ ̆ᵖ ҉ Ҭ

MAC ̆ ӟ ҉ ҹ MAC ̆
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֟ ARP̆ ץ Ҍ ԍ IP ARP Ȃ 

ARP̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# arp ip-address mac-address arp-type 

ӈ ARP̆ῒҬ

arp-type ╠

arpa Ȃ 

Ruijie(config)# no arp ip-address   ARP 

1.1.2.2.2 ARP AnyIp  

ҹԅ IP ῏ Ҍḱ Ӟ ҉ ̆ ῳᾟ ף̆῏

ARP ̆ ҹ IP ꜚ Ȃ 

Ҋң ’ ḱ ҉ ̔ 

1ȁ IP ԍ ̆ᵖ ῏ IP Ҍ ҉ IP̕ 

2ȁ IP Ҍ ԍ ̆ᵖ ԍ ῒ ̆ ‖ ’̕ 

ԍ IP Ҍ ԍ ῒ̆ꜚ ARPȁꜚ ᶭ ԍ ᾢ

ARP ̆ Ҋ (ᵖҌֽ ԍ Ҋ )ᴪ Ҍ ҉ ̆ ARP

ӟ ῏ ̔ 

1ȁ ף ARP ̆ ӟ⌠ MAC ̆ ҉ clear arp̆ ꜚ ARPȁ

ꜚ − ̆ ⌠ ̕ 

2ȁ ף ARP ̆ ӟ⌠ MAC ̆ ҉῏ AnyIP ⱳ ̆ Ῥ  ̕

anyip ⱳ ̆ ῃ Ҭ Ҋץ  פ

ᵬ פ  

Ruijie(config)# interface gi 0/0 ῀  

Ruijie(config-if-GigabitEthernet 0/0)# arp any-ip ҉ anyip ⱳ  

Ruijie(config-if-GigabitEthernet 0/0)# no arp any-ip ҉῏ anyip ⱳ  

 

’Ҋ̆ anyip ⱳ Ȃ 

 

 注意： 
῏ AnyIP ⱳ Ӟᴪ ꜚ ARPȁ ꜚ − ׆̆ ⌠

Ȃ ̆ ARP VRRP ARP̆AnyIP ꜚ ARP ᴪ ⱴ

̆AnyIP ⱳ Ҍ Ȃ 

 

1.1.2.2.3 ARP  

╠ ARP Ethernet II ̆ ֟ ҬӞ ҹ ARPA ῏ Ȃ 
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1.1.2.2.4 ARP  

ARP ꜚ ӟ⌠ IP MAC ᵬ Ȃ ̆ARP

‖ҬḠ ̆ᵖ ARP Ӟ ̆ ץ ≠ Ȃ

≢ ̆ ↕ѿ Ҍ ARP Ȃ 

ARP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# arp timeout seconds 

ARP ̆

0-2147483̆ῒҬ 0

Ҍ  

Ruijie(config-if)# no arp timeout  

’Ҋ̆ ҹ 3600 ̆ 1 ҩ Ȃ 

1.1.2.2.5 ₮ ῏ Ḥ ARP  

₮ ῏ ḤARP ѿҩҤ ARP ӟ Ȃ ₮ ῏ Ḥ arpⱳ ̆ ӟ arp Ṝ̆

ᴪ ̆ ⌠ ӟ ARP ̆ ↕Ҍᴪ ӟȂ ⌠ ARP

̆ ARP Ҍ ̆ғ ARP Ȃ 

ᵬ פ  

Ruijie(config-if)# arp trust-monitor enable 
ꜚ ₮ ῏ Ḥ

arp ⱳ  

Ruijie(config-if)# no arp trust-monitor enable  

 

’Ҋ̆ ₮ ῏ Ḥ arp
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Ruijie(config-if)# no arp-learning enable 
῏ ꜚ arp ӟ

ⱳ  

 

’Ҋ̆ ᶏ ꜚ arp ӟⱳ Ȃ 

1.1.2.2.7 ARP  

ARP ⱳ ̆ ᴪ ̆ ӟ ARP Ȃ ץ

̆ ҊҺ IP ׆ IP ῤ ̆

Ȃ ̔ ѿ ̆ ᴆ ҈ UP̂ UP ғ ԅ IP

̃Ȃ ѿ ̆ ѿ ̆Ҍ Ḡ Ҋ Ȃ 

ᵬ פ  

Ruijie(config-if)#arp scan [start-ip-address 
end-ip-address] 

ARP ⱳ  

’Ҋ̆ ᶏ ARP ⱳ Ȃ 

 

 

 注意： 
1ȁ ԍ ARP IP Ҍ Ȃ 

2ȁ ῤ № IP ̆↕ ץ ARP ̆

ῤ ̆⁞ ȂARP ῤ Һ ԍ

ԍ 1024Ȃ 

3ȁ Ҍ ARP IP IP ̆↕ֽ Ҋ Һ IP

ῤ Ȃғ Һ IP ԍ ԍ 22 ᵝȂ 

4ȁ ARP IP IP ҍ IP ̂Һ IP ׆ IP ̃

ѿ Ȃ 

̆ ץ web ꜚ ARP ҹ ARP Ȃ

 

1.1.2.2.8 Ḥᴋ ARP  

    ₮ ῏ ḤᴋARP ⱳ Ȃ ḤᴋARP ᵬҹѿ ARP ̆ ⱴ

ARP Ҭ̆ ԍ ARP Ȃ Ḥᴋ ARP ΐ ARP ꜚ ARP ң ̆ῒ

ᴨᾢ ԍꜚ ARP ȁ ғᵞԍ ARP Ȃ Ḥᴋ ARP ΐ ᵌԍꜚ ARP

└͡͡ ARP Һꜚ ARP Һ ̆ Һ ף↕ Һ

ꜚ Ӈ ARP ̆ ↕− ARP Ȃ Ḥᴋ ARP ΐ ARP

῏ ̆ Ҍᴪ ӟ ARP ꜚ ARP
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Step 1 Ruijie(config)# show arp trusted 
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Ruijie(config)# no ip routing ῏ IP ⱳ  

Ruijie(config)# ip routing ꜚ IP ⱳ  

 

 
 说明： 

֜ ᴪ ᴪ ip checksum ̆ ip ̆ ҌῬ ̆

ҡ ̆ ᴪ ԋ Ȃ 

 

 

1.1.2.4  

ҹ ҩ ҉ Һ Ȃ ֟ ң ̔1̃

̆ ҹѿҩ Һ ̆ Һ №ῃҹľ1Ŀ̕2̃

̆ ҹ Һ ̆ 32 ᵝῃҹľ1Ŀ Ȃ ╠ ѿ

֓ IP ᶏ ̆ῒҬ № IP Ȃ ץ ᵥ └ ᶏ ѿҩ

ֲ Ȃ 

IP ̆ ᴪ ̆Ҥ ̆ ’

ҹ Ȃ ᶫԅѿ֓Ⱳ └ ̆ ῒ Ȃᵖ ԍ

֜ ԍԋ ̆ ᴰ Ȃ 

‗ Ⱳ ҩ ѿҩ ̆ ̆ ᶏ

IP Ҍ ᴰ Ȃ 

῏ԍ ̆ RFC 919 RFC 922Ȃ 

ᵥ ̆ ҊᴋⱵᴋⱵץ ̆ Ȃ 

 ⌠  

 ⇔ IP  

1.1.2.4.1 ⌠  

IP ҹ ҩ IP IP ̆ ҹ 172.16.16B16B

ҹ Ȃᵖ ֟ Ҍ Ȃ 

ҍ ⌠ IP ̆ ѿ Ȃ

⌠ ̆ ҹ ̂ѿ

IP ҹῃľ1Ŀ ̃̆ ץ ҉ Һ Ȃ 

ץ ҉̆ ꜚ ⌠ ⱳ ̆ ץ ⌠

ԅȂ פ ⌠ ᴰ ̆ Ҍ ῒ

Ȃ 

҉̆ ץ ӈ └↓ └ ֓ Ȃ ӈԅ ↓ ̆

↓ Ҭ ӈ ⌠ Ȃ 

⌠ ̆ Ҭ Ҋץ  ̔פ
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1.1.3.2  

ץ IP ȁ ‖ȁ ῤ ̆ ֓Ḥ №

ꜛȂ ⌠ ̆ ץ

Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie# show arp ARP ‖  

Ruijie# show ip arp IP ARP ‖  

Ruijie# show ip interface [interface-type 
interface-number] 

IP Ḥ  

Ruijie# show ip route [network [mask] ]   

Ruijie#show ip route   

Ruijie# ping ip-address [length bytes] [ntimes 
times] [timeout seconds] 

 

 

1.1.4 IP ᶛ 

ᶫԅץҊ IP ᶛ̔ 

 IP ᶛ 

1.1.4.1 IP ᶛ 

  

IP № Ҋ Ȃ 

 

IP ᶛ 

RIP ̆ᵖ ᾛ ҹ RIPv1̆ C ҉ ץ ⌠ 172.16.2.0/24

̆ D ҉ ץ ⌠ 172.16.1.0/24 Ȃ 
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 ΐᵣ  

RIPv1 Ҍ ̆ ҬҌ Ḥ ̆172.16.1.0/24

172.16.2.0/24ңҩ C 192.168.12.0/24№◓ ̆ ̆

C D҉ Ҍ ⌠ Ȃᵖ RIP ҩ ̆

ҍ ѿҩ ̆ ҍ ҹѿ Ȃ ҩ

̆ ץ A
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῏Ȃ 

  פ

ip default-gateway ip-address ῏ 

῏̆ Ҋ  Ȃפ

  פ

show ip redirects ῏ 

פ ԋ ҉ Ȃ 

1.2.3 IP  

IP ᶫԅ Ⱶ └ IP ̆ICMP ᶫԅ ֓ ⱵȂ ᴋ

ᵥ ̆ ῀ Ⱶ ICMP Һ ῒ Ȃ ICMP ӈ̆

RFC 792Ȃ 

IP ̆ Ҋץ ᴋⱵ̔ 

 ICMP Ҍ  

 ICMP  

 ICMP  

 IP MTU 

 IP  

1.2.3.1 ICMP Ҍ  

⌠ ҹ ̆ Ҭ ԅ Ҍ IP ̆

ICMP Ҍ Ȃ ̆ ԍҌ Ҍ ̆Ӟᴪ

ICMP Һ Ҍ Ȃ Ȃ 

ICMP Ҍ ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip unreachables 
ICMP Ҍ Һ Ҍ

 

Ruijie(config-if)# no ip unreachables 
῏ ICMP Ҍ Һ Ҍ
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1.2.3.2 ICMP  

ᴪҌ ᴨ ̆ᶏ ѿҩ׆ ⌠ ̆ ׆ ₮ Ȃ

׆ ₮ ̆ ᴪ ѿҩ ICMP ̆

⌠ ῏ҹ ѿ ҉ ѿ Ȃ ᴪ

ᶃ Ȃ Ȃ
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1.2.3.5 IP  

֟ IP Ȃ ⌠ IP ̆ᴪ IP Ҥ ȁ ȁ

̆ ֓ RFC 791 Ҭ Ȃ ⌠ ԅῒ

Ҭѿҩ ̆ ᴪ ꜚᵬ̕ ⌠ ̆ ᴪ ѿҩ ICMP

̆ ҡ Ȃ ֟ ’Ҋ IP Ȃ 

IP ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip source-route IP  

Ruijie(config)# no ip source-route ῏ IP  
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2 IPv4  

2.1 IPv4   

2.1.1 IPv4  

ҹԅ ̆ ╠ ᶏױ ԅ (Prefix Tree+Adjacency) Ruijie Express 

Forwardinĝ REF̃ ȂREF ԅ ҩ Ἕ̆ Ҍ

№Ḥ ̆ ҌῬ Cache ̆ Ҭ CPUῬ ⱴCache ’̆⁞ ԅ Ҭ

CPU ‖₯̆ӞḠ ԅ Ȃ 

REF ѿҊңҩ ᴆ Ἕ̔ 

 Prefix Tree 

╠ Ȃ ѿ ↕ IP ╠ ̆ ԍ Ȃ Ҭ̆ ԍ

Prefix Tree ѿ ҍ Radix Tree Ҍ ̆ ᶏ ԅѿ ҹ M-Tries 

Tree Ȃ M-Tries Tree Prefix Tree ᴪ Radix Tree

ῤ ̆ Prefix Ḥ Ӟᴪ ̆ᵖ Ȃ 

 Adjacency 

Ȃ ԅ ₮ Ḥ ̆ᶛ Ҋѿ ↓ ̆Ҋѿ ᴆ̆ ₮

Ḥ Ȃ ⌠ ̆ ̆

₱ ȂҹԅḂԍ ̆ ѿ ̕ҹԅ

̆ Ҋѿ ↓ Ḥ ҹ Ȃ 

REF №ҹ҈ҩ ̔ 

1) REF ̕ 

2) Prefix Tree ῒ ₮ ̕ 

3) ⌠ ₮ ̆Ῥ Ḥ ₮ ̆

₮ Ȃ 

2.2 ᶏ  

EG ↓֟ ̆ ҉ ᶏ ̆Ҍ Ȃ 
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2.3  

̆ ╠ ҈ ԍ IP Ȃ REF Ҭ̆

╠ IP/MASK ῏ ⌠ ҩҊѿ ̆ ̆ ῏ ⌠ѿҩ ̆ ᶭ

Ȃ IP ᶭ ╠ ⌠ ̆ IP

↓̆ ҬῒҬ ѿ Ȃΐᵣ ҈ Ҋ̔ 

1. IP ԍ IP Ȃ IP ↓̆

Ҭ ₃ Ȃ Ȃ 

2. IP IP IP ̆ IP IP ↓̆

Ҭ Ȃ 

3. IP IP ̆ IP ↓̆ Ҭ ̆

ԍ ѿ IP ׆ ѿ Ȃ 

̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ   

 Ruijie(config)# ip ref load-sharing  

Original 

ҹ
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ᵬ פ   

 Ruijie# show ip ref packet-statistic [clear] / REF ╠ Ḥ  

2.4.2 Ḥ  

Ҭ̆ѿ Ȃ ױ ץ Ҋץ פ ╠ Ḥ ̔ 

ᵬ פ   

 Ruijie# show ip ref adjacency [glean | local | 
ip | (interface interface_type interface_number) 
| statistic] 

ץ ȁ ȁ

IP ȁ ῏

῏Ḥ Ȃ 

2.4.3 Ḥ  

IP ᵬ ̆ ץ ԅ IP IP ̆↕

Ȃ Ҋ ̆פ IP ҍ IP̆ ᴪ

̆ ҡ ȁ ֜ CPU ̆ ѿ ץ ׆ ҩ

Ȃ 

ᵬ פ   

 Ruijie# show ip ref exact-route [vrf vrf_name] 
source-ipaddress dest_ipaddress 

Ȃ 

 

2.4.4 Ḥ  

̆ ̆ ҍ ѿҩ ȂῒҬ

Ḥ Ȃ  Ҋ פ ῏ Ḥ ̔  

ᵬ פ   

 

Ruijie# show ip ref route [vrf vrf_name] 
[default | (ip mask) | statistic] 

╠ Ҭ Ḥ ̕

̆↕ Ҭ

Ḥ ̆ 0 ȁ ҍ

῏ Ȃ 
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3.4 Ḥ  

╠ Ḥ ̆ ᶏ show ip fpm user  Ȃפ

 

ᵬ פ   

 Ruijie# show ip fpm users ╠ Ḥ  

3.5 ֙  

֙ ̆ ᶏ ip session timeout  Ȃפ

 

ᵬ פ   

 Ruijie# ip session timeout {icmp-closed | 
icmp-connected | icmp-started | 
rawip-closed | rawip-connected | 
rawip-established | rawip-started | 
tcp-close-wait | tcp-closed | tcp-established | 
tcp-fin-wait | tcp-last-ack | tcp-syn-receive | 
tcp-syn-sent | tcp-time-wait | udp-closed | 
udp-connected | udp-established | 
udp-started } num 

Ҍ Ҍ ֙  

3.6 ֙ ᶛ 

Ҋ ֙ ṿ Ҋ̔ 

ᵬ פ   

 icmp-closed 
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 tcp-fin-wait 60s 

 tcp-last-ack 30s 

 tcp-syn-receive 10s 

 tcp-syn-sent 10s 

 tcp-time-wait 10s 

 udp-closed 
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3.6.3 ֙ ᶛ 

Ṝ̆ѿ TCP ̆ҹԅᶏ ̆ѿ

tcp-closedȁtcp-close-waitȁtcp-fin-waitȁtcp-syn-sentȁtcp-time-wait̆ ₃ҩṿ ⌠

Ȃ Ҋ̔ 

ip session timeout tcp-closed 5 

ip session timeout tcp-close-wait 10  

ip session timeout tcp-fin-wait 10  

ip session timeout tcp-syn-sent 5  

ip session timeout tcp-time-wait 5 

UDP ̆ҹԅᶏ ̆ udp-connectedȁudp-closed̆ ≢

udp-connected Ȃ Ҋ̔ 

ip session timeout udp-closed 5 

ip session timeout udp-connected 600  
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҉ץ ҹ ̆ ץ ҩ



NAT 
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Step 2 Ruijie(config)# interface interface
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 Ruijie(config)#no ip nat translation
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NAT ̆ ץ ⌠ ̔ 

Ruijie# show ip nat translations  

Pro Inside global      Inside local       Outside local      Outside global 

tcp 200.168.12.200:2063 192.168.12.65:2063 168.168.12.1:23 168.168.12.1:23 

4.1.6.3 ῤ NAPT ᶛ 

NAPT ץ ԍ Ⱶ Ȃ Ⱶ ̆ NAT ῤ Ⱶ

̆ NAPT ⌠ Ȃ ̆ ῃ ҉ Ⱶ ̆

⌠ῤ Ⱶ ҉Ȃ 

Ҋ ᶛ ѿ ῤ WEB Ⱶ 192.168.12.3 ⌠ῃ IP200.198.12.1 80 Ȃ

פ Ҋ̔ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.198.12.1 255.255.255.0 

ip nat outside 

! 

ip nat inside source static tcp 192.168.12.3 80 200.198.12.1 80 

ȇ Ⱶ ᶛȈȂ 

4.1.6.4 TCP ᶛ 

Ҋץ Ҭ̆ ӈԅѿҩ Һ ̆ Һ TCP ̆

№ ⌠ Һ ׆̆҉ № ȂRealhosts ӈԅ Һ ̆

↓ 1 ӈԅ Һ Ȃ Һ ⌠ ҩ Һ ȂץҊ ̆ TCP

֟ ᵬ ̆ ῒ Ḡ Ҍ ̆ NAT Ȃ ACL ҹ

IP ACLȂ 

! 

interface GigabitEthernet 0/0 

ip address 10.10.10.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.198.12.1 255.255.255.0 

ip nat outside 

! 

ip nat pool realhosts 10.10.10.2 10.10.10.3 netmask 255.255.255.0 type rotary 

ip nat inside destination list 100 pool realhosts 

! 

access-list 100 permit ip any host 10.10.10.100 

! 

NAT ̆ ץ ⌠ ̔ 

Ruijie# sh ip nat translations  

Pro Inside global   Inside local    Outside local           Outside global 
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#  

Ruijie(config-if)# end 

Ruijie# 

# ֓ Ḥ ̆ WAN ԍ UP ( ). 

%LINK CHANGED: Interface GigabitEthernet 0/1, changed state to up 

%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/1, changed state to UPRuijie# 

config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

# ῀ LAN  

Ruijie(config)# interface GigabitEthernet 0/0 

# LAN  

Ruijie(config-if)# ip address 192.168.0.1 255.255.255.0 

# LAN ҹ῍֣ Intranet ῀  

Ruijie(config-if)# ip nat inside 

# LAN  

Ruijie(config-if)# no shut 

Ruijie(config-if)# end 

Ruijie# 

%LINK CHANGED: Interface GigabitEthernet 0/0, changed state to up 

%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/0, changed state to UP 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

ץ # Internet 

Ruijie(config)# ip route 0.0.0.0 0.0.0.0 GigabitEthernet 0/1 218.5.19.1 

# NAT ↓  

Ruijie(config)# access-list 1 permit any 

# ῍֣ ↕̆ᶏῤ ץ ҉  

Ruijie(config)#ip nat inside source list 1 interface GigabitEthernet 0/1 

# FTP Ⱶ  

Ruijie(config)# ip nat inside source static tcp 192.168.0.2 20 218.5.19.2 20 

Ruijie(config)# ip nat inside source static tcp 192.168.0.2 21 218.5.19.2 21 

# WEB Ⱶ  

Ruijie(config)# ip nat inside source static tcp 192.168.0.3 80 218.5.19.2 80 

# EMAIL Ⱶ  

Ruijie(config)# ip nat inside source static tcp 192.168.0.4 25 218.5.19.2 25 

Ruijie(config)# ip nat inside source static tcp 192.168.0.4 110 218.5.19.2 

110 

Ruijie(config)# end 

Ruijie# 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

# Telnet  פ

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# password remoteuser 

Ruijie(config-line)# end 
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Ruijie# 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# enable secret private 

#  

Ruijie(config)# host EG 

RUIJIE(config)# end 

RUIJIE# 

# Ḡ  

RUIJIE# write 

Building configuration... 

[OK] 

RUIJIE# 

#  

RUIJIE# show running-config 

Building configuration... 

Current configuration: 

! 

! 

hostname EG 

! 

! 
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4.1.6.6 ῤ NAT ᶛ 
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Ҋ̔ 

interface GigabitEthernet 0/0 

 ip address 10.123.123.123 255.255.255.0 

 ip nat outside 

 duplex auto 

 speed auto 

description Ḥ 

interface GigabitEthernet 0/1 

 ip address 61.123.123.123 255.255.255.0 

ip nat outside 

 duplex auto 

 speed auto 

description  

interface GigabitEthernet 0/2 

 ip address 192.168.1.254 255.255.255.0 

 ip nat inside 

duplex auto 

 speed auto 

description ῤ  

/*dns Ⱶ */ 



NAT 
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5.1.2 ₮  

5.1.2.1 ECMP  

ECMP ҹ ᴇ ̆ ԍ ╠ ̆ ѿҩ҉ץ ₮ Ҋѿ Ȃ 

    
10.3(4b8) ӊ╠̆ ֽ ECMP̆׆ 10.3(4b8)

ῒ ECMP̆Ӟ ECMPȂ 

 

5.1.2.2  

̆Ҍ ԍ ᴰ Ȃ ᶫ ᴰ ҉ Ȃ

Ҋ Ȃ 

5.1.2.3  

╠ ≠ ̆  /  ⌠Ȃ 

5.1.2.4 Ḡ  

ԍ ѿҩ ῤ ̆ ҩ ԅ ṿ̆ᴪ ℗ ⌠

ῤ ῒᵩ Ȃᶏ Ḡ ᾢ ̆ << >> Ȃ 

5.1.2.5 ṿ 

ṿ ₮ ≠ ṿ̆ ṿȂ ץ ṿᵬҹ₮ ̆

₮ ṿ ̆ Ḡ ᴪ ꜚᵬȂ 
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5.1.3 ᵬ  

5.1.3.1 ԍ  

ᴪ (session)̆ ѿ ῤѿ IPȁ ȁ IPȁ ȁVRF ԓᾝ

Ȃ Ḡ ԍ ̆ ѿ ᴪ ⌠ ѿҩ₮

Ȃ Ḡ ̆ Ȃ 

 

    

Ḡ Ҍ VPN Ȃ 

ԍ ╠ VPN Ҍ ≢ ̆

Ḡ ᴪ VPN Ҍ ⌠Ҍ ₮ ̆ VPN Ȃ 

5.1.3.2  

ECMP ₮ ᶛ ̆ᶏ Ҍ ₮ ҉№ ̆ҍ

ᶛȂ ԍ ECMP ₮ ̆ῒ ṿ ̆Ҍ ₮ ӊ
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    ecmp ₮ ҉ nexthopȂ 

 

5.2 ₮  

5.2.1 /῏  

’Ҋ̆ ῏ ⱳ ̆ ῀ ̆ Ҋץ

ⱳ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# mllb enable  ⱳ  

 Ruijie(config)# no mllb enable ῏ ⱳ  

ҽᶛ̔ 

# ῃ ⱳ ⱳ Ȃ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb enable 

# ῃ ῏ ⱳ ⱳ Ȃ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no mllb enable 

5.2.2  

̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# interface interface-name ῀ Ȃ 

Step 3 Ruijie(config-if)# bandwidth kilobits   

 Ruijie(config-if)# no bandwidth  ҹ ṿ 

ҽᶛ̔ 

# ҹ 1M̔ 
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Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# bandwidth 1000 

# ̔ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# no bandwidth 

5.2.3 ṿ 

ṿᵬҹ ⱴ῀ ₮ ̆ ṿ҉ ̆ҌῬ
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Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# mllb first-choice interface-type 

interface-number  
҈ ҹᴨ ₮  

Step 3 Ruijie(config)# no mllb first-choice ᴨ ѿҩ₮  

ҽᶛ̔ 

# ᴨ ₮ ҹ gi0/1 

Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb first-choice gi0/1 

    
Mllb ׆ 10.3(4b8) ECMP̆p Mllb first-choice

ׅ ̆ פ ₮ ₮ ӊѿȂ 

 

5.2.7 ≠  

ѿ ’Ҋ̆₮ Ҋ ԍ҉ ̕ᵖ ֓ ̆ᶛ ῤ Ⱶ ̆↕

ᴪ҉ ԍҊ ̆ ℗ץ ҹ ҉ ṿȂ Ӟ ҉

ҍҊ ̆ ̂҉ +Ҋ ̃/2 Ṑ Ȃ 

Ҋ ҉Ҋ ℗  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 
Ruijie(config)#load-monitor  {uplink | 

mixed-link} 

̆ Ҋ  

uplink̆҉  

mixed-link̆҉ ⱴҊ  

Step3 Ruijie(config)#end  

ҽᶛ̔ 

# ℗ ҹ ҉ ṿ ≠  

Ruijie# configure terminal    
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#load-monitor uplink 

# ℗ ҹ҉ Ҋ ≠ ṿ 

Ruijie(config)#load-monitor mixed-link 

5.2.8 Ḡ  

Ḡ ץ ῤ ̆ ҩ ṿ̆ Ḡ ᴪ

℗ ⌠ ѿҩ ῒᵩ Ȃ Ḡ ⱳ ҍ ⱳ ῏ ̆ҍ

ⱳ ῏ ̆ Ḡ ᾢ Ȃ 
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Ruijie(config)#over-load-protect threshold 80 

 

5.3  

5.3.1  

Ҋ show mllb config פ ῏  

ᵬ פ  

Ruijie (config)# show mllb config Ḥ ̆ῒҬ ԅ Ḥ Ȃ 

ҽᶛ̔ 

# Ҋ show running-config פ ̔ 

Ruijie# show mllb config 

multi-link load balance configure:   

multi-link load balance state: enabled    

multi-link load balance policy: load    

multi-link load balance load-interval: 5 

multi-link load balance threshold: 90 lower: 90 

multi-link load balance load-monitor: down-link 

multi-link load balance first-choice set to GigabitEthernet 0/5 is up  

multi-link load balance load-sharing original 

5.3.2 Ḡ  

Ҋ show over-load-protect configure פ Ḡ ῏  

ᵬ פ  

Ruijie (config)# show over-load-protect configure Ḡ Ḥ Ȃ 

ҽᶛ̔ 

# Ҋ show over-load-protect configure פ Ḡ ̔ 

Ruijie# show over-load-protect configure  

>Over-load-protect configure 

---------------------------------------------------------------- 

over-load-protect state: disable 

interface-group: 1, 2, 19 

load-interval: 5 

threshold: 90 
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5.3.3 ≠  

Ҋ show load-monitor configure פ ≠  

ᵬ פ  

Ruijie (config)# show load-monitor configure ≠ Ḥ Ȃ 

ҽᶛ̔ 

# Ҋ show load-monitor configure פ ≠ ̔ 

Ruijie(config)#show load-monitor configure  

>Load-monitor: down-link 

5.4 ῖ ҽᶛ 1 

5.4.1.1  

̆ῒ ≢Ҍ ̆ῖ ₃ ѿҩ ISPȂᶛ ᴑҙ

₮ 2 ₮ ̆№≢ gi0/2̆gi0/3 №≢ҹ 1000M̆500MȂ ң

№ ҍ ᶛȂ ԍ ̆ Һױ

Ȃ 

5.4.1.2  

 



₮  
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5.4.1.3  

1̃ ⱳ  

#ῃ ⱳ Ȃ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb enable 

2̃  

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

# ₮ Ҋѿ  

Ruijie(config)# ip route 0.0.0.0 0.0.0.0 Gi0/2 202.101.98.54 

Ruijie(config)# ip route 0.0.0.0 0.0.0.0 Gi0/3 202.101.98.55 

3̃ ҹ  

# ҹ bandwidth 

Ruijie(config)#mllb policy bandwidth 

5.5 Ḡ ῖ ҽᶛ 

5.5.1.1  

₮ ѿ Ḥ₮ ̆ 1000M̆ gigabitEthernet 0/1 ̆ѿ ̆

gigabitEthernet 0/2 Ȃ 
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5.5.1.2  

 
Ḡ  

5.5.1.3  

1̃ 1 

#ῃ Ȃ 

Router(config)#interface-group 1 

Router(config-intf-group)# interface gi 0/1 

Router(config-intf-group)# interface gi 0/2 

Router(config-intf-group)# exit 

2̃ Ḡ ⱳ  

Ruijie(config)#over-load-protect enable 

3̃ Ḡ 1 

Ruijie(config)#over-load-protect interface-group 1 



 

 

 
 
 

ҹ  

 
 

 

№Ύ׃ ҹ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. ԋ҈ № ≢  פ

2. ≢ 

3.  

4. ῃ ᴪ  

5. └ 

6.   

7. URL  

8. ҹ  
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1 ԋ҈ № ≢  פ

1.1 ԋ҈ № ≢ 

1.1.1 ԋ҈ № ≢  

ῤ ҹ └̆ ᾢ № ≢̆ԋ҈ № ≢

Ҭ vlan ȁ IP IP ⌠№ ≢ ̆ΐᵣ

ᵬ Ҋ Ȃ 

1.1.2 ԋ҈ № ≢ ᵬ  

ԋ҈ № ≢ ῤ ̆ vlan tagȁ IP IP

≢₮ vlan ȁ ̆ Ҍ

Ḃץ̆№⅞ ̆ ⌠ ῤ ҹ └ Ȃ 

1.1.2.1 vlan  

ԋ҈ № ≢ ץ vlan ̆ѿҩ vlan id ԍѿҩ vlan Ȃ ╠

vlan tag № Ȃ ῏ Ҋ̆ Ҭ

ľanyĿ̆ Ҋ Ҭ native vlan vlan ̆

native vlan vlan ̆↕ Ҭ ľanyĿȂ 

1.1.2.2  

Ҭ̆ ῤ ip mac ῤ ҹ └Ȃ

ῤ ip mac ̆ ≢ ip mac

№ ̆ ≢ Ȃ mac

ip №≢ ҬҌ ץ mac ᵬҹ Ȃ

ץ Ạ ᶏ ̆web ̆vpn Ȃ 
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1.1.2.3  

֓ Ҋ̆ ῤ └Ȃԋ҈ № ≢ ץ ≢

ip ̆ ץ ≢ ̆ ⌠

ῤ └ Ȃ 

1.1.2.4  

web Ḥ ̆ ױ ip mac ̆ ҩ IP

ץ ѿҩ ѿҩ ҩ ip mac Ȃ 

1.2  

Ҋ ԋ҈ № ≢ Ȃ 

 ⱳ  ṿ 

 ԋ҈ № ≢ⱳ  Ҍ  

 

1.3 ԋ҈ № ≢ 

1.3.1 ԋ҈ № ≢ ⱳ  

’Ҋ̆ ῏ ԋ҈ № ≢ⱳ ̆ ῀ῃ ̆ Ҋץ ԋ҈ №

≢ⱳ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# layer23 classify enable ԋ҈ № ≢ⱳ  

Ruijie(config)#end  

Ruijie# show running  

− ῏ ̆ ץ ῃ Ҋ no layer23 classify enable פ Ȃ 

ҽᶛ̔ 

# ԋ҈ № ≢ⱳ  

Ruijie#configure terminal  
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#layer23 classify enable 

Ruijie(config)#end 

1.4  

1.4.1 ⱳ  

’Ҋ̆ ῏ ̆ ῀ῃ ̆ Ҋץ ⱳ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# layer23 deny-mode enable  

Ruijie(config)#end  

Ruijie# show running  

− ῏ ̆ ץ ῃ Ҋ no layer23 deny-mode enable
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Ruijie# show running  

− ῏ ̆ ץ ῃ Ҋ no layer23 ad-mode enable פ Ȃ 

ҽᶛ̔ 

# ⱳ  

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# layer23 ad-mode enable 
Ruijie(config)#end 

 

 

1.6 sam № Ҍ  

 sam № Ҍ ⱳ  

1.6.1 
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ҽᶛ̔ 

# vlan Ḥ  

Ruijie#show vlan-group 

vlan-group    police_flow      police_url    flow      vlan id 

any             9             0            0          

vlan1           0             0            0          1 

vlan2           0             0            0          3-5 

vlan3           0             0            0          7,9 

1.9  

1.9.1  

̆ ῀ῃ ̆ Ҋץ ѿҩ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# subscriber static name 
name parent parent [ [ip-host ip-addr] 
[mac mac-addr] | ip-subnet subnet mask 
| ip-range start end] [ password pwd_str 
{ two-way-bind | single-way-bind} ] 

ѿҩ ̂ ̃ 

Ruijie(config)#end
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ץ ᵬҹ ᶏ ̆ᵬҹ ̆ ip mac ̆

ץ Ȃ ̆ ֽ ԍ ip mac ᶏ ̆ᵖ ip̆mac

ᶏץ ῒז Ȃ ̆ ֽ ԍ ip mac ᶏ ̆ ip mac

Ӟֽ ԍᶏ ȂҌ ̆Ҍ ᶏ ip mac └ȂȂ 

ҽᶛ̔ 

# ľ 1Ŀ̆ip ľ192.168.196.156Ŀ̆ῒ ľ 1Ŀ̆ľ 1Ŀ

ľ ĿȂ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#subscriber static name 1 parent / / 1 ip-host 

192.168.196.156  

Ruijie(config)#end 

 

1.9.2  

̆ ῀ῃ ̆ Ҋץ ѿҩ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# [no] subscriber set name 
attribute {avoid-monitor [flow-monitor] | 
deny | release | vip | auth-deny | 
pwd-edit }  

 

ᾧ ̂ᾧ ץ

̃ ̆ ̆vip ̆ 

̆ ḱ  

Ruijie(config)#end  

Ruijie# show subscriber [all | static | dynamic | parent 

[name | root] ] 

 

 

 

− ῏ ̆ ץ ῃ Ҋ [no] subscriber set name attribute {avoid-monitor 

[flow-monitor] | deny | release | vip | auth-deny | pwd-edit }  Ȃפ

ԅᾧ ᾧῤ ̆ᾧ ≢̆ᾧ └ ̆ ᾧ

҉̆ ץ ̂flow-monitor̃Ῥ ᾧ └̕
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1.9.3  

̆ ῀ῃ ̆ Ҋץ ѿҩ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# subscriber account 
privilege { none | { [webauth] [vpn] 
[login] }} 

̂ Ҍᾛ ᾛ ῒҬ

ӊѿ̆ӊԋ̆ӊ҈̃ 
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/group1 user1 111 192.168.198.1  N 

/group1 user2 123  00-d0-f8-01-d0-19 Y 

/group1 user3 321 192.168.199.1 00-d0-f8-21-da-29 Y 

 

ҽᶛ̔ 

# ῀ ᴆľuserfileĿ 

Ruijie# subscriber import txt userfile 

 

1.9.5 ₮  

₮ ѿפ ԍ ᴍ ╠ Ҭ ̆ ₮ ̆ ῀

̆ Ҋץ ῀ ᴆ̔ 

ᵬ פ  

Ruijie# subscriber export [txt | csv] filename ₮ ᴆ 

 

ҽᶛ̔ 

# ₮ Ҭ ⌠ ᴆľuserfileĿ 

Ruijie# subscriber export txt userfile 

1.9.6  
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1.9.7 ꜚ  
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1.11 /                                0000.0000.0000   0    

0    0   0   1   0   0     0      0   0   0    0     0       

0      0   0   0       0    0     0       0  

 

1.11.1  

̆ ῀ῃ ̆ Ҋץ ѿҩ ̔ 

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)#network-group name 
name [parent parent] [ [ip-host ip-addr] | 
ip-subnet subnet mask | ip-range start 
end]  

ѿҩ ,ῒҬ parent Ҍ ̆

Ҋ 

Ruijie(config)#end  



ԋ҈ № ≢   פ

http://www.ruijie.com.cn 

1.11.2 ῀  

῀ ѿפ ԍ ῀ ̆ ῀ ᴆ̆ ῀ ̆ Ҋץ

῀ ᴆ̔ 

ᵬ פ  

Ruijie# network-group import [txt | csv] filename ῀ ᴆ 

Ruijie# show network-group  [ all | brief  | parent 

[ root |  name ] ] 
 

ľ.txtĿ ᴆ Ώ Ҋ̔ ᴆ ף ѿҩ ̆ ҩ

ᾝ ̔ ȁ ȁip Ȃ Ҭ ҩᾝ ľ̆Ŀ ̆ ῤ

ץ ̆ᵖ ľ̆Ŀ Ḡ ̆ ̔ ѿ↓Ҍ ̆ ӇḠ ľ̆Ŀ Ȃ 

Ҋ ľ.txtĿ ᴆҬ ѿ ҽᶛ̔ 

/ / 1, 1,192.168.197.1 

 

ľ.csvĿ ᴆ Microsoft Excel Ҭ ₯ ҹľ.csvĿ ⌠ ᴆȂ

ᴆҬ ҹ̔ѿ №ҹ 3 ↓̆№≢ҹ̔ ȁ ȁ ip Ȃ 

Ҋ ľ.csvĿ ᴆ ҽᶛ̔ 

/group1 xinlang 192.168.196.11-192.168.196.25 

/group1 baidu 192.168.197.0/24 

/group1 user1 192.168.198.1 

/group1 user2  

   

 

ҽᶛ̔ 

# ῀ ᴆľuserfileĿ 

Ruijie# network
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1.12.2 ꜚ  

ꜚ ѿפ ԍ Ҍ ῒҊ ̆ ῒ

̆ ῀ ̆ Ҋץ ꜚѿҩ ̔ 

ᵬ פ  

Ruijie#network-group xx move to parent yy ꜚѿҩ  

 

     ꜚ ̆ Ҋ └̔ 

  Ҍ ꜚ⌠ ̆Ҍ ꜚ ̆ Ҍ Ҍ ꜚ̆ ꜚӊ

̆ ꜚӊ Ҍ 5 Ȃ 

     ҽᶛ: 

     # ҹ xx ꜚ⌠ yy Ҋ 

     Ruijie# network
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1.14 Ḥ  

ᵬ פ  

Ruijie#show auth-subs [ all | brief  | parent [ root | 
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2 ≢ 

2.1 ≢ 

2.1.1 ≢  



≢ 
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ӈ № ̔ ӈ № ̆ ӈ № Ҭ̆

ץ № ̆ № Ҋ ̆ⱴ῀ ӈ



≢ 
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2.1.2.3 ≢ 

≢ ̆ ֓ ΐ ̆ᶛ ̆ Ҭ

ԍ IPȁ Ḥ ̆ № ֓ Ḥ ̆ ῒ ̆

̆ ץ ≢ Ȃ ѿ ᴪ ̆ ץ

Ȃ 

2.1.2.4 ≢ 

≢ ̆ ֓ ⱴ ̆ ױ ᴪ ѿ֓

└̆ ≢₮ ⱴ Ȃ 

2.1.2.5 DFI ≢ 

DFI ≢ ѿ ԍ ≢ Ȃ ̆Ҍ ᴪ

ᴪ Ҍ ̆ P2PҊ ȂDFI ≢ № ₮ ֓ ̆

№ Ȃ № № ׆̆≢ ⌠ ≢ Ȃ 

 

2.1.2.6  

ԍ ̆ ̆ ≢ԍᴰ ԍ IP IP ̆ ѿ

Ȃ ԍ ̆ ץ Ҍ №

⌠Ҍ ₮ ץ̆ ῏ ҙⱵҍ └ҙⱵ ῒ ̆⁞ Ȃ ̆ᶭ ԍ

≢ ̆ ≢ Ҭ Ȃ 

2.1.2.7  

҉̆ Ӟ ѿ Ȃ ↕№

Ḥ Ⱶ ̆ Ⱶ IP ׆̆ Ⱶ

≢Ȃ 

Ҍֽ ≢̆ ғ Ҭ ≢ ׆̆ ѿ

Ȃ Һ ԍ ȁHTTP ᵣȁP2P Ҋ ᴆ ≢ Ȃ 

    ⱳ ̆  Ȃפ
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2.1.2.8  

ⱳ ≢₮ΐᵣ ף̆ Ⱶ
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 ꜚ  



≢



≢ 
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ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application app-db 
enable 

ⱳ ̆ ≢

̆ ≢ ̆↕Ҍ Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

 

῏ ⱳ ̆ ץ ῃ Ҋ no identify-application app-db enable 

 

2.3.3 ≢ⱳ  

῀ῃ ̆ Ҋץ ≢ⱳ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application 
proto-expect enable 

≢ⱳ ̆ ≢

̆ ≢ ̆↕Ҍ Ȃ 

Step3 Ruijie(config)#identify-application 
proto-expect timeout seconds 

≢  

Step 4 Ruijie(config)#end  

Step 5 Ruijie# show identify-application proto-expect  

− ῏ ̆ ץ ῃ Ҋ no identify-application proto-expect enable 

ҽᶛ̔ 

# ≢ ҹ 5 №  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application proto-expect timeout 300 

 

2.3.4 ≢Ḥ ⱳ  

῀ῃ ̆ Ҋץ ≢ Ḥ ⱳ ̔ 
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ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application 
proto-expect gather 

≢
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ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application 
proto-detect drop 

≢ ⱳ ̆ ≢

̆ ̆↕Ҍ

Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

 

− ῏ ̆ ץ ῃ Ҋ no identify-application proto-detect drop 

 

2.3.7 DFI ≢ P2P Ҋ ⱳ  

῀ῃ ̆ Ҋץ DFI ≢ P2P Ҋ ⱳ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application dfi enable DFI ≢ P2P Ҋ ⱳ  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

῏ DFI ≢ P2P Ҋ ⱳ ץ ῃ Ҋ no identify-application dfi 

enableȂ 

ҽᶛ̔ 

# DFI ≢ P2P Ҋ ⱳ   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application dfi enable  

Ruijie(config)#  

 

    

P2P Ҋ ≢ DPI ≢ӊ ̆Һ ⱴ

P2P Ҋ ≢Ȃ 

DPI ≢₮ P2P ᴆ ̆ Ҍᴪ ≢ҹ P2P Ҋ

Ȃ 

P2P Ҋ Ҭ ҹľP2P Ҋ ҹĿ 

Ҭ ҹľ ҹĿ 
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Ruijie(config)# identify-application signature update  

Ruijie(config)#  

 

2.3.10 ӈ ↕ 

῀ῃ ̆ Ҋץ ӈ ↕̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-
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TYPE  NAME                CLASS               SPL    SPH    DPL    DPH  SIPL         

SIPH  DIPL         DIPH 

TCP               ӈ             1      10      1      100  any          

any   100.1.1.1   10.1.1.10 

 

# ⱴѿ № ӈ ↕ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application custom name myqq class ᴆ  udp 

sport 1 10 dport any any sip 192.168.1.2 192.168.1.2 dip 66.12.11.34  

66.12.11.36 

Ruijie#end 

Ruijie#*Jan 11 17:25:29: %SYS-5-CONFIG_I: Configured from console by console  

Ruijie#show identify-application custom-rule  

TYPE  NAME                CLASS               SPL    SPH    DPL    DPH  SIPL         

SIPH DIPL DIPH 

TCP      ӈ      1     10    1     100   any          any   100.1.1.1   

10.1.1.10 

UDP  myqq  ᴆ        1    10     any  any  192.168.1.2 192.168.1.2 

66.12.11.34  66.12.11.36 

№ ץ show identify-application class  

2.3.11 ῏  

῀ῃ ̆ Ҋץ ῏ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application key 
app-name 

app-name ⱴ῀῏  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show identity-application key  

− ῏ ̆ ץ ῃ Ҋ no identity-application key app-name 

ҽᶛ̔ 

# FTP ⱴ῀῏  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application key FTP 

Ruijie(config)# 
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2.3.12 └  

῀ῃ ̆ Ҋץ └ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application inhibitive 
app-name 

app-name ⱴ῀ └  

Step 3 Ruijie(config)#end 
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Step 3 Ruijie(config)#end  

Step 4 Ruijie# show identify-application route enhance  

− ῏ ̆ ץ ῃ Ҋ no identify-application route enhance enable 

2.3.16 HTTP  

Ҋץ HTTP ⱳ  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application http route 
enhance enable 

HTTP ⱳ ̆

≢ ̆ ≢ ̆↕Ҍ Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie# show identify-application route enhance  

− ῏ ̆ ץ ῃ Ҋ no identify-application http route enhance enable 

2.3.17 ≢  

Ҋץ ≢ ⱳ  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application web-cache 
enable 

≢ ⱳ Ȃ 

Step 3 Ruijie(config)#end  

Step 4 Ruijie# show run  

− ῏ ̆ ץ ῃ Ҋ no identify-application web-cache enable 

 

2.3.18  

ᵬ פ  

show identify-application version Ḥ  

show identity-application userdef-rule ӈ ↕Ḥ  

show identity-application  ↕ Ḥ  



≢ 

http://www.ruijie.com.cn 

show identity-application key ῏ Ҭ  

show identity-application inhibitive └ Ҭ  

show identity-application block Ҭ  

show identity-application class №  

show identity-application group-state № Ḥ  

show identify-application disable application ᾧ ≢  

show identify-application user-group group-name ӈ Ḥ  

show identify-application expect ’ 

show identify-application 35..* enhance  
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             QQ-  1-7-14-0 

        WEBIM 1-9-0-0 

             MSN-WEBIM 1-9-1-0 

             YAHOO-WEBIM 1-9-2-0 

# ῏ Ḥ  

Ruijie#show identity-application key 

IP  

QQ 

MSN 

FTP    

# └ Ḥ  

Ruijie#show identity-application inhibitive 

ᴆ 

Ҋ  

 

# № Ḥ   

Ruijie#show identity-application class 

ᴆ 1-0-0-0 

IP  2-0-0-0 

ᴆ 3-0-0-0 

ᵣ ᴆ 4-0-0-0 

P2P ᴆ 5-0-0-0 

ᴆ 6-0-0-0 

HTTP  7-0-0-0 

ԑ ᴆᴰ  8-0-0-0 

ᴆ  9-0-0-0 

 10-0-0-0 

 11-0-0-0 

 12-0-0-0 

ῃ  13-0-0-0 

ᴆ 14-0-0-0 

 15-0-0-0 

RFC 16-0-0-0 

ӈ  248-0-0-0 

myP2P 249-0-0-0 

# № Ḥ  

Ruijie#show identity-



≢ 
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ᴆ 

FTP 

Ruijie# show identify-application custom-group myqq 

QQ 

MSN 

# Ḥ  

Ruijie#show identity-application proto-expect 

protocol expectation state: on  // ╠ ≢ⱳ  

protocol expectation timeout: 180 // ╠ ҹ 3№  

 

# Ḥ  

Ruijie#show identity-application route enhance 

identify-application route enhance: on 

identify-application http route enhance: on 

 

#  

Ruijie#show identify-application route enhance table  

..route enhance enable application list.. 

ᵣ ᴆ                                  4-0-0-0 

    PPFilm                              4-14-0-0 

    PPTV|PPⱴ                                4-15-0-0 

    PPSTREAM                                    4-16-0-0 

    | Web                         4-17-0-0 

    UUSEE_PC|IPad                              4-33-0-0 

    QVOD                                        4-48-0-0 

                                         4-50-0-0 

                                     4-52-0-0 

                                         4-71-0-0 

    ӏ                                  4-73-0-0 
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P2P ᴆ                                    5-0-0-0 

    BITTORRENT                                 5-3-0-0 

                                             5-5-0-0 

    QQ                                       5-22-0-0 

    |                                 5-28-0-0 

    FLASHGET                                   5-34-0-0 

    P2P-FTP                                    5-50-0-0 

    P2P-HTTPҊ                                5-51-0-0 

                                         5-52-0-0 

 

2.4 ῏ ̆ └ Ҭ  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# identify-application clear 
key-inhibitive-block group 

῏ ̆ └ Ҭ

 

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

ҽᶛ̔ 

# ῏ ̆ └ Ҭ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application clear key-inhibitive-block group 

Ruijie(config)#  
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3  

3.1  

3.1.1  

ԍ ̆Ҋ ̆ ≢ԍᴰ ԍ IP IP ̆ ѿ

Ȃ ԍ ̆ ץ Ҍ

№ ⌠Ҍ ₮ ץ̆ ῏ ҙⱵҍ └ҙⱵ ῒ ̆⁞ Ȃ 

ῒҺ ҍ Ҋ ̔ 

ᾣ Ғ ADSL ᴇ ̆ ֓ Mᴇ ⌠ 7-8Ṑ̆ҹԅ ᴇ

̆ ᾣ +ADSL Ȃ ҉ ץ ҙⱵ̆ᵖ ῏

̂ ȁ ȁ ̃ └ ̂ ȁP2P Ҋ ̃ №Ȃ῏ ҙⱵ

Ԉⱬ̆ └ ↕ ᵞȂ 

’Ҋ̆ ᴪ └ № ⌠ADSL ̆ ῏ ᾣ Ȃ ץ Ḡ῏

׆̆ ᶏ ᵣ ̆ᶏ ῀ ᶏ ᵣ ӊ

ᴇ Ȃ 

 

    ᵬ ῏ ̆Ҍ  

 

3.1.2  

3.1.2.1 ≢ 

≢ Ҭ № ׆̆≢ ≢₮

Ȃ ≢ ≢ Һ № Ȃ׆

Ȃ ≢ ᴪ ᵬ∞ ᶭ Ȃ 
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3.1.2.2  

№ Ȃ ľ № Ŀ̆

ľ ᴆĿ̆ľ ᴆ Ŀ ľ № ĿȂ 

ľ № Ŀҍ╠҈ Ҍ Ȃ ץ № ҹѿҩ ̆ ץ ╠҈

⅞№⌠Ҍ ľ № ĿҬȂ ӈԅľ῏ Ŀ̆ľ └ Ŀ̆ľ

Ŀ ľῒז Ŀ ҩľ № Ŀ̆ ץ ӈ ľ № ĿȂ

ľ № Ŀ Ȃ 

ľ № Ŀ̆ľ ᴆĿ ľ ᴆ Ŀ № ῏ Ȃľ № ĿҊ

ľ ᴆĿ̆ ᴆҊ №ҹ̂Ӟ ̃ ľ ᴆ ĿȂ ≢

ӈԅ ľ № Ŀ̆ľ ᴆĿ ľ ᴆ Ŀ̆ᶛ ̔ľHTTP №

ĿҊ ľHTTP ᵣ ᴆĿ̆ľHTTP ᵣ ᴆĿ ľᴨ Ŀ̆ľ

Ŀ ᴆ Ȃ ץ ҹľᴨ Ŀ ľHTTP ᵣ ᴆĿ ̆ľHTTP

ᵣ ᴆĿ ľᴨ Ŀ Ȃ ԅ ӈ ̆ ץ ӈ № ̆ ᴆ

Ȃ ľ № Ŀ̆ľ ᴆĿ ľ ᴆ Ŀ Ҋ Ȃ 

№  ᴆ ᴆ   

P2P Ҋ ᴆ (all) (all) Y 

ᴆ (all) (all) Y 

ᵣ ᴆ

 (all))] TJ

ET

Q

q

345.1 473.08 16.783145re

W* n

qT

/F19 10.5 Tf

1 0 0 1 301.68 472616 Tm

0 Tr 0.3 w

0 g

[( )] TJ

ET

Q

Q

q

432.12 483.08 19.1 145re

W* n

q

432.12 483.08 19.1 145re

W* n

qT

/F19 10.5 Tf

1 0 0 1 475.62 472616 Tm

0 Tr 0.3 w

0 g

[( )] TJ

ET

Q

q

432.12 473.08 19.1 145re

W* n

qT

/F19 10.5 Tf

1 0 0 1 470.9 472616 Tm

0 Tr 0.3 w

0 g

[( )] TJ

ET

Q

Q

q9.02 483854 0.48 1.48001 re

f*

99.5 583854 046.18 0.48001 re

f*

245.68 583854 0.48 1.48001 re

f*

946.16 483854 08.7 0.48001 re

f*

344.86 583854 0.48 01 0.48001 re

f*

345.34 583854 06.54 0.48001 re

f*

431.88 583854 0.48998 0.48001 re

f*

432.36 583854 08.86 0.48001 re

f*

524.22 583854 0.48 01 0.48001 re

f*

99.02 483.08 1.48 145re

f*

245.68 583.08 1.48 145re

f*

244.86 583.08 1.48 01 145re

f*

431.88 583.08 1.48998 145re

f*

524.22 583.08 1.48 014145re

f*

5

99.496 470826 546.12 14.2302re

W* n

q

99.5 480826 546.12 14.23re

W* n

BT

/F6 10.5 Tf

1 0 0 1 104.66 4511.38Tm

0 g

[<3581350C24C42B58>1D24BE02] TJ

ET

BQ
q

99.5 480826 546.12 14.23re

W* n

BT

/F69 10.5 Tf

1 0 0 1 167.66 4711.38Tm

0 g

[< 

(all)
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3.1.2.4  

̆Ӟ ҹ ꜚ ̆ ̆ ץ ҍ Ȃ

̆₮ ҹDOWN̆↕ ӞҹDOWNȂ ѿ ҍ IP ѿ Ȃ

ⱳ ̆ DOWN Ȃ 

3.1.2.5 Ҭ 

Ҭ̆ ҉ ̆ Ȃ ԍ

̂ ᵬ ̃̆ ԍ ≢ ̆ Ҭ Ȃ 

3.1.2.6 ҍ  

WAN ᵬҹ₮ Ȃ ̆ ѿҩ WAN Ȃҹԅ

₮ ̆ ̆ ₮ѿҩ Ȃ ҹץ ̆ WAN

̆ Ȃ ₮ ץ ҹ Ȃ 

3.1.3 ᵬ  

3.1.3.1  

ҍ IP ѿ ̆ῤ ѿ ľ Ŀ̆ ѿҩ Ṝ̆

≢ ᾢ № ̆ ῒ ̆ ⌠ ̆

ľ Ŀ̆ Ҋѿ ₮ ̆ ̂ Ҋ ̃Ȃ ᴋᵥ

̆↕ IP Ȃ 
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    ᵬ ̆Ҍ Ȃ 

 

3.1.3.2 NAT  

ԍ ≢ ῤ № ̆Ҍ ԍ IP ΐ ѿ Ȃ ץ

ѿҩ ≢₮ ̆↕ ᶭ ̆Ӟ

Ҭ Ȃ ≢₮ ̆ Ῥ

̆↕ᴪ₮ ѿ ╠ ₮ Ҍ Ȃ 

ԍ ῏ ҉ NAT ̆₮ Ҍ ̆ IP Ҍ ̆ ᴪ

Ȃ₮ԍ ̆ ≢₮ ̆ Ҍ ḱ ₮ Ȃ ̆

̆ᶭ ԍ ≢ ̆ ≢ Ҭ Ȃ 

╠ ῏֟ Һ └ Ȃ ԍ ̆

≢ ץ ⌠ 80%Ȃ 

3.1.3.3 DNS ѿ  

ԍ ֓ ̆ ӊ╠̆ DNS Ȃ DNS ᴪ ֟

ѿ Ȃ 

ῤ ╠Һ ң DNS̆ Ḥ Ȃᶏ ҩ DNS Ⱶ ̆‗ ԅ

ҩ ᴪ ҩ IP Ȃ ̆ ̆ ῀̆

ΐ ңҩ IPȂ PC ҉ DNS Ⱶ ̆‗ ԅῒ

Ⱶ Ȃ 

ᶏ DNS HTTP ̆ DNS ҹ Ḥ Ⱶ ̆ ҹ HTTP

₮ ₮ ̆ ᴪ ҍ DNS Ҍѿ ̆₮ Ȃ 

ҹԅ ‗ ̆ ῏֟ ῤ ԅ DNS ף ⱳ Ȃ ԅ ̆

DNS ᴪ DNS ף ̆DNS ף ̆ḱ DNS

Ⱶ IP̆ Ḡ DNS ҍ ѿ Ȃ 

 

    

֓ Ⱶ ᶫ ῀̆ Ӈ ׆ ҩ DNS Ⱶ

̆ ̆ ̆ ₮ ҍ Ⱦ
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3.1.4  

 

3.2  

Ҋ Ȃ 

 ⱳ  ṿ 

  ῏  

  ̆ ꜚ  

  ̆ ꜚ  

 ῏ ῏ 

 

3.3  

Ҋץ ᵥ ̔ 

 ̂ ̃  

 ̂ ̃  

 ̂ ̃  

 ̂ ̃ ῏ 

  

3.3.1  

ⱳ ῏ ̆ ̆ Ҋ̔ 

ᵬ פ   

Step 1 Ruijie>enable ῀  

Step 2 Ruijie# configure terminal ῀ῃ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# end ⌠  

῏ ⱳ ̆ ῃ Ҋᶏ no app route enable פ Ȃ 
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3.3.2  

̆ ꜚ ̆ Ҋ̔ 

ᵬ פ   

Step 1 Ruijie>enable ῀  

Step 2 Ruijie# configure terminal ῀ῃ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# app route app-name { interface 

interface-name | interface-group group-name} 

[ time-range time-rang-name ] 

׆ ₮ № ̆

ӈ  

app-namĕ  

interface interface-namĕ №

 

interface
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− ῤ ̆ Ҋᶏ no interface interface-name פ

Ȃ 

− ̆ Ҋᶏ no load-balancĕ

̆ IP Ạ hash Ȃ 

ҽᶛ̔ 

# ľinhibitive_intf_groupĿ̆ ῤ ľdialer 1Ŀ̆ľdialer 2Ŀ ľdialer 3Ŀ

Ȃ ҹ ľ Ŀ Ȃ 

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)#interface-member dialer 1 

Router(config-intf-group)#interface-member dialer 2 

Router(config-intf-group)#interface-member dialer 3; 

Router(config-intf-group)#load-balance policy load 

Router(config-intf-group)#exit 

    
ῤ WAN ̆ dialer ԍ WAN ̆ ῀ⱴץ Ȃ

− ׆ WAN ҹ LAN ̆ ᴪ ꜚ ₮ Ȃ 

 

3.3.4 ῏ 

⌠ Ҍ ῏̆ῒᵩ WAN ῏̆ ̆

̆ Ҋ̔
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    
ҹ WAN ῏Ȃ ׆ WAN ҹ LAN ̆ ῏

ᴪ ꜚ Ȃ 

 

3.3.5  

ᶫԅ Ҋ פ ԍ ̆ Ḥ ̆ פ ⱳ

Ҋ̔ 

ᵬ פ  

show app route [statistics | app-name [session]] ̆ Ḥ  

show interface-group Ḥ  
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3.4.1.2  

 

3.4.1.3  

1̃  

# ᾣ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.5 

 

2̃  

# dialer 1,2,3  

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)# interface-member dialer 1 

Router(config-intf-group)# interface-member dialer 2 

Router(config-intf-group)# interface-member dialer 3 

# Ạ  

Router(config-intf-group)# load-balance policy load 

Router(config-intf-group)#exit 

 

3̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

4̃  

 1 ᾣ + ADSL 
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# Ⱶ 

Router(config)#app route enable 

 

# └ └ ̆ᵖ ᵣ̆http ᵣ̆ Ҍ └ 

Router(config)#app route P2PҊ ᴆ interface-group inhibitive_intf_group 

Router(config)#app route ᵣ ᴆ interface-group inhibitive_intf_group 

time-range no_midnight 

Router(config)#app route HTTP ᵣ interface-group inhibitive_intf_group 

time-range no_midnight 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app routeԑ ᴆᴰ interface-group inhibitive_intf_group 

3.4.1.4  

1̃  

Router#show  app  route  

CLASS             INTERFACE(GRPUP)                  time-range    state  

--------------  ------------------------------  ------------- ----- 

P2P Ҋ ᴆ       inhibitive_intf_group(group)    NA              UP 

ᵣ ᴆ     inhibitive_intf_group(group)    no_midnight   UP 

HTTP ᵣ    inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ԑ ᴆᴰ      inhibitive_intf_group(group)    NA              UP 

  

CLASS 
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HIT DATA(byte) HIT RATE(Mb/s) 

SUM DATA(byte)  SUM RATE(Mb/s)  

-------------- ---------------------------- 

-------------- --------------- 

--------------- --------------- 

HTTP ᵣ inhibitive_intf_group(group) 

81535/297997   0.5/3.75 

101918/342496   0.6/4.68 

  

CLASS 
ԅ ( ץ ᴆ

/ ᴆ / № / № ) 

INTERFACE(GROUP) /  

HIT DATA(byte) 
≢ ’Ҋ̆№ ⱳ ᴪ ̆

҉ /Ҋ  

HIT RATE(Mb/s) Ҭ = Ҭ / ̆ ҉ /Ҋ  

SUM DATA(byte) 
= Ҭ + ≢ ̆ ҉ /

Ҋ  

SUM RATE(Mb/s) = / ̆ ҉ /Ҋ  

 

 

3̃ ľHTTP ᵣĿ Ҭ ╠ᴪ Ḥ  

Router#show  app  route  HTTP ᵣ session 

 

 

SIP IP 

SPORT  

DIP IP 

DPORT  

SUM DATA(byte) ᴪ ̆ ҉ /Ҋ  
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3.4.2 ᾣ + ADSL ҽᶛ 

3.4.2.1  

₮ 3 ᾣ ̆ѿ Ḥ̆ѿ ̆ ѿ ṿҙⱵ̆Ῥⱴ ҩ ADSLȂ ᾢ

̂88.0.0.0/8̃ ̂ 80 ̃ ṿҙⱵᾣ Ȃ └

ῃ ADSL№ ̆ῒᵩ ҙⱵ Ḥ ᾣ ̆ Ȃ ᵣ

ᴆ Ҍ └̆ ץ ᾣ Ȃ 

 

3.4.2.2  

 

 

3.4.2.3  

1̃  

# ң ᾣ ecmp 

Router(config)#ip route 0.0.0.0 0.0.0.0 gi0/1 202.100.12.51 

Router(config)#ip route 0.0.0.0 0.0.0.0 gi0/2 202.96.128.86 

 

2̃  

# ̆gi0/1 ҹ Ḥᾣ ̆gi0/2 ҹ ᾣ  

 2 ᾣ + ADSL 
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Router(config)#route-auto-choose cnii gi0/1 202.100.12.51 

Router(config)#route-auto-choose cnc gi0/2 202.96.128.86 

 

3̃ Ғ PBR 

# ̆ 88.0.0.0/8 www ̆ Ғ Ҋѿ 88.0.0.1 

Router(config)# access-list 100 permit ip any 88.0.0.0 0.255.255.255 

Router(config)# access-list 101 permit tcp any any eq www 

Router(config)# route-map RM_FOR_PBR 10 

Ruijie(config-route-map)#match ip address 100 

Ruijie(config-route-map)#match ip address 101 

Ruijie(config-route-map)#set ip nexthop 88.0.0.1 

# ῤ Gi 0/0 ҉  

Ruijie(config)#interface GigabitEthernet 0/0 

Ruijie(config-if)#ip policy route-map RM_FOR_PBR 

 

2̃  

# dialer 1,2,3  

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)# interface-member dialer 1 

Router(config-intf-group)# interface-member dialer 2 

Router(config-intf-group)# interface-member dialer 3 

# Ạ  

Router(config-intf-group)# load-balance policy load 

Router(config-intf-group)#exit 

 

3̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

4̃  

# Ⱶ 

Router(config)#app route enable 
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# └ └ ̆ᵖ ᵣ̆ Ҍ └ 

Router(config)#app route P2PҊ ᴆ interface-group inhibitive_intf_group 

Router(config)#app route ᵣ ᴆ interface-group inhibitive_intf_group 

time-range no_midnight 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app routeԑ ᴆᴰ interface-group inhibitive_intf_group 

3.4.2.4  

1̃  

Router#show  app  route  

CLASS             INTERFACE(GRPUP)                   time-range    state  

--------------  -------------------------------  ------------- ----- 

P2P Ҋ ᴆ       inhibitive_intf_group(group)    NA              UP 

ᵣ ᴆ     inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ԑ ᴆᴰ      inhibitive_intf_group(group)    NA              UP 

 

2̃ ᵣ  

Router#show  app  route  statistics 

CLASS            INTERFACE(GROUP) 

HIT DATA(byte)  HIT RATE(Mb/s) 

SUM DATA(byte)  SUM RATE(Mb/s)  

-------------- ---------------------------- 

--------------  ------------ 

--------------  -------------- 

P2P Ҋ ᴆ      inhibitive_intf_group(group) 

92333/297997     0.6/3.75 

202918/342496    0.7/4.68 

ᵣ ᴆ    inhibitive_intf_group(group) 
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31030/
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3.4.3.2  

 
 

 

3.4.3.3  

1̃  

# Ḥᾣ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.51 

 

2̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

3̃ DNS ף  

# Ḥ̆ DNS 

Router(config)#interface gi 0/1 

Router(config-if-GigabitEthernet 0/1)#dns 202.96.199.133 

Router(config-if-GigabitEthernet 0/1)#exit 

Router(config)#interface gi 0/2 

Router(config-if-GigabitEthernet 0/2)#dns 58.240.57.33 

Router(config-if-GigabitEthernet 0/2)#exit 

# DNSף  

Router(config)#dns-proxy enable 

 

 3 ᾣ  
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4̃ ῏ 

Router(config)#interface gi 0/2 

Router(config-if-GigabitEthernet 0/1)#nexthop 61.61.61.1 

 

5̃  

# Ⱶ 

Router(config)#app route enable 

 

# └ └ ̆ᵖ ᵣ̆http ᵣ̆ Ҍ └ 

Router(config)#app route P2PҊ ᴆ GigabitEthernet 0/2 

Router(config)#app route ᵣ ᴆ GigabitEthernet 0/2 time-
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SUM DATA(byte)  SUM RATE(Mb/s)  

-------------- ---------------------------- 

--------------  ------------ 

--------------  -------------- 

P2P Ҋ ᴆ      inhibitive_intf_group(group) 

92333/297997     0.6/3.75 

202918/342496    0.7/4.68 

ᵣ ᴆ    inhibitive_intf_group(group) 

31030/101901     0.2/1.75 

401189/212002    0.3/2.61 

      inhibitive_intf_group(group) 

10120/201331     0.1/2.57 

100121/204691    0.2/2.98 

          inhibitive_intf_group(group) 

41035/97997      0.3/1.01 

60168/91067      0.1/1.41 

ԑ ᴆᴰ     inhibitive_intf_group(group) 

20136/40359      0.1/0.98 

21031/60594      0.2/2.01 

 

3̃ ľHTTP ᵣĿ Ҭ ╠ᴪ Ḥ  

Router#show  app  route  HTTP ᵣ session 
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3.4.4 ADSL ҽᶛ 

3.4.4.1  

ISP ADSL ῀ԑ ̆ ῀ ᶫ ⱵȂῒ ῀ Ҭ̆

30 ADSL̆ Ḥ 20 ADSLȂ └ № ⌠ ҉̆῏ Ḥ

Ȃ 

3.4.4.2  

 

 

3.4.4.3  

1̃  

# Ḥ 20 ADSL 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 30 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 31 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 32 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 33 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 34 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 35 

 4 ADSL 
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Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 36 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 37 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 38 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 39 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 40 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 41 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 42 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 43 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 44 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 45 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 46 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 47 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 48 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 49 

 

2̃  

# ADSL dialer 1-30  

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)# interface-member dialer 1 

Router(config-intf-group)# interface-member dialer 2 

Router(config-intf-group)# interface-member dialer 3 

Router(config-intf-group)# interface-member dialer 4 

Router(config-intf-group)# interface-member dialer 5 

Router(config-intf-group)# interface-member dialer 6 

Router(config-intf-group)# interface-member dialer 7 

Router(config-intf-group)# interface-member dialer 8 

Router(config-intf-group)# interface-member dialer 9 

Router(config-intf-group)# interface-member dialer 10 

Router(config-intf-group)# interface-member dialer 11 

Router(config-intf-group)# interface-member dialer 12 

Router(config-intf-group)# interface-member dialer 13 

Router(config-intf-group)# interface-member dialer 14 

Router(config-intf-group)# interface-member dialer 15 

Router(config-intf-group)# interface-member dialer 16 

Router(config-intf-group)# interface-member dialer 17 

Router(config-intf-group)# interface-member dialer 18 

Router(config-intf-group)# interface-member dialer 19 

Router(config-intf-group)# interface-member dialer 20 

Router(config-intf-group)# interface-member dialer 21 

Router(config-intf-group)# interface-member dialer 22 

Router(config-intf-group)# interface-member dialer 23 

Router(config-intf-group)# interface-member dialer 24 
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Router(config-intf-group)# interface-member dialer 25 

Router(config-intf-group)# interface-member dialer 26 

Router(config-intf-group)# interface-member dialer 27 

Router(config-intf-group)# interface-member dialer 28 

Router(config-intf-group)# interface-member dialer 29 

Router(config-intf-group)# interface-member dialer 30 

# Ạ  

Router(config-intf-group)# load-balance policy load 

Router(config-intf-group)#exit 

 

3
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ԑ ᴆᴰ      inhibitive_intf_group(group)    NA   
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4 ᴪ ⇔ └ҍ  

4.1 ᴪ ⇔ └ҍ  

4.1.1 ᴪ ⇔ └ҍ  

ԑ ᶏ ҉ Ҍ ⱴ̆ᶛ ȁ

ᴪ ȁVOIP̂Voice Over Internet Protocol̆ ̃ȁ ᴆȁP2P̂Peer-to-Peer̆ ̃

ȂP2P ῒץ ᴪ ץ ̆ᶏ ᴑҙȁ ȁ ᾟ ѿҊ

̆Ӟ ῏ ₮ԅ ̔ 

1ȁ ᵥ № ₮ ̆ ᾧ ҹҩֲҊ Ȃ ԍ ѿ ̆ ץ

QOS ῒז ⌠ ̆ᵖ └ ᴪ ѿ ҉Ӟ ץ ⌠ └₮

ᶏ Ȃ 

2ȁ ᵥ № ῏/ ᴪ Ȃ̂ ҹ ѿ ᴪ ῏/ ѿ

ῤ ̆ ῏/ ῤ ̆ ᴪ Ӟ ̃Ȃ 

a) ᾧ ҹҩֲ P2P Ҋ ᴪ ῏/ ̕ 

b) ᾧ ῤ PC Ҭ ᴪ ᴪ Ȃ 

c) ᾧ ⇔ ӈ ᴪ ᴪ Ȃ 

3ȁ № ᴪ ̆ ῤ ₯ ̆ ╠Һ ң׆ ̔ 

a) ῤ PC ≠ № ⌠ ᴪ ₯̆ ̆ ῒזῤ

҉ ̆ ’̆ ῃ ᴪ ҉̆ Ῥץ ҩ IP ҉

׆̆└ ⌠ └ ₯ Ȃ 

b) ֓ Ҋ̆ ᴪ ֓ IP № ᴪ ̆ ֓ IP ᴪ ≠

ᵬҹ ₯ ̆
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4.1.2 ᴪ ⇔ └ҍ ᵬ  

ᴪ ⇔ └ҍ ̆ ҹѿ ᴪ ̆ᾢ ῏ ⇔ ̆

ᴪ ױ ҹῒ№ ̆ ↕ ᴪ Ḥ̆

̂ ̃Ҋ̆ ױ ץ ᴪ Ạ by-pass Ȃ 

4.1.3  

 

4.2  

’Ҋ̆ ⱳ ҹ῏ Ȃ 

4.3 ᴪ ⇔ └ҍ  

 ̂ ̃ ῃ ⱳ ῏ 

 ̂ ̃ ῃ ᴪ └ 

 ̂ ̃ ԍ / ᴪ └ 

 ̂ ̃ ԍ ACL ᴪ └ 

 ̂ ̃℗ ң ↕ ᴨᾢ  

 ̂ ̃ ῤ IP

 

 ̂ ̃ ⇔IP

 

 ̂ ̃ ⇔

  ̂ ̃ ⇔  ̂ ̃ ⇔  ̂ ̃ ⇔IP   1.1.3   --
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    
῏ ҹ ̆ ᴪ └ ↕ Ȃ ῏ ῏ ̆

↕ ҌῬ Ȃ 

 

 

ҽᶛ̔ 

# ῏ ᴪ ⇔ └ҍ ⱳ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no flow-pre-mgr enable 

4.3.2 ῃ ᴪ └ 
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4.3.3 ԍ / ᴪ └ 

’Ҋ̆ / ᴪ └ ̆ №

ᴪ Ȃ ᶏ Ҭ̆ ױ ץ Ҋ ҹ / ᾛ ⇔

ᴪ Ȃ 

 

ᵬ פ   

Step 1 Ruijie(config)# flow-pre-mgr rule-id subscriber 
subs_name  action {block | by-pass | {trust 
total-limit total-limit-number per-ip-limit 
per-limit-number }} 

ԍ / ᴪ └ ̔

blockȁby-pass trustȂ 

rule-id̔ ↕ ̆ ṿ ҹ 1~50̆

ᶏ ̆↕ᴪ ‖ ̆

ⱳ̕ 

subs_name̔ ↕῏

̕ 

total-limit-number̔ / ᴪ

└ṿ̆ ṿ ῤ ῏ ῒ̆Ҭ 0 Ҍ └Ȃ 

per-limit-number̔ / Ҋ IP ᴪ

└ṿ̆ ṿ ҍ ῤ ῏̆Ҍ

ԍ total-limit-number̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no flow-pre-mgr id Ȃ 

 

    

1ȁ ↕ΐ ᴨᾢ ̆ᴨᾢ ↕ᴨᾢ ↕ ӈȂ 

2ȁ action ̆block Ҍᾛ ᴪ Ḥ̕by-pass Ҍ ⇔ ᴪ ̆

῏ ̂ ῏פ ȁ Ҋ

ᴪ₮ ̆ ῏ Ҋ Ҍᴪ ῏פ ̃̕trust ᾛ /

ᴪ ץ└ IP ᴪ └̆ ᴪ └ṿ ҌῬ

ᾛ ᴪ ḤȂ 

 

    

1ȁ ᴪ ҍ ῤ ῏̆ פ ᾛ̆ ῀

ṿ ҹ ᴪ Ȃ 

2ȁ ῏ Ҋ̆ ԍ҉ѿ ₮ ̆ ҌẠױ

└Ȃ 

 

 

ҽᶛ̔ 

# ľUserGroupAĿᾛ ⇔ 5000 ᴪ ̆ ғľUserGroupAĿҊ ҩ IPᾛ

⇔ ᴪ ҹ 300̆ └ṿ ḤȂ 
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Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 
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    

1ȁ ᴪ ҍ ῤ ῏̆ פ ᾛ̆ ῀

ṿ ҹ ᴪ Ȃ 

2ȁ ԍ ACL ᴪ └ ↕ ̆Ҍ Ȃ ↕

ԍ ᾧ ⇔ ӈ ᴪ ̆ ᶛȂ 

3ȁ ↕῏ ACL̆ῒ ACL ֽ IPȁ ȁ IPȁ

ȁ ̆ ↕ ACL Ȃ 

4ȁ ῏ Ҋ̆ ԍ҉ѿ ₮ ̆ ҌẠױ

└Ȃ 

 

 

ҽᶛ 1̔ 

# ѿ ACL ԍ ҍ IP̔220.200.20.20 ̆ └ῒ ᴪ ҹ 30 Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ip access-list extended 120 

Ruijie(config-ext-nacl)#permit ip any host 220.220.20.20 

Ruijie(config-ext-nacl)#deny ip any any 

Ruijie(config-ext-nacl)#exit 

Ruijie(config)#flow-pre-mgr 2 access-list 120 action trust total-limit 30 

ҽᶛ 2̔ 

#Ẋ ῤ IP ҹ192.168.1.0/24̆ ױ ԅῤ IP
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4.3.5 ℗ ң ↕ ᴨᾢ  

ԍ ↕ ᴨᾢ ̆ ↕̆ ᴨᾢ Ȃ ױ ץ Ҋ

ҹ℗ ң ↕ ᴨᾢ Ȃ 

 

ᵬ פ   

Step 1 Ruijie(config)# flow-pre-mgr priority-swap 
rule-id1 rule-id2 

℗ ↕ rule-id1 rule-id2 ᴨᾢ Ȃ 

 

    
1ȁ rule-id1 rule-id2 ̆ ↕ Ҍᴪפ Ȃ 

2ȁ rule-id1 rule-id2 ѿ ̆↕ҌẠᴋᵥ Ȃ 

 

4.3.6 ῤ IP ҉ ҩ └ 

ῃ ᴪ ↕ ̆ Ạѿ֓ῤץ Ȃ ῤ IP ᾛ ҉ ҩ

 

 

ᵬ פ   

Step 1 Ruijie(config)# ip upload-pps-limit limit-num ῤ IP ᾛ ҉ ҩ Ȃ 

Limit-num̔҉ ҩ └ṿ̆ ṿ

0~10W̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no ip upload-pps-limit Ȃ 

    1ȁ פ IP Ȃ 

 

    
1ȁ Limit-num ṿ ’ ̆ ԅ̆ ҉ ̕ ԅ̆

Ҍ⌠ ҉ ₯ Ȃ 

 

 

ҽᶛ 1̔ 

# ῤ ҉ Ҍ 1000Ȃ 
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Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

ijie#
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4.3.8 ҈№ ῤ └ 

҈№ ῤ └ 

 

ᵬ פ   

Step 1 Ruijie(config)# ip new-session-limit start-up 
limit limit-num 

҈№ ῤ └Ȃ 

Limit-num̔҉ ҩ └ṿ̆ ṿ

0~10W̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no ip new-session-limit start-up Ȃ 

    1ȁ פ ꜚ ҈№ ῤ Ȃ 

 

    
1ȁ Limit-num ṿ ’ ̆ ץ ̆ᵖҌ

Ȃ 

 

ҽᶛ 1̔ 

# ҈№ ῤ └ҹ 3000Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ip new-session-limit start-up limit 3000 

 

4.3.9 ҈№ Һ └ 

҈№ Һ └ 

 

ᵬ פ   

Step 1 Ruijie(config)# ip new-session-limit 
virtual-host limit limit-num 

҈№ ῤ └Ȃ 

Limit-num̔҉ ҩ └ṿ̆ ṿ

0~10W̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no ip new-session-limit virtual-host Ȃ 
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    
1ȁ פ IP̆ ₯ ₮ IP └̆ IP Ὲ ѿҩ └

ṿȂ 

 

    1ȁ Limit-num ṿ ’ Ȃ 

 

ҽᶛ 1̔ 

# ҈№ Һ └ҹ 3000Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ip new-session-limit virtual-host limit 3000 

 

4.3.10 ҈№ Һ └ 

҈№ Һ └ 

 

ᵬ פ   

Step 1 Ruijie(config)# ip new-session-limit real-host 
limit limit-num 

҈№ ῤ └Ȃ 

Limit-num̔҉ ҩ └ṿ̆ ṿ

0~10W̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no ip new-session-limit real-host Ȃ 

    1ȁ פ IP̆ └̆ ҩ IP ѿҩ └ṿȂ 

 

    1ȁ Limit-num ṿ ’ ̆ѿ Ҍ ̆₃ Ȃ 

 

ҽᶛ 1̔ 

# ҈№ Һ └ҹ 200Ȃ 
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Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ip new-session-limit real-host limit 200 

 

4.3.11 ҈№ IP Һ └ 

҈№ IP Һ └ 

 

ᵬ פ   

Step 1 Ruijie(config)# ip new-session-limit 
specify-host A.B.C.D limit limit-num 

҈№ ̆ IP Һ

└Ȃ 

A.B.C.D̔ Һ IPȂ 

Limit-num̔҉ ҩ └ṿ̆ ṿ

0~10W̆ῒҬ 0 Ҍ └Ȃ 

− ῏ ̆ ῃ Ҋ no ip new-session-limit specify-host 

limit 
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4.3.12  

ᵬ פ  

Ruijie# show flow-pre-mgr rule-info ╠ ᴪ └ ץ↕ ↕

̆ ̆ ╠ Ҭ ᴪ Ȃ 

Ruijie# show flow-pre-mgr ip-info [ip-address] ╠ IP ᴪ └ IP

ᴪ ’Ȃ 

ip-address̔ IP ᴪ Ḥ ̆Ҍ

̆ IP ᴪ Ḥ ̆ ᴪ ׆

⌠  

Ruijie# show ip upload-pps-limit 

-
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4.4 ᴪ ⇔ └ҍ ῖ ҽᶛ 

4.4.1  

ᾛ ⇔ ᴪ └ 20  ῤ̕ץ҆

ҩ IP ᾛ ⇔ ᴪ └ 500  ῤ̕ץ

Ὲ ҩ IP ᾛ ⇔ ᴪ └ 1000  ῤȂץ

4.4.2  

 
 

4.4.3  

1̃ Ḥ  

# ῀ῃ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 
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# Ὲ  

Ruijie(config)# subscriber static name LeaderGroup parent / 

# Ὲ Ḥ  

Ruijie(config)# subscriber static name LeaderA parent /LeaderGroup ip-host 192.168.5.11 

Ruijie(config)# subscriber static name LeaderB parent /LeaderGroup ip-host 192.168.5.12 

2̃ ᴪ ⇔ └ҍ ↕ 

# ῃ ᴪ └ 

Ruijie(config)# flow-pre-mgr total-limit 200000 

# ᴪ └ 

Ruijie(config)# flow-pre-mgr subscriber any action trust total-limit 0 

per-ip-limit 500 

# Ὲ ᴪ └ 

Ruijie(config)# flow-pre-mgr subscriber LeaderGroup action trsubf72 508.36 Tm

[(config)] TJ

ET

BT

1 0 0 1 176.72 508.36 Tm

[()#)] TJET

BT

1 0 0 1 176.72 508.36 Tm4850.06] TJ

ET

BT

1

ET

BT

1 0 0 1 291.34TJ

6] TJ

ET

BT

1
BT1 176 44. 116.72 545.32 Tm

 0 Tc[(-)] 4971 0 0] TJ

ET

BT

10  0 0 1 122.72 545.32 Tm

 -2(-)] 4971 0 0] TJ0
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5 └ 

5.1 └ 

5.1.1 └  

└(Flow Control)̆Ҋ ̆ ѿ №Ҍ ȁ ȁ ̆

≢ ҡ ׆̆└ Ḡ ῏ ̆ └ ῏ ̆ P2Pȁ

Ȃ 

5.1.2 └ ᵬ  

ῖ Ҋ̔ 

 

≢ҹҌ ȁ ȁҙⱵ ׆̆ ῀Ҍ ↓ ̕ ȁᴨᾢ

↓ ѿ Ȃ Ҭ̆ ≢Ҍ ̆‗ ῀ ҩ ↓ ⱳ



└ 
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̆ ҩ ↓̆ ҉ ȁ ȁҙⱵ̆ Ạ ̆ ᴨᾢ

Ȃ 

5.1.2.1 └  

└ ѿ ↓ ̆Ҋ №≢ Ȃ 

5.1.2.1.1  

Ҭ ⅞№ ̆ ѿҩ Ȃ ̆ ѿ

ҩ ̕ ̆ ץ ҩ ῍ ѿҩ ̆ ֓ ӊ ҹᾞ ῏ Ȃ 

 

    
1. Ҍ ̆↕ ҹ ̕ 

2. ѿҩ ѿҩ ̕ 

5.1.2.1.2  

ң №̔ Ḥ cir ṿḤ pir̆pir ԍ ԍ cirȂcir ҹ

№ ̆pirҹᾛ ץ ̆pir ᾛ

cir └ ׆̆ Ȃ 

ӈ ԍ ᾟ№≠ ̆ ҩῈ ₮ 10M̆Ὲ ѿ№ cir̔5M 

pir̔10M̆ ₮ ῒ ᶏ ̆ ѿ ץ ῃ 10M Ȃ 

5.1.2.1.3 ᴨᾢ  

ӊ ᴨᾢ ̆ ᴨᾢ ᴨᾢ ⌠ ׆̆ ’Ҋҡ

ᵞȂ 

 

    
1ȁ ᴨᾢ 0͘7̆ῒҬ 0 ᴨᾢ ̆7 ᴨᾢ ᵞ̕ 

2ȁ ̆ ᴨᾢ ҍ Ṣ ῏ ̕ 

 

5.1.2.1.4  

ῤ Ҍ ↓ ̆ ᾢ ᾢ₮ ↓ȁῈ ↓ Ȃ 
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ᾢ ᾢ₮ ↓ ҹ ̆῀ ⱴ῀ ↓ ̆₮ ׆ ↓ ̆

Ȃ 

Ὲ ↓̆ ӈ̆ῒ ӈ ԍḠ ᴪ Ὲ ̆ ԍ ’̆Ḡ

Ҍᴪ ̆ Ӟ ⌠ ᴪȂ ╠ └ ң Ὲ

↓̔SFQ ↓ Per-net ↓Ȃ 

SFQ(Stochastic Fairness Queueing)̆ Ὲ ↓̆ῤ 128 ҩ ↓̆ ↓

⌠ 128 ҩ ↓Ҭ̆ 128 ҩ ↓ Ȃ 

SFQ Ὲ ̆Per-net ԍ Ὲ ↓̆ῒ ⇔ ҩ

↓̆ ԍ ῀ ↓̆ ↓ Ȃҹԅ ᾧ ҩ

̆Per-net ץ ҩῤ ↓ ṿ Ȃ ῤ ̆

ץ Per-net ץ Ȃ 

 

    

SFQ ↓ ῤ
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҉ѿ └Ҋ 10M̆ BT HTTP ≢ȁ ᶛ ҡ ̕ 

BT ԍ ᴧ ȁ ̆ ҉ѿ ̆ HTTP ₮

ҡ ̆ ⌠ DUT HTTP 5M̆׆ ̕ 

 

PIR ꜚ ⱳ ≢҉ ̔ ╠ Ҋ̆ CIR̆↕

CIR ̆ ᵞῒ PIRȂ҉ץ ҹᶛ̆ └ BT PIR ҹ 2M̆ᶏ

DUT Ҋ BT ׆ 5M ᵞҹ 2M̆ ҡ ᶏ BT ᵞ ׆̆

⌠ ҉ѿ BT ⁞ ̆HTTP ץ Ȃ 

5.1.2.3 Һꜚ  

Ҋץ ҹᶛ̂ ҉ ȁ Ҍ ̃̆ └ Ҋ̔ 

ṿ̆ ̆ ⌠ѿ ҡ ̕ 

⌠ ̆ ↓ ̆ ֓ ҡ

̆ ᴰ ғ ᵞ ̕ 

҉ ⌠ ̆ ṿץҊ̕ 

҉ ᶭ ԍҊ ҡ ̆ ҊҌ ̔ 

̆ ҡ ԅ ̆ ֓ P2p ᴆ ’Ҋ

ῒҤ ̕ 

TCP ҡ ̆ ҡ ᴪ ▲ ̆ᴰ Ҍ ̕ 

Һꜚ Ҋ ̆ ╠ ∞ ҉ Ạ ץ̆ ᵞ

׆̆ Ҍҡ ҡ Ҋ ╠ Ҋ Ȃ 

    
1ȁ TCP UDP Һꜚ Ȃ 

2ȁ ᴨᾢ ṿ ԍ ԍ 4 ̂ṿ ᴨᾢ ᵞ̃Ȃ 

5.1.2.4 ῍֣  

῍֣ ᾛ ⱴ῀̆ ⱴ῀ ׆̆ ⱴ └Ȃ 

5.1.2.4.1  

῍֣ ṿ̆῍֣ ҹ Normal ̆ ⱴ῀῍֣ ̕῍֣

ҹ Per-IP ̆ ⱴ῀῍֣ Ȃ 



└ 
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5.1.2.6 └  

ҹԅ ᵞ ̆ ’Ҋ └ᴪ ̆ ץ tpl

Flow-control Ȃ ֓ ḱ ̆Ḡ ῏ḱ Ҍᴪҡ Ȃ 

5.1.2.7 └  

└ ̆ ԍ ̆ ץ ̆
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5.3 └ 

 ̂ ̃ └  

 ̂ ̃ └ ⌠  

 ̂ ̃ └  

 ̂ ̃ └  

 ̂ ̃ └  

 ̂ ̃ └ ↕ 

 ̂ ̃֜ ңҩ └ ↕ ᴨᾢ  

5.3.1 └  

’Ҋ̆ └ ̆ ῀ῃ ̆ Ҋץ ⇔ └ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)#flow-control Name ⇔ └  

Step 3 Ruijie# show running  

− ῏ ̆ ץ ῃ Ҋ no flow-control Name פ Ȃ 

ҽᶛ̔ 

# ⇔ ѿҩ ҹ Ḥ └  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-control DianXin 

Ruijie(config-flow-control))# end 

 

5.3.2 

Ruijie(config)#
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Step 3 Ruijie(config-flow-control)# exit ₮ flow-control  

Step 4 Ruijie(config)#interface Gi 0/1 ῀  

Step 5 Ruijie(config-if-GigabitEthernet 0/1)# 
flow-policy Name 

└ ⌠ Gi 0/1 

Step 6 Ruijie(config-if-GigabitEthernet 0/1)# end  

Step 7 Ruijie# show running  

└ ҉ ̆ ץ Ҋ no flow-policy פ Ȃ 
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− ῏ ̆ ץ flow-control Ҋ no channel-tree {inbound | outbound} פ

Ȃ 

    ѿҩ └ ҉ Ҋ ңҩ └  

 

ҽᶛ̔ 

# ҹ Ḥ └ Ҭ̆№≢⇔ ҉ Ҋ └  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-control DianXin 

Ruijie(config-flow-control)# channel-tree inbound 

Ruijie(config-channel-tree)#exit 

Ruijie(config-flow-control)# channel-tree outbound 

Ruijie(config-channel-tree)#end 

 

 

5.3.4 └  

’Ҋ̆ └ ⇔ ̆ ῀ῃ ̆ Ҋץ ⇔ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)#flow-control Name ⇔ └  

Step 3 Ruijie(config-flow-control)# channel-tree 
inbound 

῀Ҋ └  

Step 4 Ruijie(config-channel-tree)# channel-group 
name parent {NULL | parent_name| ch.02 Tf

1 0 0 1 197.meNULL

n

a

m

e

n

a

m

e

 

 �Œ+X
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    

1. ѿҩ ѿҩ ̆ cir pir ҹ ṿ̕ 

2. cir ̆ cir ҍῒ ᾞ cir ӊ ԍ ԍ ᾞ
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ҽᶛ̔ 

# ҹ Ḥ └ Ҋ └ ҉̆ depart1 ҹ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-control DianXin 

Ruijie(config-flow-control)# channel-tree inbound 

Ruijie(config-channel-tree)# channel-default depart1 

Ruijie(config-channel-tree)# end 

 

5.3.6 └ ↕ 

’Ҋ̆ └ Ҋ ᴋᵥ └ ↕̆ ῀ῃ ̆ Ҋץ ⇔

└ ↕̔ 

  

ᵬ פ   

Step 1 Ruijie# 
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Ruijie(config-flow-control)# flow-rule 1 vlan-group any subscriber Ḥ

 network-group any time-range any 

Ruijie(config-flow-control)# flow-rule 1 session-limit 300 action pass 

out-channel ₮ ҹ 3M  

Ruijie(config-flow-control)# end 

 

5.3.7 ֜ ң └ ↕ ᴨᾢ  

└ ↕ ↕ ᾢ ̆ ↕ᴨᾢ ̆ ץ

֜ ң ↕ᴨᾢ ̆ ↕̆
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ҽᶛ̔ 

# Ḥ ̔ 

Ruijie#show flow-control test inbound channel-group root 

group-name                       cir      pir      pri  schedule 

-------------------------------- -------- -------- ---- -------- 

root                             1000000  1000000  4    fifo     

 

# Ḥ ̔ 

Ruijie#show flow-control test inbound                    

group-name                       cir      pir      pri  schedule 

-------------------------------- -------- -------- ---- -------- 

root                             1000000  1000000  4    fifo     

part1                            700000   1000000  4    fifo     

part2                            200000   1000000  4    fifo     

part3                            100000   1000000  4    fifo 

 

5.5 └ Ḥ  

ᵬ פ  

Ruijie(config)# show flow-control-policy group Ҭ └ Ḥ  

ҽᶛ̔ 

# └ Ḥ ̔ 

Ruijie#show flow-control-policy group 

group_name                      group_id  apply_ifx     policy_entries 

group1                           0           6              14             

group2                           1           0              4      

 

 

5.6 └ ↕Ḥ  

ᵬ פ  
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Ruijie(config)# show flow-control-policy rule [group 

name] 

Ҭ ↕ Ḥ

ҩ └ Ҋ ↕ Ḥ  

ҽᶛ̔ 

# ↕ Ḥ ̔ 

Ruijie#show flow-control-policy rule  
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5.7.2  

Ҋץ ᵬ̔ 

̆№≢⇔ ҉ Ҋ ̕ 

≢ ῏ ̆ ≢₮ ҩ ̕ 

̆‗ ҩ ῀ ̕ 

⌠ Wan  

5.7.3  

 

Ruijie# configure terminal 

# ⇔  

Ruijie(config)# flow-control Corp 

# ⇔ Ҋ  

Ruijie(config-flow-control)# channel-tree inbound 

Ruijie(config-channel-tree)# channel-group root parent null cir 10000 pir 10000 

pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department1 parent root cir 5000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department2 parent root cir 3000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department3 parent root cir 2000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# exit 

# ⇔ ҉  

Ruijie(config-flow-control)# channel-tree outbound 

Ruijie(config-channel-tree)# channel-group root parent null cir 10000 pir 10000 

pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department1 parent root cir 5000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department2 parent root cir 3000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# channel-group department3 parent root cir 2000 

pir 10000 pri 4 schedule-type fifo 

Ruijie(config-channel-tree)# exit 

Ruijie(config-flow-control)# exit 

 

≢ 

Ruijie# configure terminal 

# ᶏ ≢ⱳ  

Ruijie(config)# identify-application enable 

# ≢  

Ruijie(config)# subscriber static name department1 parent / ip-subnet 

192.168.1.0 255.255.255.0 
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Ruijie(config)# subscriber static name department2 parent / ip-subnet 

192.168.2.0 255.255.255.0 

Ruijie(config)# subscriber static name department3 parent / ip-subnet 

192.168.3.0 255.255.255.0 

# Ҍ any῏ ̆ ӈ anyῤ  

Ruijie(config)# time-range any 

Ruijie(config-time-range)# periodic Daily 0:00 to 23:59 

 

Ruijie# configure terminal 

Ruijie(config)# flow-control Corp 

# 1ȁ2ȁ3 №≢῀ department1ȁdepartment2 department3 

Ruijie(config-flow-control)# flow-rule 1 vlan-group any subscriber department1 
network-group any app-group any time-rang any 

Ruijie(config-flow-control)# flow-rule 1 session-limit 0 action pass in-channel department1 
out-channel department1 

Ruijie(config-flow-control)# flow-rule 2 vlan-group any subscriber department2 
network-group any app-group any time-rang any 

Ruijie(config-flow-control)# flow-rule 2 session-limit 0 action pass in-channel department2 
out-channel department2 

Ruijie(config-flow-control)# flow-rule 3 vlan-group any subscriber department3 
network-group any app-group any time-rang any 

Ruijie(config-flow-control)# flow-rule 3 session-limit 0 action pass in-channel department3 
out-channel department3 

⌠  

Ruijie# configure terminal 

Ruijie(config)# interface GigabitEthernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)# flow-policy Corp 

 

5.8 Normal ῍֣ ҽᶛ 

5.8.1  

Ὲ Ḥ ₮ ҹ 10MȂῈ ῤ ⅞№ 2

ľ
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5.8.2  

Ҋץ ᵬ̔ 

≢ ῏ ̆ ≢₮ ҩ ̕ 

̆№≢⇔ ҉ Ҋ ̕ 

῍֣ ץ̆ ⱴ῀῍֣  

̆‗ ҩ ῀ ̕ 

⌠ Wan  

5.8.3  

̆ Ҋ̔ 

# ̆Time-range Ҍ any ᵬҹ῏ ̆  

time-range any 

 periodic Daily 0:00 to 23:59 

 

# ⅞№ 

subscriber static name depart1 parent / ip-
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  # Ҋ 1 BT ⱴ῀῍֣ BT 

  channel-group depart1-BT pool BT 

  channel-group depart2 parent root cir 5000 pir 10000 pri 4 schedule-type fifo 

  channel-group depart2-BT parent depart2 cir 1000 pir 5000 pri 4 schedule-type fifo 

  # Ҋ 2 BT ⱴ῀῍֣ BT 

  channel-group depart2-BT pool BT 

  channel-default root 

 ! 

 channel-tree outbound 

  share-pool BT rate 6000 type normal 

  channel-group root parent null cir 10000 pir 10000 pri 4 schedule-type fifo 

  channel-group depart1 parent root cir 5000 pir 10000 pri 4 schedule-type fifo 

  channel-group depart1-BT parent depart1 cir 1000 pir 5000 pri 4 schedule-type fifo 

# ҉ 1 BT ⱴ῀῍֣ BT 

  channel-group depart1-BT pool BT 

  channel-group depart2 parent root cir 5000 pir 10000 pri 4 schedule-type fifo 

  channel-group depart2-BT parent depart2 cir 1000 pir 5000 pri 4 schedule-type fifo 

  # ҉ 2 BT ⱴ῀῍֣ BT 

  channel-group depart2-BT pool BT 

  channel-default root 

 ! 

# 1 2 BT  

 flow-rule 1 vlan-group any subscriber depart1 network-group any app-group any time-rang 
any 

 flow-rule 1 session-limit 0 action pass in-channel depart1 out-channel depart1  

 flow-rule 2 vlan-group any subscriber depart2 network-group any app-group any time-rang 
any 

 flow-rule 2 session-limit 0 action pass in-channel depart2 out-channel depart2  

 

# 1 2 BT  
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 flow-rule 3 vlan-group any subscriber depart1 network-group any app-group BITTORRENT 
time-rang any 

 flow-rule 3 session-limit 0 action pass in-channel depart1-BT out-channel depart1-BT  

 flow-rule 4 vlan-group any subscriber depart2 network-group any app-group BITTORRENT 
time-rang any 

 flow-rule 4 session-limit 0 action pass in-channel depart2-BT out-channel depart2-BT  

  

#  

interface GigabitEthernet 0/1 

  ip address …… 

  flow-policy Dianxin 

 

 

 

5.9 Per-IP ῍֣ ҽᶛ 

5.9.1  

ᴑҙ Ḥ ₮ ҹ 10M̆ Ҋ̔ 

Ҍ 500 ҩ̆ ҩ BT Ҍ 800k̆ Ҍ 512k̕ 

ᴑҙ BT ҙⱵҌ 5M̆ ҙⱵҌ 7M̕ 

ҩ Ҍ 1M̕ 

5.9.2  

Ҋץ ᵬ̔ 

≢ ῏ ̆ ≢₮ ҩ ̕ 

̆№≢⇔ ҉ Ҋ ̕ 

῍֣ ץ̆ ⱴ῀῍֣  
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̆‗ ҩ ῀ ̕ 

⌠ Wan  

5.9.3  

̆ Ҋ̔ 

# ̆Time-range Ҍ any ᵬҹ῏ ̆  

time-range any 

 periodic Daily 0:00 to 23:59 

 

# BT ҙⱵ Ҭ ҹ BITTORRENT ̆Ҍ ӈ 

 

#  

flow-control Dianxin 

 channel-tree inbound 

  share-pool PER-USER rate 1000 type per-ip limit 500 

  channel-group root parent null cir 10000 pir 10000 pri 4 schedule-type per-net per-mask 32 
per-cir 10 per-pir 1000 limit 500 

  # └ ̔BTȁ ῒ ҙⱵ Ҍ 1M 

  channel-group root pool PER-USER 

 

  channel-group BT parent root cir 1000 pir 5000 pri 4 schedule-type per
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  # └ ̔BTȁ ῒ ҙⱵ Ҍ 1M 

  channel-group root pool PER-USER 

 

  channel-group BT parent root cir 1000 pir 5000 pri 4 schedule-type per-net per-mask 32 
per-cir 1 per-pir 1000 limit 500 

  channel-group Xunlei parent root cir 1000 pir 7000 pri 4 schedule-type per-net per-mask 32 
per-cir 1 per-pir 1000 limit 500 

  channel-default root 

   

 flow-rule 1 vlan-group any subscriber any network-group any app-group BITTORRENT 
time

R6ENT500 vlan-pri BT roo--pri    
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5.10.2  

Ҋץ ᵬ̔ 

№ ӈ̕ 

ԍ Global ̆ ᾢ ↕̆ᾢ ̆Ῥ ץ ҉

̕ 

5.10.3  

̆ Ҋ̔ 

# ̆Time-range Ҍ any ᵬҹ῏ ̆  

time-range any 

 periodic Daily 0:00 to 23:59 

subscriber static name DP-test parent / ip-subnet 192.168.10.0 255.255.255.0 

 

flow-control global 

 flow-rule 1 vlan-group any subscriber any network-group any app-group P2P ᴆ 

time-rang any  

 flow-rule 1 session-limit 0 action drop  

 flow-rule 2 vlan-group any subscriber DP-test network-group any app-group any time-rang 
any  

 flow-rule 2 session-limit 0 action pass 
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6  

6.1  

6.1.1  

҉ ҹ ѿ ̆ ᶏץ

Ȃ ̆ ֲ ⌠ IP ᴪ ̆IP ̆IP ҉ ̆ ҩ

̆ ҩ ץ̆ ҩ ̕ 

ΐᵣ ᵬ Ҋ Ȃ 

6.1.2 ᵬ  

̆ ԍ

̆IP̆IP ̆ ̆ №≢ ̆ Ữ⌠ ̕ 

6.2  

Ҋ Ȃ 

 ⱳ  ṿ 

 ⱳ  
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6.3  

 ̂ ̃ ῏ ⱳ  

 ̂ ̃ ȁ ȁ ῒ Ḥ Ḡ  

 ̂ ̃ Ḡ  

 ̂ ̃ Ḡ  

 ̂ ̃ Ḡ  

 ̂ ̃ / /  

 ̂ ̃  

 ̂ ̃ VPN  

 Ḥ  

6.3.1 ῏ ⱳ  

’Ҋ̆ ⱳ ̕ ̆ ѿҊ ̕ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal 
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6.3.4 Ḡ  

’Ҋ̆ Ḡ ҹ 8 ̆ Ҋץ ḱ Ḡ ̔ 

 

ᵬ פ   �Œ+X
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# ḱ Ḡ ҹ 8 ҩ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-audit data-store month-report 12 

Ruijie(config)# end 

6.3.6 / /  

’Ҋ̆ ҹ‼ 3 ̆ Ҋץ ḱ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# flow-audit generate-report hour 

,ῒҬ

ҹ 24 └  

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show running  

− ῏ ̆ ץ Ҋ no flow-audit generate-report פ Ȃ 

 

ҽᶛ̔ 

# / / ҹ 12:  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-audit generate-report 12 

Ruijie(config)# end 

6.3.7  

’Ҋ̆ ᾛ ᶏ ҹ 50%̆ ץ ’

Ȃ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# flow-audit hard-disk-quota 

percent 

̆ῒҬ percent ҹ

№ ̆ ṿ ҹ 1~100Ȃ 

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show running  

̆↕ פ no flow-audit hard-disk-quota Ȃ 
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    

1ȁ ᶏ ₮ ̆ ᴪ ꜚ−

ץ ₮ Ȃ 

2ȁ ᾛ ᶏ ҹ 50%̆ ῒז ⱳ ̆↕

ץ Ȃ 

 

# ԍ ῒז ⱳ ̆ ҹ 80% 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-audit hard-disk-quota 70 

6.3.8 VPN  

’Ҋ̆VPN ԍ IP ̆ ץ ̆ ḱ ̆

׆ ԍῤ IP Ȃ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# flow-audit vpn {inside-ip | 

outside-ip} 

VPN ̆inside-ip ԍ

ῤ IP ̆outside-ip ԍ IP

. 

Step 3 Ruijie(config-if)#end  

Step 4 Ruijie# show running  

̆↕ פ flow-audit vpn outside-ip Ȃ 

 

#Ὲ ᵬҹ VPN Ⱶ ̆ ҩ№ ̂ VPN ҉ ̃IP ’̆

↕ Ҋ̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-audit vpn outside-ip 

#№Ὲ ᵬҹ VPN ̆ ⌠№Ὲ ῤ ҩ VPN ’̆↕ ḱ

ҹ ԍῤ IP ̆ Ҋ̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-audit vpn inside-ip 
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6.4 Ḥ  

ᵬ פ  

Ruijie# show online statistics {global | interface 

interface-name | bridge bridge-name} [{detail [offset 

start-record {limit record-num}] | recent hour | 

minute_interval begin-

app:ds:statistics
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ҩ ῤ ╠ Ḥ  

Ruijie# show flowrate channel [channel-group 

channel-group] [minute_interval begin-year 

begin-month begin-day begin-hour:
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Ruijie# show flowrate ip {global | {interface 

interface-name | bridge bridge-name} [by-vpn]} 

[subscriber-group subscriber-group by-group | 

[[subscriber-group subscriber-group] [subscriber 

subscriber-name] [vip] | {by-auth} [auth-subs-group 

auth-group-name]  [auth-subs auth-name]] [ip 

ip-address] [application application-name] 

[application-group application-group] 

[application-type application-type]] [{recent hour | 

minute-interval begin-year begin-month begin-day 

begin-hour:begin-minute to end-year end-month 

end-day end-hour: end-minute | {[month | week] 

day-interval begin-year begin-month begin-day to 

end-year end-month end-day | day begin-year 

begin-month begin-day} [hour-interval begin-hour1 to 

end-hour1 [begin-hour2 to end-hour2]]}] [order-by 

{{pass | drop} {upload | download

| 

2

op

| 
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path: bridge-map 0 

online ip count: 251 

online session: 254  

 

# ῏ Ҋ̆ 1 ῤ ҉ IP ᴪ Ḥ  

Ruijie# show online statistics interface gigabitEthernet 0/1 recent 1 

path: GigabitEthernet 0/1 

recent hour: 1 

Time slice: 60 min 

count:1 

ID        Online-IP      Online-Session           time 

1                95            522                   2012-1-5 10:00 

 

# ̆ 2011 12 22 10 10 №⌠ 10 20 № ҉ IP ᴪ

Ḥ  

Ruijie# show online statistics global minute-interval 2011 12 22 10:10 to 2011 12 22 10:20  

Time slice: 1 min 

count: 10 

ID        Online-IP      Online-Session           time 

1                95            588                   2011-12-22 10:11 

2                96            598                   2011-12-22 10:12 

3                94            590                   2011-12-22 10:13 

4                96            528                   2011-12-22 10:14 

5                96            586                   2011-12-22 10:15 

6                97            546                   2011-12-22 10:16 

7                99            566                   2011-12-22 10:17 

8                97            542                   2011-12-22 10:18 

5
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/User_groupA/User_nameA 

 192.168.196.33                    2010-1-8 16:52         43                   

  5719               0                  0                  0  

             

# ̆ 2011 12 22 1 ⌠ 2 ip ҉

Ḥ ̕ 

Ruijie# show online ip global minute-interval 2011 12 22 1:0 to 2011 12 22 2:0  

Subscriber 

IP                OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     DROP-Download(KB) 

/User_groupF/User_nameF 

192.168.196.63      75                  

  76                360               0                  0 

/User_groupE/User_nameE 

192.168.196.53      90                

  103                399               0                  0    

/User_groupC/User_nameC 

192.168.196.37      95                

  17654              4675            0                  0 

 

# ῏ Ҋ̆ gigabitEthernet 0/1 IP ҉ ̆ Ḥ ̕ 

Ruijie#show online ip history interface gigabitEthernet 0/1 

path:GigabitEthernet 0/1 

Subscriber 

IP                   AuthType      LoginTime        LogoutTime 

PASS̔Upload(KB)     Download(KB)      Upload(packets)   Download(packets) 

DROP̔Upload(KB)     Download(KB)      Upload(packets)   Download(packets) 

/User_groupA/User_nameA 

 192.168.203.41                      2010-1-2 2:12         2010-1-2 2:25        

   1                  3                  16                 14                

  0                  0                  0                  0                 

/User_groupB/User_nameB 

 192.168.196.39                      2010-1-2 2:17         2010-1-2 2:25        

   3                  25                 34                 29                

  0                  0                  0                  0              

 

# ῏ Ҋ̆ gigabitEthernet 0/1 IP ҹ 192.168.196.70 IP ̆ Ḥ

 

Ruijie#show online ip-application  interface gigabitEthernet 0/1 ip 192.168.196.70    

count:1    

path:GigabitEthernet 0/1 

Subscriber 

IP                  Application Application-group  Application-type 

LoginTime          OnlineTime(min) 

PASS-Upload(KB)   PASS-Download(KB)   DROP-Upload(KB)     DROP

typetype 283.48 2218(( )-224:252( )-252(i)4(nterface )-3(gig)4(b Tm

[(P)93(AS)4(S)] TJ

ET

BT

1 3Tm

[<02C8>] TJ

ET

BT

1 0 0 1 507.12 242.54 Tm

[<237147FF0611>] TJ

ET

BT

1 0 0 r44 TA 4 Tm

[(group )-250( )-252(Ap)5(pl)-4(i)0 TJ
e/31.98 re

W* n

0.753 g

55.2 783.66 484.98 3 re

f*

Q

BT

/F7 9 Tf

1 0 0 1 252)-24600)-252( )-246( )-252( )-2464(pl)-.66 484.98 31.98 re

W* n

0.753 g

55.2 78318224( )-224( )-224( )-218( )-224( )] 5 Tf318224( )-224ET

BT

1 0 0 1
ET

B167.84 Tm

[(-)] TJ

ET

BT

1 0 0 1 308.74 167.84 Tby

1_p   



 

http://www.ruijie.com.cn 

Ruijie# show flowrate channel channel-name “NBR ” minute -interval 2012 1 6 12:0 to 2012 1 6 

12:40 

channel_group: channel_groupA 

channel_name: channel_nameA 

type:  down  

PASS: 21190 KB, 281800 Packets 

DROP:  0 KB, 0 Packets 

 

channel_group: channel_groupB 

channel_name: channel_nameB 

type:  up  

PASS:  16640 KB, 90220 Packets 

DROP:  0 KB, 0 Packets  

 

# gigabitEthernet 0/1̆2011 1 8 2 ̆⌠ 2011 1 14 11  

Ruijie# show flowrate interface gigabitEthernet 0/1 time-interval 2011 1 8 2 to 2011 1 14 11 

Interface:GigabitEthernet 0/1 

PASS upload: 14478835 KB, 30655170 Packets 

PASS download: 6342862 KB, 22501788 Packets 

DROP upload:  1 KB, 200 Packets 

DROP download: 5 KB, 1020 Packets 

 

# ̆ 2011 12 10 2011 12 19  

Ruijie# show flowrate interface gi0/3 month day-interval 2011 12 10 to 2011 12 19 hour-interval 1 to 5 

detail 

Interface:GigabitEthernet 0/3 

Time Slice:240 min 

ID   Pass_upload(KB)     Pass_download(KB)       Drop_upload(KB)    

Drop_download(KB)        time 

1        2817                    873                      12             

10                   2011-12-10 4 

2       7963                     1539                     10             

        10                     2011-12-11 4 

3       13062                   2290                      9 

        12                     2011-12-12 4 

4       956                     785                        5 

        42                     2011-12-13 4 

5       2817                     125                     8 

         5                     2011-12-14 4 

6       7960                     1630                    6 

         4                    2011-12-15 4 

7       13089                    2290                    2 

        9                      2011-12-16 4 

8       957                      785                      5 

        1                     2011-12-17 4 

9       13089                   2290                     3 

        1                     2011-12-18 4 

10      957                     785                      5 

        1                    2011-12-19 

4============================================================ 

Total  49621                      14140                           65 

       95 

 

# ῏ Ҋ̆ gigabitEthernet 0/1̆2010 1 8 ⌠ 2010 1 12
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path: GigabitEthernet 0/1 

day-interval: 2010-1-8 ~ 2010-1-12 

Subscriber                    ip 

PASS̔Upload(KB)     Download(KB)      Upload(packets)   Download(packets) 

DROP̔Upload(KB)     Download(KB)      Upload(packets)   Download(packets) 

/User_groupA/User_nameA      172.18.3.34 

  0                  2871               0                  16161             

  0                  0                  0                  0                 

/User_groupB/User_nameB      172.18.3.50 

  153987             0                  2022024            0                 

  0                  0                  0                  0                 

/User_groupC/User_nameC      172.18.3.64 

  153986             0                  2022024            0                 

  0                  0                  0                  0                 

/User_groupD/User_nameD         172.18.3.65 

  213285             0                  2800725            0                 

  0                  0                  0                  0                 

/User_groupE/User_nameE         172.18.33.50 

  161994             0                  2127179            0                 

  0                  0                  0                  0             

     

# ̆ 2011 12 22 10 ⌠ 12  

Ruijie(config)#show flowrate ip global day 2011 12 22 hour-interval 10 to 12 detail 

day-interval: 2011-12-22 ~ 2011-12-22 

hour-interval: 10 ~ 12, 0 ~ 0 

time-interval(min): 10 

Subscriber            

ip          pass_up(KB)  pass_down(KB) drop_up(KB) drop_down(KB) 

 time 

/User_groupA/User_nameE 

192.168.1.3    191           283          1                  2 

2011-12-22 10:2 

/User_groupA/User_nameA 

192.168.1.3          191     283          2                  3 

2011-12-22 10:12 

/User_groupA/User_nameA 

192.168.1.3          351     986          3                   2 

2011-12-22 10:22 

/User_groupA/User_nameB 

192.168.1.4          180     275          3                   1 

2011-12-22 10:32 

/User_groupA/User_nameB 

192.168.1.4          312    960           2                   2 

2011-12-22 10:42 

/User_groupA/User_nameC 

192.168.1.5          300    470           3                  4 

 2011-12-22 10:52 

/User_groupA/User_nameE 
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192.168.1.3          182      280         3                  6  

2011-12-22 11:2 

/User_groupA/User_nameA 

192.168.1.3          186      260          7                  2 

2011-12-22 11:12 

/User_groupA/User_nameA 

192.168.1.3          340     980          1                  2 

2011-12-22 11:22 

/User_groupA/User_nameB 

192.168.1.4          160      245         3                  4 

2011-12-
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# ̆ gi0/3 2012 1 5 ⌠ 2012 1 13 1 ⌠ 5

Ḥ ̕ 

Ruijie#show flowrate application interface gi0/3 by-group month day-interval 2012 1 5 to 2012 
1 13 hour-interval 1 to 5 detail 

path:GigabitEthernet 0/3 

day-interval: 2012-1-5 ~ 2012-1-13 

hour-interval: 1 ~ 5, 0 ~ 0 

time-interval(min): 240  

Application        Pass_up̂KB̃      Pass_down̂KB̃  

Drop_up(KB)        Drop_down(KB)      time 

360 ῃ -UPDATE         2                 41           

1                 2             2012-1-5 4 

BQQ                         12                 12            

1                  0            2012-1-6 4 

IT                         0                  1             

2                  1            2012-1-7 4 

360 ῃ -UPDATE         2                 40            

3                  0           2012-1-8 4 

BQQ                          12                12            

1                  2           2012-1-9 4 

IT                          0                  1             

0                  1           2012-1-10 4 

360 ῃ -UPDATE         2                 60           

1                 2            2012-1-11 4 

BQQ                          12                12            

1                  0            2012-1-12 4 

IT                         5                  1             

0                  1            2012-1-13 4 

============================================================ 
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Total                       47                180 

                            10                10 

# ῏ Ҋ̆ gigabitEthernet 0/1 IP ҹ 172.18.36.102 ╠ IP ̕ 

Ruijie#show flowrate ip-application interface gigabitEthernet 0/1 ip 172.18.36.102 

path:GigabitEthernet 0/1 

Subscriber  ip   Application  Application-group  Application-type 

PASS̔Upload(bps)    Download(bps)   Upload(pps)    Download(pps) 

DROP: Upload(bps)    Download(bps)   Upload(pps)    Download(pps)    

/user_groupA/user_nameA  172.18.36.102   applicationA   application_groupA    ῏

       

  46003              2093107            93                 173               

  0                  0                  0                  0                 

/user_groupB/user_nameB        172.18.36.102         applicationB   

application_groupB    ῏          

  46001              2093102            193                 173               

  0                  0                  0                  0                   
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7 URL  

7.1 URL  

7.1.1 URL  

URL ῃ Uniform Resource Locator̆ ѿ ᵝ ̆Ӟ ҹ Ȃ 

ԑ ̆ ױ Ḃ≠ ̆Ӟ ױ ԅ ̆ ֓

ѿ ҹңҩ№ץ ̔ѿ ӏ ῤ ױֲ ̕ԋ Ҍ Ḥ ױֲ

Ȃ 

ԍ╠ ̆ԑ ҉ ӏ ῤ ױ ̆ ֓ҍ ᵬ ῏ ꜚ

ȁ ҉ ȁ ֜ ȁ ҉ ȁ ᵣ MP3 Ҋ Ȃ ѿ ̆ᴑҙ

ῃ ҉ ꜚҬ̆50%҉ץ ҍ ᵬ ῏ ̆ ֓ ҩ ⌠ Ҭѿ

№ҍױז ᵬ ῏Ȃ ̆Ғ ҉ Ғ ̆25%⌠ 50% ҉

ֲ ⱲῈ ҉ ̆ ᴑҙ ҉ ҉ ’Ҍ Ҍ ̆ ғӞҌ ֓

Ҍ ̆ Ӈ ᴪ ѿ ↓Ҥ Ȃ
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7.1.2 URL ᵬ  

7.1.2.1 URL №  

ῤ ̆ ҉ URL ҹ´Ԋȁ№⅞ץ ȁᵣ ̆ ╠ ԅѿ

URL № ̆ ץ URL Ȃ 

 

7.1.2.2 URL  

URL ԅѿ ῏ URL̆ ץ ↕ URL URL̆Ӟ

ץ URL № ̂ URL № ץ ӈ URL № ̃ ⌠ URL

ҬȂ Ҋ ̆ ᴪ URL ҉ ᵬҹѿ URL └ ᶏ Ȃ 

 

    

URL № ҍ URL ≢̔ 

1ȁ URL



URL  



URL  
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ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# url-class class-name 

῀ URL № ̆class-name ҹ URL №

 

Step 3 Ruijie(url-cls-config)# comment comment-string URL №  

Step 4 Ruijie(url-cls-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ URL № Ҋ no comment פ Ȃ 

    URL № URL № Ȃ 

 

ҽᶛ̔ 

# ҹ URL № ľCLASSAĿ ⱴ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-class CLASSA 

Ruijie(url-cls-config)# comment “comment for CLASSA” 

Ruijie(url-cls-config)# end 

7.4.3 ӈ URL №  

ᵬ פ  

Ruijie# show url-class user-cfg [class-name] show url-class ӈ URL № Ḥ ̕ 

ҽᶛ̔ 

# ҩ ӈ URL № Ḥ  

Ruijie#show url-class user-cfg 

url-class:CLASSA 

url:ietf.org 

comment:comment   
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# URL № Ḥ  

Ruijie#show url-class user-cfg CLASSA 

url-class:CLASSA 

url:ietf.org 

comment:comment for CLASSA 

7.4.4 URL №  

ᵬ פ  

Ruijie# show url-class system [ class {id class-id | 

name f04y[wss-name}] 

show url-f04y[wss system URL № Ḥ Ȃ 

class̔ URL Ḥ Ȃ 

class-id̔ № idȂ 

class-name̔ № Ȃ 

ҽᶛ̔ 

# ╠ ̂Ҍ ӈ ̃URL № Ḥ  

Ruijie#show url-class system  

version-1.0 

2010-4-22 

system-url-class-number:32 

1 

  

 IT  

 WEB Ḥ 

 ⱬ 

  

2 

  

 ֲ 

Ҋץ) ̃ 
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7.4.5 URL
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    move: move2.com 

  delete: delete1.com 

  delete: delete2.com 

 url-class: ´Ԋ 

  comment: ´Ԋ  

 url-class: IT  

  comment: IT  

     add: add1.com 

     add: add2.com 

    move: move1.com 

    move: move2.com 

  delete: delete1.com 

  delete: delete2.com 

2 

 url-class: 

  comment: 
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7.5 URL  

̂ ̃ URL ↕  

̂ ̃ URL №  

̂ ̃ URL  

̂ ̃ URL  

7.5.1 URL ↕  

῀ URL ̆ Ҋץ ҹ URL URL ↕ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# url-object obj-name ῀ URL ̆obj-name ҹ URL  
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ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# url-object obj-name ῀ URL ̆obj-name ҹ URL  

Step 3 Ruijie(url-obj-config)# class class-name URL URL №  

Step 4 Ruijie(url-obj-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ URL Ҋ no class class-name פ Ȃ 

    
1ȁ URL ᾛ URL № ץ ӈ URL № Ȃ 

2ȁ URL ᾛ ῏ Ҍ URL № Ȃ 

 

ҽᶛ̔ 

# ҹ URL ľOBJAĿ ⱴѿҩ URL №  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# class CLASSA 

Ruijie(url-obj-config)# end 

7.5.3 URL  

῀ URL ̆ Ҋץ ҹ URL ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# url-object obj-name 

῀ URL ̆obj-name ҹ URL

 

Step 3 Ruijie(url-obj-config)# comment 
comment-string 

URL  

Step 4 Ruijie(url-obj-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ URL Ҋ no comment פ Ȃ 

    URL URL Ȃ 
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ҽᶛ̔ 

# ҹ URL ľOBJAĿ ⱴ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# url-object OBJA 

Ruijie(url-obj-config)# comment “comment for OBJA” 

Ruijie(url-obj-config)# end 

7.5.4 URL  

ᵬ פ  

Ruijie(config-if)# show url-object [obj-name] show url-obj URL  

ҽᶛ̔ 

# ҩ URL Ḥ  

Ruijie#show url-object 

url-object: (inactive)OBJA  

regexp: .*ieft.* 

url-class:CLASSA 

comment: comment for OBJA 

url-object: (active)OBJB  

regexp: .*w3c.* 

url-class:CLASSB 

comment: comment for OBJB 

    

active URL ̆ ῏ ԅ URL ↕̕ 

inactive URL ̆ ╠ ῏ URL ↕̆ ῏ URL

↕ ⌠ΐᵣ Ȃ

 #



URL  

http://www.ruijie.com.cn 

7.6 URL ↕ 

̂ ̃ URL ↕ 

̂ ̃ URL └ ↕ 

̂ ̃℗ URL └ ↕ ᴨᾢ  

7.6.1 URL ↕ 

῀ῤ ̆ Ҋץ ҹ ⱴ URL ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# url-rule 
audit-default-enable 

URL  

Step 4 Ruijie(cont-plcy-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ ῤ Ҋ no url-rule audit-default-enable פ

Ȃ 

    URL ↕ ̆ Ҍ ῒז URL
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Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# url-rule priority-swap 
rule-id1 rule-id2 

ңҩ URL
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    
ⱳ ̆URL ҹ Ҋ ̆Ҍ ̔ 

jpgȁcssȁjsȁgifȁpngȁswfȁbmpȁicoȁngȁdllȁGIFȁJPGȁxml 

7.7.4 ѿ ῤҌ ѿҩ URL 

῀ῃ ̆ Ҋץ ѿ ῤҌ ѿҩ URL̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# url-audit optimize-cache [time] 

ѿ ῤҌ ѿҩ URL ץ

׆ URL ҉  

Step 3 Ruijie(config)#end  

Step 4 Ruijie# show running  

῏ ῏ⱳ ̆ ץ ῃ Ҋ no url-audit optimize-cache פ Ȃ 

    
ⱳ ̆ ѿҩ IP time ῤ ѿҩ URL Ҍᴪ ̆ ғ

׆ URL ҉ ӞҌᴪ  

 

ҽᶛ̔ 

# 60s
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Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# url-audit exact-filter ‰ ᴨ ⱳ  

Step 3 Ruijie(config)#end  

Step 4 Ruijie# show running  

῏ ῏ⱳ ̆ ץ ῃ Ҋ no url-audit exact-filter פ Ȃ 

7.8 URL Ḥ  

 ̂ ̃ URL Ḥ  

7.8.1 URL Ḥ  

῀ῤ

Ḥ
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7.9.1 URL ↕ 

῀ῃ ̆ Ҋץ ҹ ⱴ URL ↕̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# url-redirect-rule rule-id 
{{subscriber {subs-name | any}} | 
{auth-subscriber {auth-subs-name | any }} | 
subscriber {subs-name | any} 
auth-subscriber {auth-subs-name | any } } 
time-range {time-name | any} from url_a to 
url_b  [comment comment-string] 

URL └ ↕̆ῒҬ 

rule-id URL └ ↕ ῤ

Ҭ ̆ ṿ ̂1~1000̃Ȃ 

subs-name ↕ ῏ ăny ↕

ᴋ ̕ 

auth-subs-name ↕῏ Ḥ

̆any ᴋ ̕ 

obj-name ҹ URL ̕ 

time-name ҹ ↕ ăny ↕

ᴋ ̕ 

url_a url̕ 

url_b url̕ 

comment�+��`�4�×1R
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7.9.2 ℗ URL ↕ ᴨᾢ  

῀ῃ ̆ Ҋץ ℗ URL ↕ ᴨᾢ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(cont-plcy-config)# url-redirect-rule 
priority-swap rule-id1 rule-id2 

ңҩ URL ↕ ᴨᾢ  

Step 3 Ruijie(cont-plcy-config)#end  

Step 4 Ruijie# show running  

 

    

פ ԍ ңҩ URL ↕ ᴨᾢ ̆ פ s̆how running

Ҭ ץ ⌠ңҩ URL ↕ ԅ ̆ᵖ show running Ҍᴪ₮

 Ȃפ

 

7.10 URL  

̂ ̃ URL referer ↕ 

7.10.1 URL referer ↕ 

῀ῃ ̆ Ҋץ ҹ ⱴ URL referer ↕̔ 
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ҽᶛ̔ 

#ᾢ URL ↕̆Ῥ URL ⱳ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# url
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7.12 URL  

̂ ̃ TOPN 

̂ ̃ URL Ḥ  

̂ ̃ URL Ḥ  

7.12.1 TOPN 

ᵬ פ  

Ruijie# show url-audit top n {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm 

dd hh:mm:ss | day-interval yyyy mm dd to yyyy mm 

dd [hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name] [auth-subscriber auth-subs-name]  

[url-class class-name | url-object obj-name] [host 

host-string] [permit | deny] [order-by time | url-class 

|url | url-class | host-times] 

TOPN 

subs-name Ḥ ̕ 

auth-subs-name Ḥ ̕ 

url-class URL № ̕ 

url-object URL ̕ 

host-string URL  

permit deny ԅ └ Ȃ 

order-by Ḥ ↕ 

 

ҽᶛ̔ 

# TOPN 

Ruijie#show url-audit top 2 recent 24 

HOST                               Times     url-class      url-objec 

============================================================== 

www.ietf.org                         32349   class1   obj1   
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Ruijie# show url-audit stat {recent hours | time-range 

from yyyy mm dd hh:mm::ss to yyyy mm dd hh:mm:ss 

| day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name] [auth-subscriber auth-subs-name] 

[url-class class-name | url-object obj-name] [host 

host-string] [permit | deny] [order-by time | url-class 

|url | url-class | host-times] 

URL Ḥ Ȃ 

subs-name Ḥ ̕ 

auth-subs-name Ḥ ̕ 

url-class URL № ̕ 

url-object URL ̕ 

host-string URL  

permit deny ԅ └ Ȃ 

order-by Ḥ ↕ 

ҽᶛ̔ 

# 2010-1-11 ⌠ 2010-1-17 ҉ ̂9 ~12 ̆13 ~18 ̃ URL Ḥ ̆

Ȃ̂Ҍ ԍ ̃ 

Ruijie#show url-audit stat day-interval 2010 1 11 to 2010 1 17 hour-interval 9 to 12 13 to 18 
order-by subscriber 

Subscriber                           URL-num 

============================================================== 

USERA                              30024 

USERB                              23990 

 

7.12.3 URL Ḥ  

ᵬ פ  

Ruijie# show url-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm 

dd hh:mm:ss | day-interval yyyy mm dd to yyyy mm 

dd [hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name] [auth-subscriber auth-subs-name] 

[url-class class-name | url-object obj-name | url 

url-string | url-host host-string1]  [host host-string2] 

[permit | deny] [order-by time | url-class |url | 

url-class | host-times | IP] 

URL Ḥ Ȃ 

subs-name Ḥ ̕ 

auth-subs-name Ḥ ̕ 

url-class URL № ̕ 

url-object URL ̕ 

url-string url ұ̕ 

host-string1 host ұ̕ 

host-string2 URL  

permit deny ԅ └ Ȃ 

order-by Ḥ ↕ 



URL  

http://www.ruijie.com.cn 

URL-CLASS            Access-control    URL-RULE 

============================================================== 

2010-1-10 19:20:02      USEA    192.168.1.100 

http://www.ietf.org/ 

IT                      permit           URL_RULEA 

2010-1-10 19:20:00      USEB    192.168.1.101 

http://www.ietf.org/ 

IT                 



ҹ  

http://www.ruijie.com.cn 

8 ҹ  

8.1 ҹ  

8.1.1 ҹ  

ҹ ⱳ Һ ᴑҙ̆ ₮ ȂҺ ῤ ҉ ҹ Ȃ ᾧ₮

ᵬ ᶏ ΐ̆҉ ῏ ̆ Ȃ҉ bbs ̆ ᴆ

֓ ҹȂ 
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WEB ̔Һ Һ WEB ( ̆ )̆

῏ ̆ ῏ Ȃ 

WEB ̔Һ WEB ̆ WEB ῏ Ȃ 

 

ץ Ҋ └ ҹ ̔ 

ץ └ѿҩ ѿ ҹ ↕Ȃ 

ץ ԍ ȁῤ ȁ └ ῤ ҹ ↕Ȃ 

ץ ҍ ȁ ῏ ̆ ҹ Ȃ 

8.2 ῤ  

 ̂ ̃ ῤ  

8.2.1 ῤ  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)#content-object object-name 



ҹ  
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8.3  

 ̂ ̃  

 ̂ ̃ ! ⌠ Ȃ 

 ̂ ̃  

 ̂ ̃ ῤ ↕ 

 ̂ ̃ ↕ 

8.3.1  

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name  

̆ ῀ῤ

̆policy-name ҹῤ Ȃ 

Step 3 Ruijie(url-obj-config)#end  

Step 4 Ruijie# show running  

− ̆ ץ ῃ Ҋ̆ no content-policy policy-name פ Ȃ 
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    

1ȁ ѿ ῤ ↕ פ ᶏ ץ̆ └ѿ ҹ ↕Ȃ 

2ȁ ̆ ҍ ῏ ̆ ᴪ Ȃ 

3ȁ − ̆ ῤ ῤ ↕ − ҍ̆ ῏

Ӟᴪ ῏ Ȃ 

4ȁ ῤ ңҩ ̔ ᴨᾢ ̂_TOP_PRIORITỸ

(_AUDIT_DEFAULT)̆ ңҩ ̆῏ ⌠ Ȃ Ҍ ḱ

̆ ץ ῤ ⱴ ↕Ȃ ̆_TOP_PRIORITY ᴨᾢ ̆ ԍ

ԍῃ _̕AUDIT_DEFAULT ᴨᾢ ᵞ̆ ԍ ῃ ̆

פ ⌠_AUDIT_DEFAULT ῤȂ 

8.3.2  

Ȃ ᶫԅѿ Ḡץ ̆ᵖ Ҍᶏ

Ȃ ҩ ̆ ѿ  Ȃפ
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    

1ȁ פ ̆ פ ̆show running Ҭ ץ ⌠

ԅ ̆ᵖ show running Ҍᴪ₮  Ȃפ

2ȁ new-policy-name Ҍ ҍ ‖ ̆ ↕Ҍ Ȃ 

8.3.4 ῤ ↕ 

 ̂ ̃ └ ↕ 

 ̂ ̃ FTP └ ↕ 

 ̂ ̃ IM └ ↕ 

 ̂ ̃ TELNET └ ↕ 

 ̂ ̃ WEB └ ↕ 

 ̂ ̃ WEB-BBS └ ↕ 

 ̂ ̃ WEB-SEARCH └ ↕ 

 ̂ ̃ WEB-MAIL └ ↕ 

 ̂ ̃ MAIL └ ↕ 

8.3.4.1 └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ
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Step 3 Ruijie(cont-plcy-config)# app-rule rule-id 
time-range time-name app-group 
app-group-name action {permit | deny} [audit] 
[vpn] [vip] [comment comment-string]  

└ ↕̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

app-group app-group-name̔ ̆ ԍ

└ Ȃ 

action {



ҹ  

http://www.ruijie.com.cn 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# ftp-rule rule-id 
time-range time-name [direction {in | out | 
double}] [ relation {and | or}  

[ directory content-object-name1 ] [ file-name 
content-object-name2 ] ] action {permit | deny} 
[audit] [comment comment-string]  

└ ↕̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

direction {in | out | double}̔ ᴆᴰ ̆

Ҋ ȁ҉ᴰȁ ̆ Ȃ 

relation̔ ԍ ȁ ᴆ ᴆ

῏ ̆relation ῏ ᴆҹ ̆Ҍ

ᴋ ᴆȂ 

and̔ ҍȂ 

or̔ Ȃ 

directory content-object-name1̔

̆ Ҍ Ȃ 

file-name content-object-name2̔ ᴆ

̆ Ҍ Ȃ 

action {permit | deny}̔ ԍ └̆ᾛ

ȁ Ȃ 

audit̔ ↕ ῤ ̆

’Ҋ̆ Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḥ Ȃ 

relation
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# ftp-rule 2 time-range any direction out relation 

or file-name FileB action deny audit comment DenyAllUserUpload 

Ruijie(cont-plcy-config)# end 

8.3.4.3 IM └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# im-rule rule-id 
time-range time-name action {permit | deny} 
[audit] [comment comment-string]  

└ ↕̆ IM ᴆ̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

action {permit | deny}̔ ԍ └̆ᾛ

ȁ Ȃ 

audit̔ ↕ ῤ ̆

’Ҋ̆ Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḥ Ȃ 



ҹ  

http://www.ruijie.com.cn 

Step 4 Ruijie(cont-plcy-config)# im-rule rule-id im-type 
im-name [ relation {and | or} [account 
content-object-name1] [message 
content-object-name2 ] ] 

IM ↕ └ ̆ῒҬ 

rule-id̔ └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃̆ rule-id Ҍ

↕̆ ҹ Ȃ 

im-type  im-name̔ IM ᴆȂ

 and
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Ruijie(cont-plcy-config)# im-rule 2 time-range any action permit audit comment 

PermitMSN 

Ruijie(cont-plcy-config)# im-rule 2 im-type msn relation or  account ACCOUNTA 

message KEYA  comment PermitMSN 

Ruijie(cont-plcy-config)# end 

8.3.4.4 TELNET └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# telnet-rule rule-id 
time-range time-name direction {in | out | 
double} [content content-object-name] action 
{permit | deny} [audit] [comment 
comment-string]  

└ ↕̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

direction {in | out | double}̔ᴰ ̆

ȁ ȁפ ̆ Ȃ 

content content-object-name̔D ῤ ῤ

Ҭ ῏ ↕ Ȃ 

action {permit | deny}̔ ԍ └̆ᾛ

ȁ Ȃ                         

audit̔ ↕ ῤ ̆

’Ҋ̆ Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḥ Ȃ 

Step 4 Ruijie(cont-plcy-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ ῤ Ҋ no telnet-rule rule-id פ Ȃ 

    

1ȁ ↕ rule-id ѿҩῤ ҬҌᾛ ̆ Ҍ ῤ

Ҭᾛ Ȃ 

2ȁѿҩῤ Ҭ └ ↕ ᴨᾢ ̆ ↕ᴨ

ᾢ Ȃ 

3ȁ ↕ ῏ time-nameȁcontent-object-name Ҍץ ̆ ↕Ҍ Ȃ 

 

ҽᶛ̔ 
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# ҹῤ ľPOLICYAĿ ⱴѿҩ TELNET ↕̆ᾛ TELNET

ᵬ̆ ғ TELNET ᵬḤ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# telnet-rule 2 time-range any action permit audit 

comment PermitTELNET 

Ruijie(cont-plcy-config)# end 

8.3.4.5 WEB └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 
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# ҹῤ ľPOLICYAĿ ⱴѿҩ web ↕̆ web ῤ

Ҭ WEB_OBJ Ҭ ῏ ↕ ̆ ғ Ḥ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA  

Ruijie(cont-plcy-config)# web-rule 2 time-range any direction in 

content-object WEB_OBJ action deny audit comment DenyInvalidWebView 

Ruijie(cont-plcy-config)# end 

 

8.3.4.6 WEB-BBS └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# web-bbs-rule rule-id 
time-range time-name [content 
content-object-name] action {permit | deny} 
[audit] [comment comment-string]  

└ ↕̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name ̔ҹ ↕

Ȃ 

content content-object-name ῤ̔ ῤ

Ҭ ῏ ↕ Ȃ 

action {permit | deny}̔ ԍ └̆ᾛ

ȁ Ȃ 

audit̔ ↕ ῤ ̆

’Ҋ̆ Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḃ Ḥ Ȃ 

Step 4 Ruijie(cont-plcy-config)#end  

Step 5 Ruijie# show running  

− WEB-BBS ↕̆ ץ ῤ Ҋ no web-bbs-rule rule-id פ

̆ − ѿҩῤ Ҋ WEB-BBS ↕̆↕ ץ ῤ

Ҋ web-bbs-rule delete-all פ Ȃ 

    

1ȁ ↕ rule-id ѿҩῤ ҬҌᾛ ̆ Ҍ ῤ

Ҭᾛ Ȃ 

2ȁѿҩῤ Ҭ └ ↕ ᴨᾢ ̆ ↕ᴨ

ᾢ Ȃ 

3ȁ ↕ ῏ time-nameȁcontent-object-name Ҍץ ̆ ↕Ҍ Ȃ 
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ҽᶛ̔ 

# ҹῤ ľPOLICYAĿ  ⱴѿҩ WEB-BBS ↕̆

WEB-BBS ῤ ̆ ғ Ḥ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-bbs-rule 2 time-range any direction in content 

ZhengZhiCiHui action deny audit comment DenyInvalidWebBBS 

Ruijie(cont-plcy-config)# end 

8.3.4.7 WEB-SEARCH └ ↕ 

῀ῤ ̆ Ҋ └ ↕̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# web-search-rule 
rule-id time-range time-name [content 
content-object-name] action {permit | deny} 
[audit] [comment comment-string]  

└ ↕̆ῒҬ 

rule-id └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

content content-object-name ῤ̔ ῤ

Ҭ ῏ ↕ Ȃ 

action {permit | deny}̔ ԍ └̆ᾛ

ȁ Ȃ 

audit̔ ↕ ῤ ̆

’Ҋ̆ Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḥ Ȃ 

Step 4 Ruijie(cont-plcy-config)#end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ ῤ Ҋ no web-bbs-rule rule-id פ Ȃ 

    

1ȁ ↕ rule-id ѿҩῤ ҬҌᾛ ̆ Ҍ ῤ

Ҭᾛ Ȃ 

2ȁѿҩῤ Ҭ └ ↕ ᴨᾢ ̆ ↕ᴨ

ᾢ Ȃ 

3ȁ ↕ ῏ time-nameȁcontent-object-name Ҍץ ̆ ↕Ҍ Ȃ 

 

ҽᶛ̔ 
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# ҹῤ ľPOLICYAĿ ⱴѿҩ WEB-SEARCH ↕̆

WEB-SEARCH ῤ ̆ ғ Ḥ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# 
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Step 4 Ruijie(cont-plcy-config)#web-mail-rule rule-id 
relation {and | or} [from content-object-name1] 
[to content-object-name2] [subject 
content-object-name3] [body 
content-object-name4] [attachment-name 
content-object-name5] [mail-size {greater | 
greater-equal | less | less-equal} file-size] 

↕ └ ̆ῒҬ 

rule-id̔ └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃̆ rule-id Ҍ

↕̆ ҹ Ȃ 

relation̔ ԍ ᴆֲȁ ᴆֲȁ ᴆ ȁ
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy POLICYA 

Ruijie(cont-plcy-config)# web-mail-rule 1 time-range any action permit audit 

comment mail-audit-1 

Ruijie(cont-plcy-config)# web-mail-rule 1 relation or from OBJ-F subject OBJ-S 

mail-size less 20000 

Ruijie(cont-plcy-config)# end 

8.3.4.9 MAIL └ ↕ 

῀ῤ ̆ Ҋ MAIL └ ↕̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy policy-name 

῀ῤ ̆policy-name ҹῤ

 

Step 3 Ruijie(cont-plcy-config)# mail-rule rule-id 
time-range time-name [direction {in | out | 
double}] action {permit | deny} [audit] 
[comment comment-string] 

└ ↕̆ῒҬ 

rule-id̔ └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃̆ rule-id Ҍ

↕⇔ ↕̆ ↕ҹḱ ↕Ȃ 

time-range time-name̔ҹ ↕

Ȃ 

direction {in | out | double}̔ ᴆᴰ ̆

(POP3)ȁ (SMTP)ȁ ̆

Ȃ 

action̔ ԍ └̆ ᾛ

Ȃ 

action {permit | deny} ̔ ↕

ῤ ̆ ’Ҋ̆

Ḥ Ȃ 

comment comment-string̔ҹ ↕ ̆

̆ Ḥ Ȃ 
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Step 4 Ruijie(cont-plcy-config)#mail-rule rule-id 
relation {and | or} [from content-object-name1] 
[to content-object-name2] [subject 
content-object-name3] [body 
content-object-name4] [attachment-name 
content-object-name5] [mail-size {greater | 
greater-equal | less | less-equal} size] 

↕ └ ̆ῒҬ 

rule-id̔ └ ↕ ῤ Ҭ

̆ ṿ ̂1~200̃̆ rule-id Ҍ

↕̆ ҹ Ȃ 

relation̔ ԍ ᴆֲȁ ᴆֲȁ ᴆ ȁ

ᴆҺᵣῤ ȁ ᴆ ȁ ᴆ ᴆ

῏  

and̔ ҍ 

or̔  

from̔ ᴆֲ 

to̔ ᴆֲ 

subject̔ ᴆ  

body̔ ᴆῤ  

attachment-name̔ ᴆ  

content-object-name̔ῤ  

mail-size̔ ᴆ  

greater̔ ԍ 

greater-equal̔ ԍ ԍ 

less̔ ԍ 

less-equal̔ ԍ ԍ 

size̔ ᴆ ṿ̆ҹ ̆ ᵝҹ KBytes 

Step 5 Ruijie(cont-plcy-config)#end  

Step 6 Ruijie# show running  

− ῏ ̆ ץ ῤ Ҋ no mail-rule rule-id פ Ȃ 

    

1ȁ ᴆ ↕ ԍ ̆ №ҹ Step 3ȁ4 ң פ ѿҩ ↕ȂStep3

⇔ ↕̆Step4 ѿ ↕ ȂStep3 ↕ ȂStep4

↕ ̆ Ҍ Step3 ↕ ᴆḤ Ȃ 

2ȁ ᴆ fromȁtoȁsubjectȁbodyȁattachment-name ӊ ӞҌ ᶏ ѿҩῤ

Ȃ ̆ҍῒ ↕ ̆Ӟ Ҋץ Ȃ 

3ȁ ↕ rule-id ѿҩῤ ҬҌᾛ ̆ Ҍ ῤ

Ҭᾛ Ȃ 

4ȁѿҩῤ Ҭ └ ↕ ᴨᾢ ̆ ↕ᴨ

ᾢ Ȃ 

5ȁ ↕ ῏ time-nameȁcontent-object-name Ҍץ ̆ ↕Ҍ Ȃ 

 

ҽᶛ̔ 

# ҹῤ ľ
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Ruijie(cont-plcy-config)# mail-rule 1 time-range any action permit audit 

comment mail-audit-1 

Ruijie(cont-plcy-config)# mail-rule 1 relation or from OBJ-F subject OBJ-S 

mail-size less 20000 

Ruijie(cont-plcy-config)# end 

8.3.5 ↕ 

῀ῤ ̆ Ҋץ ҩῤ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 
Ruijie(config)# content-policy _AUDIT_DEFAULT 

῀ ῤ ̆

_AUDIT_DEFAULT ҹ  

Step 3 Ruijie(cont-plcy-config)# {web-rule | 
web-bbs-rule | web-search-rule | 
web-mail-rule | ftp-rule | telnet-rule | im- rule 
| mail-rule } audit-default-enable 

 

Step 4 Ruijie(cont-plcy-config)# end  

Step 5 Ruijie# show running  

− ῏ ̆ ץ ῤ Ҋ no {web-
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8.4.1 ῏ ⌠  

ᶏ ̆ Ӈ ῏ ⌠ Ȃ῏ ӊ ̆ ῏

ᴪ ῤ ̆ Ḡ ⌠ Ȃ

ῤ Ḥ פ Ȃ 

῀⌠ῃ ̆ Ҋץ ҹ ῏ ῤ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)#content-policy-relate relate 
{subscriber {subs-name1 | any} | 
auth-subscriber {subs-name2 | any}} policy 
policy-name 

῏ ⌠ Ȃ 

Step 4 Ruijie(config)#end  

Step 5 Ruijie# show running  

῏ ̆ ץ ῃ Ҋ no content-policy-relate relate {subscriber 

{subs-name1 | any} | auth-subscriber {subs-name2 | any}} policy policy-name פ Ȃ 

    

1̆ Ҍ ̆↕῏ ᵬҌᴪ ̆ ӞҌᴪפ Ȃ 

2̆ ῏ ↕ ̆ ῏ subs-name1ȁsubs-name2 Ҍץ ̆

פ ץ ̆ ↕Ҍ Ȃ 

3̆ subscriber auth-subscriber ᾛ ҩ ̆ ӊ ץ №◓̆

ҩ ҍ ῏ Ȃ 

4̆ policy-name ᾛ ҩ ̆ ӊ ץ №◓Ȃ 

5̆ ῏ ᴨᾢ ᴨᾢ ̆ҍ῏ ᾢ ῏Ȃ 

 

ҽᶛ̔ 

# ѿҩ ҹ policyA ῤ ῏ ⌠ user1,user2̆ Ӟ῏

policyA, policyB ⌠ ҹ auth-user3 Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# content-policy-relate relate subscriber usr1,user2 policy 

policyA 

Ruijie(config)# content-policy-relate relate auth-subscriber auth-user3 

policy policyA,policyB 

Ruijie(config)# end 

8.4.2  

’Ҋ̆ ᴪ ῒ ̆ ̆ᴪᴨᾢ ῏

̆ ᴪ ῏ Ȃ Ҍ ҩ ῒ

̆ Ȃ 





ҹ  



ҹ  
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    ⱳ ’Ҋ Ȃ  

 

ҽᶛ̔ 

#῏ └ ᴨ ⱳ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no app-audit optimize-deny 

Ruijie(config)# end  

8.6 ῏Ḥ  

̂ ̃ Ḥ  

̂ ̃ ῏ Ḥ  

8.6.1 Ḥ  

ᵬ פ  

Ruijie# show content-policy [stat [policy policy-name] 

| policy [policy-name]] 

Ḥ Ȃ 

Ҋ̔ 

stat̔ ̆ ╠ ץ ӈ

ῃ ῏ Ȃ ԅ ̆↕

Ȃ 

policy̔ Ȃ ↕

ῤ

Ȃ 

name̔ Ȃ ҹ

name ῤ Ḥ Ȃ 

 

 

    Ḥ ̆Ӟ ⌠ ’Ȃ 

 

ҽᶛ̔ 

# ᶛ 1̔ ̆ ҹ POLICYA Ȃ 

Ruijie# show content-policy policy-name 
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content-policy POLICYA 

content-policy POLICYB 

content-policy POLICYC 

˻ 

Ruijie# show content-policy policy-name POLICYA 

content-policy POLICYA 

 web-search-rule 1 time-range any content null action permit audit comment 

SEARCH-RULE1 

 web-mail-rule 1 time-range any direction out action permit audit comment 

WEBMAIL-RULE1 

 web-mail-rule 1 relation or from web_block_mail to web_block_mail 

! 

# ᶛ 2̔ ӈ ῃ ῏ Ȃ 

Ruijie# show content-policy stat 

disable-all: yes 

# ᶛ 3̔ POLICYA ̔ 

Ruijie# show content-policy stat policy POLICYA 

exist: no 

8.6.2 ῏ Ḥ  

ᵬ פ  
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# USER1 ῏ ̕ ҹ POLICYA ῏ Ḥ Ȃ 

Ruijie# show content-policy-relate user-view subscriber USER1 detail 

content-policy-relate relate subscriber USER1 policy POLICYA 

content-policy-relate relate subscriber USER1 policy POLICYB 

! 

content-policy POLICYA 

 web-search-rule 1 time-range any content null action permit audit comment 

SEARCH-RULE1 

 web-mail-rule 1 time-range any direction out action permit audit comment 

WEBMAIL-RULE1 

 web-mail-rule 1 relation or from web_block_mail to web_block_mail 

! 

content-policy POLICYB 

! 

Ruijie# show content-policy-relate policy-view policy POLICYA 

content-policy-relate relate subscriber USER1 policy POLICYA 

content-policy-relate relate subscriber USER2 policy POLICYA 

! 

8.7 ῤ Ḥ  

̂ ̃ └  

̂ ̃ FTP  

̂ ̃ IM  

̂ ̃ TELNET  

̂ ̃ WEB  

̂ ̃ WEB-BBS  

̂ ̃ WEB-SEARCH  

̂ ̃ WEB-MAIL  

̂ ̃ MAIL  

8.7.1 └  

ᵬ פ  
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Ruijie# show app-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm:ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ ip addr]  

[app-group app-group-name] [rule-name rule-name] 

[permit | deny] 

WEB-SEARCH ̆ ԍ№

Ȃ 

Ҋ 

recent 



ҹ  

http://www.ruijie.com.cn 

==================================================================== 

Time: 2010-05-03 16:45:29  

subscriber: /USERA                   

auth-subscriber: any 

Ip: 192.168.211.96              

App: QQ                    

Rule: DenyQQ     

Action: deny                 

ŀŀ 

8.7.2 FTP  

ᵬ פ  
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http://www.ruijie.com.cn 

Ruijie# show ftp-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [direction 

{in | out| 

 



ҹ  

http://www.ruijie.com.cn 

¥¥¥¥¥¥ 

8.7.3 IM  

ᵬ פ  

Ruijie# show im-audit stat {recent hours | time-range 

from yyyy mm dd hh:mm::ss to yyyy mm dd hh:mm:ss | 

day-interval yyyy mm dd to yyyy mm dd [



ҹ  

http://www.ruijie.com.cn 

Ruijie# show im-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd 

yto



ҹ  

http://www.ruijie.com.cn 

 

=======================================================================
======================= 

Time: 2010-05-03 15:43:59 

App-type: msn   

Sender: wrh725@hotmail.com   

Receiver:                      

Direction: in    

Path: GigabitEthernet 0/5 

Ip: 192.168.211.96  

User: /USERA  

Match-Rule:  

Action:  

Forward: ᾛ  

Message:   - 

¥¥¥¥¥¥ 

8.7.4 TELNET  

ᵬ פ  
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Timestamp            Rand-
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http://www.ruijie.com.cn 

Ruijie# show web-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2]  

[keyword keyword] [rule-name rule-name] [ip 

ip-address] [permit | deny] 

WEB ̆ ԍ№ Ȃ 

Ҋ 

recent hours̔ ₃ҩ Ȃ 

time-range from yyyy mm dd hh:mm::ss to yyyy mm 

dd hh:mm:ss̔ ׆ №  ⌠ 

ѿ № Ȃ 

day-interval̔  ⌠  ѿ ̆ ⱴ

hour-interval ҩ ῤ hour1 ⌠

hour2 ̆ Ῥץ ⱴ hour3⌠ hour4

Ȃ 

interface intf-name ̔₮῀ ̕ bridge 

bridge-num̔₮῀ ̕

Ȃ 

subscriber subs-name1̔ ̆

Ȃ 

auth-subscriber subs-name2̔ ̆

Ȃ 

keyword keyword̔ ⌠ ῏ Ȃ 

rule-name rule-name̔ ↕ Ȃ 

Ip  ip-address̔ῤ ip̆

ῤ ipȂ 

permit | deny̔ᾛ ᴰ ̆

ᾛ Ȃ 

Ruijie# show web-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2]  

[keyword keyword] [rule-name rule-name] [ip 

ip-address]  [permit | deny] order-by {time | 

subscriber | internal-ip | url } {asc | desc} [start-item 

integer end-item integer]  

WEB Ḥ Ȃ 

Ҋ 

҉  
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==================================================================== 

Time: 2010-05-03 16:45:29  

User: /USERA                   

Ip: 192.168.211.96              

KeyWord:                     

Rule: webrule              

Action: ᾛ                  

Url: 
msn.allyes.com/main/adfshow?user=MSN|Portal_all|MSN_Today_Hotlink2&db=msn&border=
0&local=yes 

 

==================================================================== 

Time: 2010-05-03 16:45:21  

User: /USERA             

Ip: 192.168.211.96              

KeyWord:                     

Rule: webrule              

Action: ᾛ                  

Url: 
msn.allyes.com/main/adfshow?user=MSN|Portal_all|MSN_Today_Hotlink2&db=msn&border=
0&local=yes 

¥¥¥¥¥¥ 

8.7.6 WEB-BBS  

ᵬ פ  
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Ruijie# show web-bbs-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm:ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ip ip_list] 

[content keyword] [rule-name rule-name] [permit | 

deny] 

WEB-BBS ̆ ԍ№ Ȃ 

Ҋ 

recent hours̔ ₃ҩ Ȃ 

time-range from yyyy mm dd hh:mm::ss to yyyy mm 

dd hh:mm:ss̔ ׆ №
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URL                  

Subject 

Body-path            Other-path           

Match-keyword        Rule                 Action               

==========================================================================

========================== 

2010-10-14 11:21:21 638582850           GigabitEthernet 0/5 192.168.11.91       / USERA 

tieba.baidu.com/f?kz=887028015 

N/A                  

mnt/sata/c/web_bbs/attach/body_1287026482.html mnt/sata/c/web_bbs/attach/post_1287026482.html 

N/A                  N/A                  permit               

 

   
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Ruijie# show web-search-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ ip addr]  

[keyword keyword] [rule-name rule-name] [permit | 

deny] 

WEB-SEARCH ̆ ԍ№

Ȃ 

Ҋ 

recent hours̔ ₃ҩ Ȃ 

time-range from yyyy mm dd hh:mm::ss to yyyy mm 

dd hh:mm:ss̔ ׆ №  ⌠ 

ѿ № Ȃ 

day-interval̔  ⌠  ѿ ̆ ⱴ

hour-interval ҩ ῤ hour1 ⌠

hour2 ̆ Ῥץ ⱴ hour3⌠ hour4

Ȃ 

interface intf-name ̔₮῀ ̕ bridge 

bridge-num̔₮῀ ̕

Ȃ 

subscriber subs-name1̔ ̆

Ȃ 

auth-subscriber subs-name2̔ ̆

Ȃ 

keyword keyword̔ ⌠ ῏ Ȃ 

rule-name rule-name̔ ↕ Ȃ 

permit | deny̔ᾛ ᴰ ̆

ᾛ Ȃ 

Ruijie# show web-search-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2]  

[keyword keyword] [rule-name rule-name] [permit | 

deny] order-by {time | subscriber | internal-ip | url } 

{asc | desc} [start-item integer end-item integer]  

WEB-SEARCH Ḥ Ȃ 

Ҋ 

҉  

order-by {time | subscriber | auth-subscriber | 

internal-ip | url}̔ץ ̆ ̆ῤ IP̆URLȂ 

asc | desc̔ ȁ Ȃ 

start-item integer̔ ₮ Ҭ ᵝ

̆integer ҹ ̆ ↕ ₮ῃ Ȃ 

end-item integer̔ ₮ Ҭ ᵝ

̆integer ҹ Ȃ 

 

ҽᶛ̔ 

# 2010-10-1 ⌠ ׆ 2010-10-15 09 ⌠ 18 ̆ USERA WEB-SEARCH Ḥ Ȃ 

Ruijie# show web-search-audit stat day-interval 2010 10 1 to 2010 10 15 hour-interval  9 to 18 

subscriber USERA   

Ruijie# 50 

Ruijie# show web-search-audit detail day-interval 2010 10 1 to 2010 10 15 hour-interval 9 to 
18 subscriber USERA order-by time desc start-item 1 end-item 20 

Time                Interface/Bridge    Subscriber          Internal-IP          
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URL                  

Search-Word         Rule                Action              Match-KeyWord        

2010-10-15 10:47:23 GigabitEthernet 0/5 /USERA192.168.11.91        

www.baidu.com/s?bs=subway&f=8&wd=sunday 

sunday              default-audit       permit 

2010-10-15 10:46:53 GigabitEthernet 0/5 /USERA192.168.11.91        

www.baidu.com/s?wd=subway&oq=subw&rsp=0&f=3&sugT=8172 

subway              default-audit       permit   

¥¥¥¥¥¥ 

8.7.8 WEB-MAIL  

ᵬ פ  

Ruijie# show web-mail-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ ip addr] 

[direction {in | out | double}] [from keyword1] [to 

keyword2] [subject keyword3] [rule-name rule-name] 

[permit | deny] 

WEB-MAIL ̆ ԍ№ Ȃ 

Ҋ 

recent hours
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Ruijie# show web-mail-audit detail {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ ip addr] 

[direction {in | out | double}] [from keyword1] [to 

keyword2] [subject keyword3] [rule-name rule-name] 

[permit | deny] order-by {time | subscriber | 

internal-ip | direction | send-mail-addr | mail-size}  

{asc | desc} [start-item integer end-item integer]  

MAIL Ḥ Ȃ 

Ҋ 

҉ 

order-by {time | subscriber | auth-subscriber | 

internal-ip | direction | send-mail-addr | 

mail-size}̔ץ ̆ ̆ῤ IP̆ ̆

ᴆֲ ̆ ᴆ Ȃ 

asc | desc̔ ȁ Ȃ 

start-item integer̔ ₮ Ҭ ᵝ

̆integer ҹ ̆ ↕ ₮ῃ Ȃ 

end-item integer̔ ₮ Ҭ ᵝ

̆integer ҹ Ȃ 

Ruijie#show web-mail-audit attachment-info 

timestamp timestamp rand-id rand-id 

ᴆ ᴆḤ  

timestamp timestamp̔ ᴆ  

rand-id rand-id̔ ᴆ id 

 

    ᴆḤ ̆ Ḥ  

 

ҽᶛ̔ 

# 2010-5-1 ⌠ ׆ 2010-5-7 09 ⌠ 18 ̆ USERA ᴆ Ḥ Ȃ 

Ruijie# show web-mail-audit stat day-interval 2010 5 1 to 2010 5 7 hour-interval  9 to 18 

subscriber USERA 

Ruijie# 50 

Ruijie# show web-mail-audit detail day-interval 2010 5 1 to 2010 5 7 hour-interval 9 to 18 
subscriber USERA order-by time desc start-item 1 end-item 20 

===1 0 0

item 13
W* nT00ET

BT

/F60.5 247.36 210.02 re

W* n

B1.3 71 98.72 TTJ
T

1 0 mp: 1

E2or50
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Direction: out 

App-Type: webmail 

Send/Receive-Time:  

Sender: 15483314@qq.com 

Receiver: "starnet_111"<starnet_111@sina.cn> 

Subject: ҉  

Mail-Size: 5562 

Attach-Num: 0 

Rule: webmail 

Action: permit 

Match-Keyword: [From][To][Subject][Body][Attachment] 

Body-Path: /mnt/sata/c/webmail/3/2010-11-12-4-31-1-971142.html 

url: m409.mail.qq.com/cgi-bin/compose_send 

=======================================================================
=======================     

¥¥¥¥¥¥ 

# ᴆ timestamp ҹ
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Ruijie# show mail-audit stat {recent hours | 

time-range from yyyy mm dd hh:mm::ss to yyyy mm dd 

hh:mm:ss | day-interval yyyy mm dd to yyyy mm dd 

[hour-interval hour1 to hour2 [hour3 to hour4]]} 

[interface intf-name | bridge bridge-num] [subscriber 

subs-name1] [auth-subscriber subs-name2] [ ip addr] 

[direction {in | out | d
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http://www.ruijie.com.cn 

    ᴆḤ ̆ Ḥ  

 

ҽᶛ̔ 

# 2010-10-1 ⌠ ׆ 2010-10-15 09 ⌠ 18 ̆ USERA ᴆ Ḥ Ȃ 

Ruijie# show mail-audit stat day-interval 2010 10 1 to 2010 10 15  hour-interval 9 to 18 

subscriber USERA 

Ruijie# 50 

Ruijie# show mail-audit detail day-interval 2010 10 1 to 2010 10 15 hour-interval 9 to 18 
subscriber USERA order-by time desc start-item 1 end-item 20 

Timestamp    Rand-ID      Time                Subscriber           Direction    
App-Type      

Send/Receive-Time    Sender               Receiver              

Subject              Mail-Size    Attach-Num    

Rule                 Action       Match-Keyword                                                
Body-Path 

=======================================================================
============================================================ 

1287027112   1686175891   2010-10-14 11:31:52 /USERA out          SMTP          

Thu, 14 Oct 2010 11:31:33 +0800 nabi2006@126.com     nabi2006@126.com 
baicai2010@tom.com   

ᵣ          136282       0             

default-audit        permit       From:,To:,Subj:,Body:,Attach: 
mnt/sata/c/mail/10/2010-10-14-11-31-52.html 

 

1286849291   1087821567   2010-10-12 10:08:11 /192.168.11.91 in           POP3          

Fri, 3 Sep 2010 11:19:52 +0800 baicai2010@tom.com   baicai2010@tom.com 
nabi2006@126.com   

῏ԍ ԋ Ḵӏ ꜚ  332873       2             

default-audit        permit       From:,To:,Subj:,Body:,Attach: 
mnt/sata/c/mail/10/2010-10-12-10-08-12(5).html 

¥¥¥¥¥¥ 
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# ᴆ timestamp ҹ 1286849291̆rand-id ҹ 1087821567 ᴆ ᴆḤ Ȃ 

Ruijie#show mail-audit attachment-info timestamp 1286849291 rand-id 1087821567 

Size(Byte)   Path 

=============================================================== 

80646        mnt/sata/c/mail/10/unknown(09-01-19-44-40).gif 

150528       mnt/sata/c/mail/10/῏ԍ ԋ Ḵӏ ꜚ (3).doc 
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1  

1.1  

1.1.1  

҉ ̆ Ҭ ᴑҙ Ҭ̆№ ⱲԊ ҍ ҙⱵ Ḥ ꜚ̆ῒҙⱵ

ῒ Ҋ₃ץ ̔  

ᴑҙ ֟ҙⱵ  

ᴑҙ№ ̆ ᴑҙ OA ⱲῈ ȁᴑҙ Ⱶ ȁ

ȁERP ᴑҙ ȁCRM ῏ ̆ῒ ᴰ ץ ̆

֜ԑȂ ҡ ԍῒ ᵣ Ȃ 

ᴆ ᴰ  

Һ № ᴆ῍֣̂CIFS̃ȁ ȁ ̂ ȁ

ᴍ̃ȁ ֜ Ȃ ᴰ ץ ҹҺ̆ ’Ҋ ᴑҙ׆ Ҭ

⌠ № ̆ Ҭᴰ ץ ҹҺ̆ ᴰ ⌠ ᾠ G Ȃ

’Ҋ̆ ᴰ ̆ ȁ ȁ Ҋ

Ҥ ≠ Ȃ 

ץ ȁ ȁQQ/MSN ҹҺ ѿ Ḥ ҙⱵ 

VoIP ᴪ ȁVideo ᴪ ȁBQQ/MSN ΐȁ ᴪ Ȃῒ

ᴰ ץ ֜ԑҹҺ̆ Ҍ ̆ ̆ ԍ

Ȃ 
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Ȃ ῤ ȁ ⱳ Ȃ 

Ȃ 

Ȃ 

Ȃ 

MUDP Ҋ̔ 

 

MUDP  

№ 3 ҩ ̔ 

̔4 ᵝ̆ ԍ ̆∆ ҹ 1̕ 

̔4 ᵝ̆ MUDP ̆ № №̆ UDP Ҭ

⌠ Ȃ ҍ IP Ҭ ѿ

ץ̆ ҹ ᵝ̆ ᾛ № ҹ 56 ̂15*4- № 4̃̕ 

̔24 ᵝ̆№ҹ MUDP ⱳ ң ׆≢№̆ 23 ᵝ 0

ᵝ № Ȃ 

MUDP ̆ ץ MUDP №Ȃ ҩ № ̆ῒ₮

№ ᵝ ‗ ̆ ᵝ №ᾢ₮ Ȃ 

ⱳ ̆ ҍ DATA ᶏ ̆ ԍ
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MUDP ΐ ◄ȁ ̆ ‰ UDP Ҭᴰ Ȃ 

1.1.2.2 ҍ  

 

ҍ  

҉ ̆ ₮ 1ȁ2̆№ №≢ ₮ 3ȁ4̆ Ӈ №

ӊ ץ 1-3ȁ1-4ȁ2-3ȁ2-4Ȃ ῤ ԅѿ

Ȃ ῤᴰ ̆ ᴪ MUDP Ȃ 
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ῤ ̂҉ ̃̆№ ҉ᴰ ̆ ץ

̆ № ⌠Ҍ ҉ ȂӞ ̆

ῤ ᴰ ῍֣ ̆ ⱳ Ȃ 

ῤ ѿ ̂҉ ̃̆ ᴨ

Ȃ 

῀ ACL Ȃ └̆

₮ ԍ῏ Ȃ Ҍ ῀ ̆

Ȃ 

 

1.1.3 
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                                     ῖ  

1.1.4 ᵬ  

4 ̆ № ҍ ӊ ѿҩ ԍᴰ ῏ ҙⱵ Ȃ

ᵬ Ҋ̔ 

̂1̃ №≢ № ҍ Ȃ ACL ֓

Ⱶ ᴰ Ȃ 

̂2̃ № Ⱶ ҉ᴰ ̕ 

̂3̃ ⌠ ₮ ῏ ̆ ACL ῀ Ȃ 

̂4̃ ̆ ̆ P1ȁP2ȁP3……̕ 

̂5̃ Ȃ 
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̂6̃ № ̆ Όᵩ ԍҡ Ȃ 

̂7̃ ꜚ ̆ ₮ Ҍ ҍ ̕ 

̂8̃ ₮ ῏҉ ⌠ ̆ ȁҡ ȁ ̆

֜ ̕ 

̂9̃ ̆ Ⱶ Ȃ 

1.1.5  

̔MUDPȂ 

1.2  

Ҋ Ȃ ѿҩ ̆ΐ Ҋץ ṿȂ 

 ⱳ  ṿ 

 ҡ  1 

 

1.3  

 ̂ ̃ ⱳ  

 ̂ ̃  

 ̂ ̃ Ⱶ  

 ̂ ̃ ῏ ACL ↓  

 ̂ ̃ └  

  

  

 ̔ľ Ⱶ Ŀ  ľ ῏ ACL ↓ Ŀ ԋ ѿ̆ ↕

῀ Ȃ 

1.3.1 ⱳ  

 

ᵬ פ   

Step 1  Ruijie#configure terminal ῀ῃ Ȃ 

Step 2  Ruijie(config)# vwan enable ⱳ Ȃ 

Step 3  Ruijie(config)# end ₮ Ȃ 

Step 4  Ruijie# show run Ȃ 

 

ᶛ 1̔
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan enable 

Ruijie(config)# end 

1.3.2  

̆ѿ ҹ ꜚ ȁ№ ҹҺꜚ Ȃ ҩ№ ῀Ȃ
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№ ̔ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel active AAA      // ҹ AAA, ̆ ҍ

ѿ  

Ruijie(vwan-channel)# link gigabitEthernet 0/1 1.1.1.1//  

Ruijie(vwan-channel)#end 

1.3.3 Ⱶ  

 

ᵬ פ   

Step 1  Ruijie#configure terminal ῀ῃ Ȃ 

Step 2  Ruijie(config)#vwan channel ͕active | 

passive͗channel-name 

̆ ῀ Ȃ

ҹ passive Ҋѿ Ȃ 

Step 3  Ruijie(config-vwan-channel)# server address Ⱶ ̆

ҩȂ 

Step 4  Ruijie(config-vwan-channel)# end ₮ Ȃ 

Step 5  Ruijie# show run Ȃ 

 

ᶛ 1̔ Ⱶ Ȃ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel passive AAA // ῀  

Ruijie(vwan-channel)# server 2.2.2.2 

Ruijie(vwan-channel)# server 2.2.2.3 

1.3.4 ῏ ACL ↓  

 

ᵬ פ   

Step 1  Ruijie#configure terminal ῀ῃ Ȃ 
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ᶛ 1̔ ҹ 1 ACL ῏ ⌠ AAAȂ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel active AAA // ῀  

Ruijie(vwan-channel)# access-list 1  //῏ ACL 1 

1.3.5 ҡ  

 

ᵬ פ   

Step 1  Ruijie#configure terminal ῀ῃ Ȃ 

Step 2  Ruijie(config)#vwan channel ͕active | 

passive͗channel-name 

̆ ῀ Ȃ 

Step 3  Ruijie(config-vwan-channel)# loss-recover 
enable 

ҡ ⱳ ȂȂ 

ṿ ̆ ҡ ⱬ ̕

Ȃ 

ᶏ  

 no loss-recover enable ῏ ⱳ Ȃ 

Step 4  Ruijie(config-vwan-channel)# end ₮ Ȃ 

Step 5  Ruijie# show run Ȃ 

 

ᶛ 1̔ ҡ Ȃ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel active AAA // ῀  

Ruijie(vwan-channel)# loss-recover enable // ҡ ⱳ  

 

1.3.6 └  

 

ᵬ פ   

Step 1  Ruijie#configure terminal ῀ῃ Ȃ 
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Step 2  Ruijie(config)#vwan channel ͕active | 

passive͗channel-name 

̆ ῀ Ȃ

ҹ passive Ҋѿ Ȃ 

Step 3  Ruijie(config-vwan-channel)# limit num └ ꜚ ҩ Ȃ ҹ

ṿȂ 

Step 4  Ruijie(config-vwan-channel)# end ₮ Ȃ 

Step 5  Ruijie# show run Ȃ 

 

ᶛ 1̔ └ Ȃ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# vwan channel passive AAA // ῀  

Ruijie(vwan-channel)# limit 100  // └ 100 ҩ№ ῀ 

1.3.7  

 

ᵬ פ   

Step 6  Ruijie#configure terminal ῀ῃ Ȃ 

Step 7  Ruijie(config)#vwan channel ͕active | 

passive͗channel

channel|  



 

http://www.ruijie.com.cn 

1.3.8  

1.3.8.1 Ḥ  

 

 

ᶛ̔ 

Ḥ Ȃ 

Ruijie#show vwan channel  

ID           name            state    acl        refer      link_num   sched_num  

chn_num    
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Statê ̃ 

Ȃ ̔ 

Free̔ Ȃ∆ Ȃ 

Listen̔ ꜚ ̆ Ȃ 

Connectting̔ ȁ Ȃ 

Established̔ ̆ Ȃ 

Fault̔ Ȃ 

Closing̔ ῏ Ȃ 

Derive ҩ  

FID id  

FID
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  id_num:    1 

  serv free: 128 

  delay_num: 0 

  timer_num: 0 

link: 

  pool free: 2047, total: 2048 

  link_num:  1 

  id num:    1 

  intf_num:  1 

  listen num:0 

  delay_num: 0 

  timer_num: 1 

efbuf: 

  free:      2048, total: 2048 

blk: 

  free:      230021, total: 230000 

 

1.3.8.4 Ḥ  

ᶛ 1̔ 

Ruijie#show vwan stat  

 

 

##### efbuf: 

nobuf           : 0          alloc_buf       : 0          free_buf        : 0          
no_reservebuf   : 0           

 

ᵬ פ  

show vwan stat [ channel [ name ] ] Ḥ  

Ḥ  
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##### adj: 

no_nexthop      : 0          no_adj          : 0          not_forwordadj  : 0          
no_src_intf     : 0           

 

##### fpm: 

create_flow     : 0          update_flow     : 0          get_prispace    : 0          
get_flowevent   : 0          used_flow       : 0          other_flow      : 3           

 

 

##### mudp: 

mudp_ver        : 179978     mudp_len        : 0          mudp_cksum      : 0          
mudp_synext     : 0          mudp_ssynext    : 0          mudp_rstext     : 0           

mudp_pingext    : 0          mudp_pongext    : 0          mudp_dataext    : 0          
mudp_blk        : 0          move_rearvward  : 0           

 

##### link: 

ssyn_echo       : 0          unexpect_pkt    : 0          unexpect_state  : 0          
no_link         : 0           

 

##### channel: 

no_channel      : 0          sl_notexist     : 0          sl_notestabed   : 0          
sl_proto        : 0          sl_serempty     : 643        up_select       : 427         

down_select     : 10         ch_lenlimit     : 0          ch_notexist     : 0          
ch_notestabed   : 0          encode_fail     : 0          encap_data      : 427         

pkt_err         : 0          forward_err     : 0          update_head     : 105588     
update_order    : 263975     det_fault       : 0          update_quota    : 1055        

rs_encode       : 105588      

           

##### compress: 

compress_err    : 0          small_pkt       : 0          not_tcp         : 0          
gzip_nobuf      : 0          compr_rate      : 0          mod_encp_err    : 0           

gzip_funcoff    : 427        gzip_success    : 0          ungzip_funcfail : 0          
gzip_flags      : 0          ungzip_fail     : 0          ungzip_nobuf    : 0           

ungzip_success  : 0           
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##### rs: 

old_drop        : 0          ch_notestab     : 0          ring_full       : 0          
mss_modify      : 0          nobuf           : 0          coding_nobuf    : 0           

noblk           : 0          err_blk         : 0          accept          : 427        
forward         : 9          order_lost      : 1          head_lost       : 1           

forward_err     : 0          outoforder      : 1          outoforder_err  : 0          
order_many      : 0          forward_old     : 0          assem_err       : 0           

dup             : 0          movetail        : 0          movehead        : 0          
inv_zero        : 0          recov_err       : 0           

 

##### rs path: 

blk_1           : 427        blk_2           : 0          accept_chk      : 1          
tm_chk          : 389        send            : 1218       send_chk        : 791         

recv            : 30         recv_chk        : 20         recv_data       : 10         
chk_old         : 0          chk_complete    : 10         chk_numerr      : 0           

chk_first       : 10         chk_infoerr     : 0          chk_seqerr      : 0          
chk_replace     : 0          chk_insert      : 0          chk_full        : 10          

chk_notenough   : 0          chk_recov       : 10         chk_recov_ok    : 0          
recov_noblk     : 0          recov_nobuf     : 0          data_recov      : 0           

data_recov_ok   : 0          data_order      : 9          data_order_blk  : 0          
data_outoforder : 0          data_order_prev : 0          data_order_next : 0           

order_noblk_2   : 0          order_assem     : 0          out_notblk      : 0          
out_noblk_2     : 0          out_blk_2       : 0          out_nonext      : 0           

out_order       : 0          group_prev      : 0          group_next      : 0          
group_notorder  : 0          group_sent      : 0          group_assem     : 0           

group_direct    : 0          group_order     : 0          tm_order_copy   : 1          
tm_order_assem  : 0          tm_head_freechk : 0          tm_head_freedata: 10          

close_freechk   : 0          close_freedata  : 0          close_freebuf   : 0          
encode_notestab : 0           

 

##### rs bytes stat: 

before_rs       : 25520      after_rs        : 127828     recv_rs         : 3100        

##### rs encode stat: 

 [0]: 

 [1]: [2]       386 
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 [2]: 

 [3]: [3]         1 

 [4]: 

 [5]: 

 [6]: 

 [7]: 

 [8]: [8]         1 

 [9]: 

[10]: 

[11]: 

[12]: 

[13]: 

[14]: [4]         1 

[15]: 

[16]: [4]         1 

 

 

ᶛ 2̔ 

eg1000c#show vwan stat channel  

stat of channel:pyd 

receive_pkt    :820854         send_pkt       :9664794        over ringsize  :0  

eg1000c#show vwan stat link  

send_syn        send_ssyn       send_ping       send_pong       send_data  
send_rst         

recv_syn        recv_ssyn       recv_ping       recv_pong       recv_data       
recv_rst         

channel name:pyd 

link id: 69fba7 

1               2               490             490             24              0                

1               1               490             490             18              0 
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1.4 ῖ ҽᶛ 

1.4.1  

№ ӊ ѿҩ Ȃ 

№ ῤ Ⱶ ᴰ Ȃ 

№ ⌠ 2
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Ruijie(vwan-channel)# link dialer 1 6061 1.1.1.1 6062 //



Ḥ ΐ 
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2 Ḥ ΐ 

2.1 Ping  

ҹԅ ̆ Echo ̆ ѿҩ

̆ ̆ Echo ̆ ץ ᵀ

ȁ ̆≠ RGOS ᶫ Ping ΐ̆ ץ ꜛ ȁ ᵝ

Ҭ Ȃ 

Ping פ Ҋ̆ Ҋ̆ Ping ⱳ

̆ Ҋ̆ ץ Ping ⱳ Ȃ 

ᵬ פ  

Ruijie# ping [ip] [address [length 
length] [ntimes times] [data 
data][ source source] [timeout 
seconds] ] 

Ping̔ ΐ 

Ping ⱳ ̆ ץ Ҋ ̆ 5 ҩ ҹ 100Byte

⌠ IP ̆ ̂ ҹ 2 ῤ̃̆ ̆↕ ļ!Ľ ̕

̆↕ ļ.Ľ Ȃ ₮ѿҩ Ḥ ȂץҊҹ ping ᶛ̔ 

Ruijie# ping 192.168.5.1 

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 seconds: 

< press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 

Ping ⱳ ̆ Ҋ Ȃ Ping Ҭ̆ ץ ҩ ȁ

ҩƳ



Ḥ ΐ 
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ᴰ ↕ ̆ѿҩ ѿҩ ῏̆ Ҭ TTL ⁞ 1 ᵬȂ

TTL ҹ0 ̆ ῏Ḃҡ ҩ ̆ ѿҩTTL Ȃ

ҩ ↕̆Traceroute פ ̔ ᾢ ѿҩTTLҹ1 ̆

ѿҩ ῏Ḃ ѿҩ ICMP ץ̆ Ҍ ̆ ҹTTL ̆ӊ

TTL ⱴ 1 ̆ ԋҩ ῏ TTL ̆ ҩ ѿ Ҋ ̆

⌠⌠ ̆ ѿҩ ICMP TTL Ḥ ̆Ḃ Ҋԅ ׆ ⌠

̆IP ҩ Ȃ 

Traceroute פ ץ Ҋ ̆ΐᵣ פ Ҋ̔ 

ⱳ פ  

Ruijie# traceroute [protocol] [destination [probe 
probe] [ttl minimum  maximum]  [ source 
source] [timeout seconds]] 

 

Ҋҹץ Traceroute ңҩᶛ ̆ѿҩҹ ̆ѿҩҹ ֓ ῏Ҍ

’Ȃ 

1̈ Traceroute ᶛ ̔ 

Ruijie# traceroute 61.154.22.36 

  < press Ctrl+C to break > 

Tracing the route to 61.154.22.36 

 

1      192.168.12.1        0 msec  0 msec  0 msec 

2      192.168.9.2         4 msec  4 msec 4 msec 

3      192.168.9.1         8 msec  8 msec  4 msec 

4      192.168.0.10        4 msec  28 msec  12 msec 

5      202.101.143.130    4 msec  16 msec  8 msec 

6      202.101.143.154   12 msec  8 msec  24 msec 

7      61.154.22.36       12 msec  8 msec  22 msec 

҉׆ ץ ׆̆⌠ IP ҹ 61.154.22.36 Һ ̆

ԅ ֓ ῏̂1̇6̃̆ ₮ԅ⌠ ῏ ̆ ԍ № ̆

Ȃ 

2̈ Ҭ ֓ ῏Ҍ Traceroute ᶛ ̔ 

Ruijie# traceroute 202.108.37.42 

< press Ctrl+C to break > 

Tracing the route to 202.108.37.42 

1      192.168.12.1       0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 

5      61.154.8.129       12 msec  28 msec  12 msec 

6      61.154.8.17         8 msec  12 msec  16 msec 

7      61.154.8.250       12 msec  12 msec  12 msec 

8      218.85.157.222     12 msec  12 msec  12 msec 

9      218.85.157.130     16 msec  16 msec  16 msec 

10     218.85.157.77      16 msec  48 msec  16 msec 

11     202.97.40.65       76 msec  24 msec  24 msec 

12     202.97.37.65       32 msec  24 msec  24 msec 

13     202.97.38.162      52 msec  52 msec  224 msec 

14     202.96.12.38       84 msec  52 msec  52 msec 

15     202.106.192.226    88 msec  52 msec  52 msec 

16     202.106.192.174    52 msec  52 msec  88 msec 



Ḥ ΐ 

http://www.ruijie.com.cn 

17     210.74.176.158    100 msec  52 msec  84 msec 

18     202.108.37.42       48 msec  48 msec  52 msec 

҉׆ ץ ׆̆⌠ IP ҹ202.108.37.42 Һ ̆

ԅ ֓ ῏̂1̇17̃̆ ғ ῏ 4 ₮ ԅ Ȃ 
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3 DHCP 

3.1 DHCP ׃  

DHCP(Dynamic Host Configuration Protocol̆ꜚ Һ ) RFC 2131 Ҭ

̆DHCP ҹԑ ҉Һ ᶫ ȂDHCP ԍ Client/Server ᵬ ̆DHCP Ⱶ

ҹ ꜚ Һ № IP ᶫҺ Ȃ 

DHCP ҈ └№ IP ̔ 

1) ꜚ№ ̆DHCP № ӄ IP ̕ 

2) ꜚ № ̆DHCP № ѿ ᴪ IP ̂ ꜚҺץ

̃̕ 

3) ̆ IP Ȃ ץ DHCP IP

Ȃ 

҈ № Ҭ̆ ꜚ № ץ ᶏ ҌῬ Ȃ 

DHCP ԍ BOOTP(Bootstrap Protocol) ̆ ΐ BOOTP

Ҭ ף ⱳ ̆ ҍ BOOTP DHCP Ⱶ ֜ԑȂBOOTP Ҭ ף ⱳ

̆ᶏ ҩ ѿҩ DHCP Ⱶ ȂRFC 951 RFC 1542 DHCP

ԅ Ȃ 

3.2 DHCP Ⱶ  ׃

֟ DHCP Ⱶ ῃ RFC 2131 ̆Һ ⱳ ҹҺ № IP

ȂDHCP ᵬ Ҋ Ȃ 

 

DHCP ᵬ  

DHCP IP Ҋ̔ 

1) Һ DHCPDISCOVER ҉

Ⱶ ̕ 
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2) DHCP Ⱶ Һ DHCPOFFER ̆ IP ȁMAC ȁ Ḥ

ץ ̕ 

3) Һ DHCPREQUEST ̆ Ⱶ № ᶫ IP ̕ 

4) DHCP Ⱶ Һ DHCPACK ̆ Һ Ȃ 

 
 说明： 

DHCP ץ ⌠ ҩ DHCP Ⱶ DHCPOFFER ̆ ᴋᵥѿҩ

DHCPOFFER ̆ᵖ ⌠ ѿҩ DHCPOFFER Ȃ ̆DHCP

Ⱶ DHCPOFFER Ҭ Ҍѿ ҹ № ̆ ’Ҋ̆DHCP Ⱶ ᴪḠ

⌠ ₮ Ȃ 

 

DHCP Ⱶ № DHCPREQUEST ̆ ҹԅ ῒ

DHCPOFFER DHCP Ⱶ Ӟ ⌠ ̆ OFFER̂ № ̃

IP Ȃ 

DHCP DHCPOFFER Ḥ Ҭ ̆ ᴪ Ⱶ

DHCPDECLINE Ḥ № Ḥ Ȃ 

Ҭ̆ DHCP DHCPOFFER Ḥ ̆DHCP Ⱶ ᴪ

DHCPNAK DHCP ̆ Ȃ 

Ҭ̆ ֟ DHCP Ⱶ ̆ ץ Ҋץ ̔ 

 ᵞ ῀ Ȃѿ № ῀ ̆ ꜚ №

῀ ᵞȂ 

 ᴋⱵ̆ ᵞ Ȃ ꜚ № ̆ ԅ ̆ ԍ

Ғҙ ֲ ̆ ᵞԅ Ȃ 

 Ҭ Ȃ ₃ҩ ̆ ᴋᵥ ꜚ̆ ḱ

DHCP Ⱶ Ȃ 

3.3 DHCP
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3.4 DHCP Ҭ ף  ׃

DHCP Ҭ ף ̆ DHCP Ⱶ ӊ DHCP Ȃ DHCP ҍ

Ⱶ Ҍ ѿҩ ҉̆ DHCP Ҭ ף DHCP ȂDHCP Ҭ

ף ̆ҍ Ҍ ̆ ᴰ ̆ ѿ

Ҍᴪḱ IP ῤ Ȃ DHCP Ҭ ף ⌠ DHCP ̆ ѿҩ DHCP ̆

₮ Ȃ 

DHCP ̆DHCP Ҭ ף Ἕ
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҉ service dhcp פ ╠֟ Ҭ Ⱶ Ȃ 

10.1 ץ №֟ ҉̆DHCP ⱳ ֓ⱳ ₮ ‖ ̆Ӟ ֓
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 Ⱶ ̂ ̃ 

 NetBIOS WINS Ⱶ ̂ ̃ 

 NetBIOS ̂ ̃ 

3.5.3.1 ῀ῒ  

῀ ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  
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Ruijie(dhcp-config)# lease {days [hours] [ minutes] | infinite}  

 

3.5.3.5  

ץ ̆ Һ ̆Ҍ Һ ᴪ ꜚⱴ

҉ Һ Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  
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̕ ԅ WINS Ⱶ ̆ ҹ Ȃ 
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3.5.4  

IP MAC ῏ Ȃ ң ̔1̃ ̆

DHCP Ⱶ Ҭ̆ ӈ IP MAC ̆ ῒ ѿ

ҩ ̕2̃ꜚ ̆DHCP Ⱶ ⌠ DHCP ̆ꜚ ׆ Ҭ№ IP

̆ IP MAC Ȃ 

ӈ ̆ ᾢ ҹ ѿҩ ꜚ ӈѿҩҺ ̆ ӈ DHCP

IP ᴆ Ȃ ᴆ MAC Ȃ ̆ ѿ

ӈ ̆ Ҍ ӈ MAC ̆ ԅ ׃ MAC Ȃ῏ԍ

׃ ̆ RFC 1700 Ҭ῏ԍ―Address Resolution Protocol Parameters‖ №ῤ Ȃ

ץ ҹ―01‖Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip dhcp pool name 
ӈ ̆ ῀ DHCP

 

Ruijie(dhcp-config)# host address ӈ IP  

Ruijie(dhcp-config)# hardware-address 
 hardware-address type 
Ruijie(dhcp-config)# client-identifier 
unique-identifier 

ӈ ᴆ ̆
aabb.bbbb.bb88 

ӈ ̆
01aa.bbbb.bbbb.88  

Ruijie(dhcp-config)# client-name name 

̂ ̃ ‰ ASCII

ӈ ̆ Ҍ

Ȃ ӈ mary Һ ̆

Ҍ ӈ mary.rg.com 

3.5.5 Ping  

’̆ DHCP Ⱶ ׆ Ҭ№ ѿҩ IP ̆ᴪ ң Ping פ

(ѿ ѿҩ )Ȃ Ping ̆DHCP Ⱶ ҹ ҹ ̆ №

DHCP ̕ Ping ̆DHCP Ⱶ ҹ ᶏ ̆ № ѿ

ҩ DHCP ̆ ⌠№ ⱳȂ 

Ping ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip dhcp ping 
packets number 

DHCP Ⱶ № ӊ╠

Ping ̆ ҹ 0 ↕Ҍ

Ping ᵬ̆ ҹ 2Ȃ 

 

3.5.6 Ping  

’Ҋ̆DHCP Ⱶ Ping ᵬ 500 ̆ ҹ IP Һ Ȃ

ᵰ ץ Ping ̆ Ⱶ Ping Ȃ 
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Ping ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip dhcp ping 
timeout milliseconds 

DHCP Ⱶ Ping ̆

ҹ 500msȂ 

 

ץ 3.5.7 DHCP  

֟ ץ DHCP ꜚ № IP Ȃ ץ DHCP

̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address dhcp DHCP ⌠ IP  

 

3.5.8 PPP ҉ DHCP  

֟ ppp DHCP ꜚ № IP Ȃ DHCP ̆

Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address dhcp DHCP ⌠ IP  

 

3.5.9 FR ҉ DHCP  

֟ FR DHCP ꜚ № IP Ȃ DHCP ̆

Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address dhcp DHCP ⌠ IP  

 

3.5.10 HDLC ҉ DHCP  

֟ HDLC DHCP ꜚ № IP Ȃ DHCP ̆

Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip address dhcp DHCP ⌠ IP  
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 说明： 

10.1 №֟ ҉̆ PPPȁHDLCȁFR ץ҉ dhcp

IPȂ 

 

3.6 Ḥ  

3.6.1 DHCP Ⱶ  

DHCP Ⱶ ҈  ̔פ

1̃ ̆פ ץ DHCP ȁ ‖ ȁ Ⱶ Ḥ ̕ 

2̃ ̂debug̃ ̆פ ₮ Ḥ ̆Һ ԍ ̕ 

3̃ ̆פ DHCP ῏Ḥ Ȃ 

֟ ᶫԅ҈ ̆פ ῏ Ḥ ᵬ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  
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2̃ ̆פ DHCP ῏Ḥ Ȃ 

DHCP ̆ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie# debug ip dhcp client  
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hardware-address 00d0.df34.32a3 ethernet 

client-name Billy 

default-router 172.16.1.254 

domain-name rg.com 

dns-server 172.16.1.253 

netbios-name-server 172.16.1.252 

netbios-node-type h-node 

3.7.3 DHCP  

Ҋץ Ҭ̆ҹ GigabitEthernet 0/0 DHCP ꜚ№ Ȃ 

interface GigabitEthernet0/0 

ip address dhcp 
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4 DHCP Relay 

4.1  

4.1.1 DHCP 

DHCP ꜚ № ̆ IP Ȃ 

DHCP Client ₮ DHCP DISCOVER DHCP ServerȂDHCP Server ⌠ DHCP 

DISCOVER ̆ ѿ Client № , IP ̆ ₮ DHCP OFFER

ȂDHCP Client ⌠ DHCP OFFER ̆ Ȃ DHCP 

REQUEST ̕ Ҍ ̆ DHCP DISCOVER Ȃ Ⱶ ⌠ DHCP 

REQUEST ̆ IP ̂ ῒז ̃ №ץ ̆ №ץ ̆↕

DHCP ACK ̕ Ҍ № ̆↕ DHCP NAK ȂDHCP Client ⌠ DHCP ACK

̆ ᶏ Ⱶ № ̕ ⌠ DHCP NAK̆↕ DHCP DISCOVER

Ῥ ѿҩ IP Ȃ 

4.1.2 DHCP Ҭ ף ̂DHCP Relay Agent̃ 

DHCP IP ҹ255.255.255.255̆ ԍ ῤ̆Ҍᴪ

Ȃҹԅ ꜚ IP № ̆DHCP Relay Agent ֟ ԅȂ ⌠ DHCP 

IP DHCP Server̆ ̆ ⌠ DHCP

DHCP ClientȂ DHCP Relay Agent ԍѿҩ ̆ ᵝԍҌ DHCP 

Client DHCP ServerȂ ԅ ѿҩ DHCP Server ꜚ IP

̆ Client—Relay Agent—Server DHCP ꜚ IP Ȃ  
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VLAN 10 VLAN 20 №≢ 10.0.0.1/16 20.0.0.1/16 ̆ DHCP Server

30.0.0.1/16 ҉̆30.0.0.2 DHCP Server 10.0.0.1/16 20.0.0.1/16 ꜚ

IP ̆ ᵬҹ ῏ ҉ DHCP Relay Agent̆ DHCP Server IP ҹ

30.0.0.2  ԅץ

4.1.3 DHCP Relay Agent Information(option 82) 

RFC3046 ӈ̆Ҭ DHCP relay ̆ ץ ⱴѿҩ option

DHCP client ѿ֓ Ḥ ׆̆ ᶏ Ⱶ ץ Ḥ № Ҍ

IP̆ RFC3046 ӈ̆ ᶏ option ҹ 82̆ Ӟ ᵬ option82̆

option ץ № ҩ ̆ ᶏ Circuit ID Remote IDȂ Ὲ

 relay agent information ң ̆ѿ ҍ 802.1x/SAM relay 

agent information option dot1x̆ ѿ
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2. relay agent information option82̔ option Ҍ ῒז ̆

DHCP relay Ҭ̆ ⌠ DHCP ᵣ ץ̆ Ḥ ̆

option82 Ḥ ҉ᴰ⌠ Ⱶ ̆option Ҋ̔ 

Agent Circuit ID 

 
Agent Remote ID 

 

4.1.4 DHCP relay Check Server-id ⱳ   

DHCP ̆ ᴪҹ ѿҩ ҩ DHCP Ⱶ ׆̆ ᴍ̆ ҹѿ

Ⱶ ᵬҌ ᶏ Ȃ DHCP ҩ֜ԑ Ҭ̆ DHCP client

DHCP REQUEST ԅ Ⱶ ̆ ᴪ Ҭ ѿҩ server-id

option ̆ ֓ Ҭҹԅ⁞ Ⱶ ⱬ̆ ױ relay ᶏ

̆ server̆ Ҍ ѿҩ DHCP server̆҉

DHCP check server-id ⱳ  

4.2 DHCP 

4.2.1 DHCP Ҭ ף  

ῃ Ҋ̆ Ҋ DHCP Ҭ ף ̔ 

ᵬ פ  

Ruijie (config)# service dhcp DHCP ף   
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ץ̆ └ᵞ ӊ ԑ ̆ ץ פ ip dhcp relay 

information option dot1x access-group acl-name ̆ acl-name ӈ ACL

ᾢ ̆ ץ ֓ῤ ̆Һ ԍ ӊ ԑ Ȃ ̆

῏ ACL ⌠ ҉̆ ғ ACL ACĔҍῒ ῏

ACL ‖ ῏ ̆ᶛ ̔ 
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4.2.5 DHCP option 82 

פ ip dhcp relay information option82 פ ̆ ᴪ DHCP relay Ҭ

ⱴ DHCP Relay Agent Information Ҭ option ⌠ Ⱶ Ȃ 

ῃ Ҋ̆ Ҋ DHCP option82̔ 

ᵬ פ  

Ruijie(config)# ip dhcp relay 
information option82 

DHCP option82 ⱳ   

Ruijie(config)# no ip dhcp relay 
information option82 

῏ DHCP option82 ⱳ Ȃ 

 

4.2.6 DHCP relay check server-id 

פ ip dhcp relay check server-id ̆ ⌠ DHCP relay ᴪ DHCP 

SERVER-ID option̆ Ҍҹ ̆↕ server ̆ Ҍ ῒז Ⱶ

Ȃ 

ῃ Ҋ̆ Ҋ DHCP relay check server-id ⱳ ̔ 

ᵬ פ  

Ruijie(config)# ip dhcp relay check 
server-id 

DHCP relay check server-di

ⱳ   

Ruijie(config)# no ip dhcp relay 
check server-id 

῏ DHCP relay check server-id

ⱳ Ȃ 

 

4.2.7 DHCP relay suppression 

פ ip dhcp relay suppression ̆ ԅDHCP realy suppression Ҍ ⌠

DHCP ҹ relay ₮ ̆ ԍ ⌠ ҌẠ └Ȃ 

Ҋ̆ Ҋ ⱳ ̔ 

ᵬ פ  

Ruijie(config-if)# ip dhcp relay 
suppresson 

DHCP relay suppresson ⱳ

  

Ruijie(config-if)# no ip dhcp relay 
suppresson 

῏ DHCP relay suppresson ⱳ

Ȃ 

 

4.2.8 DHCP ᶛ 

Ҋ פ ԅ dhcp relay ⱳ ȁ ⱴԅң Ⱶ ᶛ ̔ 
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Ruijie# configure  terminal  

Ruijie(config)# service dhcp                  // dhcp relay ⱳ  

Ruijie(config)# ip helper-address 192.18.100.1  // ⱴῃ Ⱶ  

Ruijie(config)# ip helper-address192.18.100.2      // ⱴῃ Ⱶ  
Ruijie(config)# n (confifa5.1ress

(GigabitEthernet34.82 Tm

[(192.)] TJ

ET

BT

1 0 0 1 632(cof.2 Tm

[((01.08 Tm

 0 Tc[<] TJ

ET

BT9cof.2 Tm

[((3.08 Tm

 0 Tc[<] TJ

ET
F1 10.5.2 Tm

[((9.2 Tm

[(Ruijie)] TJ

ET

BT

1 0 0 1387.46.5.2 Tm

[((9.2 Tm

[(Ruijie
1 0 0 1 136.5698 34.2 Tm

[((config)# )] TJ

ET

BT

/F15 10698 34.2 Tm

 1 199.5nfig)# )] TJ

ET

BT

/80 110698 34.2 Tm

dress)] TJ

ET

BT

/F1718ET

B698 34.2 Tm

if )] TJ

ET

BT

/FTJ

ET

BT

1 0 0 1 1323381
B698 34.2 Tm

1ress)] TJ

ET

BT

/F17 82.4
B698 34.2 Tm

im

[(-)] TJ

ET

BT

1 0 0 1 262( )] T698 34.2 Tm

dress)] TJ

ET

BT

/F17281 34.698 34.2 Tm

6.64 721.08 Tm

[(192.18.TJ

ET

BT

1 0 0 1325.5 T698 34.2 Tm

1ress)] TJ

ET

)] TJ

ET

BT

1 0 0 1 31.8 T698 34.2 Tm

 1 382.2 734.82 Tm

 2.36 Tc[(  )] TJ

ET

BT

1407.46.698 34.2 Tm2 Tm

 -0.039 Tc[(//)] TJ

ET

BT

482.0
B698 34.2 Tm0 1 419.64 721.08 Tm

 0 Tc[<242B08D0>6<079812701D323.8 T698 34.2 Tm>] TJ

ET

/F1 T

19D50A13

1 0 0 1 514.08 721.08 Tm

[( )] TJ

ET

BT

/F12 10.5 Tf2.28T698 34.2 Tm

1ress

(config)# 

n - 



DHCP Relay 

http://www.ruijie.com.cn 

line con 0 

exec-timeout 0 0 

line vty 0 

exec-timeout 0 0 

login 

password 7 0137 

line vty 1 2 

login 

password 7 0137 

line vty 3 4 

login 

end 

4.5 DHCP ῖ ᶛ 

4.5.1 IP ҉  

4.5.1.1  

1ȁ ץ IP ҉ ̕ 

2ȁ IP ҉ Ȃ 

4.5.1.2  

 

4.5.1.3 №  

DHCP Snooping֜ ҍDHCP Relay ֜ access ̆ Client ץ

ꜚ IP ҉ ̆

-(F�,�È?±"w0�p `
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4.5.1.4  

҉ ̆ Ҋ ̔ 

 DHCP Snooping ̔ 

# DHCP Snooping ⱳ  
Ruijie(config)# ip dhcp snooping 

# ҍ Ⱶ Gi0/2 ҹ Ḥᴋ  
Ruijie(config)# interface gigabitEthernet 0/2 

Ruijie(config-if)# ip dhcp snooping trust 

# Gi0/2 ҹ ARP Ḥᴋ  
Ruijie(config-if)# ip arp inspection trust 

Ruijie(config-if)# exit 

# VLAN DAI ⱳ  
Ruijie(config)# ip arp inspection vlan 1 

# IP ̂SVI1̃ 
Ruijie(config)# interface vlan 1 

Ruijie(config-if)# ip address 10.2.0.1 255.255.0.0 

# ⌠ ѿҩ ̂10.1.0.0/16̃  
Ruijie(config)# ip route 10.1.0.0 255.255.0.0 10.2.1.1  

 DHCP Relay

10.1.0.0/16
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# DHCP  
Ruijie(dhcp-config)# network 10.2.0.0  255.255.0.0  

# ⌠ ѿҩ ̂10.2.0.0/16̃  
Ruijie(config)# ip route 10.2.0.0  255.255.0.0  10.1.0.1 
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5 DNS 

5.1 DNS  

ҩ IP
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Ruijie(config)# ip  
Domain-lookup 

DNS ⱳ ῏ 

ᶏ no ip domain-lookup ῏פ DNS ⱳ  

Ruijie(config)# ip domain-lookup 

5.2.3 DNS Server 

ᵥ DNS Ⱶ Ȃ ԅ DNS Ⱶ ̆ ꜚ Ȃ 

− DNS Ⱶ ̆ ᶏץ no ip name-server [ip-address] פȂῒҬ

ip-address − Ⱶ ̆ ↕− Ⱶ Ȃ 

ᵬ פ  

Ruijie(config)# ip 
name-server ip-address 

ⱴ DNS Server IP Ȃ

̆פ ᴪ ⱴѿҩ DNS ServerȂ ׆

ѿҩ Server ⌠ ̆ ᴪ

₃ҩ Server DNS ̆ ⌠ ⌠

ҹ Ȃ 6 ҩ Ⱶ Ȃ 

 

5.2.4 Һ IP  

ᵥ Һ IP Ȃ ԅѿ Һ IP ̆Ӟ Һ

⌠ IP ȂҺ ⌠ IP ῤ ңҩ ̔ ꜚ ӟȂ

Ҍ ꜚ ӟ ’Ҋ̆ ԅȂ 

ᵬ פ  

Ruijie(config)# ip host 
host-name ip-address 

Һ IP  

ᶏ פ no −ץ Һ IP Ȃ 

5.2.5 ꜚ Һ  

ᵥ ꜚ Һ Ȃ ῀ clear host clear host * פ ꜚ

Ȃ ↕ − Ȃ 

ᵬ פ  

Ruijie# clear host##
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ᵬ פ  

Ruijie# show hosts DNS ῏  

Ruijie# show hosts 

DNS name server    :     

192.168.5.134    static  

     host                 type          address              

www.163.com              static       192.168.5.243          

www.ruijie.com          dynamic      192.168.5.123          

5.2.7 ҽᶛ 

Ping Һ ̔ 

Ruijie# ping www.ietf.org 

Resolving host[www.ietf.org]ȂȂȂȂȂȂ 
Sending 5,100-byte ICMP Echos to 192.168.5.123, 

timeout is 2000 milliseconds. 

!!!!! 

Success rate is 100 percent(5/5) 

Minimum = 1ms Maximum = 1ms, Average = 1ms 
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6 NTP 

6.1 NTP 

Network Time Protocol̂ NTP
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NTP ⱴ ҍ Ⱶ Ḥ№ң ̔ ѿ̆ NTP ῃ ῃ ץ≢

ῃ ῏ ̕ ԋ̆ Ḥ Ⱶ Ḥᴋ ̕NTP ῃ ῃ └ ԍ

ѿҩ ̆ᵖ ҍ Ⱶ ӊ ⱴ Ḥ̆ Ⱶ

Ȃ 

’Ҋ̆ Ҍᶏ ῃ ῃ ≢ └Ȃ ᶏ ῃ ≢ └↕Ҍ Ḥ ⱴ

Ȃᵖ ֽֽ ԅῃ ῃ ̆ Ҍף ѿ ԅⱴ Ⱶ ҍ

Ḥ̆ ῒזῃ Ⱶ ⱴ Ⱶ ⱴ ḤȂ 

ῃ ῃ ≢ └̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

ntp authenticate NTP ῃ ῃ ≢ └Ȃ 

no ntp authenticate ῏ NTP ῃ ῃ ≢ └Ȃ 
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ᵬ פ  

ntp trusted-key key-id NTP ῃ Ḥᴋ IDȂ 

no ntp trusted-key key-id − NTP ῃ Ḥᴋ IDȂ 

҈҉ץ ֽֽ ῃ └ ѿҩ ̆ ҍ Ⱶ ⱴ Ḥ

Ⱶ Ḥᴋ Ȃ 

 
 注意： 

− ῃ ̆↕ ḤᴋḤ Ӟᴪ − Ȃ 

 

6.2.4 NTP Ⱶ  

’Ҋ̆ NTP Ⱶ Ȃ ҍ 20 ҩ NTP Ⱶ ֜

ԑ̆̂ ῃ ץ ῏ ̃ ҹץ ѿҩ Ⱶ ѿҩ ̆ ҍ

Ⱶ ⱴ ḤȂ 

ҍ Ⱶ Ḥ ҹ NTP 3̆ ץ NTP ̆

҉ Ⱶ NTP Ȃ 

ѿҩ NTP Ⱶ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

ntp server ip-addr [version 
version][ source if-name 
number][key keyid][prefer] 

NTP Ⱶ  

version̂NTP ̃̔1-3 

if-name ̂ ̃ ̔

Aggregateport ȁ Dialer  

GigabitEthernet ȁ Loopback ȁ

MultilinkȁNullȁTunnelȁVirtual-pppȁ

Virtual-templateȁVlan Ȃ 

keyid̔1-4294967295 

no ntp server ip-addr − NTP Ⱶ  

ԅῃ ῃ ץ≢ └̆ Ṝ Ⱶ Ḥ Ḥᴋ ̆ ԍ

Ⱶ ⱴ Ḥ̆ ⱴ Ḥ Ⱶ Ḥᴋ Ȃ 

6.2.5 ῏ NTP  

פ ⱳ ῏ ҉ NTP Ȃ 

’Ҋ̆ᴋ ҉ NTP ץ ᶫ ̆ ҩ

ⱳ ̆ ץ ҉ ⌠ NTP Ȃ 

 
 注意： 
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ⱳ פ IP ̆ ῒז ҉

 Ȃפ

 

Ҋ Ҋץ ̆פ ῏ NTP ̔ 

ᵬ פ  

interface interface-type number ῀  

ntp disable ῏ NTP ⱳ Ȃ 

NTP ⱳ ̆ Ҋᶏ no ntp disable  פ

6.2.6 NTP ⱳ ῏ 

no ntp פ ⱳ ῏ NTP Ⱶ̆Ả ̆ ῏ NTP Ḥ Ȃ 

’Ҋ̆NTP ⱳ ῏ ̆ᵖ ԅ NTP Ⱶ NTP ῃ ≢ └̆NTP ⱳ

ᴪ Ȃ 

῏ NTP̆ ῃ Ҋ Ҋץ  ̔פ

 פ
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῏ פ ῏ NTP פ Ảץ ̂ Ҭ̃ ῏ ⱳ

̂ ̃̆Ҍ ̆῏ NTP ῏Ҍֽֽᴪפ NTP ⱳ ̆ ғᴪ ῏

NTP Ḥ Ȃ 

6.2.8 NTP ᴆ  

ᶏ ⱳ ץ NTP ᶏ ׆ ṿ ᴆ Ȃ 

ῃ Ҋ Ҋץ פ ᴆ ̔ 

ᵬ פ  

ntp update-calendar ᴆ  

no ntp update-calendar ᴆ  

 

’Ҋ NTP ᴆ Ȃ ӊ ̆NTP ᴪ ҍ

ⱳ Ӟ ᴆ Ȃѿ ’Ҋ ⱳ ̆ᶏ ᴆ Ӟ

Ḡ ‰Ȃ 

6.2.9 NTP Һ  

ⱳ ᵬҹ NTP Һ ̂ ̃̆ ҹῒ ᶫ Ȃ 

’Ҋ̆ ᴪ ҍ Ȃᵖ ԍ

ҍ ̆ ץ פ ̆

ҹῒז ᶫ Ȃ 

ѿ ԅ ̆ ḂҌᴪҍ ῒ ṿ Ȃ 

       
 说明： 
NTP ᶏ ľ ̂stratum̃Ŀ ľ ̂hops̃ĿȂѿҩ

ҹ 1 Ⱶ ҩ ̕ ҹ 2 Ⱶ ׆ ҹ 1

Ⱶ ̕ ҹ 3 Ⱶ ׆ ҹ 2 ŀŀ Ȃ ṿ

ᵞ ҹ Ȃ 

 

ῃ Ҋ Ҋץ פ NTP Һ ⱳ ̔ 

ᵬ פ  

ntp master [stratum] 

ᵬҹ NTP Һ

Ȃ ṿ ҹ 1͘

15̕ Ҍ ↕ ṿҹ 8Ȃ 

no ntp master NTP Һ  

 

Ҋ ץ ̆ ῒ ҹ 12Ȃ 
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Ruijie(config)# ntp master 12 

 
 注意： 
ᶏ פ ≢ Ȃ ҹҺ ̂ ῒ ԅ ᵞ ṿ ̃

Ȃ ѿ Ҭ ҩ ᶏ ԅ ↕̆פ ԍ

ӊ Ҍ Ȃ 

̆ᶏ ╠פ ׆ ҍ ̆↕ ꜚ ‰ Ḡץ

ῒҌᴪ Ẓ ̂῏ԍ ᵥ ꜚ ‰ ȇ֜ ȈҬ

№̃Ȃ 

Ҍפ ntp └ └̂ ᶏ NTP └ⱳ └̆ ׅפ Ȃ̃ 

 

6.2.10 NTP Ⱶ └  

NTP Ⱶ └ⱳ ᶫԅѿ ῃ ̂ ῃ ᶏ NTP ᴍ

└̃Ȃ ’Ҋ ᴋᵥ NTP └ ↕Ȃ 

ῃ Ҋ Ҋץ פ NTP Ⱶ └ ̔ 

ᵬ פ  

ntp access-group { peer | serve |  
serve-
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ῒ ᵬ ̃Ȃ ҉ ↕ ̆ᵖ ⌠ҍ └ ῏

Ȃ 

 

ᴋᵥ └ ↕̆↕ ᾛ Ȃᵖѿ ԅ └ ↕̆↕ֽ

↕Ҭ ᾛ Ȃ 

ץ Ҋ ᾛץ 1 ↓ Ҭ ȁ └

̕ └ 2 ↓ Ҭ ֽ ̔ 

Ruijie(config)# ntp access-group peer 1 

Ruijie(config)# ntp access-group serve-only 2 

 

6.3 NTP Ḥ  

6.3.1 NTP 

NTP ⱳ ̆ ץ פ ₮ Ḥ ̆ Ȃ 

NTP ⱳ ̆ Ҋ Ҋץ  ̔פ

ᵬ פ  

debug ntp ⱳ Ȃ 

no debug ntp ῏ ⱳ Ȃ 

 

6.3.2 NTP Ḥ  

Ҋ̆ ᶏץ show ntp status פ ╠ NTP Ḥ Ȃ 

NTP Ḥ ̆ Ҋ Ҋץ  ̔פ

ᵬ פ  

show ntp status ╠ NTP Ḥ  

ԅ ῏ Ḥ Ⱶ ӊ פ ₮ Ḥ Ȃ 

Ruijie# show ntp status 

Clock is synchronized, stratum 9, reference is 192.168.217.100 

nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**18 

reference time is AF3CF6AE.3BF8CB56 (20:55:10.000 UTC Mon Mar 1 1993) 

clock offset is 32.97540 sec, root delay is 0.00000 sec 

root dispersion is 0.00003 msec, peer dispersion is 0.00003 msec 

̔starum ף ╠ ̆reference ҹ Ⱶ ̆frep ╠ ̆

precision
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dispersion ҹ Ⱶ Ȃ 

6.4 ᶛ 

Ҋץ Ҭ̆ Ҭ ѿҩ ҹ master NTP Ⱶ ̆ ԅ └̆ ԅ

ѿҩ key-id ҹ 6ȁkey-string ҹ wooooop ̆ ҹ Ⱶ Ḥᴋ ̕ҹԅ

ץ ҉ NTP Ⱶ ̆ ױ Ҋ ̆ ꜚ ῃ

̆ ѿҩ NTP Ⱶ ѿ ̆ ױ Ⱶ ҹ ҉ ҩ

NTP Ⱶ ̆ Ȃ 

IPv4 ᶛ̔ 

Ruijie(config)# no ntp 

Ruijie(config)# ntp authentication-key 6 md5 wooooop  

Ruijie(config)# ntp authenticate 

Ruijie(config)# ntp trusted-key 6 

Ruijie(config)# ntp server 192.168.210.222 key 6 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ntp disable 

Ruijie(config-if)# no ntp disable 

 

IPv6 ᶛ̔ 

Ruijie(config)# no ntp 

Ruijie(config)# ntp authentication-key 6 md5 wooooop  

Ruijie(config)# ntp authenticate 

Ruijie(config)# ntp trusted-key 6 

Ruijie(config)# ntp server 10::4 key 6 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ntp disable 

Ruijie(config-if)# no ntp disable 
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7 (SNTP) 

7.1  

╠̆ ҉ ԅ ̆ NTP̂Network Time Protocol--

̃̆ ѿ NTP ̆ SNTP̂ Simple Network Time Protocol̆

̃Ȃ 

NTP ץ ᵬ ̆ ̆ ₃ӍҌ ꜚ

̆ ץ ᶫ 1-50 ms ȂNTP ᶫ └̆ ῃ ≢ Ȃᵖ NTP

̆ Ȃ 

SNTP̂ ̃ NTP ̆ ̆ ԅ ̆

Ȃ ѿ Ӟ ⌠ 1 ̆Ӟ Ȃ 

ԍ SNTP NTP ῃѿ ̆ ץ SNTP Client ῃῚ

NTP ServerȂ 

7.1.1 SNTP  

SNTP / Ⱶ ᵬ ̆ Ⱶ GPS Ḥ ᵬҹ

‰̆ Ⱶ ᶫ Ⱶ ‰ Ḥ ̆

̆ ⌠ Ȃ 

 

 

Originate Timestamp T1 time request sent by client 

Receive Timestamp T2 time request received at server 

Transmit Timestamp T3 time reply sent by server 

Destination Timestamp T4 time reply received at client 

T1̔ ץ) ҹ )̆ ҹ Originate Timestamp̕  

T2̔ Ⱶ ⌠ ץ) Ⱶ ҹ )̆ ҹ Receive Timestamp̕ 

T3̔ Ⱶ Ḥ ץ) Ⱶ ҹ )̆ ҹ Transmit Timestamp̕  
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T4̔ ⌠ Ḥ ץ) ҹ )̆ ҹ Destination Timestamp̕ 

T̔ Ⱶ ӊ Ẓ ̕ 

d̔ң ӊ ̕ 

̔ 

ҹ 

T2 = T1 + t + d / 2;  

 ץ

T2 - T1 = t + d / 2; 

ҹ 

T4 = T3 – t + d / 2;  

 ץ

T3 - T4 = t – d TJ

ET

BT

1 0 0 1 170.9 610[(-)] TJ Tm

[4
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7.2.2 SNTP 

῀ ̆ Ҋץ SNTP̔ 

1) ῀ῃ Ȃ 

Ruijie# config 

2) SNTP̆ ѿ Ȃ ῀ ҩ ᴪľ ̆פ Ŀ ̆Ҍ

Ȃ(ҹԅ ᾧ ̆ ң ľ Ŀ ԍ 5 )Ȃ 

Ruijie(config)# sntp enable 

3) ⌠  

Ruijie(config)# End 

4) ╠  

Ruijie# show running-config 

5) Ḡ Ȃ 

Ruijie# copy running-config startup-config 

῏ SNTP̆ ץ no sntp enable ῃ פ ῏ SNTPȂ 

7.2.3 NTP Server  

ԍ SNTP NTP ῃѿ ̆ ץ SNTP Client ῃῚ NTP ServerȂ

҉ NTP Server̆ ץ ѿҩ ѿҩẠҹ֜ ҉ NTP 

ServerȂ 

ΐᵣ NTP server ץ http://www.time.edu.cn/ http://www.ntp.org/҉ Ȃ 

192.43.244.18(time.nist.gov)Ȃ 

῀ ̆ Ҋץ SNTP Server IP ̔ 

1) ῀ῃ Ȃ 

Ruijie# config 

2) SNTP Server IP Ȃ 

Ruijie(config)# sntp server <ip-addr>  

3) ⌠  

Ruijie(config)# End 

4) ╠  

Ruijie# show running-config 

5) Ḡ Ȃ 

Ruijie# copy running-config startup-config 

http://www.time.edu.cn/
http://www.ntp.org/
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7.2.4 SNTP  

SNTP Client ѿ NTP Server̆ץḂ ȂץҊ

֜ NTP Server ̔ 

1) ῀ῃ Ȃ 
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7.3 SNTP 

Ҋ̔ 

1) SNTP ῏  

Ruijie# show sntp 

2) ᶏ show sntp Ḡ ̔ 

Ruijie# show sntp 

SNTP state                 : ENABLE              //SNTP  

SNTP server                : 192.168.4.12         //NTP Server 

SNTP sync interval        : 60              //  

Time zone               : +8                           //  
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8 UDP-Helper 

8.1 UDP-Helper  

8.1.1 UDP-Helper  ׃

UDP-Helper
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8.2.2 ꜚ UDP-Helper Ҭ ⱳ  

   ⱳ פ 

Ruijie(config)# udp-helper 
enable 

udp-helper enable פ ꜚ

UDP Ҭ ⱳ Ȃ

UDP Ҭ ԍ῏

 

ᶏ no udp-helper enable פ ῏ UDP Ҭ ⱳ Ȃ 

 
 说明: 
1) ’ҊҬ ⱳ ԍ῏ Ȃ 

2) ꜚ UDP Ҭ ⱳ ̆↕ 69ȁ53ȁ37ȁ137ȁ138ȁ49 UDP

Ҭ Ȃ 

3) ῏ DUP Ҭ ⱳ ̆ UDP ̆

Ȃ 

 

8.2.3 Ҭ Ⱶ  

   ⱳ פ 

Ruijie(config-if)# ip helper-address 
IP-Address 

UDP Ҭ

Ⱶ Ȃ ’Ҋ Ҭ

Ⱶ Ȃ 

ᶏ no ip helper-address −פ Ҭ Ⱶ Ȃ 
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Ruijie(config)# ip forward-protocol 
udp ID 

Ҭ UDP Ȃ 

ԅUDP ̆↕

Ҭ ̆ ↕

Ȃ 

ᶏ UDP-Helper ⱳ ̆

69ȁ53ȁ37ȁ137ȁ138ȁ49

Ҭ  

ᶏ no ip forward-protocol udp port ῏פ Ҭ UDP Ȃ 

 
 说明: 
 UDP-Helper Ҭ ⱳ ԅҬ Ⱶ ̆ Ҭ

UDP Ȃ ↕̆ ᴪ Ḥ Ȃ  

 ꜚ UDP Ҭ ⱳ ̆ 69ȁ53ȁ37ȁ137ȁ138ȁ49 UDP

ⱳ ᴪ ꜚ̆Ҍ Ῥ Ȃ 

 256 ҩ Ҭ UDP Ȃ 

 ң ̆ ip forward-protocol udp domain ip 

forward-protocol udp 53 Ȃ 
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Step 5 Ruijie#show running  

̆ ῃ Ҋ no peanut usernameȂ 

ҽᶛ̔ 

#   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# peanut username test password test 

Ruijie(config)#  
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10 DNS 

10.1 DNS 

10.1.1 DNS ᵬ  

DNS ₮ ’̆ PC DNS ׆̆ ῤ

Ⱶ Ⱶ Ȃ 

10.2  

Ҋ DNS Ȃ 

 ⱳ  ṿ 

 DNS ῏ ῏  

 IP ↕ ↕ 

10.3 DNS 

 ̂ ̃ DNS ⱳ  

 ̂ ̃ IP ↕ 

10.3.1 DNS ⱳ  

῀ῃ ̆ Ҋץ DNS̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# smartdns enable DNS ⱳ  
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Step 4 Ruijie(config)#end  

Step 5 Ruijie#show running  

῏ DNS
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11 DNS ף  

11.1 DNS ף  

11.1.1 DNS ף  

DNS-Proxy DNS ף ̆ѿ ԍ ╠ ₮ ῏ ҉̆ ԍ DNS Ⱶ

PC Ҭ ף̆
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Ғ ѿ ̆ ᵟ ̆DNS

IP ̆ IP ԑ ҉ ȂDNS DNS Ⱶ

̆DNS Ⱶ Ḡ IP ῏ ̆DNS Ⱶ

̆ Ⱶ Ȃ 

11.1.2.2 DNS ף  

DNS ף ԍ DNS Ⱶ Ҭ ף ֲ̆ ף Ⱶ

ȂDNSף DNS ץ Ҍ ң ̆ DNS

DNS Ⱶ ҹ DNS ף ̆Ҍ ↕ DNS ף DNS Ⱶ

̆ Ҍ⌠ DNS ף Ȃ 

 

    
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DNS-Proxy ץ ԍ ⌠ DNS ꜝ ’Ȃ

IP ᴺ IP̆ DNS ̆ IP IP

↕̆ ↕ҡ Ȃ ⱳ ̆ ꜝ ῏̆

↕Ȃ 

 

    

1. DNS ף ⱳ DNS any dns̆

῀ dns-prxoy ⱳ ̆ ₮ DNS Ⱶ ꜚ

Ȃ ԅ ↕̆ ⱳ ᴨᾢ ̆ɰ ҹľdns Ŀ> ľ

Ŀҍľany dnsĿȂ 

2.  
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11.3 dns-proxy 

11.3.1 ҉ DNS ף  

dns-proxy ᵬ ̆ פ DNS ῀ ̆ ҩ῀ ̆

ҩ ҉ Ȃ 

ᵬ פ   

Step 1 Ruijie#configure terminal ῀ῃ  

Step 2 Ruijie(config)#intgi 0/2 ῀ gi0/2  

Step 3 Ruijie(config-if-GigabitEthernet 0/2)#dns-proxy 
enable 

҉ dns-proxy ⱳ  

Step 3 Ruijie(config-if-GigabitEthernet 0/2)#no 
dns-proxy enable 

҉῏ dns-proxy ⱳ  

ҽᶛ̔ 

 

# gi0/2 ҉ dns-proxy 
Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#int gi0/2 

Ruijie(config-if-GigabitEthernet 0/2)#dns-proxy enable 

 

    

ⱴ῀ԅ dns-proxy ⱳ ̆ ԅ dns-proxy any dns ⱳ Ȃ 

ԅ nat dns ↕̆ dns-proxy Ȃ ץ dns-proxy

Ҍ nat dns Ȃᶛ ̔ip nat application source list 1 
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#int gi0/1 

Ruijie(config-if-GigabitEthernet 0/1)#ip name-server 218.85.157.99 track 1 

11.3.3 ῀ dns-proxy  

dns-proxy ̆ ᾢ ῀dns-proxy ̆ ῃ Ҋ ῀dns-proxy

 

ᵬ פ   

Step 1 Ruijie#configure terminal ῀ῃ  

Step 2 Ruijie(config)#dns-proxy ῀ dns-proxy  

Step 3 Ruijie(config-dns-proxy)#exit ₮ dns-proxy  

ҽᶛ̔ 

# ῀ dns-proxy  
Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#dns-proxy 

Ruijie(config-dns-proxy)# 
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ᵬ פ   

Step 1 Ruijie#configure terminal ῀ῃ
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# dns-proxy ’ 
Ruijie#show dns-proxy configure 

>Dns-proxy load-balance: load 

---------------------------------------------------------------- 

 

>Dns-proxy whitelist 

---------------------------------------------------------------- 

Type:source-ip 

Source-ip: 192.168.1.1 192.168.1.10 

 

Type:name-server 

Name-server: 8.8.8.8 

 

>Dns-proxy blacklist 

---------------------------------------------------------------- 

Start-ip         End-ip 

--------------------  ----------------------- 

202.112.112.114  220.112.112.120 

114.110.211.1    114.110.211.100 

121.244.10.1     121.244.10.255 

  

11.3.8 dns Ⱶ  

Ҋ show dns-proxy name-server פ dns Ⱶ ’Ȃ 
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11.4 dns-proxy ῖ ҽᶛ 

11.4.1 DNS ף ⱳ  

11.4.1.1  

ῤ gi0/1 ̆₮ ѿ Ḥ₮ ̆ 1000M̆ gigabitEthernet 0/2̆Ҋѿ

ҹ 218.85.157.5̕1 ₮ ҹ 100M̆ gigabitEthernet 0/3̆Ҋѿ ҹ

58.22.96.5̕ѿ Ḥ PPP 10M̆ gigabitEthernet 0/4 ̆Ҋѿ ҹ

218.85.156.5Ȃ Ḥ ᶫԅңҩDNS Ⱶ ̆ DNSҹ 218.85.157.99̆ DNSҹ

218.85.152.99Ȃ ᶫԅңҩDNS Ⱶ ̆ DNS ҹ58.22.96.66̆ DNS

ҹ 218.104.128.106Ȃ 

11.4.1.2  

 
dns  

11.4.1.3  

ҍ dns-proxy ⱳ dns-proxy ⱳ ̆dns-proxy ⌠

DNS ̆ Ҭ LAN gi0/1 Ȃ 
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ҍ dns-proxy ⱳ DNS Ⱶ ̆dns-proxy ⌠ dns

Ⱶ Ȃ Ҭ Ḥ gi0/4 Ḥ DNS̆gi0/2 ꜚ Ḥ DNS̆gi0/3

ꜚ DNS Ⱶ Ȃ 

῏ Ḡ DNS-Proxy ̕ ץ DNS-Proxy №

Ȃ 

11.4.1.4  

gi0/1 dns-proxyⱳ  

Ruijie#configure terminal  

Ruijie(config)#int gi0/1 

Ruijie(config-if-GigabitEthernet 0/1)#dns-proxy enable 

Ruijie(config-if-GigabitEthernet 0/1)#exit 

gi0/2 gi0/3,gi/4 dns server̆ ҍ track ꜚ 

Ruijie(config)#int gi0/2 

Ruijie(config-if-GigabitEthernet 0/2)#ip name-server 218.85.157.99 track 1 

Ruijie(config-if-GigabitEthernet 0/2)#ip name-server 218.85.152.99 track 2 

Ruijie(config-if-GigabitEthernet 0/2)#exit 

Ruijie(config)#int gi0/3 

Ruijie(config-if-GigabitEthernet 0/3)#ip name-server 58.22.96.66 track 3 

Ruijie(config-if-GigabitEthernet 0/3)#ip name-server 218.104.128.106 track 4 

Ruijie(config-if-GigabitEthernet 0/3)#exit 

Ruijie(config)#int gi0/4 

Ruijie(config-if-GigabitEthernet 0/4)#ip name-server 218.85.157.99 track 5 

Ruijie(config-if-GigabitEthernet 0/4)#ip name-server 218.85.152.99 track 6 

Ruijie(config-if-GigabitEthernet 0/4)#exit 

⇔ rns dns server̆ ҍ track ꜚ 

Ruijie(config)#ip rns 1 

Ruijie(config-ip-rns)#icmp-echo 218.85.157.99 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 1 rns 1 
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Ruijie(config-track)#exit 

Ruijie(config)#ip rns 2 

Ruijie(config-ip-rns)#icmp-echo 218.85.152.99 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 2 rns 2 

Ruijie(config-track)#exit 

Ruijie(config)#ip rns 3 

Ruijie(config-ip-rns)#icmp-echo 58.22.96.66 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 3 rns 3 

Ruijie(config-track)#exit 

Ruijie(config)#ip rns 4 

Ruijie(config-ip-rns)#icmp-echo 218.104.128.106 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 4 rns 4 

Ruijie(config-track)#exit 

Ruijie(config)#ip rns 5 

Ruijie(config-ip-rns)#icmp-echo 218.85.157.99 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 5 rns 5 

Ruijie(config-track)#exit 

Ruijie(config)#ip rns 6 

Ruijie(config-ip-rns)#icmp-echo 218.85.152.99 

Ruijie(config-ip-rns)#exit 

Ruijie(config)#track 6 rns 6 

Ruijie(config-track)#exit 

῀ dns-proxy  

Ruijie(config)#dns-proxy 

̆ dns ⱳ  
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Ruijie(config-dns-proxy)#whitelist name-server 192.168.58.110 

Ruijie(config-dns-proxy)#exit 

gi0/2 gi0/3 ῏ 

Router(config)#interface gi 0/2 

Router(config-if-GigabitEthernet 0/2)# nexthop 218.85.157.5 

Router(config-if-GigabitEthernet 0/2)# exit 

Router(config)#interface gi 0/3 

Router(config-if-GigabitEthernet 0/3)# nexthop 58.22.96.5 

Router(config-if-GigabitEthernet 0/3)# exit 

gi0/2 gi0/3  

Ruijie(config)# route-auto-choose cnii gigabitEthernet 0/2 218.85.157.5 

Ruijie(config)# route-auto-choose cnc gigabitEthernet 0/3 58.22.96.5 

11.4.1.5  

# Ҋᶏ show dns-proxy configure Ḥ  

Ruijie#show dns-proxy configure 

>Dns-proxy load-balance: load 

---------------------------------------------------------------- 

 

>Dns-proxy whitelist 

---------------------------------------------------------------- 

Type:name-server 

Host-name: 192.168.58.110 

 

>Dns-proxy blacklist 

---------------------------------------------------------------- 

Start-ip      End-ip 

---------------  --------------- 

  

    rns ҍ track TRACK&RNS ῏ ΎȂ 

 

# Ҋᶏ show dns-proxy name-server dns Ⱶ Ḥ  

Ruijie#show dns-proxy name-server  

>Dns-proxy name-server 

------------------------------------------------------------------------ 

Interface            Dns-server     TrackId  State  Description 

--------------------------  --------------------  ---------  -----  

----------- 

GigabitEthernet 0/2  218.85.157.99   1        up     static 

                   218.85.152.99    2        up     static 
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GigabitEthernet 0/3  58.22.96.66      3        up     dynamic   

                   218.104.128.106  4        up     dynamic   

11.4.2 dns ꜝ  

11.4.2.1  

ῤ gi0/1 ̆₮ ѿ Ḥ₮ ̆ 1000M̆ gigabitEthernet 0/2̆1

₮ ҹ 100M̆ gigabitEthernet 0/3̆ѿ Ḥ PPP 10M̆

gigabitEthernet 0/4 Ȃ Ḥ ᶫԅңҩ DNS Ⱶ ̆ DNS ҹ 218.85.157.99̆

DNS ҹ 218.85.152.99Ȃ ᶫԅңҩ DNS Ⱶ ̆ DNS ҹ

58.22.96.66̆ DNS ҹ 218.104.128.106Ȃ 

11.4.2.2  

 

dns  

11.4.2.3  

DNS ꜝ DNS ̆Ҍ ᾢ dns Ⱶ Ȃ 

11.4.2.4  

dns-proxy Ҋ dns ꜝ  
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№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1.  

2.  

3. RIP  

4. OSPF  

5. ῏ 
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1  

ᶫԅѿ ԍ IP ⱴ └Ȃ

ԅ ̆ ‗ ᵥ ׆ ҩ ҉ ⌠ Ȃ 

̆ ᶏ ̆ ғ ⇔ Ȃѿҩ ץ

̆ ӈԅ 1ҩ ҩ ↕ ᵬȂѿҩ ̆

⌠ ̆Ҍ ᴋᵥ

̆ Ҭ ҩ Ҭ ӈ ᵬ Ȃ

ȇ ῏ פ ȈȂ 

ѿҩ №ҹץҊ₃ҩ : 

1. ӈ ̆ѿҩ ץ ̆ ↓̆ ԅ╠

̆ ₮ ̕ 

ӈ № ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# route-map route-map-name 
[permit | deny] sequence 

ӈ  

Ruijie
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Ruijie(config-route-map)# set default 
interface  intf_name 

₮  

Ruijie(config-route-map)# set ip precedence ḱ IP ᴨᾢ  

Ruijie(config-route-map)# set ip tos ḱ IP TOS ṿ 

Ruijie(config-route-map)# set ip dscp ḱ IP DSCP ṿ 

 

4. Ҭ Ȃ 

҉ , Ҋ Ҋץ  :פ

ᵬ פ  

Ruijie(config-if)# ip policy route-map name 
҉ ᶏ

route-map  

Ruijie(config-if)# no ip policy route-map 
҉

route-map 

5. ᶏ  

ᵬ פ  

Ruijie(config)# ip local policy route-map 
[name] 

ᶏ

route-map  

Ruijie(config)# no ip local policy route-map  
 

ᶛ : 

GigabitEthernet 0/0 ҉ ,ᶏ ῀ ⌠Ҋѿ ҹ 192.168.5.5

 

Ruijie(config)# access-list 1 permit any 

Ruijie(config)# route-map name 

Ruijie(config-route-map)# match ip address 1 

Ruijie(config-route-map)# set ip next-hop 192.168.5.5 

Ruijie(config-route-map)# int GigabitEthernet 0/0 

Ruijie(config-if)# ip policy route-map name 

Ҭᶏ Όᵩ ᴍ ̆ῃ Ҋᶏ  ̔פ

ᵬ פ  

Ruijie(config)# ip policy {load-balance | 
Redundance} 

Όᵩ

ᴍ  

Ruijie(config)# no ip policy  №  

̆WCMP(Weighted Cost Multiple Path) 4 ҩҊѿ ̆

ECMP(Equal Cost Multiple Path) 32 ҩҊѿ Ȃ 



 

http://www.ruijie.com.cn 

̆WCMP 4 ҩҊѿ ̆ECMP 32 ҩҊѿ Ȃ 

route-map ῏ פ ȇ ῏ פ Ȉ 

῏֟  ̔פ

1. ip policy route-map  

2. ip local policy route-map 

3. match ip address 

4. match length 

5. set ip next-hop  

6. set ip default next-hop 

7. set interface 

8. set default interface 

9. set ip tos 

10. set ip precedence 

11. set ip dscp 

 

 
 
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2  

2.1  

2.1.1  

Ҭ̆ ̆ ₮

̆ ᵞ ₃ ̆ Ȃ 

2.1.2 ᵬ  

╠ ῤԑ Һ ҹң ISP ̔Ҭ ȁҬ Ḥ̆ץ Ғ Ҭ

ꜚȂ ҩ ̆ᴪ₮ ̆

’̆ ԅ ῀Ȃ 

῀̆ ₮ IP ꜚ Ȃ

’Ҋ̆ IP̆ Ҍ IP ᶏ Ȃ

׆ Ḡ Ҍᴪ₮ ’₮ ̆ ᵣ Ȃ 

ԍ ⅞№ ̆ ֓ ⅞№Ḥ ⱴ ᴆҬȂ

̆ ֓Ḥ ḱ ׆̆ ⌠ └ Ȃ 

    

1ȁ ѿҩ ѿ ̆ ԍѿҩ ̆ Ḥȁ

ȁ ꜚȁ Ҭ ѿ Ȃ 

2ȁ Ҍ ץ ѿ ̆ᶛ ̆ gigabitEthernet 0/1

gigabitEthernet 0/2 ԍ Ḥ Ȃ 

2.2  

Ҋ Ȃ 

 ⱳ  ṿ 

 Ḥ   
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 ꜚ   

 

2.3  

 ̂ ̃  

 ̂ ̃  

2.3.1  

῀ῃ ̆ Ҋץ ̔ 

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# route-auto-choose cnii 
gigabitEthernet 0/1 202.100.102.5 

gigabitEthernet 0/1 ҉ Ḥ ̆

Ҋѿ 202.100.102.5 

Step 4 Ruijie(config)#end  

Step 5 Ruijie#show running  

ҩ ץ ῃ Ҋ no route-auto-choose cnii 

gigabitEthernet 0/1 202.100.102.5Ȃ 

ҽᶛ̔ 

#   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# route-auto-choose cnii gigabitEthernet 0/1 202.100.102.5  

Ruijie(config)#  

2.3.2 

῀ ̆ Ҋץ ̔
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ҽᶛ̔ 

#  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# route-auto-choose update  

Ruijie(config)#  
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 RIP ̂ ̃ 

 RIP VRF  ( ) 

῏ԍץҊҺ ̆ ȇIP “ ῏” Ȉ Ȃ 

 Ḥ  

 №  

 №  

3.2.1 ⇔ RIP  

RIP ̆ ᾢ ⇔ RIP ̆ ӈҍ RIP ῏ Ȃ 

⇔ RIP ̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# router rip ⇔ RIP  

Ruijie(config-router)# network network-number 

wildcard 
ӈ῏  

ץ network-number wildcard ̆ᶏ ῤ ҍ

RIP Ȃ 

wildcard ̆RGOS ̆ᶏ ῤ

ҍ RIP Ȃ 

 

 说明： 
network פ ӈ ῏ ң ̔ 

1̃RIP ῏ Ḥ ̕ 

2̃RIP ῏ Ḥ Ȃ 

 

3.2.2 RIP  

RIP ҹ ̆ RIP Ḥ ᴰ ̆↕ Ḃץ̆

RIP ≠ Ḥ Ȃ 

RIP ̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(conf-router)# neighbor ip-address RIP  

פ ᶏ ̆ ץ └ ᾛ RIP ̆ └ѿҩ

̆ Ҭ passive-interface Ȃ῏ԍפ Ḥ

└ ῏ ̆ ȇ ῏ ȈҬ “ ” Ȃ 
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 说明： 
FRȁX.25 ̆ ԅBroadcast῏ ̆↕ neighborȂNeighbor

פ ᵬ ᵣ ⁞ ҉Ȃ 

 

3.2.3 №◓  

IP ҉̆ ̆ №◓

ץ└ ᾧ Ȃ №◓ ץ ֓ Ḥ ׆ ӟ⌠ ֓ Ḥ

₮ ̆ ҹᴨ ԅ ҩ ӊ Ḥ ֜ Ȃ 

ԍ ̂ Ҭ ȁX.25 ̃̆ №◓ № ӟҌ⌠ῃ

Ḥ Ȃ ’Ҋ̆ ῏ №◓Ȃ ѿҩ ԅ IP ̆Ӟ

№◓ Ȃ 

῏ №◓̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# no ip split-horizon ῏ №◓ 

Ruijie(config-if)# ip split-horizon №◓ 
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ҩ ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip rip receive version 1 RIPv1  

Ruijie(config-if)# ip rip receive version 2 RIPv2  

Ruijie(config-if)# ip rip receive version 1 2 
RIPv1 RIPv2

 

 

3.2.5 ⱳ  

RIP ꜚ ̆ ̆ ꜚ ȂRIPv2

’Ҋ ꜚ ̆RIPv1 Ҍ ⱳ Ȃ 

RIPv2 ꜚ ⱳ ̆ ԅ ᵈ Ȃ ̆ Ҭ

Ҍ⌠ ῤ ̆ ץ Ȃ 

ᴪ ̆Һ Ҋץ ̔ 

 RIP ̆ ᴪ ⌠ᴨᾢ ̕ 

 RIP ̆ᴋᵥ ̆⁞ ԅ Ȃ 

⌠ΐᵣ ̆ Ҍ ⌠ ̆ ῏

ꜚ ⱳ Ȃ 

ꜚ ̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-router)# no auto-summary ῏ ꜚ  

Ruijie(config-router)# auto-summary ꜚ  

ץ ̆ ҩ Ҋ ⌠ ̆ Ҋ

Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip summary-address rip 

ip-address ip-network-mask 

-

ess ip 

ip

-

address ip

-network-mask 

  6.2.5  

�=�_�1

 

�z
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Ruijie(config-router)# no validate-update-source ῏  

Ruijie(config-router)# validate-update-source ꜚ  

 

3.2.9 RIP └ 

֓ ’Ҋ̆ RIP ᵬ ̆ ֽ ӟ RIP ̆ Ҍ RIP

̆ ץ ꜚ ̕ ҩ ̆↕ ᶏץ פ

RIP └Ȃ 

ҹ ꜚ ̆ RIP Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-router)# passive-interface {default |  

interface-type interface-num} 
ꜚ  

Ruijie(config-router)#no passive-interface {default 

| interface-type interface-num} 
ꜚ  

 

 说明： 
ꜚ ⌠ RIP ̆Ҍ ̕ᵖ ⌠ RIP̂ ̃ ̆ᴪ

̆ ҹ ֓ ԅ ’Ȃ 

 

ᾛ RIP ̆ Ҭ Ҋץ  פ

ᵬ פ  

Ruijie(config-if)# no ip rip receive enable RIP  

Ruijie(config-if)# ip rip receive enable ᾛ RIP  

ᾛ RIP ̆ Ҭ Ҋץ  פ

ᵬ פ  

Ruijie(config-if)# no ip rip send enable RIP  

Ruijie(config-if)# ip rip send enable ᾛ RIP  

 

3.2.10 RIP  

ҩ Ҭ֟ ѿ ̂0.0.0.0/0̃, ץ Ҋ

Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-if)# ip rip default-information originate 

[metric metric-value] 

̆Ӟ

ῒ  

Ruijie(config-if)# no ip rip default-information   



RIP  
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3.3.1 RIP №◓ ᶛ  

  

ԓ ̆ῒҬ RouterAȁRouterDȁRouterE ҈ ץ ̆RouterAȁRouterBȁ

RouterC ҈ Ҭ ȂIP № Ҋ ̆ῒҬ RouterD ԅ

Ȃ 

 

RIP №◓ ᶛ  

Ҋץ⌠ ̔ 

1̃ RIP ̕ 

2̃ RouterBȁRouterC ԑ ⌠ ̕3̃RouterE ⌠ 192.168.12.0/24

Ȃ 

 ΐᵣ  
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encapsulation frame-relay 

no ip split-horizon 

# RIP  

router rip 

version 2 

network 192.168.12.0 

network 192.168.123.0 

B ̔ 

ץ #  

interface GigabitEthernet0/0 

ip address 172.16.20.1 255.255.255.0 

#  

interface Serial1/0 

ip address 192.168.123.2 255.255.255.0 

encapsulation frame-relay 

# RIP  

router rip 

version 2 

network 172.16.0.0 

network 192.168.123.0 

no auto-summary 

C  

ץ #  

interface GigabitEthernet0/0 

ip address 172.16.30.1 255.255.255.0 

#  

interface Serial1/0 

ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 

# RIP  

router rip 

version 2 

network 172.16.0.0 

network 192.168.123.0 

no auto-summary 

D  

ץ #  

interface GigabitEthernet0/0 

ip address 192.168.12.4 255.255.255.0 

ip address 192.168.13.4 255.255.255.0 secondary 

no ip split-horizon 

# RIP  

router rip 

version 2 

network 192.168.12.0 

network 192.168.13.0
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ip address 192.168.13.5 255.255.255.0 

# RIP  

router rip 

version 2 

network 192.168.13.0 

3.3.2 RIP ᶛ  

  

ң ץ ԑ ̆ RIP ̆ MD5 Ȃ ӊ ץ IP

№ Ҋ Ȃ 

 

 

RIP ᶛ  

Router A RIP ҹ Keyă ҹ KeyaȁKeyb RIP ̕Router 

B RIP ҹ Keyb̆ ҹ KeyaȁKeyb RIP Ȃ 

 ΐᵣ  

A ̔ 

# ұ  

key chain ripkey 

key 1 

key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 

send-lifetime 00:00:00 Dec 4 2000 infinite 

key 2 

key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 

send-lifetime 00:00:00 Dec 4 2000 infinite 

ץ #  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

ip rip authentication mode md5 

ip rip authentication key-chain ripkey 

# RIP  

router rip 
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version 2 

network 192.168.12.0 

B : 

# ұ  

key chain ripkey 

key 1 

key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 

send-lifetime 00:00:00 Dec 4 2000 00:00:00 Dec 5 2000  

key 2 

key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 

send-lifetime 00:00:00 Dec 4 2000 infinite 

ץ #  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

ip rip authentication mode md5 

ip rip authentication key-chain ripkey 

# RIP  

router rip 

version 2 

network 192.168.12.0 

3.3.3 RIP ᶛ  

  

҈ ῃ ҉̆ ғῃ RIP Ȃ IP №

Ҋ Ȃ 

 

 

RIP ᶛ  
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RIP ̆ Ҋץ ̔ 

1̃ Router A ץ ⌠ Router C ̕ 

2̃ Router C Ҍ⌠ Router A Ȃ 

 ΐᵣ  

ҹԅ ҉ץ ̆ A RIP Ȃ 

A ̔ 

ץ #  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

#  

interface Loopback0 

ip address 192.168.10.1 255.255.255.0 

# RIP  

router rip 

version 2 

 0  1 119.72 696.p

interET

BT

1 0 0T] TJ

ET

BT

1 0 0 1 161.72 625.78 3
[<er ET

BT

1 0 0t 
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3.3.4 RIP VRF
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exit-address-family
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4 OSPF  

4.1 OSPF  ׃

OSPF̂Open Shortest Path First̃ҹ IETF OSPF ᵬ ѿ ԍ ῤ ῏

ȂOSPF Ғҹ IP ̆ IP ҉ ̆ ҹ 89̆

OSPF ֜ ̆ ҹ 224.0.0.5̂ῃ OSPF ̃ 224.0.0.6̂ ̃Ȃ  

ѿ ҍ ̂ ̃ ῃҌ ̆

ᴰ ҹ RIP̆ OSPF ῖ Ȃҍ RIP ̆

OSPF ԅ ҉ Ҍ ̆ ῀ԅ ȁVLSMs( )ȁ

Ȃ ᶏ RIPv2 Ạԅ ̆ ץ ȁ ̆ᵖ RIP

ңҩ ̔1̃ ̕2̃ └̆ Ҍ 16 ȂOSPF

₮ ᾥ ԅ RIP ̆ᶏ IGP Ӟ ץ ᴋҬ ȁ Ȃ 

OSPF ≠ ⌠ ҩ ̆ ̆

Ҋץ ȁ ԅ ᵬ ᵣ ̔  

 ∆ ̆ ֟ ̆ ԅ ῃ ̕  

 ֜ Ḥ ̆ ⌠ ̆

ѿᴍ⌠ ̆ Ῥᴰ ῒ ̕  

 ѿᴍ ̆ Dijkstra

̆ ῤ ̔ ȁҊѿ ȁ ̆ IP ῏ №Ȃ  

ȁ − ̆OSPF ᴪ № ̆ ԅᴋᵥ ̆OSPF

̆ᵖ ̆ ⌠ Dijkstra ̆

Ȃ  

ѿ OSPF ̆ ԅ OSPF Ȃѿҩ ѿ

ҩ └ ̆ ῤ ѿ IGP ̆ ӊ

BGP Ḥ ֜ ȂҌ ץ IGP ̆

⌠ԑ ̆ ҩ ῏ Ȃ  

OSPF ̆ѿ № ̆ OSPF №◓ ₃ҩ ̂AREÃ̆

ӊ ѿҩ ԑ ̆ ҩ ҍ Ȃ  

OSPF
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1) OSPF ̆ ץ 64 ҩ OSPF ̕ 

2) VRF̕ ץ ԍҌ VRF OSPF̕ 

3) —— ῃ ӈ̕  

4) № —— ԅҍ ȁ ץ RIPȁBGP ꜚ ӊ Ḥ

№ ̕ 

5) —— ӊ MD5 ̕  

6) —— ̕  

7) VLSMs ̕ 

8) ⅞№̕ 

9) NSSÂNot So Stubby Areã̆RFC 3101 ӈ̕ 

10) Graceful Restart̆RFC 3623 ӈ 

 

 注意： 
֟ ╠ Ҍ Ҋⱳץ ̆ᵖ ᴪ ̔ 

1) OSPF ̆RFC 1793 ӈ̕ 

2) OSPF ̕ 

 

4.2 OSPF ᴋⱵ↓   

OSPF ̂ ῤ ȁ ̃ӊ ԑ

ᵬȂ ᵬᴋᵥ ’Ҋ̆ ᶏ ṿ̆ ̆

̆ ӞҌ ԍᴋᵥѿҩ № Ȃ Ҭ̆ Ⱶ Ḡ

ӊ ԑѿ Ȃ  

ҹԅ OSPF̆ ᵬ Ҋ ↓ȂῒҬ̆⇔ OSPF ̆ῒז

̆ᵖӞ ҹ ȂץҊҹ OSPF ̔  

 ⇔ OSPF ( ̃  

 OSPF ̂ ̃  

 OSPF ץ Ҍ ̂ ̃  

 OSPF ̂ ̃  

 OSPF NSSA ̂ ̃ 

 OSPF ̂ ̃  

 ⇔ ̂ ̃  

 ֟ ̂ ̃  

 Loopback Ạ ̂ ̃  

 

ၺ

D�+a"w6Š�Ä
.D
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 MTU ṿ̂ ̃ 

 OSPF ̂ ̃ 

 OS
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ID ӈ, ospf  

 

(summary-address) 
ӈ 

Ḥ

 
240  

ᴨᾢ

 

⌠ Ḥ ⌠Ҋѿ SPF

: 5 . 

ң : 10 . 

ᴨ ↕ 
RFC1583 Ҭ ↕ 

ῤ Ҍ ’ Ҋ

OSPF ҹ 

῀ OVERFLOW GR restarter̔῏  

GR helper̔  

>|�
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ᶏ פ no router ospf process-id ῏ OSPF ȂץҊҹ OSPF ᶛ̔ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network 192.168.0.0 0.0.0.255 area 0 

Ruijie(config-router)# end 

4.2.2 OSPF  

OSPF ᾛ ֓ ̆ ץ ֓ Ȃ

̆ѿ֓ Ḡ ҍ ѿ ̆ ֓ ip ospf 

hello-interval, ip ospf dead-interval, ip ospf authentication̆ip ospf authentication-key ip ospf 

message-digest-key ԓҩ ̆ ᶏ ֓ פ Ӟ

Ȃ  

OSPF ̆ Ҭ Ҋץ   ̔פ

 ӈ פ

Ruijie # configure terminal  ῀ῃ Ȃ 

Ruijie (config)# ip routing ⱳ ( ҹ῏ ) 

Ruijie (config)# interface  

interface-id 
῀ Ȃ 

Ruijie (config-if)# ip ospf cost 

cost-value 
̂ ̃ ӈ ̆  

Ruijie (config-if)# ip ospf  

retransmit[B(on)-5(f)7(ig)] TJ122 (

Q
(-)]c<F2 1e

f*

470.82

f*

470.82

f*)-5m

0 g

[(if)# )] TJ

E54 394.34 Tm

0 g
1 0 0 1 396.856 Tm7014.28

99.62 392 177.56 24.12 re

W* n

BT

/F2( )] TJ

ET

Q1CA047919D50A13436
(BT

/F2( )] TJ

ET

Q1CA047919re

W* n

BT

/F2( )

470.82

f*)-5m

0 g

[(ifE54 50A1343692B58
/F2(
BT

/F6 12.56 24.2 re

W* n

BT
/F2(
BT

/F6 12.56 24.2 re4 421.54 Tm

0 g

[( )] TJ

ET

008.72q

277.42 419.12 193.46 24. 166.4 54B2E93.468Ere
3147FD05504C244CC.5 T712 193.46 24.2 re

W* n

/F2(
BT

/F6 12.56 24.2 re4 4254.22 600.58.94
008.72q

277.42 0 1 398.2 427.48 Tm

0 g

16.82
TJ

ET

Q

q

277.42 419.e

53.46 24.18 re

W* n

BT

1 0 0 116.82
TJ
27.48 Tm

0 g

[( )] TJ

Ee

53.
99.38 470.44 0.24 1.68 re

f16.82
TJ

 444.7 177.56 0.24002 r46 6 24.2 r8 470.44 0.23999 1.6846 6 24.2 77.42 471.88 193.4 0.239946 6 24.2 r70.82 470.44 0.24002 1.68 r361 0.23 )] TJ
540.0.24 25.52 re

f*

261 0.23 )] TJ
540.0.24 25.52 re

f*

470.82 414.66002 25.5 re

f*

q

99.616 419.12 177.56 24.203 re

W* n

q

99.62 41261 0.23 )] TJ
540.0.24 25.52 re

f*

470.04.9 44.66002 25.5 re

(etra)-4(nsm)7(it)] TJ

E61 0.23 )] TJ
540.0.24 25.52 re

f*

470.0744.66002 25.5 re



1 0 0 1 163.52 406.4 Tm

0 g61 0.23 

if)#    
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Ruijie (config-if)# end ⌠ Ȃ 

Ruijie # show ip ospf [process-id] 

interface [interface-id] 
╠ Ȃ 

Ruijie # write ̂ ̃Ḡ Ȃ 

ᶏ ҉ץ פ no ̆ ץ ṿȂ 

4.2.3 OSPF ץ Ҍ   

Ҍ ׃ ᴰ ̆OSPF №ҹ҈ ̔  

 ̂ץ פ̆ ̆FDDĨ  

 ̂ Ҭ ̆X.25̃  

 ⌠ ̂HDLC̆PPP̆
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ץ  

 ҹ ⌠  

ң ѿ ̆ ↕ ₮ FULL̆ᵖ

’̕ 

4.2.3.1 ⌠   

X.25ȁ Ҭ ԑ ̆Ҍ ῃ Ҍ ҽ ̆

ץ OSPF ҹ ⌠ ̆ ԍ ⌠ ᵬ ҩ ⌠

̆ ֟ ҩҺ Ȃ ԍ ⌠ Ҭ̆ ѿ

̆ ҩ Ҍ ̆ ץ neighbor פ Ȃ  

⌠ ̆ Ҭ Ҋץ   ̔פ

ᵬ פ  

Ruijie(config-if)# ip ospf network  

point-to-multipoint  

ѿҩ ҹ ⌠

 

Ruijie(config-if)# exit  ₮⌠ῃ  

Ruijie(config)# router ospf 1 ῀  

Ruijie(config-router)# 

neighbor ip-address cost cost  
̆   

 

 说明： 
OSPF ⌠ ԍ ̆ᵖ Ҭ ȁX.25 ꜚ

ӟ̆ ץ ΐ ⱬȂ ץ ⌠ ̆ Ҍץ

Ȃ 

 

4.2.3.2  

ospf ᵬ ҉ ץ NBMA Ӟ ץ ⌠ Ȃ ҹҌ

ΐ ⱬ ץ ꜚ ̆ ospf ᵬԍ ҉ ҹῒ

Ȃ 

Ҋץ⌠ ’ ̆ ץ NBMA ̔ 

1. ѿҩ ΐ ῃ ̕ 

ץ .2 ѿҩ NBMA ̆ ⁞ץ ֟ ̆

̆Ӟ ץ ѿ ҉ ᾧ Ḃ Ȃ NBMA

̆ ԍ ̆ᵰ ᵬҹ ̆ ᴨᾢ

ԅ̆ᴨᾢṿ ҹ Ȃ  

NBMA ̆ Ҭ Ҋץ  :פ

ᵬ פ  
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Ruijie (config-if)# ip ospf network  

non-broadcast  

ҹ

NBMA  

Ruijie (config-if)# exit  ₮⌠ῃ  

Ruijie (config)# router ospf 1 ῀  

Ruijie(config-router)# neighbor ip-address  

[priority number] [poll-interval seconds] 

, ғ ᴨᾢ

hello  

 

ѿҩ Ҭ̆Ҍ Ḡ ᴋ ң ӊ ̆ ‗

ospf ҹ ⌠ Ȃ 

⌠ Ҭ̆ ԍ ѿ ̆ᶏ ᶏ

ip ospf cost ṿ. ҉ ⌠ ҩ Ҍ , Ӟ Ҍ Ȃ

ץ neighbor ҹפ ҩ , ѿ ⌠ ̂

̃ Ȃ 

ѿҩ Ҭ, ⌠ ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie (config-if)# ip ospf network  

point-to-multipoint non-broadcast 

ҹ

⌠   

Ruijie (config-if)# exit  ₮⌠ῃ  

Ruijie (config)# router ospf 1 ῀  

Ruijie(config-router)# neighbor ip-address 

[cost number]  

, ғ ⌠

 

4̆ ̆ Ӈ ᶏ Ҋ ip ospf cost פ ף

ᴇȂ 

4.2.3.3   

OSPF ̆ ҽ ̂DR,Designated Router̃ ᴍ ̂BDR̆Backup 

Designated Router̃̆ Ȃ ӊ Ḡ ῏

̆ᵖ ҍ ᴍ ӊ Ḡ ῏ ̆Ӟ ҍ

ᴍ ֜ ̆ ׆̆

Ḡ ѿ Ȃ  

ᵰ ץ OSPF ᴨᾢ └ ҽ Ȃᵖ Ҍ ҉֟ ᵬ

̆ ╠ ̆ ѿ ҽҬ̆ ᴪ ᵬ Ȃ ѿ

ҽ ѿ ᴆ ̔OSPF ѿ ῤ ⌠ HELLO ̆ ҹ

ԅȂ  

̆ Ҭ Ҋץ   :פ

ᵬ פ  

Ruijie (config-if)#ip ospf network broadcast  
ҹ
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Ruijie (config-if)#ip ospf priority priority  
̆ ᴨᾢ

 

 

4.2.4 OSPF   

ᵰ ȁ ȁ ̆ פ Ȃ  

ҹԅ ⌠ ȁ ץ̆ ᾧ ⌠ ̆

Ҭ̆ ץ ᾧ ҹ ̆Ḡ ԅ

῀᷅ Ȃ  

ѿҩ ҹ OSPF ̆ Ҍᵬҹ ̆ӞҌᴪ OSPF ῀

̆ ץ ҹ ̂Stub AreãȂ ⌠҈ ̔1̃

ῤ ̕2̃ῒ ̕3̃ Ȃ ԍ ῤ ̕
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ӊ ̆ Ҭ Ҋץ   ̔פ

ᵬ פ  

Ruijie (config-router)# area area-id range  

ip-address mask [advertise | not-advertise]  

[cost cost] 

 

 

 说明： 
ԅ ̆ ҌῬ ⌠ῒ Ȃ 

 

4.2.6.2  

ῒ׆ № ̆ ῀ OSPF ̆ №≢ ѿҩץ

OSPF Ȃ ῀ ѿҩ ̆ Ӟ ץ

ѿҩ ׆̆ ⁞ Ȃ  

̆ Ҭ Ҋץ   ̔פ

ᵬ פ  

Ruijie (config-router)# summary-address ip-address 

mask {not-advertise | tag tag-id] 
 

 

4.2.6.3 ⱴ⌠ └ 

̆ ₮ Ҭ ̆ ῤ

Ҍ ̆ ⱴ Ȃҹ ’ ̆

ABR ASBR ⱴѿ discard ⌠ Ȃ 

ᾛ discard ῒ׆
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ѿ Ȃ 

ңҩ ̂ABR ӊ̃ ⇔ ̆ңҩ ABR ῍ ҹ Ȃ

̂Stub Areã NSSA Ҍ ᵬҹ Ȃ ץ ң ABR ӊ

ᴰ ѿ ҉ , ң ABR̆ ғ ң

Ȃ router-id Ȃҹ ң ᶫѿ ῤ

ҹᴰ ̂Transit Areã̆ῒ Ӟ Ȃ 

ᴰ ῤ ₮ (⌠ ₮ ) ᴪ ̆ ץ

ѿ ⌠ ̆ ҩ ҉̆ ѿ ץ ̆

hello-interval,dead-interval Ȃ 

“ ” ң ABR ӊ OSPF
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 说明： 
̆ ꜚ֟ ̆ ⌠ Ҭ Ȃ 

 

4.2.9 Loopback Ạ  

OSPF IP ᵬҹ ̆ ῏ IP Ҍ

ԅ,OSPF Ḥ Ȃ  

ԅ Loopback̂ ̃̆ ↕ ᴪ Loopback IP ᵬҹ

Ȃ ҩ Loopback ̆↕ IP ᵬҹ Ȃ ԍ Loopback

ᴪ ӄ ̆ ԅ Ȃ  

Loopback ̆ ῃ Ҋ̆ Ҋץ   ̔פ

ᵬ פ  

Ruijie (config)# 

interface loopback 1  
⇔ Loopback  

Ruijie (config-if)# 

ip address ip-address mask  
Loopback IP   

 

 说明： 
OSPF ҽԅ IP ҹ ̆ loopback Ҍᴪ

OSPF ҽ Ȃ 

 

4.2.10 OSPF
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4.2.11   

OSPF ⌠ ̆ᴪ ѿ ̆ SPF

Ȃ ץ ̆ ץ ң SPF ӊ Ȃ  

OSPF ̆ Ҋ Ҋץ   ̔פ

ᵬ פ  

Ruijie (config-router)# timers spf spf-delay 

spf-holdtime  
 

 

4.2.12 Ḥ  

ҩLSA (LSA age)̆ ҩLSA LSA

̆ CPU Ȃҹԅ ≠ CPU ̆ ῤ LSA ѿ

ᵬȂ 

ᵬ ҹ 4 № ̆ ץ ḱפ ṿȂ Ҍ Ȃ

ᶃ ҍ LSA Ȃ ̆ Ҭ 10000 LSĂ

ᵞ ᶏᵰ ̕ 40~100 ̆↕ ⌠ 10~20 № ᴪ Ȃ 

Ҋ Ҋץ  ̔פ

 ӈ פ

Ruijie # configure terminal  ῀ῃ  

Ruijie (config)# router ospf 1 OSPF̆ ῀ OSPF  

Ruijie (config-router)# timers 

lsa-group-pacing seconds 
̂ ̃  

Ruijie (config-router)# end ⌠ Ȃ 

Ruijie # show running-config ῤ  

Ruijie # write ̂ ̃Ḡ Ȃ 

ᶏ  no timers lsa-group-pacing פ ᶏῒ ᶏ ṿȂ 

4.2.13 OSPF  

OSPF ≠ ̂Cost̃ ̆Cost ҹ Ȃ ԍ

Ȃ OSPF ’̆ ȁ ҉ ̆

Ȃ ̆↕ ҹ Ȃ ̆↕ᶏ

ṿᵬҹ ҩ Ḥ Ȃ 

ңҩ №Ȃ ᾢ ץ ֟ ṿ̆ ṿҍ ṿѿ

Ȃῒ ̆ ץ פ ip ospf cost ҩ ṿ̆
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Ҍ֟ ᵬ ԅȂ ̆ ṿҹ 100Mbps̆ѿҩץ ҹ

10Mbps̆↕ ҹ 100/10 + 0.5 ≈ 10Ȃ 
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’Ҋ̆ᾛ OSPF Ȃ Ḥ ̆↕ ᶏץ

no passive-interface interface-id פ Ȃ ᶏ default ↕

Ȃ 

4.2.16 OSPF Ḡ  

ῤ Ҍ ’Ҋ̆ᾛ OSPF ῀ OVERFLOW ȂOVERFLOW Ҋ̆OSPF

Ҋ ҹ̔ 

 ԍ ӟ⌠ LSA̔ ԍ ῤ LSĂ ̕ ԍ LSĂ LSA

ҹ ӟ⌠ ̆↕ ̕ῒז ’̆

LSA Ҍ Ȃ 

 ԍ LSA̔ ῒז LSAȂ 

 ԍ ӟ Ҍ ̆ ᴪ ₮ ̆

OSPF
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4.2.17 OSPF ⱳ  

4.2.17.1 OSPFv2 MIB  

ԍ OSPFv2 MIB OSPFv2 Ḥ ̆ ץ SNMP ᵬ OSPFv2 ̆

ᵬ ѿ Ȃ ’Ҋ̆OSPFv2 MIB OSPFv2 ҉̆ ᵬ

Ȃ 

SNMP ᵬ OSPFv2 ̆ ץ OSPFv2 

MIB ҉Ȃ 

Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie (config-router)#enable mib-binding 
OSPFv2 MIB ⌠

OSPFv2 ҉ 

 

4.2.17.2 OSPFv2 TRAP ⱳ  

OSPFv2 ӈԅ TRAP Ḥ ̆ ԍ OSPFv2 ῤ ԊᴆȂ

OSPFv2 TRAP Ḥ Ҍ OSPFv2 MIB └̆ᾛ Ҍ TRAP

῏Ȃ 

ῃ Ҋ̆
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OSPF



OSPF
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neighbor 192.168.123.2  priority 5 

neighbor 192.168.123.3 
timers spf 500 1000 10000 

B ̔ 

˽  

interface Serial 1/0 

ip address 192.168.123.2 255.255.255.0 

encapsulation frame-relay 

ip ospf network non-broadcast 

ip ospf priority 5 

˽ OSPF  

router ospf 1 

network 192.168.123.0 0.0.0.255 area 0 

neighbor 192.168.123.1 priority 10 

neighbor 192.168.123.3 

timers spf 500 1000 10000 

C ̔ 

˽  

interface Serial 1/0 

ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 

ip ospf network non-broadcast 

˽ OSPF  

router ospf 1 

network 192.168.123.0 0.0.0.255 area 0 

neighbor 192.168.123.1 10 

neighbor 192.168.123.2 5 

timers spf 500 1000 10000 

4.4.2 OSPF ⌠ ᶛ  

  

҈ Ҭ ԑ ̆ ѿ Ҭ ̆ PVC ῃ

ѿ ȂIP № Ҋ Ȃ 
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OSPF ⌠ ᶛ  

̔1̃  A ҍ BȁC ӊ ⌠ Ȃ 

 ΐᵣ  

ԅ ⌠ ̆ ⌠ ̆OSPF ᵬҍ

⌠ ҹ ᵌȂ 

A ̔ 

˽ ץ  

interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.123.1 255.255.255.0 

encapsulation frame-relay 

ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

B ̔ 

˽ ץ  

interface GigabitEthernet 0/0 

ip address 192.168.23.2 255.255.255.0 

˽  

interface Serial 1/0 
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ip address 192.168.123.2 255.255.255.0 

encapsulation frame-relay 

ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

C ̔ 

˽ ץ  

interface GigabitEthernet 0/0 

ip address 192.168.23.3 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.123.3 255.255.255.0 

encapsulation frame-relay 

ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 

network 192.168.123.0 0.0.0.255 area 0 

҉ ҬẊ ѿҩ : 

A ⌠ 192.168.23.0/24 ᴨᾢ B̕ ⌠ᴨᾢ ̆

. 

ץ A Ҭ Ҋ  :פ

router ospf 1  

neighbor 192.168.123.2 cost 100 

neighbor 192.168.123.3 cost 200 

4.4.3 OSPF ᶛ  

 

ң ץ ԑ ̆ OSPF ̆ MD5 Ȃ ӊ ץ IP

№ Ҋ Ȃ 

 
OSPF ᶛ  
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 ΐᵣ  

OSPF ңҩ ̔ 

1̃ Ҭ̆  ̕ 

2̃ Ҭ Ȃ 

ԅ↕ץ ҹ‰ 

A ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

ip ospf message-digest-key 1 md5 hello 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

area 0 authentication message-digest 

B ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

ip ospf message-digest-key 1 md5 hello 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

area 0 authentication message-digest 

4.4.4 OSPF ᶛ  

  

ң ץ ̆ IP № Ҋ Ȃ 

 
 

OSPF ᶛ  

̔ 

1̃ң OSPF ̆ 192.168.12.0/24 ԍ 0̆ 172.16.1.0/24
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172.16.2.0/24 ԍ 10̕ 

2̃ Router Ăᶏ A 172.16.0.0/22 ̆ Ҍ 172.16.1.0/24ȁ

172.16.2.0/24 Ȃ 

3̃ Router Ăᶏ A ṿҹ 20̆ ғҌ ⱴ discard

Ȃ 

 ΐᵣ  

Router A ҉ OSPF ̆ ҉ Ȃ 

A ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

˽ ץ ҉ 2 ҩ   

interface GigabitEthernet1/0 

ip address 172.16.1.1 255.255.255.0 

interface GigabitEthernet1/1 

ip address 172.16.2.1 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

network 172.16.1.0 0.0.0.255 area 10 

network 172.16.2.0 0.0.0.255 area 10 

no discard-route internal 

area 10 range 172.16.0.0 255.255.252.0 cost 20 

B ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

4.4.5 OSPF ABRȁASBR ᶛ  

  

ԅѿҩ OSPF ̆ 192.168.12.0/24ȁ192.168.23.0/24 ԍ 0̆

192.168.34.0/24 ԍ 34Ȃΐᵣ IP № Ҋ Ȃ 
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OSPF ABRȁASBR ᶛ  

̆ AȁB ҹ ῤ ̆ C ҹ ̆ D ҹ Ȃ

200.200.1.0/24ȁ172.200.1.0/24 ҹ OSPF Ȃ ̆ᶏ OSPF

⌠ , “34” ץ ҹ I Ȃ 

 ΐᵣ  

OSPF № ῒ ̆ ҹ II ̆ ғҌ ᴋᵥ Ȃ 

A ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.23.2 255.255.255.0 

˽ OSPF  

router ospf 1 

 

̔
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interface GigabitEthernet 0/0 

ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial 1/0 

ip address 192.168.23.3 255.255.255.0 

# OSPF  

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 

network 192.168.34.0 0.0.0.255 area 34 

D ̔ 

˽ ץ  

interface GigabitEthernet 0/0 

ip address 192.168.34.4 255.255.255.0 

˽ ץ ҉    

interface GigabitEthernet 1/0 
ip address 200.200.1.1 255.255.255.0 

interface GigabitEthernet 1/1 

ip address 172.200.1.1 255.255.255.0 

˽ OSPF ̆ № RIP  

router ospf 1 

network 192.168.34.0 0.0.0.255 area 34 

redistribute rip metric-type 1 subnets tag 34 

˽ RIP  

router rip 

network 200.200.1.0 

network 172.200.0.0  

B ҉ ⌠ ospf Ҋ̆ ҹľE1ĿԅȂ 

O E1 200.200.1.0/24 [110/85] via 192.168.23.3, 00:00:33, Serial1/0 

O IA 192.168.34.0/24 [110/65] via 192.168.23.3, 00:00:33, Serial1/0      

O E1    172.200.1.0 [110/85] via 192.168.23.3, 00:00:33, Serial1/0 

4.4.6 OSPF ᶛ  

  

ԅѿҩ OSPF ̆ 192.168.12.0/24ȁ192.168.23.0/24 ԍ 0̆

192.168.34.0/24 ԍ 34Ȃΐᵣ IP № Ҋ Ȃ 
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OSPF ᶛ  

RouterD Ҭ ⌠ OSPF Ȃ 

 ΐᵣ  

ῃ Ҭ ̆ ⌠ ̆ ⌠ Ȃ

҉ Ȃҹԅ D ҉ ץ ⌠ ̆ C ԅѿҩ 

192.168.30.0/24 Ȃ 

A ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial1/0 

ip address 192.168.23.2 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

network 192.168.23.0 0.0.0.255 area 0 

C ̔ 

˽ ץ  
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interface GigabitEthernet0/0 

ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial1/0 

ip address 192.168.23.3 255.255.255.0 

˽ ⱴѿҩ  

interface Dialer10 

ip address 192.168.30.1 255.255.255.0 

OSPF  

router ospf 1 

network 192.168.23.0 0.0.0.255 area 0 

network 192.168.34.0 0.0.0.255 area 34 

network 192.168.30.0 0.0.0.255 area 34 

area 34 stub no-summary 

D ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.34.4 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.34.0 0.0.0.255 area 34 

area 34 stub 

D ҉ ⌠ ospf  Ҋ̔ 

O 192.168.30.0/24 [110/1786] via 192.168.34.3, 00:00:03, 

GigabitEthernet0/0 

O*IA 0.0.0.0/0 [110/2] via 192.168.34.3, 00:00:03, GigabitEthernet0/0 

4.4.7 OSPF ᶛ  

  

ԅѿҩ OSPF ̆ 192.168.12.0/24 ԍ 0̆ 192.168.23.0/24

ԍ 23̆ 192.168.34.0/24 ԍ 34Ȃΐᵣ IP № Ҋ Ȃ 
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OSPF ᶛ  

ᶏ D ⌠ 192.168.12.0/24ȁ192.168.23.0/24 Ȃ 

 ΐᵣ  

OSPF ҩ ̆ ҩ ̂area 0̃ ̆

̆↕ ⇔ ̆ᶏ ҉ ̆ ↕ Ҍ Ȃ

ABR ҉ Ȃ 

A ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ ץ  

interface GigabitEthernet0/0 

ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial1/0 

ip address 192.168.23.2 255.255.255.0 

˽ ⱴ IP ᵬҹ OSPF  

interface Loopback2 

ip address 2.2.2.2 255.255.255.0 

˽ OSPF  

router ospf 1 

network 192.168.12.0 0.0.0.255 area 0 

network 192.168.23.0 0.0.0.255 area 23 



OSPF  
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5 ῏ 

5.1 IP  

5.1.1  

̆ᶏ ᴰ ⌠ Ȃ Ҍ

ꜚ ⌠ѿ֓ ̆ ᴪ № Ȃ ץ

℗ Ȃ 

̆ ῃ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip route [vrf vrf_name] network  

mask {ip-address | interface-type interface-number  

[ip-address]} [distance]  [tag tag]  [permanent]  

[weight weight][[

mask

 

w

e

i

g

h

t

-


­��



῏ 

http://www.ruijie.com.cn 

 

 

 说明： 
ԍ ̆ RIPȁOSPF ꜚ ̆ ꜚ №

Ȃ 

 

ѿҩ ԍľdownĿ ̆ ῃ ׆ Ҭ Ȃ ̆

֟ Ҍ⌠ Ҋѿ ̆ Ӟᴪ׆ Ҭ Ȃ 

VRF ⱴ⌠ VRFҬ̆ ԅ₮ ̆ᵖ ₮ VRF

VRF Ҍ ̆ Ҍᴪ ⱴ ⱳ̆ VRF̆↕ ⱴ⌠ῃ ҬȂ 

ҹ 1̆ ᶏץ show ip route weight פ Ȃ

weight ԍ WCMP ⱳ ̆ ⌠ ̆֜ ᴪ

ṿ№ ̆weight ᴪ№ ̆ ᴪ№

Ȃ WCMP └ѿ ҹ 32̆ ֜ ↕ ԍ Ҍ ̆ ῒץ

WCMP └ ҍ ῏̕ΐᵣ ṿ̆ ֟ ӥȂ 

ӊ ԍ WCMP └ ̆ ₮ └ Ҍᴪ Ȃᶛ ̆

҉ WCMP └ҹ 8̆ ӇҊ ң Ҭ̆ ѿ ᴪ ̔ 

Ruijie(config)#ip route 10.0.0.0 255.0.0.0 172.0.1.2 weight 6 

Ruijie(config)#ip route 10.0.0.0 255.0.0.0 172.0.1.4 weight 6 

Ruijie(config)#show ip route 10.0.0.0 

 

Routing entry for 10.0.0.0/8 

  Distance 1, metric 0 

  Routing Descriptor Blocks: 

  *172.0.1.2, generated by "static" 

Ruijie(config)#show ip route weight 

 

------------[distance/metric/weight]----------- 

S    10.0.0.0/8 [1/0/6] via 172.0.1.2 

 

ṿ 1000̆ ԅ ҉ ̆↕Ҍᴪ ꜚ− ̆

ᵖ ⱴҌ Ȃ 
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ᵖ ̆ ̆ Ҋ ̆↕Ҍᴪ₮ ҉ ̔ 

ip route 20.0.0.0 255.0.0.0 10.0.0.2 

ip route 20.0.0.0 255.0.0.0 Loopback 1 100 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 200 

̆╠ ң Ҍ ῍ ̆ ҈ Ӟ ∞ ҍ╠

Ȃ 

 

҉̆ ѿҩ ↕̔ ᾢ ԅѿ ԅҊѿ ₮

̆ Ῥ ֽ ₮ ̆ ֽ Ҋѿ ̆ ╠ / /₮ /Ҋѿ ῒז

̆ᵬҹ Ȃ ̆ᾢ ₮ Ҋѿ ̆↕

Ҍᴪ ╠ ̆ ԍῃ Ȃ 

5.1.2  

Ҍ ѿ ῃ ̆ҹԅᶏ ̆

Ạ ⱳ ΐ ̆ῒᵩ

Ȃ ץ ꜚ ᴰ ̆Ӟ ץ ҉ Ȃ 

֟ ң ̔1̃ ̆ΐᵣ ҉ ľ

Ŀ̕2̃ Ȃ 

ῤ ῏ ̆ ѿҩ ᴰ ⌠ ҩ └Ȃ ᴰ

ΐ Ȃ ᴰ RIP ̆ RIP RIP

ҹľ0.0.0.0Ŀ ȂOSPF ᵥ֟ ᴰ ľOSPF

Ŀ ῏ Ȃ 

֟ ̆ ῃ פ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# ip default-network network  

Ruijie(config)# no ip default-network network −  

 

 说明： 
default-network ֟ Ҋץ ᴆ ̆ Ҍ ̆

ᵖ Ҭ ⌠ Ȃ 

ᴆҊ̆RIP Ӟ ᴰץ ̆ᵖ RIP ᴰ ѿҩⱲ ̆

̆ ῒ ⌠ԅ 0.0.0.0/0 Ȃ 

 

̆Ҍ ꜚ ӟ⌠ ֟ ̆ show ip route

פ
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5.1.3 ᴇ  

ⱳ ̆ ץ ᴇ └̆ ᴇ Ҍ ⌠

ѿ Ȃ ѿ ᴇ ̆ ѿ ѿ ̆↕ ԅ

ⱳ Ȃ 

ᴇ ̆ ῃ Ҭ Ҋץ ̆פ פ no ҹ ᴇ

Ȃ 

פ ipv4 ipv6 ̆Ӟ ̆ ԅ ⌠̆פ ѿ ipv4

ᴇ ṿ̆⌠ ѿ ipv6 ᴇ Ӟ ṿȂ 

 

ᵬ פ  

maximum-paths [number] 

ᴇ ̆Ҍ ֟

↓ ᴇ Ҍ

Ȃ ҹ32 ̆֜

Ȃ 

 

5.2  

(route-map)
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Ruijie(config-route-map)# match ip next-hop    

access-list-number […access-list-number] 

↓ Ҭ Ҋѿ

 

Ruijie(config-route-map)# match ip 

route-source access-list-number 

[…access-list-number] 

↓ Ҭ

 

Ruijie(config-route-map)# match ipv6  

address { access-list-name | prefix-list 

 prefix-list-name } 

IPv6 ↓ ╠ ↓

 

Ruijie(config-route-map)# match ipv6 

 next-hop { access-list-name | prefix-list 

 prefix-list-name } 

↓ ╠ ↓

Ҋѿ  

Ruijie(config-route-map)# match ipv6 

 route-source { access-list-name | prefix-list 

 prefix-list-name } 

↓ ╠ ↓

 

Ruijie(config-route-map)# match metric 

Metric 

ṿ 

Metric ̔0-4294967295 

Ruijie(config-route-map)# match origin {egp | igp 

| incomplete} 
 

Ruijie(config-route-map)# match route-type 

{local | internal | external [level-1 | level-2]} 
 

Ruijie(config-route-map)# match tag tag 
ṿ 

tag ̔0-4294967295 

ӈ ᵬ̆ Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-route-map)# set aggregator as 

as-num ip_addr  

AS

ṿ 

Ruijie(config-route-map)# set as-path 

 prepend as-number 
AS_PATH ṿ 

Ruijie(config-route-map)# set .18 re

.5 Tm
..2 ET

Qte 
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Ruijie(config-route-map)# set ip next-hop 

 ip-address 
Ҋѿ IP  

Ruijie(config-route-map)# set ip next-hop 

 verify-availability ip-address
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5.3 №  

5.3.1 №  

ҹԅ ҩ ̆ ֟ ᶫԅ Ḥ ѿҩ׆ №

⌠ ѿҩ ⱳ Ȃ ץ OSPF № ⌠ RIP

Ҭ̆Ӟ ץ RIP № ⌠ OSPF ҬȂ ԑ № ץ

IP ӊ Ȃ 

№ Ҭ̆ ̂route maps̃ ̆ ңҩ ӊ ԑ№

ᴆ └Ȃ 

ѿҩ׆ № ⌠ ѿҩ ̆ ғ └ № ̆

Ҭ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config-router)# redistribute protocol 

[process-id] [metric metric] [metric-type  

metric-type] [match internal | external type | 

 nssa-external type] [tag tag] [route-map 

 route-map-
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Ruijie(config-router)# default-information 

 originate [always] [metric metric] 

 [metric-

-
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5.3.3.2 └  

ҹԅ ᾧ ֓ ̆ ץ Ȃ Ҍ ԍ OSPF

Ȃ 

└ ̆ Ҭ Ҋץ  ̔פ
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Ҋץ ᶛ ̆ RIP № OSPF ̆ № ҹ 10 OSPF ̆∆

ṿ ҹ 10Ȃ 

# RIP 
Ruijie(config)# router rip 

Ruijie(config-router)# version 2 

Ruijie(config-router)# redistribute ospf 1 route-map redospf 

Ruijie(config-router)# network 200.168.23.0 

#  

Ruijie(config)# route-map redospf permit 10 

Ruijie(config-route-map)# match tag 10 

Ruijie(config-route-map)# set metric 10 

 

Ҋץ ᶛ ̆ OSPF № RIP ̆ ԍ ԅ Ҍ ↕̆

ץ № ῏ ̆ᴪ ⌠Ḥ Ҍ ↕̔ 

#  

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match length 1 3  

Ruijie(config-route-map)# match route-type external  

Ruijie(config-route-map)# set level backbone 

# OSPF 
Ruijie(config)# router ospf 1 

Ruijie(config-router)# redistribute rip subnets route-map redrip 

% ospf redistribute rip not support match length 

% ospf redistribute rip not support match route-type 

% ospf redistribute rip not support set level backbone 

5.4.2 №  

  

ѿ ̆ RIP ҍῒ ֜ Ḥ ̆ 3 ̆ RIP №

̆ ғ ᾛ 172.16.1.0/24ȁ192.168.1.0/24 ң Ȃ 

 ΐᵣ  

Ӟ Ҭ ᶛ ̆ № ↓ Ȃ Ҋץ

Ҭ № ṿ̆ ҹ № ҹ ̆RIP ᴪ ꜚ№

ṿȂRIP Ҭ ҍ῏ ꜚ ̆ ҹ ↓ Ҭᾛ

172.16.1.0/24 ̆RIP ̆ ᾢ ̆ ғ Ҍ

 172.16.0.0/16 Ȃ 

#  

Ruijie(config)# ip route 172.16.1.0 255.255.255.0 172.200.1.2 

Ruijie(config)# ip route 192.168.1.0 255.255.255.0 172.200.1.2 

Ruijie(config)# ip route 192.168.2.0 255.255.255.0 172.200.1.4 

# RIP 
Ruijie(config)# router rip 

Ruijie(config-router)# version 2 

Ruijie(config-router)# redistribute static 

Ruijie(config-router)# network 192.168.34.0 
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Ruijie(config-router)# distribute-list EXT_ACL out static 

Ruijie(config-router)# no auto-summary 

# ACL 
Ruijie(config)# ip access-list extended EXT_ACL 

Ruijie(config-ext-nacl)#10 permit ip 192.168.1.0 0.0.0.255  

any 

Ruijie(config-ext-nacl)#10 permit ip 172.16.1.0 0.0.0.255 any 

5.4.3 ꜚ №  

  

̆ Ҋ Ȃ A ԍ OSPF ̆ C ԍ RIP ̆

D ԍ BGP ̆ B ҈ҩ Ȃ A 192.168.10.0/24ȁ

192.168.100.1/32 ң ̆ C 192.168.3.0/24ȁ192.168.30.0/24 ң ̆

D 192.168.4.0/24ȁ

FJ
z.168.

40.0/24 ң Ȃ 

 

ꜚ №  

Router B ҉̆OSPF № RIP Ҭ ̆ ҹ Type-1̆ № BGP

Ҭ ᵣ 11:11 BGP ̕RIP № OSPF Ҭ 192.168.10.0/24 ѿ ̆

ғ ṿ ҹ 3̆ ғ ѿ ⌠ RIP Ȃ 

 ΐᵣ  

ӊ № ̆ ץ № ↓ └̆ᵖ Ҍ

Ҍ ̆№ ↓ ẠҌ⌠ ̆

└Ȃ № ↓ ᶫԅ
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Ȃ ᶛ BGP ᵣ Ȃ 

A ̔ 

#  

Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# ip address 192.168.10.1 255.255.255.0 

Ruijie(config)# interface loopback 1 

Ruijie(config-if)# ip address 192.168.100.1 255.255.255.0 

Ruijie(config-if)# no ip directed-broadcast 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.12.55 255.255.255.0 

# OSPF 

Ruijie(config)# router ospf 12 

Ruijie(config-router)# network 192.168.10.0 0.0.0.255 area 0 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# network 192.168.100.0 0.0.0.255 area 0 

B ̔ 

#  

Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# ip address 192.168.12.5 255.255.255.0 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# ip address 192.168.23.2 255.255.255.0 

# OSPF̆ №  
Ruijie(config)# router ospf 12 

Ruijie(config-router)# redistribute rip metric 100 metric-type 1 subnets 

Ruijie(config-router)# redistribute bgp route-map ospfrm  

subnets 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

# RIP̆№ ↓ №  
Ruijie(config)# router rip 

Ruijie(config-router)# redistribute ospf 12 metric

2

Ruijie(config -r

o

u

t

e

r

)

#

 

Ruijie(configip ad

BT

/F17 10.5258
E.50 0 1 180.62 361.16 Tm

[(-)] 17 10.5258
E.50 0 1 family ipv47.04 361.16 Tm
dcast

Ruijie(config

ip address

192

12

Ruijie(config

# G5ž�Ä+XD�+
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Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# ip address 192.168.30.1 255.255.255.0 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.3.1 255.255.255.0 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# ip address 192.168.23.3 255.255.255.0 

# RIP 

Ruijie(config)# router rip 

Ruijie(config-router)# network 192.168.23.0 

Ruijie(config-router)# network 192.168.3.0 

Ruijie(config-router)# network 192.168.30.0 

D ̔ 

#  

Ruijie(config)# interface gigabitEthernet 0/0 

Ruijie(config-if)# ip address 192.168.40.1 255.255.255.0 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.4.1 255.255.255.0 

Ruijie(config)# interface gigabitEthernet 1/0 

Ruijie(config-if)# ip address 192.168.



 

 

 
 
 

ῃ 

 
 

 

№Ύ׃ ῃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. └↓  

2. RPL 

3. ₯ 

4. ₯ 

5.  

6. VPDN 

7. PPTP 

8. L2TP 

9. GRE 

10. ῃ ̂IPSec̃ 

11. ӥ 

12.  AAA 

13. RADIUS 

14. TACACS+ 

15. Web  
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1 └↓  

1.1  

1.1.1 └↓  ׃

ACLs ῃ ҹ ῀ └↓ (Access Control Lists)̆Ӟ ҹ ↓ ̂Access Lists̃̆Ḛ ҹ

̆ Ҭ ӊҹ ȂACLs ӈѿ֓ ↕ ҉

└̔ᾛ ҡ Ȃ ῒᶏ ̆ ҹ№ץ ῃ ACLs QoS ACLsȂ 

ץ └ Ҭ ̆ └ ᶏ ᶏ Ȃ ῃ

ACLs ῒ № ̆ ׆ ῀ ₮

̆ ᴆ(Conditions)‗ ᾛ ῒ (Permit) ҡ (Deny)Ȃ 

̆ ῃ ACLs ԍ └ ֓ ᾛ ׆ ̆Qos ֓

ᴨᾢ № Ȃ 

ACLs ѿ ↓ ̆ ױ ӊҹ ῀ └↓ (Access Control Entry̔ACE)Ȃ

ҩ ῀ └↓ ԅ ᴆ ҹȂ 

↓ ↕ ץ ȁ ȁ҉ ̆ Ḥ Ȃ 

1.1.2 ҹָӇ ↓  

↓ ̆Һ  Ҋѿ֓̔ץ

 └ ̔ └ Ḥ ָӇ ̆ ָӇ ⌠ Ḥ

Ȃ 

 └ ̔ҹԅ Ḡ ῃ̆ ӈ ↕̆ ץ └ ѿ֓ Ⱶ̂

 WWW ᴆ Ⱶ̆ῒז Ⱶ TELNET ↕ ̃̆ ֽᾛ ῤ

̆ ᾛ ѿ֓Һ Ȃ 

Ҋ ѿҩ ᶛ̆ ᶛ҄ ̆ ᶛ ̆
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ᶏ ↓ └  

1.1.3 ָӇ Ṝ ↓  

ץ ↓ ꜚ ↓ Ȃѿ ’Ҋ̆ᶏ ↓

ῃ Ȃᵖ ү ᴪ ѿ֓ ᴆẊῳ ̆ ץ Ȃ

ꜚ ↓ ̆╠ץ ᴍ ̆ᶏ ץ ῀ ̆ ץ ѿ֓

ᶏץ ꜚ ↓ Ḡ ῃȂ 

 
 说明： 

Ẋῳ ↓ ̆ᶏ ꜚ ↓ Ӟᴪ

̔ ᴍ ̆Ẋῳ Ȃ ‗

ҩ ң ̆ѿ ֓̆ ᶏץ ץ

῀ ̆ ѿ ᶏ IPSEC ⱴ ⱴ ̆ Ḡ ῀ ̆

ⱴ Ȃ 

 

↓ ѿ Ҋᵝץ ҉̔ 

 ῤ ̂ INTERNET̃ӊ  

 ңҩ №֜  

 ῀ └ . 

└↓ Ҥ Ҭ ׆̆ ѿ ̆ѿ ѿҩ

Ҭ ҩ ᴆ∞ ̆ Ӈ ̆ҌῬ Ȃ  

1.1.4 ῀/ ₮ ACLȁ ↕ 

῀ ACL ⌠ ̆ ҍ ῀ ACL ѿ ACE ̕

₮ACL ‰ ׆ ѿҩ ₮ ̆ ҍ ₮ACL ѿ ACE

Ȃ 

└ Ҍ ↕ ̆ ↕ ̆Ӟ ῒҬ₃ Ȃ

ACĔ ACE ӈ (Permit Deny)ȂACL ACE ץ ֓

ץ ̆ ֓
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ԋ (Layer 2 Fields)̔ 

 48 ᵝ MAC ( 48 ᵝ) 

 48 ᵝ MAC ( 48 ᵝ) 

 16 ᵝ ԋ  

҈ (Layer 3 Fields)̔ 

 IP ( ץ ῃ IP ṿ̆ ӈ ӈѿ ) 

 IP ( ץ ῃ IP ṿ̆ ӈ ӈѿ ) 

  

(Layer 4 Fields)̔ 

 ץ ѿҩ TCP ȁ  

 ץ ѿҩ UDP ȁ  

ѿ ACE ̆ Ҭ ֓ ץ ≢ȁ№ Ȃ

֓ ӈȂ ̆ ѿ ACE IP 

≢ȁ№ ̆ ѿ ACE ̆ IP 

UDP ̆ ̆ ң ACE ᶏ ԅҌ Ȃ 

↕(Rules)̆ ACE ṿȂ ѿ ACE ῤ Ҋ̔ 

permit tcp host 192.168.12.2 any eq telnet 

ACE Ҭ̆ ҹץҊ ̔ IP ȁIP ȁ TCP 

Ȃ ṿ(Rules)№≢ҹ̔ IP ̗Host 192.168.12.2̕IP ̗TCP̕TCP 

 ̗ TelnetȂ 

 

ACE̔permit tcp host 192.168.12.2 any eq telnet №  

 
 说明： 

ץ ҈ (Layer 3 Field) (Layer 4 Field) ̆Ӟ ץ ҩ

ԋ (Layer 2 Field) ̆ᵖ ‰ҍ ACL Ҍ ԋ ҈ ȁԋ
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ȁԋ ҈ ȁ Ȃ ᶏ ԋ ȁ҈ ȁ ̆ ץ Expert

└↓ ̂Expert ACLs̃Ȃ 

 

1.2 IP ↓  

҉ ↓ ̆ ҹ ↓ ѿҩ ѿ Ḃץ̆ ῤ

ѿ ҩ ↓ ȂҊ ↓₮ԅ ᶏץ ↓ ץ

ᶏץ ↓ Ȃ 

  

‰ IP 1-99̆1300 - 1999 

IP 100-199̆2000 - 2699 

 

1.2.1 IP ↓  

⇔ ↓ ̆ ӈ ↕ ԍ ҉ № ̆ ∞ № ҍ ↕

‗ № Ȃ 

↓ ‰ ↓ ↓ ̆ ↓ Ҭ ӈ ῖ ↕Һ  Ҋ̔ץ

  

  

 ҉  

  

‰ IP ↓ ̂ ҹ 1 - 99̆1300 - 1999 Һ̃ IP № ̆

IP ↓ ̂ ҹ 100 – 199̆2000 - 2699̃ᶏ ҉ץ №

Ȃῒז ↓ ף῏ № Ȃ 

ԍ ѿ ↓ ̆ ᶏץ ↓ ӈ ↕̆ῒҬ

ѿҩ Ḃץ̆ ֓ ⌠ ѿҩ ↓ ȂҌ ̆ᶏ ̆

↓ Ȃ 

1.2.1.1 ľ Ŀ ↕  

ҩ ↓ ѿ ― ‖ ↕ ̆ № ҍᴋᵥ ↕ Ҍ

̆ Ȃ 

Ҋᶛ̔ 

access-list 1 permit host 192.168.4.12 

↓ ᾛ Һ ҹ 192.168.4.12 ̆ῒ Һ Ȃ ҹ ↓

ԅѿ ↕ ̔access-list 1 deny anyȂ 

̔ 
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Access-list 1 deny host 192.168.4.12 

↓ ҉ץ ѿ ̆↕ᴋᵥҺ Ȃ 

 
 注意： 
1. ӈ ↓ Ṝ̆ ⌠ Ȃ ԍ ↓ ― ‖̆

Ȃ 

 

1.2.1.2 ῀ ↕  

ⱴ῀ ↕ ⱴ⌠ ↓ ̆ ⇔ ץ ̆ − ̆ −

ҩ ↓ Ȃ ץ ↓ Ȃ ‗ № ̆

⇔ № ҍ ̆ ⌠ ̆ḂҌῬ ῒז ↕ Ȃ 

Ẋ ⇔ ԅѿ ̆ ᾛ ̆↕ Ҍ Ȃ 

Ҋᶛ̔ 

access-list 101 deny ip any any 

access-
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Ruijie (config-xxx-nacl)# [sn] { permit | 
deny } {src src-wildcard | host src | any 
} [time-range tm-rng-name]  

ҹ ACL ⱴ ,ΐᵣῤ

פ  

Ruijie(config-xxx-nacl)# exit 
Ruijie(config)# interface interface 

₮ └↓ ̆

↓  

Ruijie(config-if)# ip access-group 
id { in | out } [reflect | unreflect] ↓  

 
 说明： 

ѿ ṿ ACL ̆ ԋ ץ ṿ ACL ̆ ץ ᴨ

ᾢ ( ACE ᴨᾢ Ҭ)Ȃ 
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↓ ᶛ 

Switch B ҉ ↓ ̆ Ҋץ ῃⱳ ̔ 

1. 192.168.12.0/24 Һ ҉ UNIX Һ TELNET Ⱶ̆

PING ⱵȂ 

2. Switch B └ ҉Ҍ 192.168.202.0/24 Һ ⱵȂ 

 
  说明： 

҉ץ ᶛ ̆ ᾛ № Ữ ҉ Һ Ҭ Һ ̆Ҍᾛ

҉ Ҭ Һ Ȃ 

 
  

Switch B ̔ 

Ruijie(config)# interface GigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

Ruijie(config-if)# exit 

Ruijie(config)# interface GigabitEthernet 0/2 

Ruijie(config-if)# ip address 2.2.2.2 255.255.255.0 

Ruijie(config-if)# ip access-group 101 in 

Ruijie(config-if)# ip access-group 101 out 

 

̆ ѿҩ ҹ 101 ↓  

Ruijie(config)# access-list 101 permit tcp 192.168.12.0 0.0.0.255 any eq 

telnet time-range check 

Ruijie(config)# access-list 101 deny icmp 192.168.12.0 0.0.0.255 any 

Ruijie(config)# access-list 101 deny ip 2.2.2.0 0.0.0.255 any 

Ruijie(config)# access-list 101 deny ip any any 

 

Time-Range  

Ruijie(config)# time-range check 

Ruijie(config-time-range)# periodic weekdays 8:30 to 17:30 
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  说明： 

↓ 101 ѿ ↕ access-list 101 deny ip any any Ҍץ ̆ ҹ ↓

ѿ ↕ Ȃ 

 
Switch A ̔ 

Ruijie(config)# hostname Ruijie 

Ruijie(config)# interface GigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.202.1 255.255.255.0 

Ruijie(config)# interface GigabitEthernet 0/2 

Ruijie(config-if)# ip address 2.2.2.1 255.255.255.0 

1.3 Expert ↓  

҉ Expert ↓ ̆ ↓ ѿҩ ѿ ץ̆

Ḃ ῤ ѿ ҩ ↓ ȂҊ ↓₮ Expert ↓ Ȃ 
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2. ↓ ԍ ( ᶛ) 

Expert ↓ ̆ Ҋңץ  

ѿ ῃ Ҋ Ҋץ  ̔פ

ⱳ פ  

Ruijie (config)# access-list id {deny | 
permit} [prot | {[ethernet-type] [cos cos]}] [VID 
vid] {src src-wildcard | host src } 
{host src-mac-addr | any} {dst dst-wildcard  | 
host dst | any}{host dst-mac-addr | any}] 
[precedence precedence] [tos tos] [ dscp 
dscp] [fragment] [time-range tm-rng-name] 

ӈ ↓ , פ ΐᵣ

ῤ פ  

Ruijie(config)# interface interface 
↓

 

Ruijie(config-if)# expert access-group id {in | 
out } [unreflect] ↓  

ԋ̆ ACL Ҋ Ҋץ  ̔פ

ⱳ פ  

Ruijie(config)# expert access-list 
extended {id|name} ῀ ↓  

Ruijie (config-exp-nacl)# [sn]{ permit | 
deny }[prot | {[ethernet-type] [cos cos]}] [VID 
vid] {src src-wildcard | host src }{host 
src-mac-addr | any} {dst 
dst-wildcard | host dst | any}{host 
dst-mac-addr | any}][precedence 
precedence] [tos tos] [ dscp dscp] 
[fragment] [time-range tm-rng-name] 

ҹ ACL ⱴ , פ ΐᵣ

ῤ פ  

Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface interface 

₮ └↓ ̆

↓  

Ruijie(config-if)# expert access-group 
{id|name} {in|out} [unreflect] ↓  

 

 



�6A
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1.3.4 Expert ↓ ᶛ 

Expert ↓ ̆ Ҋץ ῃⱳ ̔ 

VLAN20 0013.2049.8272 Һ Giga 0/1 Ȃ 

ῒז Ҍ  

Ruijie> enable 

Ruijie# config terminal 

Ruijie(config)# expert access-list extended expert-list 

Ruijie(config-exp-nacl)# permit ip vid 20 any host 0013.2049.8272 any any 

Ruijie(config-exp-nacl)# deny any any any any 

Ruijie(config-exp-nacl)# exit 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# expert access-group expert-list in 

Ruijie(config-if)# end 

Ruijie# show access-lists  

expert access-list extended expert-list 

petmit ip vid 20 any host 0013.2049.8272 any any 

deny any any 

Ruijie# 

 

1.4 TCP Flag └ 

TCP Flag ᶫԅѿ └̆ ╠ └ Match-

⌠ TCP Flag ҍ ACL Ҭ ӈ TCP Flag ѿᵝ ̆ ACL ↕

̆ᶏ ץ ӈ TCP Flag ᴋ ̆ ֓ΐ TCP Flag Ȃ 

ᶛ ̔ 

permit tcp any any match-all rst 

ᾛ TCP Flag RST ᵝ̆ῒזᵝҹ 0 Ȃ 

 
 说明： 

ץ ACL̆ ṿ ACL ҹ TCP ’Ҋ Ȃ 

 

 
Ҋ TCP Flag 

ⱳ פ  

Ruijie(config)# ip access-list 
extended {  | name } 

῀ ↓  

Ruijie(config-ext-nacl)# [ ] 
[permit deny tcp source 
source-wildcard operator port [ ] ] 
destination stination-wildcard 
[operator port  ]]  
[match-all flag-name precedence precedence] 

ҹ ACL ⱴ , פ ΐ

ᵣῤ פ  
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Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface interface 

₮ └↓ ̆

↓

 

Ruijie(config-if)# ip access-group 
{id | name} {in | out} 

↓  

Ҋ ᶛ ᵥ TCP Flag 

1) enable  

Ruijie> enable 

Ruijie# 

2) ῀ῃ  

Ruijie# configure terminal 

Ruijie(config)# 

3) ῀ ACL  

Ruijie(config)# ip access-list extended test-tcp-flag 

Ruijie(config-ext-nacl)# 

4) ⱴ ACL  

Ruijie(config-ext-nacl)# permit tcp any any match-all rst  

5) ⱴ deny  

Ruijie(config-ext-nacl)# deny tcp any any match-all fin     

6) ⱴ− ̆ 

7) 
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ace1: 10 

ace2: 20 

ace3: 30 

ip access-list resequence tst_acl 100 3, ACE Ҋ 
Ruijie(config)# ip access-list resequence tst_acl 100 3 

ace1: 100 

ace2: 103 

ace3: 106 

Ҍ ῀ sn-num ⱴ ace4 ̆ Ҋ 

Ruijie(config-std-nacl)# permit ȂȂȂ 

ace1: 100 

ace2: 103 

ace3: 106 

ace4: 109 

῀ seq-num = 105 ⱴ ace5 ̆ Ҋ 

Ruijie(config-std-nacl)# 105 permit ȂȂȂ 

ace1: 100 

ace2: 103 

ace5: 105 

ace3: 106 

ace4: 109 

ҹԅ 4 Ҭ ᴨᾢ ⱴ ace Ȃ 

− ACE 
Ruijie(config-std-nacl)# no 106 

ace1: 100 

ace2: 103 

ace5: 105 

ace4: 109 

҉ Ӟ ץ Ḃ ACE − Ȃ 

1.6 ԍ ACL  

ᶏץ ACL ԍ ̆ ACL ѿҩ ֓ ῤ Ȃҹԅ ⌠ ҩ

̆ ᾢ ѿҩ Time-RangeȂ 

Time-Range ᶭ ԍ ̆ ᶏ ҩⱳ ̆ Ḡ ѿҩ

Ȃ 

׆ ̆ ץ Ҋץ ѿҩ Time-Range̔ 

ⱳ פ  

Ruijie# configure terminal ῀ῃ Ȃ 

Ruijie(config)# time-range  

time-range

-

name 

ѿҩ ӈ ұᵬ

ҹ ѿҩ 

Ruijie(config-time-range)# absolute 

[start time date] end time date 

( )̆ 

ΐᵣ time range
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Ruijie(config-time-range)# periodic 

day-of-the-week time to 

[day-of-the-week] time 

( )̆ 

ΐᵣ time range

 

Ruijie# show time-range  

Ruijie# copy running-config 

startup-config 
Ḡ  

Ruijie(config)# ip access-list 

extended 101 
῀ ACL  

Ruijie(config-ext-nacl)# permit ip 

any any time-range time-range-name 
ACE 

 
 说明： 
Time Range ҹ 1̇32 ҩ ̆Ҍ  

ѿҩ Ҍ ̆ ԍ
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1.7 ҽᶛ 

1.7.1 TCP  

TCP Flag ACL ⱳ Ȃ 

1.7.1.1  

ҹԅ ѿ ҉Ḡ A ῃ̆ ᾛ  A Һ B Һ TCP

Ḥ ̆ᵖ Ҍᾛ B Һ ⌠  A TCP Ḥ Ȃ 

1.7.1.2  

 

҉ ̆ ҈ ֜ ңҩ ̆ A ҍ֜ G3/1 ̆ B ҍ֜

G3/2 Ȃ 

1.7.1.3 №  

B Һ ⌠  A TCP Ḥ ̆ ׆ B ֜

G3/2 TCP Ȃ№ TCP ̆TCP ∆ TCP

SYN ᵝғ ACK ᵝҹ 0Ȃ ̆ ױ ץ └↓

Match-all ̆ G3/2 ῀ ̆ TCP SYN ᵝ 1 ғ ACK ᵝҹ 0

̆ A B Ȃ 

1.7.1.4  

1) ӈ └↓  

# ῀֜  

Ruijie# configure terminal 

# Ҋ⇔ ↓ ACL101 

Ruijie(config)# ip access-list extended 101 

# TCP Flag SYN=1̆ғῒ ̂ ACK ᵝ̃ ᵝҹ0  

Ruijie(config-ext-nacl)# deny tcp any any match-all syn 

# ᾛ ῒ IP  
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Ruijie(config-ext-nacl)# permit ip any any 

2) └↓ ҉ 

# ₮ └↓  

Ruijie(config-ext-nacl)# exit 

# ῀ ↓ G3/2 

Ruijie(config)# interface gigabitEthernet 3/2 

# ACL 101 ԍ G3/2 ῀  

Ruijie(config-if)# ip access-group 101 in 

3) ↓  

# Ҋ̆ᶏ show פ ACL ῏  

Ruijie# show access-lists 101 

ip access-list extended 101 

10 deny tcp any any match-all syn  

20 permit ip any any 
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2 RPL 

2.1 RPL ⱳפ   

2.1.1 RPL  

RPL̂reverse path limited̃ └̆Ḡ ׆ ҩ ׆ ҩ ̆ ᾧ

Ҍᾛ Ȃ 

̆ ҩ ῀ ̆ ѿҩ Ҭ

ᴨᾢ ̆ ῀׆ ̂Ҍ ̃ 

2.1.2 RPL פ  

Ҋ RPL ⱳ ̆ᶏ Ȃ 

ᵬ פ   

 Ruijie(config-if)# reverse-path RPL ⱳ  

1.  Ruijie(config-if)#no reverse-path ῏ RPL ⱳ  

2.1.3 RPL פ ᶛ 

Ҋ  

Ruijie(config-if)# reverse-path 

    
̆ ץ (

show ip route ⌠ ҩ₮ ̆ ⌠Ҋѿ IP
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3 ₯ 

׃₯ 3.1  

ԍ Ҭ ⌠ ₯ ̆ ᴪ₮ Ҋ ѿ֓

’̔ 

̂1̃ CPU ≠ ̕ 

̂2̃CLI Ả ̕ 

̂3̃ └ ҡ ̆ ꜚ
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̔ ҉ └ Classify№ ҈ ̆ ҈ №≢ Ҋ҈ҩ Ȃ

҈ҩ ᴰ ӈ Ҋ̔ 

protocol sub-interface̔ └ Ȃᶛ ̆

Ȃ 

manage sub-interface̔ Ȃᶛ ftp̆telnet̆snmp ̆ arp Ӟ

ԍ ѿ Ȃ 

data sub-interface̔ ԍ ѿ ̆ icmp ѿ֓

Ӟ ԍ ѿ Ȃ 

    

₯Ҭ Ҍ ԍ Ҭᴰ ӈ҉ Ȃ ףֽֽ ԅѿ

ᴰ ѿ ҉ └ ῤ ̆ Ḃ ֓ ₯

Ȃ 

 

SCPP̂Segregate Control Plane Protectioñ̔№ └ Ḡ Ȃ └ ̆

҈ҩ ῤ ̆ Ḡ Ȃ 

Glean-CAR̔ ⌠ REF Glean ̂ ⌠ ̆ᵖ ⌠

IP Һ ̆ ҉ └ ip ̃ Ȃ 

ARP-CAR̔ ҹ ARP ̆ ҉⌠ └ ̕ARP-CAR

ץ └ ҩ ARP Ȃ 

Port-
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3.2 ₯  

3.2.1 ₯  

₯ Ҋ↓ ̔ 

 ῀ control-plane  

 SCPP 

 Glean-CAR 

 ARP-CAR 

 Port-Filter 

 MPP 

 ACPP 

 ᶏ ↕ ₯ 

  

  
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Ruijie(config-cp)# scpp list acl_no {bw-rate 
bw-rate bw-burst-rate bw-burst-rate }  

҉̆ acl_no

SCPP └̂ ᵝ pps̃̆ └

Ȃ 

acl_no a̔cl ↕̆ ₮ scpp

 

bw-rate̔ └̂ ᵝҹ pps̃ 

acl
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ARP-CAR ⱳ manage ҉Ȃ 

╠ ᵞ N ᵝ̂N ֟ ‗ ̃Ȃ 

̆ARP-CAR └ ⌠ ѿҩ ARP Ȃ A

̂192.168.52.57̃ B̂ 192.168.60.57̃ ңҩ ̂ ̃ 192.168.52.1

ARP ̆ ԅ arp-car 5̆↕ A B Ҭ̆ №≢ 5 ҩ

⌠ └ ̆ └ ARP Ȃ 

’̆ARP-CAR ῏ ̆ ԅ ARP-CAR ↕ Ȃ 

3.2.6 Port-Filter 

Port-Filter ⌠ Ⱶ ᴰ ̆ ᶏ Ҋ  ̔פ

ᵬ פ   

 Ruijie(config-cp)# port-filter  Port-Filter ᴰ ⱳ  

 Ruijie(config-cp)# no port-filter Port-Filter ᴰ ⱳ  

Port-Filter ⱳ manage ҉Ȃ 

’̆Port-Filter ῏ ̆ ԅ Port-Filter Ȃ 

3.2.7 MPP 

MPP ῤ ҉ᾛ ̆ ᶏ Ҋ  ̔פ

ᵬ פ   

 Ruijie(config-cp)# management-interface 
interface allow {ftp | http | https | ssh | snmp | 
telnet | tftp}  

ῤ ̆ ҉ᾛ

 

Interface̔ ῤ Ȃ 

 
Ruijie(config-cp)# no management-interface 
interface 

− ῤ  

− ԅ ῤ ̆↕ MPP ⱳ

῏  

MPP ⱳ manage ҉Ȃ 

ץ 16 ҩ ῤ ̆ ҩ ҉ ץ ҩ ῃ Ȃ 

ԅ MPP ⱳ ץ ̆ ῤ ҉ӞҌᾛ ̆ ῤ ᾛ

Ȃ 

’̆MPP ῏ ̆ ԅ MPP ↕ Ȃ 
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3.2.8 security deny 

ῤ ping web ̕ ᶏ Ҋ  ̔פ

ᵬ פ   

 Ruijie(config-cp)#security deny

͕ lan-ping | lan-web | wan-ping | 

wan-web͗ 

ῤ ping web  

 Ruijie(config-cp)# no security deny͕lan-ping | 

lan-web | wan-ping | wan-web͗ 

− ῤ ping web  

3.2.9 security web permit 

security deny ԅ web̆ ѿ֓ IP ץ web̆

ץ פ web permit ip Ҭ ⱴᾛ IP ̆ פ IP ץ

web̂Ҍ ₯ ȁҌ deny פ ̃Ȃ Ӟ ץ −פ Ҭ IP

̔ 

ᵬ פ   

 

Ruijie(config-cp)# security web permit 
low-ip-address [ high-ip-address ]  

ᾛ web IP  

low-ip-address̔ᾛ IP ᾛ IP

 

high-ip-address̔ᾛ IP  

 Ruijie(config-cp)# no security web permit 
low-ip-address 

− ᾛ web IP  

 

פ ץ 32 ҩ IP IP Ȃ  

 

3.2.10 ACPP 

ҹ № ҉ └ ACPP̂ Ҭ └ Ḡ ̃̆ ᶏ Ҋ  ̔פ

ᵬ פ   

 

Ruijie(config-cp)# acpp bw-rate rate 
bw-burst-rate burst-rate  

҉ ACPP ↕ 

rate̔ └̂ ᵝҹ pps̃ 

burst-rate̔ └̂ ᵝҹ pps̃ 

 Ruijie(config-cp)# no acpp − ACPP ↕ 

҈ҩ ҉ ץ ῒ҉ ACPP Ȃ 
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’Ҋ̆ACPP ῏ ̆ ԅ ACPP ↕ Ȃ 

3.2.11 anti-arp-spoof 

ARP ₯ⱳ ̆ ԅ ̆פ ≢ ARP ̆ Ҋ↓ ↓ҹ ARP

̆ ⱴ῀ ARP ↓ ̔Һ ҩ ARP  ( 10s ῤ ԅ

200 ҩ ARP )̕Һ MAC ṿ ҩ IP̕ARP ᴑ MAC ҍ

MAC Ҍ ̕  

ᶏ פ no ῏ ARP ₯ⱳ ̕ ᶏ Ҋ  ̔פ

ᵬ פ   

 Ruijie(config-cp)#anti-arp-spoof ARP ₯ⱳ  

 Ruijie(config-cp)# no anti-arp-spoof ῏ ARP ₯ⱳ  

’Ҋ̆ ⱳ ῏ Ȃ 

3.2.12 attack thrshold 

₯ ҡ ⌠ pps ̂ ₯ ṿ̃̆ ҹ Ҭ

₯̕  

ᵬ פ   

 Ruijie(config-cp)#attack threshold 500 ₯ ṿ 

 

3.2.13 
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 Ruijie# configure terminal ῀ῃ  

 Ruijie(config)#attack-block enable ⱳ  

 Ruijie(config)#attack-block unblock { auto | 
time } 

ҹ ꜚ ̆ Ȃ

ҹ ̆ Ȃ 

 Ruijie(config)#attack-block threshold 
{ drop-kbps value1 | drop-pps value2 } 

ṿȂ ῤ IP ҡ ҡ

ṿ̆↕ Ȃ 

 Ruijie# end ₮ῃ  

 Ruijie# attack-block ip ip-addr time ꜚ ⱴ IP 

 
Ruijie# clear attack-block [ip ip-addr] 

ꜚ− IP ȂҌ ΐᵣ IP ̆

IP Ȃ 

ҽᶛ̔ 

Ruijie# configure terminal // ῀ῃ  

Ruijie(config)#attack-block enable  // ⱳ  

Ruijie(config)#attack-block unblock 180  // ҹ 3 №  

Ruijie(config)#attack-block threshold drop-kbps 10000  // ҉ ҡ ⌠ 10000 

kbps ip 

Ruijie(config)#attack-block threshold drop-pps 5000  // ҉ ҡ ⌠ 5000 

pps ip 

Ruijie# end // ₮ῃ  

Ruijie# attack-block ip 1.1.1.1 300  // ꜚ IP 1.1.1.1̆ ҹ 5 №  

 

    1. ꜚ ⱴ IP Ҍ Ḡ ̆ ҌῬ Ȃ 

 

3.3 ₯  

3.3.1 ₯  

₯ Ḥ ̆ ץ Ҋ פ ̔ 

ᵬ פ   

 Ruijie# show ef-rnfp {acpp | scpp | glean-car | 
arp-car | port-filter | mpp | all } 

₯ ̆ ̆ Ḥ  



₯ 
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3.3.6 ῤ ₯ ↓  

֓Һ ⱴ῀⌠ ↓ ̆ ץ Ҋ פ ̔ 

ᵬ פ   
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// ῀ control-plane ̆ ῀ data  

Ruijie(config)# control-plane data 

// ACPP̆data ҉ ҹ 500pps̆ᾛ ṿҹ 600pps 

Ruijie(config-cp)# acpp bw-rate 500 bw-burst-rate 600 

// Glean-CAR̆ ҩ ᾛ 10 ҩ ⌠ glean  

Ruijie(config-cp)# glean-car 10 

// ῀ control-plane ̆ ῀ manage  

Ruijie(config)# control-plane manage 

// ACPP̆manage ҉ ҹ 500pps̆ᾛ ṿҹ 600pps 

Ruijie(config-cp)# acpp bw-rate 500 bw-burst-rate 600 

// ARP-CAR̆ ҩ ᾛ 10 ҩ ARP  

Ruijie(config-cp)# arp-car 10 

// Port-Filter ⱳ  

Ruijie(config-cp)# port-filter 

// MPP ↕̆ gi0/0 ҹ ῤ ̆ ᾛ telnet̆snmp  

Ruijie(config-cp)# management-interface gi0/0 allow telnet snmp 
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4 ₯ 

4.1 ₯  

4.1.1  

₯ ⱳ ₮ ₯̆ Ḡ ῤ

ᾧ ₯̆Ḡ ῤ Ȃ 

₯ ᴨלҺ ᵣ Ҋ₃ҩץ ̔ 

₯ ̂ ľῖ ₯Ŀ̃̕ 

ᴰ ֜ ҉ ACL Ҍ ₯ ̆

Ҍױ ̆ ԍ Ҍ ѿҩ ‗ ̆

ACL ץ ‗҉ ̕ 

ᴪ ᵬ Ȃ ̆№

̂L3̃ ̂L4̃̆ ԍѿ ӈ ᾛ ȁ

Ȃ 

4.1.2 ₯  

₯ №ҹ Ⱶ ₯ȁ ₯ ₯҈ ̔ 

 Ⱶ ₯ 

Ⱶ ̂DoS̆Denial of Servicẽ ₯ ᶏ ₯ ̆ᶏ

̆ Һ Ҍ ᶫ ᵬȂҺ  DoS ₯ SYN FloodȁFraggle

Ȃ Ⱶ ₯ ῒז ₯Ҍ ӊ ԍ̔ ₯ Ҍ ῀ῤ ῀ ̆

Ȃ 

 ₯ 

₯ ≠ ̂ ICMP TCP̃ ҉ Ⱶ̆

׆ ‰ ₮ Ȃ ₯ ICMP ̂PING̃ Һ ̆≠ TCP

UDP ̆ ₮ Һ ᵬ ⱵȂ ₯

ԅ ᶫ Ⱶ ῃ ̆ҹ ѿ ᷅῀ Ạ ‰ Ȃ 

 ₯ 
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₯  IP ̆ᶏ ̆

Һ ₯ Ping of DeathȁTeardrop Ȃ 

4.1.3 ῖ ₯ 

1ȁLand ₯ 

 Land ₯̆  TCP SYN  IP Ȃ

 SYN-ACK ̆ ҩ  ACK ⇔ ѿҩ

̆ ѿҩ Ḡ ⌠ Ȃ Land ₯ Ҍ ̆

UNIX Һ ̆Windows NT Һ ᴪ ῒ Ȃ 

2ȁSmurf ₯ 

Smurf ₯̆ ₯ѿҩ Ȃ ICMP ̆

ҹ ̆ Һ  ICMP ᵬ₮ ̆

Ȃ Smurf ₯Һ ₯ Һ Ȃ ҉  ICMP ҹ

Һ ̆ Һ Ȃ ₯ ѿ ̆

₯Ȃ ҉ ̆ Һ ̆ ₯ ȂSmurf ₯ ѿҩ ᵣҹ

Fraggle ₯Ȃ 

3ȁWinnuke ₯ 

WinNuke ₯  Windows  NetBIOS ̂139̃ OOB

̂out-of-band̃ ̆ ѿҩ NetBIOS ̆ ᶏ Һ Ȃ 

4ȁSYN Flood ₯ 

ԍ └̆TCP/IP ᾛ ҩ TCP Ȃ  SYN Flood ₯ ≠ ѿ

̆ ᴺ ѿҩ SYN ̆ῒ ᴺ ѿҩҌ ̆ Ⱶ

̆ Ⱶ ⌠  SYN-ACK 
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ԍ ֓ ̆ ⌠ѿҩ ̆ ԍ Ҍ ̆ᴪ ȁ

Ȃ 

4.2 ₯ 

Ҋץ ᵥ ₯ ̔ 

4.2.1 ₯  

Ҋ ₯ ̔ 

 ⱳ   

   

 SYN Flood ₯ ῏  

 UDP Flood ₯ ῏  
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4.2.2 ₯ⱳ  

Ҍ ₯ⱳ ̆ ₯ Ҍ ̕ ԅ ₯ⱳ ̆ ₯ⱳ

ᵬ Ȃ Ҋ̔ 

פ  ᵬ  

Ruijie (config)# firewall enable ₯ⱳ  

Ruijie (config)#no firewall enable Ҍ ₯ⱳ  

 

4.2.3  

4.2.3.1 ᾛ SYN  

SYN Ӟ ̆ ᵞ ῃ ̆ᵖ ’̆ Ҋ̔ 

ᵬ פ  

Ruijie (config)# firewall tcp-loose ᾛ SYN  

Ruijie (config)#no firewall tcp-loose SYN ̂ ’̃ 



₯ 
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4.2.7 IP № Flood ₯ 

IP № ₯ ҹң№ץ ̔ѿ № ̆ teardrop̂ ԍ UDP №

₯ ̃ȁjolt2̂ ԍ (IP)№ Ⱶ(DoS) ₯̃ ̕ ѿ

№ ̆ flood ₯̆ ҌẢ № ̆ CPUľ Ҍ Ŀ̆

Ҋ ̆ ץ ₯ Ȃ 

ᵬ פ  

Ruijie(config)#firewall defend  frag-flood rate-num IP №  Flood ₯ⱳ Ȃ 

rate-num̔ ṿ̆ ᵝ̔pps 

Ruijie(config)#
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4.2.10 IP └ⱳ  

ҹԅ ѿ֓ ⱴⱳ ̆IP IP Ҭ ⱴԅ ̆ ҩ ץ

ѿ֓ ץ̆ Ҭ ֓ IP ̆ Ḃ

ῒҬѿҩȂ 

ҹ Ҭ ᵥ ̆ ԅ ᴰ Ȃᶛ

̆ ѿҩ IP ҈
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4.2.13 Fraggle ₯ 

Fraggle ₯ҍ Smurf ₯ ᵌ̆ ≠ UDP Ȃ ₯ ̆

֓ Ẋῳ UDP ̆ ֓ ⌠ Һ 7 ——Ӟ Echo ̆

ѿ֓ ’Ҋ ⌠ԅ Chargen ̆ ₯ └ץ ѿҩ ңҩ ӊ ֟

Ȃ Ҋ ̆ ץ ₯ Ȃ 

ᵬ פ  

Ruijie(config)#firewall defend fraggle Fraggle ₯ⱳ  

Ruijie(config)#no firewall defend fraggle ῏ Fraggle Ҍ ₯ⱳ  

4.2.14 Land ₯ 

LAND ₯ ҉ ľῖ ₯Ŀ ѿ Ȃ Ҋ ̆ ץ

₯ Ȃ ѿ֓ ₮ IP ԍ IP

’̆ ῏ Land ₯ ⱳ Ȃ 

ᵬ פ  

Ruijie(config)#firewall defend land Land ₯ⱳ ̂ ̃ 

Ruijie(config)#no firewall defend land ῏ Land Ҍ ₯ⱳ  

4.2.15 ₯ 

₯ ΐ / Ⱶ̆ ᵬ₮ / Ⱶ ̆

֓ / Ⱶ ғ ҉Ȃ ̆ ₯ ץ ױז

ⱳ ₯ Һ / ⱵȂ Ҭ ᴪ ᶏ TCP UDP

Ⱶ̆ ₯ ⌠ ԍ ꜚ ₯ Ȃ ₯ Һ ᶏ icmp

̆ ᶏ tcp Ȃ׆ ҉ ̆ ѿҩ ̆ ѿ

Ȃ ⌠ ᶏ ̆ ץ ץ ῒ Ȃ

 TCP ҉̆ ץ ₯ ᴪ ⌠ Ḥ Ȃ 

Ҋ ̆ ץ ₯ Ȃ 

ᵬ פ  

Ruijie(config)# firewall defend scan 
counter-clear-interval sense-level 
{high|low|medium} time-interval 

̆ ҹ ⱳ Ҍ

̆ ῤ 3 ҹ∞

ṿȂ 

ᵝ̔second 

ṿ̔1͘2000 

Ruijie(config)# firewall defend scan 
ignored-protocol {icmp|ip|tcp|udp} 

̆ ҹ ⱳ Ҍ῏ ̆

῏ Ȃ 



₯ 

http://www.ruijie.com.cn 

Ruijie(config)# firewall defend scan sense-level 
{high|low|medium} [
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         port count is:10 

high 

         connection count is:50 

         priority count is:3 

         ip count is:3 

         port count is:10 

 

udp scan default config: 

low 

         connection count is:0 

         priority count is:100 

         ip count is:30 

         port count is:50 

medium 

         connection count is:50 

         priority count is:10 

         ip count is:5 

         port count is:20 

high 

         connection count is:50 

         priority count is:3 

         ip count is:3 

         port count is:10 

 

icmp scan default config: 

low 

         connection count is:0 

         priority count is:30 

         ip count is:50 

medium 

         connection count is:20 

         priority count is:10 

         ip count is:5 

high 

         connection count is:10 

         priority count is:3 

         ip count is:3 

 

ip scan default config: 

low 

         connection count is:0 

         priority count is:100 

         ip count is:50 

         protocol count is:50 

medium 

         connection count is:30 

         priority count is:15 

         ip count is:15 

         protocol count is:15 

high 

         connection count is:30 

         priority count is:3 

         ip count is:3 

         protocol count is:7 

4.2.17 ICMP ₯ 

ICMP ₯ ҉ ľῖ ₯Ŀ ҂ Ȃ 
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Ҋ ̆ ץ ₯ Ȃ 

ᵬ פ  

Ruijie(config)# 
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Ruijie#show firewall count [all | global] ₯ ̆ └

ᶛ ṿҹ 0 Ȃ 

all̔ ╠ ᶛall



₯
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4.4 ᶏ ICMP FLOOD ₯ῖ ᶛ 

4.4.1  

ҩ ᶏ ̆ ҉ңҩ interface vlan 2/3№≢ ңҩ ̆

ԅ ICMP FLOOD ₯ ⱳ interface Vlan3 Һ Ȃ 

4.4.2 
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Ruijie(config)#firewall defend icmp-flood 10 300 

Ruijie(config)# 
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5  

5.1  

5.1.1  

ԍ ftp̆mms̆h.323 ֓ ױז̆ פ └ ҍ № ̆ ғ

└ Ȃ ҉ ԅ acl

↕ ᾛ └ ̆ ӇẊ ̆ ῃ

Ȃ ץ ѿ ҹ ֓ ѿ֓ҳ └Ȃ

ⱳ Ȃ 

5.1.2  

̔MMSȁH.323ȁSIPȁFTPȁRTSPȁTFTP̆ Ҋ 

ᵬ פ  

Ruijie(config)# firewall alg [all|h323|ftp|mms|rtsp|sip|tftp] ῏ Ȃ 

Ruijie(config)#no firewall alg 

[all|h323|ftp|mms|rtsp|sip|tftp] 
῏ ῏ Ȃ 

֟ ꜚ ↕ פ Ҋ̔ 

ᵬ פ  

Ruijie# show firewall dynamic-filter ֟ ꜚ ↕Ȃ 
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6 VPDN 

6.1 VPDN  

֟ VPDN ҹ̔L2TP PPTPȂ 

 L2TP(Layer Two Tunneling Protocol)̕ 

 PPTP(Point-to-Point Tunneling Protocol)Ȃ 

ң VPDN ̆ ױ ҍᶏ ȂPPTP

ԍ MicroSoft Windows ↓֟ ̆ L2TP ԍ Cisco ҉Ȃᵬҹ ҙ ‰̆L2TP

Windows 2000/XP Ȃ 

    ̆ ѿ ӈ҉ ῃ ῏Ȃ 
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7 PPTP 

7.1 PPTP  

Point-to-Point-Tunneling Protocol (PPTP) VPN ѿ ̆ᶏ

Microsoft Windows NT® WorkstationȁWindows® 95ȁWindows® 98 ȁWindows® 2000

ץ ῒ ΐ PPPⱳ ⌠ ISP̆ Internet ῃ Ὲ Ȃῒ

‰ ҹ RFC 2637̆ Microsoft ₃ ҙῤ ᾢ ῍ ₮̆

⌠ Internet Engineering Task Force(IETF)Ȃ 

PPTP ӈԅѿ IP ҉ ᴰ PPP ̆ PPP ᴋᵥḱ

̆Ҍ ӈԅѿҩ PPP ΐȂ ӈ ̇ Ⱶ ᵣ ̆PPTP

Ⱶ ̂Network Access Servers ̆NAS̃ ⱳ № PNŜPPTP Network Server̃

PAC(PPTP Access Concentrator)῍ ȂPNS ᵬ ̆ ԍTCP/IP

̆ ΐ IP ᴆ̕ PAC ↕ѿ ΐ ѿҩ ҩ PSTNȁISDN ῒ ΐ PPP ⱳ

Ȃ 

֟ ╠ ᵬҹ PNS ῀ Ⱶ ̆ PPTP Ȃ ’

Ҋ̆ PPTP Ȃ 

7.2 PPTP Ⱶ  

7.2.1
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ᵬ פ   

 Ruijie(config)# ip local pool poolname first-ip  

[last-ip] 
⇔ /  

 Ruijie(config)# no ip local pool poolname −  

ῒҬ poolname ⇔ / ̆first-ip

̆last-ip Ȃ 

7.2.3 Ḥ  

ԍ PPTP Ⱶ ̆ ѿ Ȃ Ḥ ̆ ҹԅ PPTP ῀

ᴍ Ȃ ֟ ᶫҊ פ Ḥ Ȃ 

ᵬ פ   

 Ruijie(config)# username user-name 
password 

password 

Ḥ  

 Ruijie(config)# no username user-name −  

ῒҬ user-name ᾛ ῀ ̆password Ȃפ ѿҩ

ᾛ ( ῀) ҍ פ Ȃ 

7.2.4 VPDN ῃ  

ԍ PPTP Ⱶ ̆ ѿ Ȃ VPDN ῃ ᵬ Ȃ VPDN ῃ

̔ 

 / VPDN ⱳ ̕ 

 VPDN ̕ 

 VPDN ᴪ ̕ 

 ̕ 

 ῏̕ 

 VPDN ⱳ ̕ 

ῒҬ̆ / VPDN ̆ VPDN Ȃ 

7.2.4.1 / VPDN ⱳ  

֟ ᶫҊ פ ‗ץ

VPDN
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 Ruijie(config)# no vpdn enable VPDN ⱳ  

̆ VPDNⱳ Ӈ PPTP ץ ᴪ Ḡ ̆ᵖ

PPTP ᴪ Ҍᾛ Ῥ⇔ Ȃ 

7.2.4.2 VPDN  

֟ ᶫҊ פ VPDNⱳ ᶏ ( ) Ȃ ԅVPDN ̆

ҍӊѿ PPTP Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn source-ip ip-address VPDN  

 Ruijie(config)# no vpdn source-ip VPDN  

’Ҋ̆ Ҍᴪ ⌠ Ҭ ҹ ѿ ṿȂ 

7.2.4.3 VPDN ᴪ  

֟ ᶫҊ פ VPDN Ⱶ ᾛ ῀ ᴪ Ȃ ԅ VPDN

ᴪ ̆ ṿ ῀ Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn session-limit sessions VPDN ᴪ  

 Ruijie(config)# no vpdn session-limit VPDN ᴪ ṿ 

’Ҋ̆ ᴪ ҹ פ ṿȂ 

7.2.4.4  

֟ ᶫҊ פ VPDN Ҭ ̆ ץ ≢Ҍ

Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn domain-delimiter @/%#-\ № ̆╠  

 Ruijie(config)# no vpdn domain-delimiter VPDN  

’Ҋ̆ Ҍᴪ Ȃ 

7.2.4.5 ῏ 

֟ ᶫҊ פ VPDN ῏̆ ץ ▫  
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ᵬ פ   

 Ruijie(config)# vpdn authorize domain split ̆ᶏ ▫  

 Ruijie(config)# no vpdn authorize domain ῏  

’Ҋ̆ Ҍᴪ  

7.2.4.6 VPDN ⱳ  

֟ ᶫҊ פ └ VPDN ̆ ץ └ VPDN ѿ ҩ  

ᵬ פ   

 
Ruijie(config)# vpdn limit_rate rate_num 

ⱳ ̆rate_num ҹѿ ץ

ҩ ̆ 5 ҩ 100 ҩ 

 Ruijie(config)# no vpdn limit_rate ῏ ⱳ  

’Ҋ̆ Ҍᴪ ⱳ  

7.2.5 virtual-template  

ԍ PPTP Ⱶ ̆ ѿ Ȃ ҹ PPTP ᴪ Virtual-access

Ȃ Virtual-template ̔ 

 Virtual-template ( )̕ 

 IP ( )̕ 

 ᴍ ( )̕ 

 IP ( )̕ 

ῒҬ̆ IP ̆ ᴍ ҍ IP ץ

῏ Ȃ 

7.2.5.1 virtual-template  

֟ ᶫҊ פ ץ Virtual-template Ȃ 

ᵬ פ   

 Ruijie

tem97.96 46.940AAD0514>] TJ

ET

Q

q

98.24 197.96 223.88 20.6 0 F1 10.5210 0 1 238.28 272.66 Tm

[( )] TJ

ET

BT

/F6 10.5 Tf

18B[(t)18(

322.66 197.96 218.72 3.66 r8interface v272.i.12 T 1 .12 l 10.5210 0 1 238.28 272.66 Tm

[( )] TJ

ET

BT

/F6 10.5 Tf

18B[(t)18(

322.6
/F18.96 223.88 20.6 0 F- 10.5210 0 1 238.28 272.66 Tm

[( )] TJ

ET

BT

/F6 10.5 Tf

18B[(t)18(

322.6
/820.16 223.88 20.6 0 F 0 12170.)(v)15e)14g

[(li)5(m)-2(it_rat)-3(e)] TJ

ET

Q

q

98.24 .02 re

W* n

BT

/F1 10.02 Tf

28/F5 16 223.88 20.6 0 F1 10.5210 0 1 238.28 272.66 Tm

[( )] TJ

ET

BT

/F6 10.5 T8.72 30 re

W* n

BT


/F1 10

/F688 20.6 0 F Tm
5(ber.2 Tm

0 g

[(Ru)-2(ijie)] TJ

ET

Q

q

98.24 .02 re

W* n

BT

/F1 10.02 Tf

13197.96

/F688 20.6 0 F56.42 535.12 Tm

0 g

[( )] e)] TJ

 re

f*
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 re
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1 0 0 <084Bg
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7.2.6 VPDN-group 

ԍ PPTP Ⱶ ̆ ѿ Ȃ VPDN-group ᵬ Ȃ

VPDN-group ̔ 

 VPDN-group( ) 

 ( ) 

 ( ) 

 ᶏ ( ) 

 ( ) 

 ( ) 

 VPDN-group ( ) 

 PPTP ( ) 

 PPTP ( ) 

 ( ) 

7.2.6.1 VPDN-group 

֟ ᶫҊ פ ץ VPDN-group Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn-group name ⇔ / VPDN-group ᾝ 

 Ruijie(config)# no vpdn-group name − VPDN-group ᾝ 

ῒҬ name VPDN-group Ȃ⇔ VPDN-group ᾝ ᾛ ῀

Ȃ 

7.2.6.2  

֟ ᶫҊ פ ץ Ȃ 

ᵬ פ   

 Ruijie (config-vpdn)# accept-dialin ᾛ ῀ 

 Ruijie (config-vpdn)# no accept-dialin ῀ 

PNS ⱳ ᾛ ῀Ȃ 

7.2.6.3  

֟ ᶫҊ פ ץ Ȃ 
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ᵬ פ   

 





PPTP 
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 Ruijie(config-vpdn-domain)# no dns dns  

ῒҬ domain-name ҹ ̆vrf-name ҹ vrf ̆A.B.C.D ҹ dns Ȃ 

7.2.7 ᶛ 

ᶛ Ҋ Ȃ ᶛᶏ RUIJIE ᵬᴑҙ ῏̆ ᶏ PPTP

ᶫ VPDN ῀ ⱵȂᶏ ѿ Win2000 PC ᵬҹ VPDN ⇔ ⌠ RUIJIE

PPTP ̆ ᴑҙ ῤ Ⱶ ȂҹḂԍ ̆ RUIJIE ӊ ᶏ

ץ IP Ȃ ῏ IP ӈ Ȃ 

 
ᵬ PPTP Ⱶ ᶛ  

Ҋ №≢ ₮ RUIJIE ҍ Windows 2000 ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 

Building configuration... 

Current configuration : 1053 bytes 

! 

hostname Ruijie 

enable password  1  

! 

vpdn enable 

! 

vpdn-group pptp 

! Default PPTP VPDN group 

accept-dialin 

protocol pptp 

virtual-template 1 

! 

username pc password 0 1111 

! 

ip local pool pptp 1.1.1.2 1.1.1.254 

interface FastEthernet 0/0 

ip address 192.168.201.123 255.255.255.0 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

ip address 192.168.12.1 255.255.255.0 
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192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      1 

224.0.0.0  224.0.0.0  192.168.201.144  192.168.201.144  1 

255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      1 

Default Gateway:   192.168.201.123 

=========================================================== 

Persistent Routes: 

None 

Win2000 ― ‖Ҭ ̆― ‖ ― Internet ⌠Ғ

‖̆―Ὲ ‖ ―Ҍ ∆ ‖̆ ῀ ҹ 192.168.201.123̆ ҹ

VpdnconnectȂ Vpdnconnect Ҭ̆ VPDN Ⱶ ҹPPTP̆ ῃ Ҭ

ӈᶏ PAP ⱴ Ȃ ₯ ̆ ῀ pc 1111Ȃ 

̆ Win2000 ῀⌠ ̆ Ὲ ῤ Ⱶ ̆ Ⱶ

192.168.12.79̆ Ҋ̔ 

F:\>ipconfig /all 

Windows 2000 IP Configuration 

Host Name . . . . . . . . . . . . : testpc 

Primary DNS Suffix  . . . . . . . : 

Node Type . . . . . . . . . . . . : Hybrid 

IP Routing Enabled. . . . . . . . : Yes 

WINS Proxy Enabled. . . . . . . . : No 

Ethernet adapter :
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192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      1 

224.0.0.0      224.0.0.0        1.1.1.4         1.1.1.4    1 

224.0.0.0  224.0.0.0  192.168.201.144  192.168.201.144  1 

255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      1 

Default Gateway:           192.168.12.1 

=========================================================== 

Persistent Routes: 

None 

F:\> 

F:\>ping 192.168.12.1 

Pinging 192.168.12.1 with 32 bytes of data: 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 

Ping statistics for 192.168.12.1: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum =  0ms, Average =  0ms 

F:\>ping 192.168.12.79 

Pinging 192.168.12.79 with 32 bytes of data: 

Reply from 192.168.12.79: bytes=32 time=10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 

Ping statistics for 192.168.12.79: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum =  10ms, Average =  2ms 

҉ Ḥ Ҋ̔ 

RUIJIE#sh ip route 

Codes: C - connected, S - static,  R - RIP 

O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks 

C       1.1.1.0/24 is directly connected, Virtual-Access1 

C       1.1.1.4/32 is directly connected, Virtual-Access1 
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ᵬ פ   

 Ruijie# show vpdn tunnel ╠ VPDN Tunnel Ḥ  

 Ruijie# show vpdn session ╠ VPDN Session Ḥ  

 Ruijie# show vpdn  ╠ VPDN Tunnel Session Ḥ  

 Ruijie# show vpdn tunnel pptp locid id PPTP Ḥ  

ᶛҬ̆ ⌠ ҊḤ ̔ 

RUIJIE# sh vpdn 

%No active L2TP tunnels 

PPTP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID Remote Name     State       Remote Address  Port  Sessions 

1                        estbed      192.168.201.144 1436  1 

LocID RemID TunID  Intf    Username      State      Last Chg 

1      49152 1       Vi1     pc             connected  00:31:33 

RUIJIE# 

ῒҬ̆№ L2TP PPTP ᴪ Ḥ Ȃᾢ ṿ̆

Ḥ ץ̆ ᴪ Ḥ Ȃ ᴪ ṿ̆ ̔Total tunnels 1 sessions 1̕ Ḥ

ID̂LocID̃ȁ Һ ̂Remote Namẽȁ ̂Statẽȁ Һ IP

̂Remote Address ȁ̃PPTP TCP ̂Port ȁ̃ ᴪ ̂Sessions̃̕

ᴪ Ḥ ID̂ LocID ȁ̃ ID̂ RemID ȁ̃ ᴪ ID̂ TunID ȁ̃

ᴪ ᶏ Virtual-Access ̂Intf̃ȁ ̂Usernamẽȁᴪ (State)ץ

̂
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Bearer Type 0x3 

Framing Type 0x3 

Rec Window Size 0x40 

Proc Delay 0x0 

Phone Number Length 0x0 

Phone Number: 

Subaddress: 

PPTP: O Outgoing-Call-Reply len 32 Magic Cookie 0x1A2B3C4D 

Call Id 0x1 

Peer Call Id 0x4000 

Result Code 0x1 

Error Code 0x0 

Cause Code 0x0 

Connect Speed 0xFA00 

Rec Window Size 0x10 

Physical Channel Id 0x0 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

Peer Call Id 0x1 

Send ACCM 0xFFFFFFFF 

Recv ACCM 0xFFFFFFFF 

%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 

Peer Call Id 0x1 

Send ACCM 0xFFFFFFFF 

Recv ACCM 0xFFFFFFFF 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 46 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 187 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 56 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

Vi1 VPDN PROCESS Into tunnel: Sending 52 byte pak 

ץ Ҭ ₮ҹᶛ̆debug vpdn error Ḥ Ҋ̔ 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=37, ack=36), 

de 

crease send window to half of current = 33! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 220 ms! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=38, ack=36), 

de 

crease send window to half of current = 16! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 280 ms! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=39, ack=36), 

de 

crease send window to half of current = 8! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 400 ms! 

VPDN: Pptp EGRE encap fail, err=-4! 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=40, ack=36), 

de 

crease send window to half of current = 4! 

VPDN: PPTP session Virtual-Access1 adjust ATO to 640 ms! 

7.2.8.3  

ᶏ PPTP ᶫ VPDN ῀ Ⱶ Ҭ̆ץҊ ѿ֓ ̔ 
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 Windows2000 ⇔ ⌠ ֟ PPTP ’Ȃ Ҭ̆

― ῃ ‖ ―ῖ ̂ ̃̂T ‖̃̆ ҹ― ̂ ӈ ̃̂D ‖̃̆ ―

⇔

ò

ר

2

я
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8 L2TP 

8.1 L2TP  

Layer 2 Tunnel Protocol(L2TP) Internet Engineering Task Force(IETF) ң

Cisco Ὲ Layer 2 Forwarding(L2F) ҍ Point-to-Point Tunneling Protocol 

(PPTP) ₮ ѿ ΐ ‰ ӈ ̆ῒ ‰ ҹ RFC 2661Ȃ 

L2TP Point-to-Point Protocol(PPP) ѿ ̆ ᶭ ≠ PPP ᴍ ᴰ

Ȃҍ PPTP Ҍ ̆L2TP ᶏ UDP ᵬҹ └ ҍ ᴰ Ȃ 

L2TP Ӟ VPN ѿ ȂVPN

ᶁ

̆ ῏ᵃ

VPN
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 L2TP └  

8.2.2.1 l2tp-class ᾝ 

֟ ᶫҊ פ ץ ץ L2TP └ ῏ L2TP-class ᾝȂ 

ᵬ פ   

 Ruijie(config)# l2tp-class l2tp-class-name ⇔ / L2TP-class  

 Ruijie(config)# no l2tp-class l2tp-class-name − L2TP-class  

ῒҬ L2TP-class-name ⇔ / L2TP-class ᾝ ̆ ⇔ L2TP-class ץ

Pseudowire-class ῒ Ȃ 

8.2.2.2 L2TP └  

֟ ᶫҊ פ L2TP └ Ȃ 

ᵬ פ   

 Ruijie(config-l2tp-class)# receive-window size └  

 Ruijie(config-l2tp-class)# no receive-window  └  

 Ruijie(config-l2tp-class)# retransmit {initial 

{retries initial-retries | timeout {max | min} 

initial-timeout} | retries retries | timeout {max |  

min} timeout} 

└ ᴰ  

 Ruijie(config-l2tp-class)# no retransmit 

{ initial {retries | timeout {max | min} }| retries 
| 

timeout {max | min} } 

└ ᴰ  

 Ruijie(config-l2tp-class)# timeout setup  

seconds 
└  

 Ruijie(config-l2tp-class)# no timeout setup  └ ҉ ҹ ṿ 

ῒҬ̆size ҹ ̆ ṿҹ 8̕initial-retries ҹ SCCRQ ᴰ ̆ ṿ

ҹ 2̕initial-timeout SCCRQ ᴰ ̆ ҹ 1 ̆

ҹ 8 ̕retries └ ᴰ ̆ 5̕timeout └ ᴰ

̆ ҹ 1 ̆ ҹ 8 ̕seconds

└ (Tunnel) ҉ ̆ ṿҹ 120 Ȃ 

8.2.2.3 L2TP └  

֟ ᶫҊ פ L2TP └ (Tunnel) Ȃ 

ᵬ פ   
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 Ruijie(config-l2tp-class)# authentication ᴍ  

 Ruijie(config-l2tp-class)# no authentication  

 Ruijie(config-l2tp-class)# no hostname ᶏ Һ  

 Ruijie(config-l2tp-class)# hostname host-name └ Һ  

 Ruijie(config-l2tp-class)# password pass-words פ 
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 Ruijie(config)# no pseudowire-class 

pseudowire- class-name 

−  

Pseudowire-class  

ῒҬ pseudowire-class-name ⇔ / Pseudowire-class ᾝ ̆ ⇔

Pseudowire-class ץ Interface Virtual-ppp Peudowire ↕ ῒ Ȃ 

8.2.3.2 L2TP ᴰ  

֟ ᶫץҊ פ L2TP ᴰ Ȃ 

ᵬ פ   

 Ruijie (config-pw-class)# encapsulation l2tpv2 ᴰ  

̆ѿ L2TP ᴰ ḂҌ Ῥ ̕

Peudowire-class ҉ L2TP ᴰ ᾢ L2TP ᴰ Ȃ 

8.2.3.3 L2TP ᴰ IP  

֟ ᶫץҊ פ L2TP ᴰ IP Ȃ 

ᵬ פ   

 Ruijie (config-pw-class)# ip dfbit set №  

 Ruijie (config-pw-class)# no ip dfbit set ᾛ №  

 Ruijie (config-pw-class)# ip ttl ttl-value IP TTL 

 Ruijie (config-pw-class)# no ip ttl ᶏ TTL ṿ 

 Ruijie (config-pw-class)# ip local interface 
interface-name 

( ) 

 Ruijie(config-pw-class)# no ip local interface 
interface-name 

( )  

L2TP ᴰ IP ҉ L2TP UDP IP Ȃ ’

Ҋ̆ ᾛ № ̆ TTL ҹ 255 ғ ᴪ ҹῒ

҉ ( )Ȃ 

8.2.3.4 L2TP └  

֟ ᶫҊ פ ץ L2TP └ Ȃ 

ᵬ פ   

 Ruijie(config-pw-class)#protocol l2tpv2 
[l2tp-class-name] 

L2TP └  

 Ruijie(config-pw-class)#no protocol ᶏ └  
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֟ ᶫ LNS L2TP ᴪ ̆╠ DNS Ⱶ̆ ֟

ᶫ DNS client Ⱶ̆ ғ LNS DNS Ⱶ ҉ Ύ Ȃ 

ᵬ פ   

 Ruijie (config-if)# pseudowire hostname 
peer-hostname vcid {encapsulation  l2tpv2 
[pw-class pw-class-name] | pw-class 
pw-class-name } 

Pseudowire ↕ 
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ҍ Windows 2000 Server(LNS) L2TP  

Ҋ №≢ ₮ RUIJIE ҍ Windows 2000 Server ̔ 

1).RUIJIE ̔ 

RUIJIE# show running-config 

Building configuration... 

Current configuration : 868 bytes 

! 

hostname Ruijie 

access-list 101 permit ip any 192.168.207.0 0.0.0.255 

access-list 102 deny   ip any 192.168.207.0 0.0.0.255 

access-list 102 permit ip any any 

! 

l2tp-class l2x 

hostname branch 

! 

pseudowire-class pw 

encapsulation l2tpv2 

protocol l2tpv2 l2x 

ip local interface FastEthernet 0/1 

! 

! 

! 

! 

! 

! 

interface FastEthernet 0/0 

ip address 192.168.201.1 255.255.255.0 

ip nat inside 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

ip address 192.168.12.217 255.255.255.0 

ip nat outside 

duplex auto 

speed auto 

! 

interface Null 0 

! 

interface Virtual-ppp 1 

pseudowire 192.168.12.213 12 pw-class pw 

ppp pap sent-username rgnos password 7 072C04211A01 

ip mtu 1460 

ip address negotiate 

ip nat outside 

! 

ip nat inside source list 102 interface FastEthernet0/1 overload 

ip nat inside source list 101 interface Virtual-PPP1 overload 

ip route 0.0.0.0 0.0.0.0 FastEthernet 0/1 192.168.12.1 
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ip route 192.168.207.0 255.255.255.0 Virtual-ppp 1 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

ҩ Ҭ̆№ ‖Branch‖
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192.168.12.255  255.255.255.255   192.168.12.213  192.168.12.213       1 

192.168.103.2  255.255.255.255        127.0.0.1       127.0.0.1       1
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0.0.0.0    0.0.0.0    192.168.201.1  192.168.201.78    1 

127.0.0.0    255.0.0.0    127.0.0.1     127.0.0.1     1 

192.168.201.64  255.255.255.192   192.168.201.78  192.168.201.78    1 

192.168.201.78  255.255.255.255        127.0.0.1       127.0.0.1      1 

192.168.201.255  255.255.255.255   192.168.201.78  192.168.201.78       1 

224.0.0.0   224.0.0.0   192.168.201.78  192.168.201.78   1 

  255.255.255.255  255.255.255.255   192.168.201.78  192.168.201.78       1 

Default Gateway:     192.168.201.1 

========================================================= 

Persistent Routes: 

Network Address          Netmask  Gateway Address  Metric 

192.168.2.0    255.255.255.0      192.168.1.1       1 

192.168.9.0    255.255.255.0     192.168.12.1       1 

61.154.22.0    255.255.255.0     192.168.12.1       1 

C:\WINNT\system32>ping 192.168.12.1 

Pinging 192.168.12.1 with 32 bytes of data: 

Reply from 192.168.12.1: bytes=32 time=50ms TTL=254 

Reply from 192.168.12.1: bytes=32 time=20ms TTL=254 

Reply from 192.168.12.1: bytes=32 time<10ms TTL=254 

Reply from 192.168.12.1: bytes=32 time=60ms TTL=254 

Ping statistics for 192.168.12.1: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum =  60ms, Average =  32ms 

C:\WINNT\system32>ping 192.168.103.2 

Pinging 192.168.103.2 with 32 bytes of data: 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 

Ping statistics for 192.168.103.2: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum =  0ms, Average =  0ms 

C:\WINNT\system32> 

№ ‖Branch‖ῤ Һ ‖DENGL-NECBOOK‖ ץ ≠ Internet ץ

‖Headquarters‖ ῤ ̆ Һ VPDN ̆ № ѿҩῤ

( 192.168.201.78) ῒ ῏ҹ 192.168.201.1 Ȃ ѿ Ӟ ׆ץ

RUIJIE ҉ NAT Ḥ ץ ₮ ̔ 

RUIJIE# show ip nat translations 

Pro Inside global      Inside local       Outside local      Outside global 

icmp 192.168.103.6:512 192.168.201.78:512 192.168.207.2:512  

192.168.207.2:512 

icmp 192.168.12.217:512 192.168.201.78:512 192.168.12.1:512  

192.168.12.1:512 

RUIJIE# show ip route 

Codes: C - connected, S - static,  R - RIP 

O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is 192.168.12.1 to network 0.0.0.0 

192.168.103.0/32 is subnetted, 2 subnets 

C       192.168.103.6 is directly connected, Virtual-PPP1 

C       192.168.103.2 is directly connected, Virtual-PPP1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

S*   0.0.0.0/0 [1/0] via 192.168.12.1, FastEthernet0/1 

RUIJIE# 
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8.2.5.2 ҍ Cisco 2620  

Ҋ ᶏ Ruijie ҍ Cisco 2620 L2TP ̆ Cisco 2620

ᵬҹ L2TP Network Server(LNS)̆ Ҋ ̔ 

 
ҍ Cisco 2620(LNS) L2TP  

Ҋ №≢ ₮ RUIJIE ץ Cisco2620 ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 

Building configuration... 

Current configuration : 1136 bytes 

! 

hostname Ruijie 

access-list 1 permit any 

! 

l2tp-class l2x 

authentication 

hostname branch 

password share 

! 

pseudowire-class pw 

encapsulation l2tpv2 

protocol l2tpv2 l2x 

ip local interface serial1/0 

! 

! 

! 

! 

! 

! 

interface serial 1/0 

encapsulation PPP 

ip address 202.101.93.21 255.255.255.192 

ip nat outside 

! 

interface serial 1/1 

clock rate 64000 

! 

interface serial 1/2 

clock rate 64000 

! 

interface serial 1/3 

clock rate 64000 

! 

interface FastEthernet 0/0 

ip address 192.168.201.1 255.255.255.0 
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ip nat inside 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

duplex auto 

speed auto 

! 

interface Null 0 

! 

interface Virtual-ppp 1 

pseudowire 202.101.93.23 7 pw-class pw 

ppp pap sent-username rgnos password 7 072C04211A01 

ip mtu 1460 

ip address 192.168.103.3 255.255.255.0 

! 

router ospf 

network 192.168.103.0 0.0.0.255 area 0.0.0.1 

network 192.168.201.0 0.0.0.255 area 0.0.0.1 

! 

ip nat inside source list 1 interface Serial1/0 overload 

ip route 0.0.0.0 0.0.0.0 serial 1/0 

ip route 192.168.19.0 255.255.255.0 Virtual-ppp 1 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

RUIJIE# 

ҩ Ҭ̆№ ‖Branch‖ ῤ ῍֣( ) Virtual-ppp 1 ⇔ ҍ

‖Headquarters‖ L2TP Tunnel ῤ ̆‖Branch‖ ῤ ῍֣(ᶏ NAT ⱳ

) interface Serial 0 Internet̆ №

└ Ȃ ̆ Ӟ ᶭץ ’ᶏ FastEthernet 0 ᵬҹ ( ᶏ

ADSL ᵬҹ WAN )̆ NAT ῍֣̕ ᶏ Serial 0

⌠ Ȃ ׆ץ ץ ARP ҉ ⌠̔ 

RUIJIE# show ip route 

Codes: C - connected, S - static,  R – RIP 

       O - OSPF, IA - OSPF inter area 

       E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 

     192.168.103.0/32 is subnetted, 2 subnets 

C       192.168.103.3 is directly connected, Virtual-PPP1 

C       192.168.103.2 is directly connected, Virtual-PPP1 

S    192.168.19.0/24 is directly connected, Virtual-PPP1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

     202.101.93.0/24 is variably subnetted, 2 subnets, 2 masks 

C       202.101.93.23/32 is directly connected, Serial1/0 

C       202.101.93.0/26 is directly connected, Serial1/0 

S*   0.0.0.0/0 is directly connected, Serial1/0 

RUIJIE#show arp 

Protocol  Address          Age (min)  Hardware Addr   Type   Interface 

Internet  192.168.201.213         3   0010.8801.a5c3  ARPA   FastEthernet0/0 

Internet  192.168.201.1           -   00d0.f8fb.126e  ARPA   FastEthernet0/0 

RUIJIE# 

2)Cisco2620 ̔ 

Cisco2620# show running-config 
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Building configuration... 

Current configuration : 1212 bytes 

! 

version 12.2 

service timestamps debug uptime 

service timestamps log uptime 

no service password-encryption 

! 

hostname Cisco2620 

! 

! 

username 163 password 0 163 

username rgnos password 0 rgnos 

username 263 password 0 263 

ip subnet-zero 

! 

! 

no ip domain-lookup 

! 

vpdn enable 

! 

vpdn-group 1 

! Default L2TP VPDN group 

accept-dialin 

protocol l2tp 

virtual-template 1 

l2tp tunnel password 7 0832444F1B1C 

! 

call rsvp-sync 

! 

interface F9

ET

BT

1 0 0 1p

ET

BT

1 0 0 1 98.72 6lrT

1 0 0 1 98.72 422.56 Tm

 -0.0

Brt
 -0.012ee0 0 1p

ET

BT

18 Tm

 -0.012 Tc[(dialin)] TJ8Tm

[(!)] TJ

ET

BT

1 0 0 1 104.72 1: 1212 bytes

! ! t e m p l a t e  1
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dial-peer cor custom 

! 

! 

gatekeeper 

shutdown 

! 

! 

line con 0 

exec-timeout 0 0 

line aux 0 

privilege level 15 

line vty 0 4 

privilege level 15 

no login 

line vty 5 15 

login 

! 

end 

ҍ Windows 2000 Ҍ ̆Cisco 2620 ҉ L2TP ҍ IPSec/IKE ̆ᵖ

’Ҋ̆Cisco L2TP ̆ Windows 2000 L2TP Ҍ

ⱳ ȂCisco2620 ꜚ OSPF ӟ⌠ ⌠ 192.168.201.0/24 ̆ ҩ׆

ץ ₮̔ 

Cisco2620# show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B – BGP 

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2, E – EGP 

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

* - candidate default, U - per-user static route, o - ODR 

P - periodic downloaded static route 

Gateway of last resort is not set 

O    192.168.201.0/24 [110/20] via 192.168.103.3, 00:06:26, Virtual-Access1 
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Default Gateway . . . . . . . . . : 192.168.201.1 

DNS Servers . . . . . . . . . . . : 202.101.143.141 

C:\>route print 

=========================================================== 

2 739.86 T 98.

 

  



L2TP 

http://www.ruijie.com.cn 

icmp 202.101.93.21:1024 192.168.201.213:1024 202.101.93.23:1024 

202.101.93.23:1024 

RUIJIE# 

8.2.5.3 ҍ windows 2000 hostname  

Ruijie Windows 2000 PC ̆ PC ᶛѿ̂ҍ windows 

2000 ̃ 

PC hostname DNS Ⱶ ҉ Ύ̆Ruijie ᾢ DNS client ⱳ Ȃ

ғ ̆ᶏ Ruijie ץ ping DNS Ⱶ  

Ruijie LAC ̔ 

l2tp-class 1 

! 

pseudowire-class 1 

 encapsulation l2tpv2 

!



L2TP 

http://www.ruijie.com.cn 



L2TP 

http://www.ruijie.com.cn 

8.3.4 VPDN ῃ  

ԍ L2TP ̆ ѿ Ȃ VPDN ῃ ᵬ Ȃ

VPDN ῃ ̔ 

 / VPDN ⱳ  

 VPDN  

 VPDN ᴪ ̕ 

 ̕ 

 ῏̕ 

 VPDN  ̕פ

 VPDN ⱳ ̕ 

ῒҬ, / VPDN ̆ VPDN ↕ Ȃ 

8.3.4.1 / VPDN ⱳ  

֟ ᶫҊ פ ‗ץ VPDN ⱳ Ȃ

L2TP ῀ L2TP ҍᴪ ̆ Ӈ ҉ VPDN ⱳ Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn enable VPDN ⱳ  

 Ruijie(config)# no vpdn enable VPDN ⱳ  

̆ ֟ VPDN / ⱳ ̆ VPDN ⱳ Ӈ

L2TP ץ ᴪ ᴪ Ȃ 

8.3.4.2 VPDN  

֟ ᶫҊ פ VPDNⱳ ᶏ ( ) Ȃ ԅVPDN ̆

ҍӊѿ L2TP Ȃ 

ᵬ פ   

 

Ruijie(config)# RuijieRuijieRuijieRuijieRuijie
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ᵬ פ   

 Ruijie(config)# vpdn session-limit sessions VPDN ᴪ  

 Ruijie(config)# no vpdn session-limit VPDN ᴪ ṿ 

’Ҋ̆ ᴪ ҹ פ ṿȂ 

8.3.4.4  

֟ ᶫҊ פ VPDN Ҭ ̆ ץ ≢Ҍ

Ȃ 

ᵬ פ   

 Ruijie(config)# vpdn domain-delimiter @/%#-\ № ̆╠  

 Ruijie(config)# no vpdn domain-delimiter VPDN  

’Ҋ̆ Ҍᴪ Ȃ 

8.3.4.5 ῏ 

֟ ᶫҊ פ VPDN ῏̆ ץ ▫  

ᵬ פ   

 Ruijie(config)# vpdn authorize domain split ̆ᶏ ▫  

 Ruijie(config)# no vpdn authorize domain ῏  

’Ҋ̆ Ҍᴪ  

 

8.3.4.6 VPDN  פ

פ ԍ Ҍ RFC L2TP



L2TP 

http://www.ruijie.com.cn 

8.3.4.7 VPDN ⱳ  

֟ ᶫҊ פ └ VPDN ̆ ץ └ VPDN ѿ ҩ  

ᵬ פ   

 
Ruijie(config)# vpdn limit_rate rate_num 

ⱳ ̆rate_num ҹѿ ץ

ҩ ̆ 5 ҩ 100 ҩ 

 Ruijie(config)# no vpdn limit_rate ῏ ⱳ  

’Ҋ̆ Ҍᴪ ⱳ  

8.3.5 virtual-template  

ԍ L2TP ̆ ѿ Ȃ ҹ L2TP ᴪ

Virtual-access Ȃ Virtual-template ̔ 

 Virtual-template ( ) 

 IP ( ) 

 ᴍ ( ) 

 IP ( )  

ῒҬ̆ IP ̆ ᴍ ҍ IP ץ

῏ Ȃ 

8.3.5.1 virtual-template  

֟ ᶫҊ פ ץ Virtual-template Ȃ 

ᵬ פ   

 Ruijie(config)# interface virtual-template 
number 

⇔ / Virtual -template  

 �Õ
�
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8.3.6.4 ᶏ  

֟ ᶫҊ פ ץ VPDN-group ᶏ Ȃ 

ᵬ פ   

 Ruijie(config-vpdn-acc-in)# virtual-template 

number 
ᶏ  

 Ruijie(config-vpdn-acc-in)# no virtual-template  

VPDN-group ᶏ ӊ╠̆ ᾢ Ȃ 

8.3.6.5  

֟ ᶫҊ פ ץ Ȃ ԅ ̆ Ӈ VPDN-group

Һ ҍӊ Ȃ ̆ Ӈ VPDN-group

ҹ VPDN-group̆ ҹᴋץ ᶫ VPDN ⱵȂ 

ᵬ פ   

 Ruijie(config-vpdn)# terminate-from hostname  

name 
Һ  

 Ruijie(config-vpdn)# 
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 Ruijie(config-vpdn)# source-ip src-ip VPDN-group  

 Ruijie(config-vpdn)# no source-ip VPDN-group  

ῒҬ src-ip ҹ VPDN-group Ȃ 

8.3.6.8 L2TP └  

֟ ᶫҊ פ ץ L2TP └ Ȃ 

 פ 
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ҹ 300 Ȃ L2TP ̆L2TP ң ̆פ

’Ҋ̆ ҹᴋᵥ L2TP Ӟ̆פ ȂῒҬ̆

interval Hello ̆ ᵝҹ ̕ seconds ᵝӞ Ȃ Ҍ └

ipsec ⱴ ̕ AVP Hidden Cisco ‰̆ Ὶ

RFC2661 ‰ AVP Hidden ̆ RFC2661 ‰ AVPȂ 

 

8.3.6.9 L2TP ᴰ  

֟ ᶫҊ פ ץ ᴰ L2TP IP/UDP Ȃ 

ᵬ פ   

 Ruijie(config-vpdn)# l2tp ip udp checksum UDP  

 Ruijie(config-vpdn)# no l2tp ip udp checksum UDP ҹ  

 Ruijie(config-vpdn)# ip tos tos-value IP TOS  

 Ruijie(config-vpdn)# no ip tos IPTOS  

 Ruijie(config-vpdn)# ip precedence value IP Precedence  

 Ruijie(config-vpdn)# no ip precedence IP Precedence  

ῒҬ tos-valueҹ L2TP IP TOS ṿ̆valueҹ IP Precedence ṿȂ

’Ҋ̆ ֟ L2TP L2TP UDP Checksum ҹ ̆

L2TP IP TOS ҹ 0 ғ IP Precedence Ӟҹ 0Ȃ 

tos̆precedence L2TP ̆PPTP ץ ̆ᵖҌ  

8.3.6.10 vrf  

֟ ᶫҊ פ ץ l2tp vrf̆ VT Ҋ ̔ip vrf 

forward ̆ vrf  

ᵬ פ   

 Ruijie(config-vpdn)# vpn vrf vrf-name vrf  

 Ruijie(config-vpdn)# no vpn vrf vrf  

ῒҬ vrf-name ҹ vrf  

8.3.6.11  

֟ ᶫҊ פ ץ Ȃ ꜚ ӊ ̆ ῤפ ̆

Ḥ ≢̆Ҍ ’ ⌠ ѿҩ vpdn group Ȃ ⌠ group

ҹ Ȃ 
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ᵬ פ   

 Ruijie(config-vpdn)# 

-



L2TP 

http://www.ruijie.com.cn 

8.3.6.14 PPP  

פ ԍ └ PPP ̆ Client LAC ̆LAC ᴪף LNS

Client ̆ L2TP Client Ȃ פ LNS ҉

Ȃ 

ᵬ פ   

 Ruijie(config-vpdn)# force-local-chap  └ PPP  

 Ruijie(config-vpdn)# no force-local-chap Ҍ PPP  

 

8.3.6.15 └  

פ ԍ Ҍ RFC L2TP └ ̆ᶏ ץ

Ȃ 

ᵬ פ   

 Ruijie(config-vpdn)# lcp renegotiation always  

 Ruijie(config-vpdn)# no lcp renegotiation 
always 

└ RFC 

 

 

8.3.7 ᶛ 

Ҋ ₮҈ҩ ᶛȂѿҩ ᶛ ᶏ Windows 2000 Server ᵬҹ L2TP 

῀̆ ԍ Windows 2000 Server └̆Ҍ ̕

�Ò�g

1

��i

S
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ҍ Windows 2000(LAC) L2TP  

Ҋ №≢ ₮ RUIJIE ҍ Windows 2000 Server ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 

Building configuration... 

Current configuration : 708 bytes 

! 

hostname Ruijie 

! 

vpdn enable 

! 

vpdn-group 1 

! Default L2TP VPDN group 

accept-dialin 

protocol l2tp 

virtual-template 1 

! 

! 

! 

username rgnos password 7 04251F083110 

! 

ip local pool vpdnusers 192.168.101.3 192.168.101.253 

! 

interface FastEthernet 0/0 

ip address 192.168.201.1 255.255.255.0 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

ip address 192.168.12.217 255.255.255.0

    

ip addrT 1
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RUIJIE# 

2)Windows 2000 ̔ 

Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

C:\>ipconfig /all 

Windows 2000 IP Configuration 

Host Name . . . . . . . . . . . . : BLIZZARD 

Primary DNS Suffix  . . . . . . . : 

Node Type . . . . . . . . . . . . : Broadcast 

IP Routing Enabled. . . . . . . . : No 

WINS Proxy Enabled. . . . . . . . : No 

Ethernet adapter  2: 

Connection-specific DNS Suffix  . : 

Description . . . . . . . . . . . : NE2000 Compatible 

Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 

DHCP Enabled. . . . . . . . . . . : No 

IP Address. . . . . . . . . . . . : 192.168.12.213 

Subnet Mask . . . . . . . . . . . : 255.255.255.0 

Default Gateway . . . . . . . . . : 192.168.12.1 

DNS Servers . . . . . . . . . . . : 202.101.143.141 

C:\>route print 

=========================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x2000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 

=========================================================== 

=========================================================== 

Active Routes: 

Network Destination        Netmask          Gateway        

Interface  Metric 

0.0.0.0      0.0.0.0     192.168.12.1  192.168.12.213       1 

127.0.0.0     255.0.0.0        127.0.0.1       127.0.0.1     1 

192.168.12.0    255.255.255.0   192.168.12.213   

192.168.12.213       1 

192.168.12.213  255.255.255.255        127.0.0.1        

127.0.0.1       1 

192.168.12.255  255.255.255.255   192.168.12.213   

192.168.12.213       1 

224.0.0.0    224.0.0.0   192.168.12.213  192.168.12.213    1 

255.255.255.255  255.255.255.255   192.168.12.213   

192.168.12.213       1 
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O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.8/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Loopback1 

C    192.168.12.0/24 is directly connected, FastEthernet0/1 

C    192.168.201.0/24 is directly connected, FastEthernet0/0 

RUIJIE#ping 192.168.101.8 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Ecf33s to 192.168.101.8, timeout is 2 seconds: 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 

RUIJIE#show vpdn tunnel 

L2TP Tunnel Information Total tunnels 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                               VPDN Group 

7    8     BLIZZARD      est    192.168.12.213  1701  1      1 

%No active PPTP tunnels 

RUIJIE# 

RUIJIE# show vpdn session 

L2TP Session Information Total sessions 1 

LocID      RemID      TunID      Username, Intf/      State   

Last Chg 

                                 Vcid, Circuit 

1        1          7          ,Vi1              est    00:02:08 

%No active PPTP tunnels 

RUIJIE# 

2).Windows 2000: 

Microsoft Windows 2000 [Version 5.00.2195] 

(C)  1985-2000 Microsoft Corp. 

C:\>ipconfig /all 

Windows 2000 IP Configuration 

Host Name . . . . . . . . . . . . : BLIZZARD 

Primary DNS Suffix  . . . . . . . : 

Node Type . . . . . . . . . . . . : Broadcast 

IP Routing Enabled. . . . . . . . : No 

WINS Proxy Enabled. . . . . . . . : No 

Ethernet adapter  2: 

Connection-specific DNS Suffix  . : 

Description . . . . . . . . . . . : NE2000 Compatible 

Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 

DHCP Enabled. . . . . . . . . . . : No 

IP Address. . . . . . . . . . . . : 192.168.12.213 

Subnet Mask . . . . . . . . . . . : 255.255.255.0 

Default Gateway . . . . . . . . . : 192.168.12.1 

DNS Servers . . . . . . . . . . . : 202.101.143.141 

PPP adapter L2TP: 

Connection-specific DNS Suffix  . : 

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface 

Physical Address. . . . . . . . . : 00-53-45-00-00-00 

DHCP Enabled. . . . . . . . . . . : No 

IP Address. . . . . . . . . . . . : 192.168.101.8 

Subnet Mask . . . . . . . . . . . : 255.255.255.255 

Default Gateway . . . . . . . . . : 192.168.101.8 

DNS Servers . . . . . . . . . . . : 

C:\>route print 

=========================================================== 

Interface List 

0x1 ........................... MS TCP Loopback interface 

0x2000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 
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0xd000004 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 

=========================================================== 

=========================================================== 

Active Routes: 

Network Destination        Netmask          Gateway       Interface  Metric 

0.0.0.0    0.0.0.0     192.168.12.1  192.168.12.213    2 

0.0.0.0    0.0.0.0    192.168.101.8   192.168.101.8     1 

127.0.0.0    255.0.

0.012 Tc[(127.0.0.0 )102(102( )102( )102(255.0.)] T( )103( )] TJ

ET

BT

1 0 0 1 413.76 694.p7)-4Tc[(0.0.0.0 )102( )96( )102( )102(19)] 2

 
1 0 0 1 413.7
1 0 0 1 208.64t( )102( )124-8(P02(255.0.)] TTJ

ET

BT
0 0 1 208.64t( )102( )12)-8TJ
0 0 1 413.76 694.pc[(127.048 T.0 ) 
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Minimum = 0ms, Maximum =  10ms, Average =  2ms 

C:\> 

8.3.7.2 ҍ Cisco 3640   

Ҋ ᶏ Ruijie ҍ Cisco 3640 L2TP ̆ Ҋ Ȃ 

 
ҍ Cisco 3640(LAC) L2TP  

Ҋ №≢ ₮ RUIJIE#ҍ Cisco 3640 ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 

Building configuration... 

Current configuration : 766 bytes 

! 

hostname Ruijie 

! 

vpdn enable 

! 

vpdn-group 1 

! Default L2TP VPDN group 

accept-dialin 

protocol l2tp 

virtual-template 1 

l2tp tunnel authentication 

l2tp tunnel password share 

! 

! 

! 

username rgnos password 7 025144391715 

! 

ip local pool vpdnusers 192.168.101.3 192.168.101.253 

! 

interface FastEthernet 0/0 

ip address 192.168.201.1 255.255.255.0 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

ip address 192.168.12.217 255.255.255.0 

duplex auto 

speed auto 

! 

interface Loopback 1 

ip address 192.168.101.2 255.255.255.0 

! 

interface Null 0 

! 

interface Virtual-Template 1 
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 

RUIJIE# 

L2TP ⱳ Ȃ 

2)Cisco 3640̔ 

C3640# show ip route 

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 

ia - IS-IS inter area, * - candidate default, U - per-user static route 

o - ODR, P - periodic downloaded static route 

Gateway of last resort is 192.168.12.1 to network 0.0.0.0 

C    192.168.12.0/24 is directly connected, FastEthernet2/0 

     132.11.0.0/24 is subnetted, 1 subnets 

C       132.11.10.0 is directly connected, Loopback0 

C    192.168.1.0/24 is directly connected, Serial3/0:1 

192.168.101.0/32 is subnetted, 2 subnets 

C       192.168.101.9 is directly connected, Virtual-PPP1 

C       192.168.101.2 is directly connected, Virtual-PPP1 

S*   0.0.0.0/0 [1/0] via 192.168.12.1, FastEthernet2/0 

C3640# show vpdn 

%No active L2F tunnels 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

21511 9     R3660       est    192.168.12.210 0 1 98.72 456.58 Tm

[( )103( )103( p0 1 263.68 445.24 Tm

[( )] TJ
)96( )1029  

132.11.0.0/                   
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interface Loopback 1 

ip address 192.168.101.2 255.255.255.0 

! 

interface Null 0 

! 

interface Virtual-Template 1 

ppp authentication pap 

ip unnumbered Loopback 1 

peer default ip address pool vpdnusers 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

RUIJIE# 

2)Cisco2620 

Cisco2620# show running-config 

Building configuration... 

Current configuration : 1677 bytes 

! 

version 12.3 

service timestamps debug uptime 

service timestamps log uptime 

no service password-encryption 

no service dhcp 

! 

hostname Cisco2620 

! 

! 

username pc password 0 1111 

username 163 password 0 163 

no aaa new-model 

ip subnet-zero 

! 

! 

! 

vpdn enable 

! 

vpdn-group 1 

request-dialin 

protocol l2tp 

domain i-net.com.cn 

initiate-to ip 202.101.93.21 

l2tp tunnel password 7 0832444F1B1C 

! 

interface F9] TJ

ET

BT

1 0 el password 1n

1 0 0 
1 0 0 1 128.72 205.88 Tm

[(facT.72 205.88 Tm6 0 0 
1 0 0 1 128.72 28

ET

BT

1 0 0 1 104.72 217.22 Tm

353.5

1 0 0 1 242.72 683. 1 326.74 751.2 
 -0 Tc[( )] TJ

ET

BT

1 0 0 1 98.72 7316.48 353.5

1 0 0

ET

BT

1 0 0 1 104.72 217.22 Tm

383 285.2 Tm

 0 Tc[( duplex Tm


ET

BT

1 0 0 1 98.72 396.54 383 285.2 T

ET

BT

1 0 0 1 104.72 217.22 Tm

3users)] TJ

ET

BT

1 speed88 
ET

BT

1 0 0 1 152.72 239.841m

[(!)] TJ

ET

BT

1 0 0 1 104.72 660.52 Tm

1!)]  TJ

ET

BT

1 0 0 1 98.72 387.14 Tm

 1!
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no ip address 

shutdown 

! 

interface Async65 

ip address 5.5.5.5 255.255.255.0 

encapsulation ppp 

dialer in-band 

dialer idle-timeout 30000 

dialer string 8435 

dialer-group 1 

async mode dedicated 

peer default ip address 5.5.5.6 

ppp authentication pap 

! 

no ip http server 

ip classless 

! 

dialer-list 1 protocol ip permit 

! 

! 

line con 0 

exec-timeout 0 0 

line aux 0 

login local 

modem InOut 

transport input all 

autoselect during-login 

autoselect ppp 

line vty 0 4 

privilege level 15 

no login 

line vty 5 15 

login 

! 

no scheduler allocate 

end 

Cisco2620# 

Mobile User ᶏ ‖pc@i-net.com.cn‖̆ ‖1111‖פ ץ L2TP

RUIJIE ῤ 192.168.19.0/24 ԅȂ 

8.3.7.4 ᶛ 

Ҋ ѿҩῈ ̆ ѿҩ Ḥ ῀ңҩ ̆ Ҋ Ȃ 
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ip vrf vrf1 

ip vrf vrf2 

! 

vpdn enable 

vpdn domain-delimiter @/%#-\ suffix 

vpdn authorize domain split 

! 

vpdn-group 1 

! Default L2TP VPDN group 

accept-dialin 

protocol l2tp 

virtual-template 1 

domain bangong vrf vrf1   /* */ 

domain shiyan vrf vrf2   /*

 

! ! 

 dialin

-82] TJ
25.5Tf

1 0 0 1 303.82net.//wwcn password 7 127654431B02(/*)] TJ

ET

BT

/

 

!
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! 

! 

line con 0 

line aux 0 

line vty 0 4 

! 

! 

end 

̔ 

ѿ ҉ ѿҩ LNS̆ᶏ Ҍ ̆ VP Ӟ⅞№⌠Ҍ VRF

ҬȂ ↕ ᴪ₮ ңҩ VP № ⌠ ̆ ңҩ VP ̆ ѿ

ᴪ Ȃ LNS ᶷ̆ңҩ VA Ҍ VRF Ҭ̆Ҍ ᴪ ῀Ҍ VRF̆

׆ LNS 
��6G}�`-(
<,´-�,´®LNS
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8.4.1.2 VPDN ᵣ  

֟ ᶫVPDN ̆ Ҍֽ L2TP ̆ Ӟ PPTP ȂҊ ₮ѿҩLNS

῀ ( ҍᴪ ) VPDN ᵣ ᶛ̔ 

Ruijie# debug vpdn error 

vpdn protocol errors debugging is on 

Ruijie# debug vpdn event 

vpdn events debugging is on 

Ruijie# debug vpdn packet 

vpdn packet debugging is on 

Ruijie# show debug 

VPDN: 

vpdn events debugging is on 

vpdn protocol errors debugging is on 

vpdn packet debugging is on 

Ruijie# 

VPDN PROCESS From tunnel: Received 158 byte pak 

L2X: UDP socket write 168 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 70 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 76 byte pak 

Get virtual-access from free queue: Virtual-Access1 

Clone virtual-access from interface Virtual-Template1 

L2X: UDP socket write 56 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 76 byte pak 

L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

Vi1 Tnl/Sn 3/1 L2TP: Virtual interface created for unknown, bandwidth 1024 

Kbps 

Vi1 Tnl/Sn 3/1 L2TP: VPDN session up 

VPDN PROCESS From tunnel: Pak consumed 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

%UPDOWN: Interface Virtual-Access1, changed state to up 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 255.255.255.255(1701) to 4.83.68.68(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful
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Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 

L2X: UDP socket write 54 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 54 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 18 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 56 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 20 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 

L2X: UDP socket write 45 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

VPDN PROCESS From tunnel: Received 50 byte pak 

Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 

Vi1 VPDN PROCESS From tunnel: Pak send successful 

Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 

L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 

Ruijie# show ip route 

Codes: C - connected, S - static,  R - RIP 

O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.5/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0 

C    192.168.201.0/24 is directly connected, Ethernet0 

Ruijie# 

8.4.1.3 L2TP  

L2TP ⱳ └ ̆ ץ L2TP ῏ȂҊ ₮ѿҩ

l2x-data ῏ ’Ҋ̆LNS ῀ ( ҍᴪ )

L2TP ᶛ̔ 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-data 

L2X data packets debugging is on 

Ruijie# 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

L2X: Punting to L2TP control message queue 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 
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Ruijie# 

8.4.1.4 L2TP ₮  

ץ l2x-erorrs ῏ ԍң Ҍ ( Ҍѿ

) ȂҊ ѿҩ ᶛ̔ 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-errors 

L2X protocol errors debugging is on 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface virtual-ppp 1 

Ruijie(config-if)# no shutdown 

Ruijie(config-if)# end 

Ruijie# 

Tnl 14 L2TP: Tunnel auth failed for BLIZZARD 

Tnl 14 L2TP: Expected 

9E 8D 7A 8E 78 EA 41 9F A1 74 01 21 DE 4F F3 F0 

Tnl 14 L2TP: Got 

84 E5 62 69 AE 46 A5 98 4E FE E2 38 EE F2 B7 E2 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# 

8.4.1.5 L2TP Ԋᴆ  

ץ l2x-events ῏ ҩL2TP ȂҊ ₮ѿҩ

l2x-evetns ῏ ’Ҋ̆LNS ῀ ( ҍᴪ )

̆ ԅ ⱳ Ȃ 

Ruijie# show vpdn tunnel 

%No active L2TP tunnels 

%No active PPTP tunnels 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-events 

L2X protocol events debugging is on 

Ruijie# 

L2TP: I SCCRQ from C3640 tnl 26656 

New tunnel created for remote C3640, address 192.168.12.242 

Tnl 0 L2TP: Got a challenge in SCCRQ, C3640 

Tnl 20 L2TP: O SCCRP  to C3640 tnlid 26656 

Tnl 20 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 20 L2TP: Tunnel state change from idle to wait-ctl-conn 

Tnl 20 L2TP: I SCCCN from C3640 tnl 26656 

Tnl 20 L2TP: Got a Challenge Response in SCCCN, C3640 

Tnl 20 L2TP: Tunnel Authentication success 

Tnl 20 L2TP: Tunnel state change from wait-ctl-conn to established 

Tnl 20 L2TP: SM State established 

Tnl 20 L2TP: I ICRQ from C3640 tnl 26656 

Tnl/Sn 20/1 L2TP: Accepted ICRQ, new session created 

Tnl/Sn 20/1 L2TP: 
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Tnl/Sn 20/1 L2TP: Session state change from wait-connect to wait-for-service-sel 

ection-iccn 

Vi1 Tnl/Sn 20/1 L2TP: Session state change from wait-for-service-selection- 

iccn to established 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 

Ruijie# show ip route 

Codes: C - connected, S - static,  R - RIP 

O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.7/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0 

C    192.168.201.0/24 is directly connected, Ethernet0 

Ruijie# show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

20    26656 C3640       est    192.168.12.242  1701  1     1 

LocID   RemID    TunID   Username, Intf/    State  Last Chg 

                                 Vcid, Circuit 

1      1279       20         rgnos,Vi1        est    00:00:38 

%No active PPTP tunnels 

Ruijie# 

Ҋ ₮ѿҩ l2x-evetns ῏ ’Ҋ̆LAC ῀ L2TP Server

( ҍᴪ ) ̆ ῏ ԅ ⱳ Ȃ 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-events 

L2X protocol events debugging is on 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface virtual-ppp 1 

Ruijie(config-if)# no shut 

Ruijie(config-if)# end 

Ruijie# 

Tnl 21 L2TP: SM State idle 

Tnl 21 L2TP: O SCCRQ 

Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 21 L2TP: Tunnel state change from idle to wait-ctl-reply 

Tnl 21 L2TP: SM State wait-ctl-reply 

Tnl 21 L2TP: O Resend SCCRQ, flg TLS, ver 2, len 96, tnl 0, ns 0, nr 0 

Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 21 L2TP: I SCCRP from 

Tnl 21 L2TP: O SCCCN  to BLIZZARD tnlid 40 

Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 

Tnl 21 L2TP: Tunnel state change from wait-ctl-reply to established 

Tnl 21 L2TP: SM State established 

Vi1 Tnl/Sn 21/1 L2TP: O ICRQ to BLIZZARD 40/0 

Vi1 Tnl/Sn 21/1 L2TP: Control channel retransmit delay set to 1 seconds 

Vi1 Tnl/Sn 21/1 L2TP: Session state change from wait-for-tunnel to wait-reply 

Vi1 Tnl/Sn 21/1 L2TP: I ICRP from BLIZZARD 

Vi1 Tnl/Sn 21/1 L2TP: O ICCN to BLIZZARD 40/1 

Vi1 Tnl/Sn 21/1 L2TP: Control channel retransmit delay set to 1 seconds 

Vi1 Tnl/Sn 21/1 L2TP: Session state change from wait-reply to established 

%UPDOWN: Interface Virtual-PPP1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-PPP1, changed state to up 

Ruijie# show vpdn 
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L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 

21    40    BLIZZARD      est    192.168.12.213  1701  1 

LocID    RemID   TunID    Username, Intf/    State  Last Chg 

                                 Vcid, Circuit 

1       1          21         13,Vi1           est    00:00:27 

%No active PPTP tunnels 

Ruijie# 

8.4.1.6 L2TP  

L2TP Ғ l2x-packets ῏ L2TP └ ῤ

ȂҊ ₮ѿҩ l2x-packets ῏ ’Ҋ̆LNS ῀

( ҍᴪ ) ̆ ԅ ⱳ Ȃ 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-packets 

L2X control packets debugging is on 

Ruijie# show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Ruijie# 

L2TP: I SCCRQ from C3640 tnl 18889 

L2X: Parse  AVP 0, len 8, flag 0x8000 (M) 

L2X: Parse SCCRQ 

L2X: Parse  AVP 2, len 8, flag 0x8000 (M) 

L2X: Protocol Ver 1 

L2X: Parse  AVP 6, len 8, flag 0x0 

L2X: Firmware Ver 0x1130 

L2X: Parse  AVP 7, len 11, flag 0x8000 (M) 

L2X: Hostname C3640 

L2X: Parse  AVP 8, len 25, flag 0x0 

L2X: Vendor Name Cisco Systems, Inc. 

L2X: Parse  AVP 10, len 8, flag 0x8000 (M) 

L2X: Rx Window Size 800 

L2X: Parse  AVP 11, len 22, flag 0x8000 (M) 

L2X: Chlng 

         98 20 4E 34 6A 4C E1 E7 FA CF 58 07 FF 4E 56 A3 

L2X: Parse  AVP 9, len 8, flag 0x8000 (M) 

L2X: Assigned Tunnel ID 18889 

L2X: Parse  AVP 3, len 10, flag 0x8000 (M) 

L2X: Framing Cap 0x3 

L2X: Parse  AVP 4, len 10, flag 0x8000 (M) 

L2X: Bearer Cap 0x3 

L2X: No missing AVPs in SCCRQ 

L2X: I SCCRQ, flg TLS, ver 2, len 130, tnl 0, ns 0, nr 0 contiguous pak, size 

130 

C8 02 00 82 00 00 00 00 00 00 00 00 80 08 00 00 

00 00 00 01 80 08 00 00 00 02 01 00 00 08 00 00 

00 06 11 30 80 0B 00 00 00 07 43 33 36 34 30 00 

19 00 00 00 08 43 69 73 63 6F 20 53 79 73 74 65 

6D 73 2C 20 49 6E 63 2E ... 

Tnl 22 L2TP: O SCCRP  to C3640 tnlid 18889 

Tnl 22 L2TP: O SCCRP, flg TLS, ver 2, len 140, tnl 18889, ns 0, nr 1 

C8 02 00 8C 49 C9 00 00 00 00 00 01 80 08 00 00 

00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 

00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 
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00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 

32 31 00 0E 00 00 00 08 ... 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 1, nr 1 

C8 02 00 0C 49 C9 00 00 00 01 00 01 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse SCCCN 

Tnl 22 L2TP: I SCCCN from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 13, len 22, flag 0x8000 (M) 

Tnl 22 L2TP: Chlng Resp 

5C D5 A4 37 36 A6 7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: No missing AVPs in SCCCN 

Tnl 22 L2TP: I SCCCN, flg TLS, ver 2, len 42, tnl 22, ns 1, nr 1 contiguous 

pak, size 42 

C8 02 00 2A 00 16 00 00 00 01 00 01 80 08 00 00 

00 00 00 03 80 16 00 00 00 0D 5C D5 A4 37 36 A6 

7D 0F FE EF 22 48 B8 DF F5 12 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 1, nr 2 

C8 02 00 0C 49 C9 00 00 00 01 00 02 

Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Parse ICRQ 

Tnl 22 L2TP: I ICRQ from C3640 tnl 18889 

Tnl 22 L2TP: Parse  AVP 15, len 10, flag 0x8000 (M) 

Tnl 22 L2TP: Serial Number -1714567290 

Tnl 22 L2TP: Parse  AVP 14, len 8, flag 0x8000 (M) 

Tnl 22 L2TP: Assigned Call ID 1280 

Tnl 22 L2TP: Parse  AVP 18, len 10, flag 0x8000 (M) 

Tnl 22 L2TP: Bearer Type 0 

Tnl 22 L2TP: No missing AVPs in ICRQ 

Tnl 22 L2TP: I ICRQ, flg TLS, ver 2, len 48, tnl 22, ns 2, nr 1 contiguous 

pak,size 48 

C8 02 00 30 00 16 00 00 00 02 00 01 80 08 00 00 

00 00 00 0A 80 0A 00 00 00 0F 99 CD C7 86 80 08 

00 00 00 0E 05 00 80 0A 00 00 00 12 00 00 00 00 

Tnl/Sn 22/1 L2TP: O ICRP to C3640 18889/1280 

Tnl/Sn 22/1 L2TP: O ICRP, flg TLS, ver 2, len 28, tnl 18889, lsid 1, rsid 1280,ns 

1, nr 3 

C8 02 00 1C 49 C9 05 00 00 01 00 03 80 08 00 00 

00 00 00 0B 80 08 00 00 00 0E 00 01 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 2, nr 3 

         C8 02 00 0C 49 C9 00 00 00 02 00 03 

Tnl/Sn 22/1 L2TP: I ICCN from C3640 tnl 18889, cl 1280 

Tnl/Sn 22/1 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl/Sn 22/1 L2TP: Parse ICCN 

Vi1 Tnl/Sn 22/1 L2TP: Parse  AVP 24, len 10, flag 0x8000 (M) 

Vi1 Tnl/Sn 22/1 L2TP: Connect Speed 0 

Vi1 Tnl/Sn 22/1 L2TP: Parse  AVP 19, len 10, flag 0x8000 (M) 

Vi1 Tnl/Sn 22/1 L2TP: Framing Type 1 

Tnl/Sn 22/1 L2TP: No missing AVPs in ICCN 

Tnl/Sn 22/1 L2TP: I ICCN, flg TLS, ver 2, len 48, tnl 22, lsid 1, rsid 1280, 

ns 3, nr 2 contiguous pak, size 48 

C8 02 00 30 00 16 00 01 00 03 00 02 80 08 00 00 

00 00 00 0C 80 0A 00 00 00 18 00 00 00 00 80 0A 

00 00 00 13 00 00 00 01 00 08 00 00 00 1D 00 04 

Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 2, nr 4 

C8 02 00 0C 49 C9 00 00 00 02 00 04 

%UPDOWN: Interface Virtual-Access1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 

Ruijie# show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                                VPDN Group 
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22   18889 C3640     est    192.168.12.242  1701  1        1 

LocID    RemID    TunID    Username, Intf/    State  Last Chg 

                                 Vcid, Circuit 

1       1280       22         ,Vi1              est    00:00:19 

%No active PPTP tunnels 

Ruijie# show ip route 

Codes: C - connected, S - static,  R - RIP 

O - OSPF, IA - OSPF inter area 

E1 - OSPF external type 1, E2 - OSPF external type 2 

Gateway of last resort is not set 

192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 

C       192.168.101.8/32 is directly connected, Virtual-Access1 

C       192.168.101.0/24 is directly connected, Virtual-Access1 

C    192.168.12.0/24 is directly connected, FastEthernet0 

C    192.168.201.0/24 is directly connected, Ethernet0 

Ruijie# 

Ҋ ₮ѿҩ l2x-packets ῏ ’Ҋ̆LAC ῀ L2TP Server

( ҍᴪ ) ̆ ῏ ԅ ⱳ Ȃ 

Ruijie# no debug all 

All possible debugging has been turned off 

Ruijie# debug vpdn l2x-packets 

L2X control packets debugging is on 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface virtual-ppp 1 

Ruijie(config-if)# no shutdown 

Ruijie(config-if)# end 

Ruijie# 

Tnl 21 L2TP: O SCCRQ 

Tnl 21 L2TP: O SCCRQ, flg TLS, ver 2, len 96, tnl 0, ns 0, nr 0 

C8 02 00 60 00 00 00 00 00 00 00 00 80 08 00 00 

00 00 00 01 80 08 00 00 00 02 01 00 80 0A 00 00 

00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 

00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 

32 31 00 0E 00 00 00 08 ... 

Tnl 21 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Parse SCCRP 

Tnl 21 L2TP: Parse  AVP 2, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Protocol Ver 1 

Tnl 21 L2TP: Parse  AVP 3, len 10, flag 0x8000 (M) 

Tnl 21 L2TP: Framing Cap 0x1 

Tnl 21 L2TP: Parse  AVP 4, len 10, flag 0x8000 (M) 

Tnl 21 L2TP: Bearer Cap 0x0 

Tnl 21 L2TP: Parse  AVP 6, len 8, flag 0x0 

Tnl 21 L2TP: Firmware Ver 0x500 

Tnl 21 L2TP: Parse  AVP 7, len 14, flag 0x8000 (M) 

Tnl 21 L2TP: Hostname BLIZZARD 

Tnl 21 L2TP: Parse  AVP 8, len 15, flag 0x0 

Tnl 21 L2TP: Vendor Name Microsoft 

Tnl 21 L2TP: Parse  AVP 9, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Assigned Tunnel ID 41 

Tnl 21 L2TP: Parse  AVP 10, len 8, flag 0x8000 (M) 

Tnl 21 L2TP: Rx Window Size 8 

Tnl 21 L2TP: No missing AVPs in SCCRP 

Tnl 21 L2TP: I SCCRP, flg TLS, ver 2, len 101, tnl 21, ns 0, nr 1 contiguous 

pak, size 101 

C8 02 00 65 00 15 00 00 00 00 00 01 80 08 00 00 

00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 

00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 

00 08 00 00 00 06 05 00 80 0E 00 00 00 07 42 4C 
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49 5A 5A 41 52 44 00 0F ... 

Tnl 21 L2TP: O SCCCN  to BLIZZARD tnlid 41 

Tnl 21 L2TP: O SCCCN, flg TLS, ver 2, len 20, tnl 41, ns 1, nr 1 

C8 02 00 14 00 29 00 00 00 01 00 01 80 08 00 00 

00 00 00 03 

Vi1 Tnl/Sn 21/1 L2TP: O ICRQ to BLIZZARD 41/1 

Vi1 Tnl/Sn 21/1 L2TP: O ICRQ, flg TLS, ver 2, len 48, tnl 41, lsid 1, rsid 

1, ns 2, nr 1 

C8 02 00 30 00 29 00 00 00 02 00 01 80 08 00 00 

00 00 00 0A 80 08 00 00 00 0E 00 01 80 0A 00 00 

00 0F 00 00 00 00 80 0A 00 00 00 12 00 00 00 02 

Tnl 21 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 41, ns 3, nr 1 

C8 02 00 0C 00 29 00 00 00 03 00 01 

Tnl 21 L2TP: I ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 21, ns 1, nr 2 

Tnl 21 L2TP: I ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 21, ns 1, nr 3 

Vi1 Tnl/Sn 21/1 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 

Vi1 Tnl/Sn 21/1 L2TP: Parse ICRP 

Vi1 Tnl/Sn 21/1 L2TP: Parse  AVP 14, len 8, flag 0x8000 (M) 

Vi1 Tnl/Sn 21/1 L2TP: Assigned Call ID 1 

Vi1 Tnl 21/1 L2TP: No missing AVPs in ICRP 

Vi1 Tnl/Sn 21/1 L2TP: I ICRP, flg TLS, ver 2, len 28, tnl 21, lsid 1, rsid 

1, ns 1, nr 3 contiguous pak, size 28 

C8 02 00 1C 00 15 00 01 00 01 00 03 80 08 00 00 

00 00 00 0B 80 08 00 00 00 0E 00 01 

Vi1 Tnl/Sn 21/1 L2TP: O ICCN to BLIZZARD 41/1 

Vi1 Tnl/Sn 21/1 L2TP: O ICCN, flg TLS, ver 2, len 40, tnl 41, lsid 1, rsid 

1, ns 3, nr 2 

C8 02 00 28 00 29 00 01 00 03 00 02 80 08 00 00 

00 00 00 0C 80 0A 00 00 00 18 00 98 96 80 80 0A 

00 00 00 13 00 00 00 01 

Tnl 21 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 41, ns 4, nr 2 

C8 02 00 0C 00 29 00 00 00 04 00 02 

Tnl 21 L2TP: I ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 21, ns 2, nr 4 

%UPDOWN: Interface Virtual-PPP1, changed state to up 

%UPDOWN: Line protocol on Interface Virtual-PPP1, changed state to up 

Ruijie# show vpdn 

L2TP Tunni2, lnd Sesinn Intformatnn ITotal tnni2, 1, sesinn s1
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Ruijie# show vpdn 

L2TP Tunnel and Session Information Total tunnels 1 sessions 1 

LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 

                                                           VPDN Group 

22    18889 C3640      est    192.168.12.242  1701  1        1 

 

LocID   RemID    TunID     Username, Intf/     State  Last Chg 

                                 Vcid, Circuit 

1      1280       22         ,Vi1              est    00:14:52 

%No active PPTP tunnels 

Ruijie# clear vpdn tunnel 

Ruijie# 

%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to down 

%CHANGED: Interface Virtual-Access1, changed state to administratively down 

Ruijie# show vpdn 

%No active L2TP tunnels 

%No active PPTP tunnels 

Ruijie# 

8.4.3  

Ҋ ₮ᶏ ֟ L2TP Ҭ ῒ ̔ 

 ҍ Windows ԑ ץ L2TP Ȃ ̆MicroSoft ⌠

�Î)

 

�>
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 ₮ԍҍ Windows Ҍ L2TP ץ ᵞ Cisco IOS Ὶ ғ ⌠ ̆

֟ Ҍ AVP (Hidden)ⱳ ץ ↓ (Sequencing) ⱳ Ȃ ҍ

Cisco IOS ԑ L2TP Ṝ̆ Ҍ AVP Hidden ⱳ ҍ

↓ ⱳ ̆ᶏ Ȃ 

 ֟ ᶫ LAC ⱳ ̆ᵖ ֟ Ҍ LAC ῀ Ⱶ ⱳ Ȃ 

 ᶏ ֟ LNS ⱳ Ṝ̆₮ԍ ̆ҍ Cisco ѿ ̆

Virtual-template ᶏ ip unnumbered ̆ѿ ᶏ ip unnumbered

⌠ѿҩ Loopback ҉̆ Ἕ ᶛҬѿ Ȃ 

 ῏ԍ L2TP Ҭ̆₄ ⌠ └ ḱ ( Ҍ ᵬ)

ᴪ L2TP ῒ҉ ᴪ Һꜚ ̕₄ ⌠ ᴰ

ḱ ̆ ᴪ ҉ ᴰ ֟ Ȃ 

 ֟ ̆ UDP 1701 Ȃ 

 L2TP
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9 Tunnel  

9.1 Tunnel   

9.1.1 Tunnel  

Tunnel ԍ ⱳ ̆ ȂTunnel Ҍ ≢ ᴰ

̆ ᶫ ѿҩ ‰ ᴰ Ȃ ѿҩ ѿ

ҩ Tunnel Ȃ 

Tunnel ⱳ Ҋ ҈ҩҺ №̔ 

̔ Tunnel ᴰ ( ) Ȃ ╠ ֟ ᴆ Tunnel ҉

IP
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ᾛ IP ӊ ѿҩ ѿ  (IP ) ̆ ҹ Tunnel Ҍ

̕ᾛ ֓ └ ץ ῤ ᵬ̆ ҹ Tunnel ᶏ

ᴰ  (IP) ᵬ̕ 

ᾛ ѿ  (IP ) ̕ 

ᾛ ҉ ᶫ VPN (virtual private network) ⱳ Ȃ 

ԍ Tunnel ᴰ ̆ ᴪ ҉ ̆ ֓ ’Ҋ Ҋץ
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ᵬ פ   

 Ruijie(config-if)# tunnel mode { gre ip | ipip } Tunnel  

5.  
Ruijie(config-if)# no tunnel mode 

Tunnel ̆

ṿ 

 

    tunnel mode פ ’ҍ ῏̆ ץ ’ҹ‰Ȃ 

9.1.2.6 Tunnel  

֓ ’Ҋ̆ ᶏ Tunnel ᶫ Ḡ Ȃ 

ᵬ פ   

 Ruijie(config-if)# tunnel checksum Tunnel  

6.  Ruijie(config-if)# no tunnel checksum Tunnel  

’Ҋ̆Tunnel Ҍ Ȃ 

9.1.2.7 Tunnel Key 

Tunnel Key ѿ ҉ ץ ḠTunnelң ῃ ̆ Ӟ ץ

ҍ ₯Ȃ 

ᵬ פ   

 Ruijie(config-if)# tunnel key key-value Tunnel Key 

7.  Ruijie(config-if)# no tunnel key  Tunnel Key  

Tunnel ҹ GRE ’Ҋ̆Tunnel Key ᵬ ̆ ҹ ѿ

ҩ GRE Ҭ ᴪ Tunnel KeyȂ 

    

(1) Tunnel ң ᶏ Key ̕ 

(2) ҹ GRE Ṝ̆ ѿҩ GRE ҩ Key̆ᵖ ᶭ

ҩ Key ῃḠ ᴑ ̕ 

ֽפ (3) ҉ Ȃ֜ Ҍ Ȃ 

9.1.2.8 Tunnel ↕ 

֟ ᾛ Tunnel
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 Ruijie(config-if)# tunnel sequence-datagrams Tunnel  

8.  Ruijie(config-if)# no tunnel 
sequence-datagrams 

Tunnel  

Tunnel ҹ GRE ’Ҋ̆ Ȃ 

    
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Ruijie(config-if)# tunnel  

path-mtu-discovery [age-timer  

{aging-mins | infinite} | min-mtu  

mtu-bytes] 

tunnel PMTUD ⱳ ̕ 

age-timer̔̂ ̃ MTU

̆ ̆ MTU

ҹ∆ MTU ⁞ ᵣ

̕aging-mins̔ ̆

1-30 № ̆ ṿҹ 10 № i̕nfinite̔

MTU ̕ 

min

MTU
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ᵬ פ   

 Ruijie(config-if)# tunnel vrf vrf-name Tunnel VRF 

14.  Ruijie(config-if)# no tunnel vrf Tunnel VRF  

’Ҋ̆ IPv4 ᶏ ῃ VRF Ȃ IP ҍ IP

ѿҩ VRFȂ VRF Ҭ̆ IP ̆ Ӈ ҩ

down Ȃ 

    tunnel vrf ⱳ ̆ ╠ IPv4 over IPv4 GRE Ȃ 

9.1.3 Tunnel ᶛ 

ҩ ᶛ Ҋ Ȃ 

 

Tunnel ᶛ  

ᶛҬ̆ R1 ҍ R2 ӊ Tunnel̆ R1 202.126.101.0/24 ҍ

R2 67.151.69.0/24 R1 ҍ R2 ӊ Tunnel Ȃ

Tunnel ̆ ԍ R1 ҍ R2 ӊ Ҍ ̆ ѿ Ғ (VPN)

ȂҊ ₮ R1 ҍ R2 ῏ Tunnel ῏ Ȃ 

R1 ῏ ̔ 

interface Tunnel0 

ip address 21.21.21.3 255.255.255.0 

tunnel source 179.208.12.221 

tunnel destination 179.208.12.55 

! 

interface FastEthernet0/0 

ip address 179.208.12.221 255.255.255.0 

! 

interface FastEthernet0/1 

ip address 202.126.101.2 255.255.255.0 

! 

R2 ῏ ̔ 
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interface Tunnel0 

ip address 21.21.21.5 255.255.255.0 

tunnel source 179.208.12.55 

tunnel destination 179.208.12.221 

! 

interface FastEthernet0/0 

ip address 179.208.12.55 255.255.255.0 

! 

interface FastEthernet0/1 

ip address 67.151.69.202 255.255.255.0 

! 

҉׆ ץ ₮̆ R1 ҍ R2 ᶏ ץ f0/0 Tunnel̆ᶏ ץ

f0/1 ҍῤ ᵬҹῤ ῏Ȃ 

9.1.4 Tunnel ҍ  

֟ ᶫ פ show interfaces tunnel ץ פ debug [gre/ip | ipip] ҍ Ȃ 

ᵬ פ   

 Ruijie# show interfaces tunnel tunnel-number 

number
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Ruijie #  debug gre/ip  

Ruijie #  

GRE: to decaps 192.168.200.100 - >192.168.200.200(len=132  

ttl=255) 112  

�:M’���Ÿ�n/j�þFJFƒ,´-�,´1�&é ( 192.168.200.1 0 0 ) �f�`�0�Z GRE/IP � �ž	5�È'f
>�) GRE F�>|

�ö�1�Ç�`COE­ I P � �ž	5�Ä  

9.1.5  Tunnel �Õ
�,´�uLÌAú�Ý�>�ÂL”  

�²�Ì Tunnel �T1��=7-!“�hFJAß�È
����þ���;���éM’63���Ö  

OÆ�x�õN«.ž�
 Tunnel ,´�T1��ˆ
X
�F�FJ,´(™*6FJFƒ�È	£
X�=�¯+X Tunnel ,´�&�IF	�T1��•�§�95•

5�F�FJ�W�È�•�a�_ Tunnel ,´$ÀFJAß
`
p ( �\
`
`
p ) �õN«7-�> Tunnel ,´-�,´FJAß
`
p ( �)1�,´5•5�


`
p ) F�>|!“�hFJAß�×  

�¦!v!rU

)�¦!v.�5�Tunnel,´$ÀF•5�

 

TunnelFx�GRE GRE�¦!Tunnel
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10 ῃ ̂IPSec̃ 

10.1 ῃ  

10.1.1 ҹָӇ ⱴ  

Ḡ ҉ᴰ ԍ ₯ Ȃ ѿҩ ̆

ץ ᴋᵥ ֲ ȁ Ώ ᴺ Ȃᶛ ̆ № ΐ̂ sniffer̃ ץ ғ

Ḥ Ȃ ῤ ̆ ץ ̆ ғ ȁ ⁞ Ḥ
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̆IPSec ԍ ᴰ IP Ȃ ҹ IPSec ᵬ Ԋ׆

ᵬ̆IPSec ╠Ҍ ᴰ IP Ȃ 

ᶏ NAT̆ Ӈ NAT ᶏ IPSec ᵬȂNAT IPSec

ӊ╠ ̆ IPSec ᶏ Ὲ IP Ȃ 

10.2 IPSec  

10.2.1 IPSec ᵬ  

IPSecҹңҩ IPSec ᵣ̆ᶛ ң ̆ ᶫ ῃ Ȃ ӈ ֓ Ḡ

̆ ῃ ᴰ ̆ ғ ֓ ӈ ԍḠ ֓

̆ IPSec ⌠ ѿҩ ̆ ῃ ̆ ῃ

ҩ ᴰ ⌠ ᵣȂ 

ӈ ᵬ ץ ↓ ̆ ԍ ↓ Ҭ

ץ Ḡ Ȃ ↓ ̆ᶏ ⱴ ֓ ↓

⌠ ҉̆ ᶏץ ₮ Ḡ Ȃ 

ѿҩⱴ ץ ҩ ̆ ѿҩӈ



ῃ ̂IPSec̃ 

http://www.ruijie.com.cn 

 
IPSec Ḡ  

10.2.2 IPSec ᴋⱵ 

IPSec ᴋⱵ ҹԅ IPSec ῃ ̆IPSec ῃ ץ Ӟ

ץ IKE Ȃ IKE ᵖ̆῀׃ ̆ ῃ ᵞ̕IKE

ῃ ԅ IPSec IKE ̆ ῃ Ȃ 

IPSec  ҊᴋⱵ̔ץ

 ( )̔ ҩ ̆ ץ פ ḱ

ṿȂ ≢ ĬKE ṿ ׆̆ ᶏ IPSec Ҍᴪ

Ȃ 

 IPSec DF bit ⱳ ̔ IPSec IP ᾛ № Ȃ 

 ⇔ ⱴ ↓ ̔ ⱴ ↓ ̆ Ḡ ָӇ ȂIPSec

ᶭ ⱴ ↓ ₮ ̆ ₮ IPSec Ḡ ̆

῀ ↕ Ȃ 

 ӈ ̔ ӈ ץ ̆ Ḡ Ȃ ῃ

̆ ԅ ȁ ῃ Ȃ ָӇ

Ḡ Ԋᾢ ӈ Ȃ 

 ⇔ ⱴ ̔⇔ ⱴ ᾢ╠ ӈ ↓ ῏ ̆

ӈ ̆ ᵣ ̆ ѿ IPSec Ȃ 

 ̔῏ ȁ IPSec Ȃ 

 ⱴ ⌠ ҉̔ ѿҩ ӈ IPSec ꜚᵬ̆ ⱴ

⌠ ҉ᶏⱴ ҉ ᵬȂ 

 IPSec̔ IPSec̆ IPSec ̆ IPSec ᵬȂ 

 IPSec MIB̔ IPSec Ḥ ⌠SNMP Ⱶ ץ̆ IPSec ╠ IPSec mib

פ ̆ ’Ҍ Ȃ 

    

IKE ᶏ UDP 500ȂIPSec ESP AH ᶏ 50ȁ51Ȃ

҉ ԅ ↓ ̂ ̃ ̆ Ӈ IPSec ̆╠ץ IPSec

ᶏ ҉ 50ȁ51 ץ UDP 500 Ḥ Ȃ ’Ҋ̆

ץ ↓ Ҭ ⱴѿ ᾛ ֓ ḤȂ 
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10.2.2.1  
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IP ҉ DF bit ‗ №ץ ̆ṿҹ 1 Ҍᾛ № ̆ҹ 0 ↕ №ץ

ȂIPsec Ҋ ҩⱳ ᶏ ῃ ҉ ץ └ IPSec ip

DF bit ip 
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10.2.2.4 ӈ  

ῃ Ȃ IPSec ῃ Ἡ ᴌ
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ah-md5-hmac esp-

--
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IKE ̆ ῃ ⱳ ̆ ⱴ ᴰ ̆ ῃ

̆ ҡ Ȃ 

ⱴ Ҭ ῃ Ҭ ᶏ ̆ҹԅᶏңҩ IPSec ᵣӊ

IPSec
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Ruijie(config-crypto-map)# set session-key 

inbound esp spi cipher hex-key-data 

[authenticator hex-key-data] 

ԅ ESP ̆ Ӈ

ᶏ פ ҹ₮ ῀ Ḡ Ḥ

ESP ῃ Ȃ

ԅ ESP ⱴ ̆ ₮ⱴ Ȃ

ԅ ESP ̆ ӇӞ

₮ Ȃ spi ҍ

ᵣ ₮ spiȁ ѿ ̆

ӊ֞ Ȃ 

 Or̔Ruijie(config-crypto-map)# set session-key outbound esp spi cipher hex-key-data 

[authenticator hex-key-data] 

 Ruijie(config-crypto-map)# set mtu length Ҋ №  

 Ruijie(config-crypto-map)# exit ⱴ ̆ ῃ Ȃ 

҉ץ ῒז ⱴ Ȃ 

Ҋ ѿҩ ᶛ ̔ 

ᵣ̂ Ã ̔ 

# ӈѿҩ myset 

crypto ipsec transform-set myset esp-des 

# ӈѿҩ mymap 

crypto map mymap 3 ipsec-manual 

set peer 2.2.2.2 

set session-key inbound esp 301 cipher abcdef1234567890 

set session-key outbound esp 300 cipher abcdef1234567890 

set transform-set myset 

match address 101 

! 

access-list 101 permit ip 192.168.12.0 0.0.0.255 192.168.202.0 0.0.0.255 

ᵣ̂ B̃ ̔ 

# ӈѿҩ myset 

crypto ipsec transform-set myset  esp-des 

# ӈ mymap 

crypto map mymap 3 ipsec-manual 

set peer 2.2.2.1 

set session-key inbound esp 300 cipher abcdef1234567890 

set session-key outbound esp 301 cipher abcdef1234567890 

set transform-set myset 

match address 101 

! 

access-list 101 permit ip 192.168.202.0 0.0.0.255 192.168.12.0 0.0.0.255 
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    

῏ hex-key-data ѿҩ 16 └̆ Έ ῏Ҭפ cipher 

hex-key-data ԓ Ҭפ hex-key-data ᶏ

ⱴ ̂ ╠ IPSec DES 3̆DES ĂES S̆M1 3DES ⱴ ̃‗ Ȃ

Έ ῏Ҭפ authenticator hex-key-data ᶏ

̂ shaȁmd5 ̃‗ Ȃ ҉ᶛᶏ ⱴ des, ҹ 64bits̆

ץ ṿ ҹ abcdef1234567890̂ ԍ 0xabcdef1234567890̃̆҉ᶛ ᶏ

̆ authenticatior Ȃ ΐᵣ Ṝ̆

῀ 1-9,a-f ұ ̆Ҍ ⱴ 0x Ȃ 

 

̔ 

 
 

̂bit̃ 

῀ 16 └

ұ ̂  ̃
ᶛ 

 
Des 64 8 

̔set session-key   inbound esp 300 cipher 

abcdef1234567890 

 

3Des 192 24 

set session-key   inbound esp 300 cipher 
abcdef1234567890 abcdef1234567890  

abcdef1234567890 

 
aes 128 16 

set session-key   inbound esp 300 cipher 
abcdef1234567890abcdef1234567890 

 
sm1 128 16 

set session-key   inbound esp 300 cipher 
abcdef1234567890abcdef1234567890 

 

Md5 128 16 

̔set session-key  inbound esp 302 cipher 

abcdef1234567890 authenticator 

abcdef1234567890abcdef1234567890 

 

Sha 160 20 

̔set session-key   inbound esp 302 cipher 

abcdef1234567890 authenticator 

abcdef1234567890abcdef1234567890abcd 

ѿ ’Ҋ̆ ̆ ̆ ⱴ ̂ ᵞ ῃ

̃̆Ӟ Ҍ ⱴ ̂ ῃ ̃Ȃ 

ῃ ᶏ IPSec ᵣ ӊ ᾢ Ȃ

Ṝᶏ ῃ ̆ Ῥᶏ ԍ IKE ῃ ᵣҌ

IKEȂ 

10.2.2.7.2  

IPSec ₯ⱳ ̆ ’Ҋғ ԅ ̂MD5ȁSHA ̃

̆ ₯ ̆ᵖ ץ Ҋץ פ ῏ ̔ 

ᵬ פ   

 Ruijie(config)#crypto ipsec 
security-association replay disable 

῏ Ȃ 
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    

ԍ QoS ᴪ № ῀Ҍ ↓Ҭ̆ᴪ Ӱ ̆IPSec

ĬPSec ᴪ ӊ ҡ ̆ ץ ῏

ҡ ̆ᵖ῏ ₯ ⱴȂ 

10.2.2.7.3 
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 Ruijie(config-crypto-map)# set pfs 

group1 | group2 
Diffie-Hellman Ȃ 
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ꜚ ⱴ  

ꜚ ⱴ ike Ȃꜚ ⱴ ᾟ ̆ ꜚ ⌠

̂IPSec ̃ץ ᵣ Ȃ ᾛ ᵣ ֜ IPSec ̆ ᶏ

ⱴ ῃ ᵣ Ȃ 

ꜚ ⱴ Ҍ ԍ ᵣ IPSec ̆ ԍ ᵣ

IPSec Ȃ 

ꜚ ⱴ ᵬҹⱴ ѿ № Ȃᴋᵥⱴ ꜚ ᵬҹⱴ

Ҭ ᵞᴨᾢ ⱴ ̂Ӟ ̃̆ ῒזⱴ ᴪᾢ

ᵀ̆ ῒז ⱴ Ҍ ꜚ ⱴ Ȃ 

ᵣ ̆ ᴪ⇔ IPSec ῃ ̆ ғ ѿҩҳ ⱴ

̆ ҩ ᾟȂ ҩ ҉ ᶏ ҳ ⱴ Ἕ ⱴ

Ȃѿ ῃ῏ ̆ҳ ⱴ − Ȃ 

ꜚ ⱴ ̆ Ḡ ῀ ѿҩ access list Ҭ permit ̆

ԍ Ҍ IPSec Ḡ ᴪ ҡ  Ȃ 

ⱴ ̆ ₮ access list Ҭ permit ̆ ғ SA

̆ ᵣ SA Ȃ ꜚ ⱴ ̆ SA Ҍ ̆

̂ ԍꜚ ⱴ Ҍ ԍ SA ̃Ȃ 

    

ꜚ ⱴ permit ᶏ any ῏ Ȃ ԍ permit 

̆ ץ deny ̆ῒזҌ IPSec Ḡ Ӟ

Ȃ 

ꜚ ⱴ ⱴ ѿҩ Ȃѿҩ ѿ ⱴ

ⱴ ̆ᵖ Ҍ Ȃ 

⇔ ꜚ ⱴ ̆ ῃ פ ᶏ Ҋ ̔פ



ῃ ̂IPSec̃ 

http://www.ruijie.com.cn 

 
Ruijie(config-crypto-map)# set peer {hostname 
| 

ip-address} 

̂ ̃ IPSec ᵣȂ ץ ҩ

peerȂ 

ꜚ ⱴ Ҭ ҩ ̆ꜚ ⱴ

ԍҌ ᵣ ’Ȃ 

 Ruijie(config-crypto-map)# set 

security-association lifetime seconds 
seconds 

̂ ̃ҹⱴ ῃ

Ȃ 

 Or̔Ruijie(config-crypto-map)# set security-association lifetime kilobytes kilobytes 

 Ruijie(config-crypto-map)# set mtu length Ҋ №  

 Ruijie(config-crypto-map)# exit ⱴ ̆ ῃ Ȃ 

ⱴꜚ ⱴ ⌠ ̂ ̃ⱴ  

ץ ѿҩ ҩ ⱴ ⱴ⌠ ⱴ ̆Ṣꜛԍⱴ ⱴ

Ȃ ⱴ ꜚ ⱴ ҹⱴ Ҭ ᵞᴨᾢ Ȃ 

ⱴѿҩꜚ ⱴ ⌠ѿҩ ⱴ ̆ ῃ Ҋ Ҋ  ̔פ

ᵬ פ   

RuijieRuijieRuijie
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 Ruijie(config-crypto-map)# set transform-set 

transform-set-name1 

[transform-set-name2…transform-set-name6] 

ᶏ ҩ ̆ ѿ ᴨᾢ ↓₮

̂ ᴨᾢ ᴨᾢ̃ 

 Ruijie(config-crypto-map)# set 

security-association lifetime seconds 
seconds 

̂ ̃ҹⱴ ῃ

Ȃ 

 Or̔Ruijie(config-crypto-map)# set security-association lifetime kilobytes kilobytes 

 Ruijie(config-crypto-map)# set 
exchange-mode 

main | aggressive 

ᵥ Ȃ 

 Ruijie(config-crypto-map)# set pfs 

group1 | group2 
Diffie-Hellman Ȃ 

 Ruijie(config-crypto-map)# set mtu length Ҋ №  

 Ruijie(config-crypto--mtu set 
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 Ruijie(config-if-Tunnel 1)# tunnel 

protection ipsec profile profile-name 
ⱴ ԍ Tunnel  

ԍ IPSec Ḥ ҩ ̆ ҹ ѿҩⱴ Ȃ ≠ ⱴ

῀ ҉ ⱴ Ȃ 

    

Profile ⱴ ⌠ Tunnel ̆ Tunnel ҉ᴪ ̆ ғ

GREȁIPIPȁIPV6 Tunnel ҉ Profile ⱴ Ȃ

Ҭ ԅ match any ↕̆ ԍ IPIPȁIPV6  Tunnel ҬȂ 

 

10.2.2.11 IPSec 

 

֓ ῃ Ȃ ̆ −

ῃ ̆ ױ ᴪᶏ Ȃ ԍ ῃ ̆ −

̆ױ ↕ Ҍᴪ Ȃ ╠ IPSec Ḥ̆ Ӈ ᵬ

ῃ Ҭ ⌠ №ῤ ̂ − ⱴ

ῃ Ȃ̃ ̆ IPSec Ḥ ̆ −

ῃ ῃ ῤ Ȃ 

− ̂ ̃IPSec ῃ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

 
Ruijie# clear crypto sa 

ҩ ῃ ̆ Ӟ − ꜚ

ῃ Ȃ 

 Ruijie# clear crypto sa peer {ip-address | 
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10.2.3 IPSec ᶛ 

  

Ҋ ̆ Ḡ ׆ A ̂192.168.12.0/24̃⌠ B̂192.168.202.0/24̃ IP ̆

ң ῃ ῏№≢ҹ RouterA ץ ̂192.168.12.1̃ RouterB ץ

̂192.168.202.1̃̆ ̆Ḡ ҹ ESP-DES-SHÂ ᶫⱴ Ⱶ̃Ȃ  

 
IPSec ᶛ 

  

ҹԅ Ḡ ңҩ Һ ӊ IP Ḥ̆ ᶏץ ῃ ̆Ӟ ᶏץ IKE

ῃ ̆ ԍ RouterA RouterB ᵌ̆Ҋ ᶫ RouterA ᶏ

ῃ ̆ᶏ IKE ῃ ̆ ‖IKE ― ῖ ᶛȂ 

RouterA ̔ 

# ↓ ӈ Ḡ Ḥ 

access-list 101 permit ip 192.168.12.0 0.0.0.255 192.168.202.0 0.0.0.255 

# ӈ ̔ 

crypto ipsec transform-set myset esp-des esp-sha-hmac 

# ⱴ IPSec ↓ ̆ Ḡ Ḥ ᵥ . 

crypto map mymap 10 ipsec-manual 
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! 

ip route 0.0.0.0 0.0.0.0 2.2.2.2 

10.3 IKE  

10.3.1 IKE ᵬ  

IKE ѿ ‰̆ҍ IPSec ‰ѿ ᶏ ȂIPSec ᶫ ẫ IP ⱴ ѿ

IP ῃⱳ ȂIPSec Ҍץ IKE ̆ ̆IKE ᶫ ⱳ ȁ ץ ᶏ

IPSec ‰ ԍ ׆̆ ԅ IPSec ⱳ ȂIKE ѿ ̆ ῃ

̂ISAKMP̃ ῤ ԅ Oakley ֜ Skeme ֜ ̂ISAKMPȁ

Oakley Skeme IKE ῃ ̃Ȃ 

ᶏ IKE ᵬӊ╠̆ IPSec Ạ (ᶭ IKE IPSec)̆ ⌠ Ȃ ҉

⌠ ₮ ̆IPSec IKE ᵣ IKE ̆ ױ ᵣӊ

ѿ ῃ IPSec̆א̆ ң ѿ ῃ ̆ᶏIPSec ᵬȂ ѿ

IPSec ῃ ⌠ ̆

א

IKE IPSec̆ Ȃ 

ᶏ IKE ᾧԅ Ḥ ⱴ Ҭ IPSec ̕ IPSec

ῃ

̕ᶏ

IPSec ̆ ⱴ ῃ ̕IKE ᶏ IPSec ᶫ

ⱵȂ

 

10.3.2 IKE ᴋⱵ 

IKE ᴋⱵ Ҋ₃ҩץ ̔ 

 ῏

IKE

̔ᶏ ̆ Ḡ IKE ᵬ̆ ῏ Ȃ   

 Ḡ ↓ ҍ IKE Ὶ ̔ ԅ ↓ ̆ Ḡ IKE

Ȃ

 

 ⇔ IKE ̔ IKE ᶏ Ȃ 

ᵬ ̔IKE Ṝ ң ᵬ ̂Һ ̃

֓ ҉Ӟ ҹ ̃Ȃ 

ᴍ̔IKE ҬIDᴍ Ȃ

 ꜚ ≢̔ᵬҹ IKE ̆ ꜚ Ȃ 

 ӥ̔ ῀ ԍ ᴍ ӥȂ 

 ῍֣ ̔IKE ᵣӊ  

 
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10.3.2.1 ῏ IKE 

IKEⱳ Ȃ Ҍ IKEҍ IPSec ѿ ᶏ ̆ ᶏץ ῏פ ̆ᵖ

IPSec ῃ ᵬȂ 

῏ IKĔ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

 Ruijie(config)# no crypto isakmp enable ῏ IKE ⱳ Ȃ 

 Ruijie(config)# crypto isakmp enable IKE ⱳ Ȃ 

῏ IKĔ↕ץҊῒᵩ ᵬ ᵬ Ȃ 

    

῏ IKĔ↕ᴪ Ҋץ ̔ 

 IPSec Ḥ ̆ⱴ Ҍ ̆ ḱ Ȃ 

 Ⱶ Ȃ 

 ᶏ ῃ Ȃ 

10.3.2.2 Ḡ ↓ IKE Ὶ  

IKE UDP ҉ ̆ῒ Ḥ ҹ UDP ̆ ҹ 500Ȃ ҉ ԅ

↓ ̂ ̃̆ Ḥ ̆ IKE Ȃ ̆ץ Ḡ IKE Ḥ

Ȃ 

10.3.2.3 ⇔ IKE  

ҍ IKE ѿ ѿ IKE ̆ IKE ⱳ ᴆȂ

ᵣ҉⇔ ҩΐ ᴨᾢ ץ̆ Ḡ ѿҩ ᵣ Ȃ 

ҩ IKE Ҭ ӈץҊԓҩ ̔ 

  ῏  ṿ ṿ 

 

ⱴ  

des 56 DES-CBC 

56 DES-CBC 
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Diffie-Hellman  

 

1 
768  

Diffie-Hellman  768  

Diffie-Hellman   
2 

1024  

Diffie-Hellman  

 IKE ῃ

 
 1 № ⌠ѿ ῤ  ѿ ̂86400 ̃ 

IKE ̆IKE ңҩ ᵣ҉ѿ Ȃ ѿ ῃ

̆ ⌠ ѿ ᵣ Ҭ ᴨᾢ ҍ Ȃ 

ⱴ ȁHASHȁ Diffie-Hellman ṿ̆ ғ

ᵣ ԍ ԍ ᵬ₮ ̂

̆↕ ᶏ ᵣ ̃Ȃ ̆IKE

׆̆ Ҍᴪ IPSecȂ ⌠ѿ ̆IKE ̆ ғ⇔ IPSec

ῃ Ȃ 

ץ ῃ ӊ ̆ ҩ ṿ̔ 

 ⱴ ̔ ╠ 56 DES-CBC,168 3DES-CBC,128 AES-CBC̆128

SM1-CBC 

 S̔HA-1 MD5ȂMD5 Ḥ ̆ ҹ SHA-1 ѿ֓Ȃ

MD5 ₯ ѿ ⱳ ̆ᵖ ῒ ̆ ̆ IKE ᶏ HMAC ᵣ

̂MD5̃ ₯Ȃ 

 R̔GOS ╠ ῍֣ ӥ Ȃ ῍֣

῍֣ ̆ ӥ ӥ ̂ ӥ

̃Ȃ 

 Diffie-Hellman ңҩ ̔768 1024 Diffie-HellmanȂ1024

Diffie-Hellman ԍ ᾥ̆ᵖᴪ CPU Ȃ 

 IKE ῃ Ҍ ԍ IPSec ῃ ̆ IKE

̆ ץ ҹᴋ ṿȂᵬҹѿ ↕̆ ̂ ⌠ ѿҳ ̃̆IKE

ῃȂ ̆ ᶏ ̆ IPSec ῃ ֓Ȃ 

⇔ץ IKE ̆ Ҍ ṿ Ȃ ⇔ ѿ ̆ № ѿ

ᴨᾢ ̂1 ⌠ 10000̆1 ᴨᾢ ̃Ȃ 

ץ ᵣ҉ ̆ Ḡ ֓ Ҭ ҍ ᵣ҉

ҩ ῃ ѿ ⱴ ȁHASHȁ Diffie-Hellman ṿ̂ Ҍѿץ Ȃ̃

Ҍ ᴋᵥ ̆↕ ᶏ ̆ ҹ ᵞᴨᾢ ̆ ҩ

ṿȂ 

ѿ ̆ Ṝ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

 
Ruijie(config)# crypto isakmp policy Priority 

⇔ ̆ ᴨᾢ ѿ

Ȃ 

 Ruijie(config-isakmp)# encryption 

des | 3des | aes-128 | aes-192 | aes-256 | sm1  
ⱴ  

 Ruijie(config-isakmp)# hash {sha | md5} HASH  

 Ruijie(config-isakmp)# authentication 

{pre-share | rsa-sig | digital-email} 
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10.3.2.9 ῍֣  

῍֣ ҍ IKE ңҩ ᵣӊ ῍ ̆ ҩ ῍֣ ѿ

IKE ᵣȂ ᵣ҉ ҍ῍֣ ᵣ ̕ҹԅ ῃ ̆

Ҍ ᵣ ӊ Ҍ Ȃ 

῍֣ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

 
Router(config)# ip host hostname address 

hostname ᴍ̆

hostname ipȂ 

 
Ruijie(config)# crypto isakmp key 0|7 
keystring { hostname peer-hostname | address 

peer-address } 

ҍ IKE ᵣѿ ᶏ ῍֣

Ȃ 

0 ҹ ῀ҹ  

7 ҹ ῀ҹ  

 

Router(config)# crypto isakmp key 0|7 
keystring address peer-address [mask] 

ҩ IKE ᵣ ᶏ ῍֣

Ȃ 

peer-address mask 0.0.0.0 0.0.0.0 

῍֣ Ȃ 
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Router(config)# crypto isakmp keepalive 
seconds 

seconds——  

ҹ 5
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Router(config)# crypto isakmp rg-sm1 

Ḥ ῒ̆ᵩ ᵣ℗ ⌠

IKE  

10.3.2.14 IKE  

 IKE  

IKE ̆ Ҋ Ҋץ  ̔פ

ᵬ פ   
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Diffie-Hellman group:   #1 (1024 bit) 

lifetime:                 1000 seconds 

Protection suite of priority 5 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:          Secure Hash Standard 

authentication method:  Pre-Shared Key 

Diffie-Hellman group:   #2 (1024 bit) 

lifetime:                 1000 seconds 

Protection suite of priority 6 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:          Secure Hash Standard 

authentication method:  Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:               1000 seconds 

Default protection suite 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys). 

hash algorithm:          Secure Hash Standard 

authentication method:     Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:                 86400 seconds 

10.3.4 ῖ ᶛ 

10.3.4.1  

 ᶛ№  

ᶛḠ ңҩ ӊ IP Ḥ̆ѿ Cisco ᵬҹ ῏̆ Ă ѿ

ᵬҹ ῏̆ BȂ Ҋץ ̔ 

 ѿ 3des ⱴ  

  

 Ḡ ҹ ESP-DES-MD5̂ ᶫⱴ Ⱶ̃Ȃ 

Ҋ Ҭ̆Ҭ Cisco ̆ № ᶏ Ȃ Ҋ : 

 
IPSec ῖ ᶛ 

  
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Ҭ̆ ₮ RouterA ᶏ ῃ ᶏ IKE ῃ

̆ ̆ҹԅḂԍ ᵬ҉ ̆Ӟ ₮ԅ Cisco Ȃ 

ᶏ IKE ῃ  

RouterA ̔ 

! 

hostname "RouterA" 

# IKE 

crypto isakmp enable 

crypto isakmp policy 1  

authentication pre-share 

encrytiong 3des 

! 

# ῍֣  

crypto isakmp key 0 preword address 2.2.2.1 

crypto ipsec transform-set myset  esp-des esp-md5-hmac 

# ӈѿҩⱴ  

crypto map mymap 5 ipsec-isakmp 

set peer 2.2.2.1 

set transform-set myset 

match address 101 

! 

interface FastEthernet0 

ip address 192.168.202.1 255.255.255.0 

# ⱴ ⌠  

interface Serial0 

ip address 2.2.2.2 255.255.255.0 

encapsulation ppp 

crypto map mymap 

! 

ip route 0.0.0.0 0.0.0.0 Serial0 

# ӈⱴ ↓ ̆ 192.168.202.0/24 192.168.12.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.202.0 0.0.0.255 192.168.12.0 0.0.0.255 

! 

end 

Cisco ̔ 

! 

hostname Cisco 

# ӈ IkE ̆ ҹ ῍֣ ̆ῒז ṿ 

crypto isakmp policy 1 

authentication pre-share 

encryption 3des 

# ῍֣   

crypto isakmp key 0 preword address 2.2.2.2 

# ӈ  

crypto ipsec transform-set myset esp-des esp-md5-hmac 

# ӈⱴ  
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crypto map mymap 5 ipsec-isakmp 

set peer 2.2.2.2 

set transform-set myset 

match address 101 

! 

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

# ⱴ ⌠ ҉ 

interface Serial0 

ip address 2.2.2.1 255.255.255.0 

encapsulation ppp 

crypto map mymap 

! 

ip route 192.168.202.0 255.255.255.0 Serial0 

# ӈⱴ ↓ ̆ 192.168.12.0/24 192.168.202.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.12.0 0.0.0.255 192.168.202.0 0.0.0.255 

! 

end 

ᶏ ῃ  

RouterA ̔ 

! 

hostname "RouterA" 

# ӈ  

crypto ipsec transform-set myset  esp-des esp-md5-hmac 

# ӈѿҩⱴ  

crypto map mymap 5 ipsec-manual 

set peer 2.2.2.1 

set session-key inbound esp 300 cipher abcdef1234567890  

authenticator abcdef1234567890abcdef1234567890  //ҍ҉ ѿ  

set session-key outbound esp 301 cipher abcdef1234567890  

authenticator abcdef1234567890abcdef1234567890  //ҍ҉ ѿ  

set transform-set myset 

match address 101 

! 

interface FastEthernet0 

ip address 192.168.202.1 255.255.255.0 

# ⱴ ⌠  

interface Serial0 

ip address 2.2.2.2 255.255.255.0 

encapsulation ppp 

crypto map mymap 

! 

ip route 0.0.0.0 0.0.0.0 Serial0 

# ӈⱴ ↓ ̆ 192.168.202.0/24 192.168.12.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.202.0 0.0.0.255 192.168.12.0 0.0.0.255 

! 

end 

Cisco ̔ 

! 

hostname Cisco 
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auth MD5 

lifetime of 3600 seconds, soft 3570 seconds 

lifetime of 4608000 kilobytes, soft 256 kilobytes 

ipsec_output:423, get item acclist 101 

ipsec_output:429, match  3 

(36) sending packet to 2.2.2.1 (I) QM_IDLE 

(36) Phase_2 negotiate complete! 

# ҹԅ IKE IPSec ῃ ̆ Ҋץ פ ῏Ḥ ̔ 

RouterA# show crypto isakmp sa 

destination     source           state                    conn-id 

lifetime(second) 

2.2.2.1           2.2.2.2           QM_IDLE                  36 

5013 

Ḥ҉ץ׆ # ץ ₮ ⱳ ѿҩ IKE ῃ  

RouterA# show crypto ipsec sa 

Interface: Serial0 

Crypto map tag:mymap, local addr  2.2.2.2  // ╠ ⱴ mymap̆ᶏ

2.2.2.2 

media mtu 1500 

local  ident (addr/mask/prot/port): (192.168.202.0/0.0.0.255/0/0)) 

remote  ident (addr/mask/prot/port): (192.168.12.0/0.0.0.255/0/0)) 

PERMIT               //Ḡ 192.168.202.0/24 192.168.12.0/24ӊ Ḥ 

current_peer: 2.2.2.1                      // ᵣ ҹ 2.2.2.1 

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3 

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3 

#send errors 0, #recv errors 0 

// ̆ᶭ ҹ̔ ̆ⱴ ̆ ̆ ̆ⱴ ̆ ̆ ̆

 

inbound esp sas:                   // ῀ ῃ ̆ ҹ ESP 

spi:0x43D3C7 (4445127)                          //spi ṿҹ 4445127 

transform: esp-des esp-md5-hmac           // ҹ esp-des-md5 

in use settings={Tunnel,}                                 //  

sa timing: remaining key lifetime (k/sec): (4607999/3578)  

// ῃ ⌠ ̔4607999 /3578  

IV size: 8 bytes                                     //IV ҹ 8 

Replay detection support:Y                             //  

outbound esp sas:                   // ₮ ῃ ̆ ҹ ESP 

spi:0x106A0DFA (275385850)                   //spi ṿҹ 275385850 

transform: esp-des esp-md5-hmac          // ҹ esp
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Crypto map tag:mymap, local addr  2.2.2.2  // ╠ ⱴ mymap̆ᶏ

2.2.2.2 

media mtu 1500 

local  ident (addr/mask/prot/port): (192.168.202.0/0.0.0.255/0/0)) 

remote  ident (addr/mask/prot/port): (192.168.12.0/0.0.0.255/0/0)) 

PERMIT               //Ḡ 192.168.202.0/24 192.168.12.0/24ӊ Ḥ 

current_peer: 2.2.2.1                       // ᵣ ҹ 2.2.2.1 

#pkts encaps: 8, #pkts encrypt: 8, #pkts digest 8 

#pkts decaps: 8, #pkts decrypt: 8, #pkts verify 8 

#send errors 0, #recv errors 0 

// ̆ᶭ ҹ̔ ̆ⱴ ̆ ̆ ̆ⱴ ̆ ̆ ̆

 

inbound esp sas:                    // ῀ ῃ ̆ ҹ ESP 

spi: 0x12C (300)                                       //spi ṿҹ 300 

transform: esp-des esp-md5-hmac           // ҹ esp-des-md5 

in use settings={Tunnel,}                                 //  

no sa timing                                              //  

IV size: 8 bytes                                     //IV ҹ 8 

Replay detection support:N                           //  

outbound esp sas:                  // ₮ ῃ ̆ ҹ ESP 

spi: 0x12D (301)                                      //spi ṿҹ 301 

transform: esp-des esp-md5-hmac            // ҹ esp-des-md5 

in use settings={Tunnel,}                                //  

no sa timing                                              //  

IV size: 8 bytes                                     //IV ҹ 8 

Replay detection support:N                           //  

׆ ץ ₮̆IPSec ⌠Ḡ Ȃ 

10.3.4.2 ꜚ  

 ᶛ№  

ᶛḠ ңҩ ӊ IP Ḥ̆ѿ A ᵬҹҬ ῏̆

A
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IPSec ῖ ᶛ 

  

Ҭ̆ ₮ RouterB RouterA ᶏ ῃ Ȃ 

RouterB ̔ 

! 

hostname "RouterB" 

# IKE 

crypto isakmp enable 

# ῍֣  

crypto isakmp policy 1 

authentication pre-share 

crypto isakmp key 0 preword address 202.1.1.2 

crypto ipsec transform-set myset  esp-des esp-md5-hmac 

# ӈѿҩⱴ  

crypto map mymap 5 ipsec-isakmp 

set peer 202.1.1.2 

set transform-set myset 

match address 101 

! 

interface FastEthernet0 

ip address 192.168.12.1 255.255.255.0 

interface FastEthernet1 

no ip addrsss 

pppoe enable 

pppoe-client 1 dial-pool-number 1 dial-on-demand 

# ⱴ ⌠  

interface Dialer0 

mtu 1488 

ip address negotiate 
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encapsulation ppp 

ppp pap sent-username xxx password xxx  

crypto map mymap 

dialer idle-timeout 2400 

dialer pool 1 

dialer-group 1 

! 

dialer-list protocol ip permit 

ip route 0.0.0.0 0.0.0.0 Dialer0 permanent 

# ӈⱴ ↓ ̆ 192.168.12.0/24 192.168.1.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.12.0 0.0.0.255 192.168.1.0 0.0.0.255 

! 

end 

RouterA ̔ 

! 

hostname “RouterA” 

# ӈ IkE ̆ ҹ ῍֣ ̆ῒז ṿ 

crypto isakmp policy 1 

authentication pre-share 

# ῍֣ ̆ ԍ ip ꜚ ̆Ҍ ᾢ ῍֣

 

crypto isakmp key 0 preword address 0.0.0.0 0.0.0.0 

# ӈ  

crypto ipsec transform-set myset esp-des esp-md5-hmac 

# ӈꜚ ⱴ  

crypto dynamic-map dymymap 5  

set transform-set myset 

match address 101 

! 

# ⱴѿҩꜚ ⱴ ⌠ ⱴ  

crypto map mymap 10 ipsec-isakmp dynamic  dymymap 

! 

interface FastEthernet0/0 

ip address 192.168.1.1 255.255.255.0 

# ⱴ ⌠ ҉ 

interface Serial0 

ip address 202.1.1.2 255.255.255.0 

encapsulation ppp 

crypto map mymap 

! 

ip route 0.0.0.0 0.0.0.0  Serial0 

# ӈⱴ ↓ ̆ 192.168.1.0/24 192.168.12.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.12.0 0.0.0.255 

! 

end 
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10.3.4.3 ᶏ  

 ᶛ№  

ᶛḠ ңҩ ӊ IP Ḥ̆ѿ A ᵬҹҬ ῏̆ Ă

ѿ B ᵬҹ№ ῏̆ BȂ Ҋץ ̔ 

  

 Ḡ ҹ ESP-DES-MD5̂ ᶫⱴ Ⱶ̃Ȃ 

 A ip :202.1.1.2/24̆ Ғ ῀ Internet 

 B ADSL pppoe ῀ Internet ̆ip ISP ꜚ №  

 ῍֣ ̆ғҬ Һ ῍֣  

 IKE ῃ  

 
  

Ҭ̆ ₮ RouterB RouterA ᶏ ῃ Ȃ 

RouterB ̔ 

! 

hostname "RouterB" 

# IKE 

crypto isakmp enable 

# ᴍ 

self-identity fqdn www.google.com 

# ῍֣  

crypto isakmp key 0 preword address 202.1.1.2 

crypto ipsec transform-set myset  esp-des esp-md5-hmac 

# ӈѿҩⱴ  

crypto map mymap 5 ipsec-isakmp 

set peer 202.1.1.2 
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set exchange-mode aggressive 

set transform-set myset 

match address 101 

! 

interface FastEthernet0 

ip address 192.168.12.1 255.255.255.0 

interface FastEthernet1 

no ip addrsss 

pppoe enable 

pppoe-client 1 dial-pool-number 1 dial-on-demand 

# ⱴ ⌠  

interface Dialer0 

mtu 1488 

ip address negotiate 

encapsulation ppp 

ppp pap sent-username xxx password xxx  

crypto map mymap 

dialer idle-timeout 2400 

dialer pool 1 

dialer-group 1 

! 

dialer-list protocol ip permit 

ip route 0.0.0.0 0.0.0.0 Dialer0 permanent 

# ӈⱴ ↓ ̆ 192.168.12.0/24 192.168.1.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.12.0 0.0.0.255 192.168.1.0 0.0.0.255 

! 

end 

RouterA ̔ 

! 

hostname “RouterA” 

# ӈ IkE ̆ ҹ ῍֣ ̆ῒז ṿ 

crypto isakmp policy 1 

authentication pre-share 

# ῍֣ ̆ ԍ ip ꜚ ̆ hostname ῍֣  

crypto isakmp key 0 preword hostname www.google.com 

# Ҭ ꜚ ≢ 

crypto isakmp mode-detect 

# ӈ  

crypto ipsec transform-set myset esp-des esp-md5-hmac 

# ӈꜚ ⱴ  

crypto dynamic-map dymymap 5  

set transform-set myset 

match address 101 

! 

# ⱴѿҩꜚ ⱴ ⌠ ⱴ  

crypto map mymap 10 ipsec-isakmp dynamic  dymymap 

! 

interface FastEthernet0/0 

ip address 192.168.1.1 255.255.255.0 
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# ⱴ ⌠ ҉ 

interface Serial0 

ip address 202.1.1.2 255.255.255.0 

encapsulation ppp 

crypto map mymap 

! 

ip route 0.0.0.0 0.0.0.0  Serial0 

# ӈⱴ ↓ ̆ 192.168.1.0/24 192.168.12.0/24 ӊ IP Ḥ Ḡ  

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.12.0 0.0.0.255 

! 

End 

10.3.4.4 ꜚ ᶏ ӥ  

 ᶛ№  

Ҭ ꜚ ⱴ ̆IKE ̆№ l2tp ῀Ҭ ̆l2tp ᴪ┬

IKE ̆ipsec ⱳ ̆l2tp ̆ ≠ l2tp ospf̆ᶏ Ҭ

№ ӟ⌠ Ȃ ̔ 

  

 Ḡ ҹ ESP-DEŜ ᶫⱴ Ⱶ̃Ȃ 

 Ҭ ip :63.23.12.212/29̆ Ғ ῀ InternetȂ 

 № ADSL pppoe ῀ Internet ̆ip

Ȃ

E

S

P

  №IKE̾



ῃ ̂IPSec̃ 

http://www.ruijie.com.cn



ῃ ̂IPSec̃ 

http://www.ruijie.com.cn 

452D8258 F5844377 F521AA4B 2C21A181 B2A481AF 3081AC31 21301F06 092A8648 

86F70D01 09011612 64696E67 6A734073 7461722D 6E65742E 636E310B 30090603 

55040613 02434E31 0F300D06 03550408 13064675 4A69616E 310F300D 06035504 
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redistribute static subnets route-map static-ospf 

network 192.168.216.0 0.0.0.255 area 0.0.0.0  

network 192.168.217.0 0.0.0.255 area 0.0.0.0  

network 192.168.218.0 0.0.0.255 area 0.0.0.0  

network 192.168.219.0 0.0.0.255 area 0.0.0.0  

! 

line con 0 

exec-timeout 0 0 

line aux 0 

disconnect-character 240 

line vty 0 4 

exec-timeout 0 0 

privilege level 15 

no login 

! 

! 

end 

routerA ̔ 

hostname routerA 

! 

# ↓  

access-list 101 permit ip interface dialer 0 host 63.23.12.212 

access-list 177 deny icmp any any unreachable 

access-list 177 permit ip any any 

dialer-list 1 protocol ip permit 

! 

l2tp-class l2x 

hostname rg36_1 

! 

pseudowire-class pw 

encapsulation l2tpv2 

protocol l2tpv2 l2x 

ip local interface dialer 0 

! 

! 

# ӥȁ ӥ 

crypto pki certificate chain 

certificate ca 56AE073C10A17E8C45AE8D3F15523357 

3082032E 308202D8 A0030201 02021056 AE073C10 A17E8C45 AE8D3F15 52335730 

0D06092A 864886F7 0D010105 05003081 AC312130 1F06092A 864886F7 0D010901 

16126469 6E676A73 40737461 722D6E65 742E636E 310B3009 06035504 06130243 

4E310F30 0D060355 04081306 46754A69 616E310F 300D0603 55040713 0646755A 

686F7531 20301E06 0355040A 13175265 6769616E 74204E65 74776F72 6B20436F 

2E204C74 64311D30 1B060355 040B1314 52657365 61726368 20417061 72746D65 

6E742035 31173015 06035504 03130E43 41207465 73742073 65727665 72301E17 

0D303530 32323530 38343630 325A170D 30373033 30313032 33363233 5A3081AC 

3121301F 06092A86 4886F70D 01090116 1264696E 676A7340 73746172 2D6E6574 

2E636E31 0B300906 03550406 1302434E 310F300D 06035504 08130646 754A6961 

6E310F30 0D060355 04071306 46755A68 6F753120 301E0603 55040A13 17526567 

69616E74 204E6574 776F726B 20436F2E 204C7464 311D301B 06035504 0B131452 

65736561 72636820 41706172 746D656E 74203531 17301506 03550403 130E4341 

20746573 74207365 72766572 305C300D 06092A86 4886F70D 01010105 00034B00 

30480241 00D91F1A C60EF951 924CDC96 4D4443FA DABE53F2 DDF513B6 34B5A6A1 

9FFD57A1 6C6F7AF4 A113C159 3D0C4C3E 8E62DE76 D8A24CF2 2CF8DA82 AA17D3E8 

CC80C295 8F020301 0001A381 D33081D0 300B0603 551D0F04 04030201 C6300F06 

03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 14724384 1C2B0345 

2D8258F5 844377F5 21AA4B2C 21307F06 03551D1F 04783076 3038A036 A0348632 
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68747470 3A2F2F7A 6A2D726F 75746572 2F436572 74456E72 6F6C6C2F 43412532 

30746573 74253230 73657276 65722E63 726C303A A038A036 86346669 6C653A2F 

2F5C5C7A 6A2D726F 75746572 5C436572 74456E72 6F6C6C5C 43412532 30746573 

74253230 73657276 65722E63 726C3010 06092B06 01040182 37150104 03020101 

300D0609 2A864886 F70D0101 05050003 41007F2E 7D1676B5 560EDD1E D80B4205 

3B39A742 B8E06813 786E9992 2E4C5860 AB4AF193 63A34170 50BD756A AEA7086A 

7A9FC2AC D1D8A3A0 CC6779D0 76CE7D1A 7F4C 

quit 

! 

certificate 11F7C51700010000003E 

308204B1 3082045B A0030201 02020A11 F7C51700 01000000 3E300D06 092A8648 

86F70D01 01050500 3081AC31 21301F06 092A8648 86F70D01 09011612 64696E67 

6A734073 7461722D 6E65742E 636E310B 30090603 55040613 02434E31 0F300D06 

03550408 13064675 4A69616E 310F300D 06035504 07130646 755A686F 75312030 

1E060355 040A1317 52656769 616E7420 4E657477 6F726B20 436F2E20 4C746431 

1D301B06 0355040B 13145265 73656172 63682041 70617274 6D656E74 20353117 

30150603 55040313 0E434120 74657374 20736572 76657230 1E170D30 35303431 

32303932 3935335A 170D3036 30343132 30393339 35335A30 81A43121 301F0609 

2A864886 F70D0109 01161264 696E676A 73407374 61722D6E 65742E63 6E310B30 
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crypto map mymap 1 ipsec-isakmp 

set peer 63.23.12.212 

set transform-set myset 

match address 101 

! 

! 

! 

interface FastEthernet 0/0 

pppoe enable 

pppoe-client dial-pool-number 1 no-ddr 

duplex auto 

speed auto 

! 

interface FastEthernet 0/1 

ip address 192.168.161.1 255.255.255.0 

duplex auto 

speed auto 

! 

interface dialer 0 

mtu 1488 

encapsulation PPP 

ppp chap hostname abcd@163.com 

ppp chap password 0 123456 

ppp pap sent-username abcd@163.com password 0 123456 

ip access-group 177 in 

ip address negotiate 

crypto map mymap 

dialer pool 1 

dialer idle-timeout 1200 

dialer-group 1 

bandwidth 2048 

! 

interface Null 0 

! 

interface Virtual-ppp 1 

pseudowire 63.23.12.212 20 encapsulation l2tpv2 pw-class pw 

mtu 1400 

ppp pap sent-username RGOS password 0 RGOS 

ip ospf mtu-ignore 

no ip route-cache policy 

ip unnumbered FastEthernet 0/1 

ip mtu 1360 

! 

! 

router ospf 

network 192.168.161.0 0.0.0.255 area 0.0.0.0  

! 

ip route 0.0.0.0 0.0.0.0 dialer 0 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

exec-timeout 0 0 

privilege level 15 

no login 

! 

! 

end 

routerB routerC routerA Ȃ 
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    

ҹ Ḡ Ḥ ̆ ᴆҬ ᵣ ̆ ̆ץ ҉ץ Ḥ

⌠ └ ᶏ copy tft flash פ ᴆ ⌠

ᴆ config.text̆ ҉ץ ӥ ῏ ᵬȂ ӥ ̆ ӥ

῀ פ crypto pki import pem terminalȂ ᶛ ֽֽ Ȃ 

10.3.4.5 ῀ 

 ᶛ№  

ᶛḠ ңҩҺ ӊ IP Ḥ̆ѿ A ᵬҹҬ ῏̆ ѿ

B ᵬҹ№ ῏̆ Ҋ Ȃ Ҋץ ̔ 

 ѿ 3des ⱴ  

  

 Ḡ ҹ esp-3deŝ ᶫⱴ Ⱶ̃Ȃ Ҋ : 

 

A̔ 

ip host peerhost 2.2.2.2 

ip access-list extended 110 

 10 permit ip host 2.2.2.3 host 2.2.2.2  

crypto isakmp policy 1 

 authentication pre-share 

! 

! 

crypto isakmp key 7 01334b46391e033004 address 0.0.0.0 0.0.0.0 
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crypto ipsec transform-set myset  esp-3des 

crypto dynamic-map dymap 100 

 set transform-set myset 

 reverse-route 

 match address 111 

! 

! 

crypto map mymap 7 ipsec-isakmp dynamic dymap 

 

interface GigabitEthernet 1/0/0 

 ip ref 

 ip address 2.2.2.3 255.255.255.0 

 crypto map mymap 

 duplex auto 

 speed auto 

end 

B̔ 

ip access-list extended 110 

 10 permit ip host 2.2.2.2 host 2.2.2.3  

crypto isakmp policy 1 

 authentication pre-share 

crypto isakmp key 7 0424100330052a1b15 address 0.0.0.0 0.0.0.0 

crypto ipsec transform-set myset  esp-3des 

crypto map mymap 10 ipsec-isakmp 

 set peer 2.2.2.3 

 set transform-set myset 

 match address 110 

interface FastEthernet 0/0 

 ip address 2.2.2.2 255.255.255.0 
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 crypto map mymap 

 duplex auto 

 speed auto 

! 

interface FastEthernet 0/1 

 ip address 200.1.1.10 255.255.255.0 

 duplex auto 

 speed auto 

end 

10.3.4.6 peer ԑ ᴍ 

 ᶛ№  

Ⱶ ̆ Ⱶ ᶏ Ҍ ӥ Ȃ ῀ ҩ peer̆ ҩ ӥ Ȃ

῀ ῒז Ȃ Ҋ Ȃ Ҋץ  

 

 

 vpn ῏ ῀̆ Ҍ  

 ҉ᶏ Ҍ ӥ  

 ῀ ’℗  

A̔ 
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//ᶏ policy 

! 

crypto ipsec transform-set myset  esp-3des 

crypto dynamic-map dymap 100 

 set transform-set myset 

 reverse-route 

! 

! 

crypto map mymap 7 ipsec-isakmp dynamic dymap 

interface GigabitEthernet 1/0/0 

 ip ref 

 ip address 2.2.2.3 255.255.255.0 

 crypto map mymap 

 duplex auto 

 speed auto 

end 

B̆ Ҍ ӥҌ ̔ 

//ᶏ policy 

! 

crypto ipsec transform-set myset  esp-3des 

crypto dynamic-map dymap 100 

 set transform-set myset 

 reverse-route 

! 

! 

crypto map mymap 7 ipsec-isakmp dynamic dymap 

interface GigabitEthernet 1/0/0 

 ip ref 

 ip address 2.2.2.2 255.255.255.0 
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 crypto map mymap 

 duplex auto 

 speed auto 

end 

῀ A̔ 

 

ip access-list extended 110 

 10 permit ip host 2.2.2.1 any  

! 

//ᶏ policy̆ ӥ  

// dpd 

crypto isakmp keepalive 10 2 periodic 

//ᶏ 3des ⱴ  

crypto ipsec transform-set myset  esp-3des 

! 

crypto map mymap 7 ipsec-isakmp 

set peer 2.2.2.2 //Ҍ ᶏ ӥ  

set peer 2.2.2.3 trustpoint backup 

set transform-set myset 

match address 100 

 

interface GigabitEthernet 1/0/0 

 ip ref 

 ip address 2.2.2.1 255.255.255.0 

 crypto map mymap 

 duplex auto 

 speed auto 

end 
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10.3.4.7 Profile ⱴ Tunnel Ҭ  

 ᶛ№  

ᶛḠ ңҩ ӊ IP Ḥ̆ѿ Cisco ᵬҹ ῏̆ Ă ѿ

ᵬҹ ῏̆ BȂ Ҋץ ̔ 

 ѿ 3des ⱴ  

 ᴰ  

 Ḡ ҹ ESP-DES-MD5̂ ᶫⱴ Ⱶ̃Ȃ 

Ҋ Ҭ̆Ҭ Cisco ̆ № ᶏ Ȃ Ҋ : 

 

 

 

10.3.4.7.1 GRE Tunnel ҉ Profile map 

RouterA ̔ 

! 



ῃ ̂IPSec̃ 

http://www.ruijie.com.cn 

hostname "RouterA" 

# IKE 
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! 

10.3.4.7.2 IPSEC-IPV4 ҉ Profile map 

RouterA ̔ 

! 

hostname "RouterA" 

# IKE 

crypto isakmp enable 

crypto isakmp policy 1  

authentication pre-share 

encrytiong 3des 

# ῍֣  

crypto isakmp key 0 123 address 192.168.12.1 

crypto ipsec transform-set t1  esp-
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set transform-set t1 

! 

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

# ⱴ ⌠ Tunnel ҉ 

interface tunnel 1 

tunnel mode ipsec ipv4 

tunnel source  192.168.12.1 

tunnel destination 192.168.202.1 

tunnel protection ipsec profile profile-map 

ip address 2.2.2.1 255.255.255.0 

 

10.3.4.7.3 IPV6 Tunnel ҉ Profile map 

RouterA ̔ 

! 

hostname "RouterA" 

# IKE 

crypto isakmp enable 

crypto isakmp enable
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authentication pre-share 

encryption 3des 

# ῍֣   

crypto isakmp key 0 123 ipv6  ::/0 

crypto ipsec transform-set t1  esp-des esp-md5-hmac 

mode transport 

# ӈѿҩⱴ  

crypto ipsec profile profi-map 

set transform-set t1 

! 

interface FastEthernet0 

ipv6 address 1111:1111::1/96 

# ⱴ ⌠ GRE Tunnel  

interface tunnel 1 

  tunnel mode ipv6 

tunnel source  1111:1111::1 

tunnel destination 1111:1111::2 

tunnel protection ipsec profile profile-map 

ipv6 address 2222:2222::1/96 

 

10.3.4.7.4 NAT Ҋ IPIP T
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NAT ̔ 

hostname "NAT" 

#NAT ACL 

ip access standard 1 

10 permit any 

˻ 

#ҍ Router A  

interface FastEthernet 0/0 

ip address 192.168.202.2 255.255.255.0 

ip nat inside 

! 

#ҍ Router B  

interface FastEthernet0/1 

ip add 192.168.12.2 255.255.255.0 

ip nat outside 

! 

#NAT ↕̆ F0/0 ̆ IP ҹ F0/1  

ip nat inside source list 1 interface fastEthernet 0/1 

! 

 

Cisco ̔ 

! 

hostname Cisco 

# ӈ IkE ̆ ҹ ῍֣ ̆ῒז ṿ 

crypto isakmp policy 1 

authentication pre-share 

encryption 3des 

# ῍֣   

crypto isakmp key 0 123 address 192.168.202.1 

# ӈ  

crypto ipsec transform-set t1 esp-des esp-md5-hmac 

mode transport 

# ӈⱴ  
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crypto ipsec profile profile-name 

set transform-set t1 

! 

interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

# ⱴ ⌠ Tunnel ҉ 

interface tunnel 1 

   tunnel mode ipip 

tunnel source  192.168.12.1 

tunnel destination 192.168.12.2 

tunnel protection ipsec profile profile-map 

ip address 2.2.2.1 255.255.255.0 

! 

 

10.3.4.7.5 NAT Ҋ IPSEC-IPV4 Tunnel ҉ Profile map 

RouterA ̔ 

! 

hostname "RouterA" 

# IKE 

crypto isakmp enable 

crypto isakmp policy 1  

authentication pre-share 

encrytiong 3des 

# ῍֣  

crypto isakmp key 0 123 address 192.168.12.1 

crypto ipsec transform-set t1  esp-des esp-md5-hmac 

mode transport 

# ӈѿҩⱴ  

crypto ipsec profile profi-map 

set transform-set t1 

match any 

! 

interface FastEthernet0 

ip address 192.168.202.1 255.255.255.0 

# ⱴ ⌠ GRE Tunnel  

interface tunnel 1 

   tunnel mode ipip 

tunnel source  192.168.202.1 

tunnel destination 192.168.12.1 

tunnel protection ipsec profile profile-map 

ip address 2.2.2.2 255.255.255.0 

! 

ip route 0.0.0.0 0.0.0.0 tunnel 1 

 

NAT ̔ 

hostname "NAT" 

#NAT ACL 
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ip access standard 1 

10 permit any 

˻ 

#ҍ Router A  

interface FastEthernet 0/0 

ip address 192.168.202.2 255.255.255.0 

ip nat inside 

! 

#ҍ Router B  

interface FastEthernet0/1 

ip add 192.168.12.2 255.255.255.0 

ip nat outside 

! 

#NAT ↕̆ F0/0 ̆ IP ҹ F0/1  

ip nat inside source list 1 interface fastEthernet 0/1 

!
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# ⱴ ⌠ Tunnel ҉ 

interface tunnel 1
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11 ӥ 

11.1  

ҹḠ ӊ ҉ᴰ Ḥ ῃ ȁ ȁ ȁ Ҍ ̆

ᴍ ̆ ӥ ⱳ ӊѿȂPKI ӥ ҩֲ

ᵣ ᴍ ѿҩῈ ̆ ғ ӥ ѿ ӥ̆Ḡ ӥ ᵣ

ῃ Ȃ ӥ CÂ Certificate Authority̆ ӥ ̃ ȁ ԅ ᵣ ᴍ

Ḥ ȁῈ Ḥ ץ CA ᴆ̆ῒῈ ѿҩ ԅῈ ᵣ Ҭ

Ȃ ӥҬ CA ӥ ̆≠ ӥҬ Ὲ

ᵬ ׆ ᴍ Ȃ ӥҺ ң ̔X.509 ӥ PGP ӥ̆

֟ X.509 ӥȂ 

ӥ ԍ IPSec IKE SSL ҬȂ IPSec IKE Ҭ ӥ ̆

Ҋ ̔ 

ΐ ῍֣ ῃ  

Ҍ ԑ ңңӊ №≢ ῍֣ ̆ᶏ Ḃ 

ӥ ῃ  

ӥ └ ᶏ ̆ ᶏ  

҉ X.509 ӥ ץ SCEP ̆ᶏ SCEP

ӥ Ҋ ̔ 

Ҍ₮ ̆Ḡ ԅ ῃ  

SCEP Ҭ PKCS7 Ḥ ̆Ḡ ԅ Ḥ ῃ  

CA ’Ҋ̆SCEP ΐ ꜚ ӥ ⱳ  

11.1.1  

Ὲ ̂PKİPublic-Key Infrastructurẽ̔ ⇔ ȁ ȁ Ữȁ№ Ὲ

ᴆȁ ᴆȁֲ ȁ Ȃ 

X.509̔X.509 ITU-T ѿҩ ‰̆ ӈԅѿҩ PKI ̆

ӥ ӥ № Ὲ ῏ Ȃ 
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̂CA─Certificate Authoritỹ̔ᵬҹ ȁ Ḥ ȁῈ ҈ ̆Ғ

ҍ ҉֜ ᵣ ӥȂ ᵬҹѿҩ ̆

̆ ӥ ̆ Ὲ ѿҩ ᵣ ѿ Ȃ 

CA̔ᵝԍ CA CAȂ 

ӥ ӥ̂Certificatẽ̔ ҹ X.509 ӥ̆ X.509 ӈ , ԍ

ᵣ ᵣ Ὲ ᵣ ᴍȂ ӥ ѿҩῈ ȁ ץ CA

Ȃѿ ’Ҋ ӥҬ ̆ ῏( ӥ Ҭ ) ̆ ӥ ↓

Ḥ ̆ ӥ ITUT X.509 ‰Ȃ  

CA ӥ̔ CA ҹ ӥ̆ҹῒ ῒ ӥ Ȃ 

PEM(Privacy-enhanced Mail)̔rfc 1421-rfc1424 ӈ ԍ base64 , ԍ

ᴆ, ӥ ῀ ₮Ȃ 

PKCS̔ RSA ӈѿ ԍῈ ⱴ ᴆ , Ḥ ᴰ Ҭ ҩԊ ҙ ‰ 

PKCS#1 ӈԅRSAⱴ , PKCS#7 ӈԅѿ ⱴ Ḥ , PKCS#12 ӈ

ԅ ῃ (PKCS12 ץ ӥ, ₃ҩ ῃ , № ӥ ѿ ) Ȃ

PKCS ‰ ₮ ᴆ DER ԋ └ ᴆ̆ᶏ Ҭ ҹPEM

ᴆȂ 

ӥ ↓ ̂CRL̇Certificate Revocation List̃̔ ѿҩ CA ӥ ѿ

ҩ ↓ ̆ ץ Ὲ Ữ Ҭ ̆ Internet X.509 Ὲ

̂PKIX̃ ᵬ ӥ ң ӊѿȂCRL Ҭ ѿҩ ֹ

PEMPKCS̔
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҈ ̔ ₯Ҋѿ ̆ ₮ Ҋ Ҭ Ҭ CĂ Ҋ ̔ 

 

̔ ₯Ҋѿ ̆ ₮Ҋ ̆ Ώ CA ῏Ḥ ̔ 



ӥ
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҈ ̔ Ҋѿҩ Ҭ̆ ―Internet Ḥ Ⱶ‖ ― Ḥ ‖Ȃ 

 

̔ Ҋѿҩ Ҭ̆ ―҆ Ⱶ‖ ₯― Ḥ ‖Ȃ 
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ԓ ̔ Ҋѿҩ Ҭ̆ ―Active Server Pages‖̆ ―҆ Ⱶ‖̆ ₯҈ ―

‖Ȃ ԅ―҆ Ⱶ‖̆↕Ӟᴪ ―Ὲ῍ ᴆ‖ ―Internet Ⱶ ‖Ȃ 

 

Έ ̔ Һ ӊ ̆ ₯―Ҋѿ ‖ Ȃ 
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҂ ̔ ῀ └ ̆ ΐ̆ Internet Ⱶ ̆ Ҋ ̔ 

 

ῇ ̔ Web ̆ Ҋ ̔ 
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̔ CA server Internet ̆ ῀ 127.0.0.1/Cert_Server̆ ⱳ

₮ Ҋ ̔ 

 

11.2.3 ӥ ₮ 

╠ ױ ӥ PC ̆Ẋ CA server ipҹ 192.168.64.130̆ ӥ

῀ Ҋ ̔ 

ѿ ̔ ̂PC̃ Internet ̆ ῀ 192.168.64.130/Cert_Server, Ҋ ̔ 
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ԋ ̔ ₯Ҋѿ ̆ ̂ ̃̆ Ҋ ̔ 

 

҈ ̔ ₯Ҋѿ ̆ ֜ ̂ ̃̆ Ҋ ̔ 
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̔ ₯Ҋѿ ̆ Ώ Ḥ ̆ Ҋ ̔ 

 

̔ ₮ѿ ҉̆ ҹ ױ RSA CA server ̆ ױ

₮ ӥ  

ԓ ̔ ₯ ֜ ̆ ӥ Ȃ 

Έ ̔ Һ ̆ ӥ̆ Ҋ ̔ 
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҂ ̔ Ҋѿ ̆ CA Ҭ ԅ ӥ̆ ץ ⌠ Ҋ ̔ 

 

ῇ ̔ Ҋѿ ̆ ӥ̆ Ҋ ̔ 

 

Ӝ ̔ ₯ ӥ ̆ ⱳ ӥȂ 

̔ ӥ ̆ ױ ₮ ӥ̆ Ҋ ̔ 
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҈ ̔ Ҭ ₮ ӥ̆ ₯ ₮ ̆ ₮Ҋ ̔ 

 

̔ ₯Ҋѿ ̆ ₮Ҋ ̔ 
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ԓ ̔ ₯Ҋѿ ̆ ₮Ҋ ̔ 

 

̔ ҉― ̆ ӥ ⌠ ӥ Ҭ‖̆ ₮ ӥ ᴆ ԅ ӥ̆

ץ CA ӥȂ 

Έ ̔ ₯Ҋѿ ̆ ῀ ᴆḠ ̆ Ҋ ̔ 
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҂ ̔ ₯Ҋѿ ̆ Ḡ ᴆ ̆ Ҋ ̔ 

 

ῇ ̔ ₯Ҋѿ ̆ Ḥ ̆ ₯ ӥ ₮ԅ̆ Ҋ ̔ 
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Ӝ ̔ ₮ ӥ ѿҩpfx ᴆ̆ ױ ҹpem ᴆ̆≠ ᾣ Ҭ

pfx2pem ΐ̆Ạ Ҋ ᵬ̔ 

 

ԋ ̔ ₯ ̆ ₮Ҋ ̔ 

 

ױ ᴆ Ҋ ץ ⌠ pem ᴆ̆≠ Windows ᴆ Ώ ᴆ

pem ᴆ̆ ץ ⌠ ȁ ӥ ӥȂ 

    
ᴆ פ ׆ IE ₮ ӥ ῀ ̕פ ᴆ פ ╠ ӈ

̆פ פ ӥ ῀⌠ ῀̆ ȇ6.3.1.1 ῀ ӥȈ 
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11.2.4 CRL URL  

ӥ Ⱶ ̆ crl ҹ̔ 

http://%SERVER_DNS_NAME%/CertEnroll/%CA_NAME%%CRL_SUFFIX%.crl 

file://\\%SERVER_DNS_NAME%\CertEnroll\%CA_NAME%%CRL_SUFFIX%.crl 

ῒҬ̆%SERVER_DNS_NAME%ṿ Һ ̆Ҍ ip̆

ip ̆ ḱ CA server ̆ Ҋ ̔ 

ѿ ̔ ῀ └ ̆ ΐ̆ ӥ ̆ ₮Ҋ ̔ 

 

ԋ ̔ CA Server̆ Ҋ ̔ 

 

҈ ̆ ̆ ₮ Ҭ ѿ ̆ Ҋ ̔ 
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̔ ̆ ₮ Ҭ̆ X.509 ѿ ̆ Ҋ ̔

 



ӥ 
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ԓ ̔ ₯ ⱴ CDP ̆ ₮Ҋ ̔ 

 

Έ ̔ ₯ ̆ ⱴѿ CRL  

ᶛ ̔ 

ip ̔ 

῀ http://192.168.64.130/CertEnroll/%CA_NAME%%CRL_SUFFIX%.crl 

῀ file:\\192.168.64.130\CertEnroll\%CA_NAME%%CRL_SUFFIX%.crl 

̔ 

῀ http://www.ruijie.com.cn/CertEnroll/%CA_NAME%%CRL_SUFFIX%.crl 

῀ file://\\www.ruijie.com.cn\CertEnroll\%CA_NAME%%CRL_SUFFIX%.crl 

̔ ╠ ῀ ӥ ̆ ᴪ ҹ ӥҬ CRL № ѿҩ http ̆ ̆ץ

CA server CRL ̆ CRL ᵝȂ 

11.2.5 SCEP ᴆ 

ѿ ̔ ׆ ץ Ҋ ᵝ Ҋ  Windows Server 2003  SCEP ᴆ ̔

http://go.microsoft.com/fwlink/?LinkId=32060̆ ₯  

http://go.microsoft.com/fwlink/?LinkId=32060
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ԋ ̔ ̆ ₯―Yes‖Ȃ 

 

҈ ̔ ̆ ₯―Ҋѿ ‖Ȃ 

 

̔ ―ᶏ ‖ ₯―Ҋѿ ‖Ȃ  



ӥ 

http://www.ruijie.com.cn 

 

ԓ ̔ ― Ύ SCEP ‖Ȃ ‰ ᶏ  CA Ύӊ ̆

http://ca/certsrv/mscep/msdep.dll ̂׆ᴋᵥ ̃Ȃ ᶫ Ύ ―

‖Ȃ― ‖  60 № ῤ Ȃ ₯―Ҋѿ ‖Ȃ 

 

Έ ̔ ᶫ― Ύ ‖Ḥ ̆ ₯―Ҋѿ ‖Ȃ 

http://ca/certsrv/mscep/msdep.dll
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҂ ̔ Ḥ ̆ ₯― ‖Ȃ 

 

ῇ ̔SCEP Ύ ⌠ URL Ҋ̔ 
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11.3 ӥ  

11.3.1 ӥ ᴋⱵ 

ӥ ᴋⱵ ҹԅᶏ ӥ ᵣ ӥ

Ȃ 

ӥ  ҊᴋⱵ̔ץ

ӥ̔ CA ӥץ CA ӥ ῒ ȂRGOS ╠

ӥ̆ΐᵣ ― ӥ ₮‖ №Ȃ SCEP ӥ ̆ ӥ

ᴆ ң Ȃ 

῀ ӥ̔ ╠ѿᴋⱵ CA ӥץ CA ӥ ῒ ῀⌠

Ȃ 

SCEP ӥ̔ SCEP ׆ CA ꜚ ӥȂ 

ӥ ̔ ֟ ӥ ̆ ֲ CA Ⱶ ҉ ӥ 

ӥ ̂פ ̃̔ ӥ ̆ ғץ 16 └ ῀ԋ └ ӥ ᴆ̂DER

ᴆ̃ ѿҩ ӥȂ 

ӥ ̂ ̃̔ ӥ CRL̆ץ∞ ӥ

Ȃ 

Ҋ CRL̂ ̃̔ Ҋ CRL HTTP ץ̆ פ ꜚ CRL Ҋ Ȃ 

11.3.1.1 ῀ ӥ 

҉ץ ӥ ̆ PEM CA ӥȁ ӥ ῒ Ȃ

ῃ Ҋ Ҋץ ̆פ ץ ֓ῤ ѿ ῀⌠ ̆ ԍ CA ̆

῀ ӥ̆ ץ ӥ CA ӥ̆ ῀ ӥ ҉ ῒ CA ӥ̆

ӥȂ 

ᵬ פ   
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Ẋ PEM ӥ ҹѿҩ ᴆ̆ ̂ ᶏ Windows

ᴆ Ώ ᴆ̃ ᴆ ̆ ῤ Ҋ̔ 

Bag Attributes 

localKeyID: 01 00 00 00  

1.3.6.1.4.1.311.17.1: Microsoft Base Cryptographic Provider v1.0 

friendlyName: 

0929c7381e7517bdc65cdc7cc2ea0374_60e7aaa8-2e04-4953-9ba8-96bcaf0bfdf7 

Key Attributes 

X509v3 Key Usage: 10  

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,251F9D955610C376 

GDG2s1mbs/MJCpo5w2bu972jK1OZYtv3RQunH4I29c9H5uq3LtyvNA9RwrlpRQ3t 

iUmkvQrU3/6SBp4Rqx1EU2UWgv1KRqqYwRVbdPdBZYVJLrso3Ov/9eaS4TiD+4Dl 

NfJ1sAA4OONdVKDCLcGZIB43Wq5rAlqzsyjcF6tx3fWsSankVjQfroTv7UvP+ijj 

uGndmJwbXEiATxlt+Smvt2/CGjr8nIC55T1W+tW0itkBdZhnvBJekOFM4BdgoLZc 

3vueTIHmTurHvvdLIytYjQHsxVsf3vRGMcQhohM98nAYsIDBil4OIh1hc+ZnhGsn 

TFLPMmMuJnBWMYopfaMPNrcdbpu+n4Qj2QiRoVTEoI7P1IAY/Oa2uc+kDuUX3KlW 

sQQPnFNiU0Q/T9BrsolxI2Wkak7cvaNxbmhuU+5wNUGybQfcfP3CWg== 

-----END RSA PRIVATE KEY----- 

Bag Attributes 

    localKeyID: 01 00 00 00  

subject=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=Regiant 

Network Co. Ltd/OU=Research Apartment 5/CN=dingjs 

issuer=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=Regiant Network 

Co. Ltd/OU=Research Apartment 5/CN=CA test server 

-----BEGIN CERTIFICATE----- 

MIIEsTCCBFugAwIBAgIKEffFFwABAAAAPjANBgkqhkiG9w0BAQUFADCBrDEhMB8G 

CSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJDTjEPMA0G 

A1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1JlZ2lhbnQg 

TmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1lbnQgNTEX 

MBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwNDEyMDkyOTUzWhcNMDYwNDEy 

MDkzOTUzWjCBpDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQsw 

CQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAe 

BgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJj 

aCBBcGFydG1lbnQgNTEPMA0GA1UEAxMGZGluZ2pzMFwwDQYJKoZIhvcNAQEBBQAD 

SwAwSAJBAM0sOymB/5v35vnf/PlJX+aqZpH9drtevsNaHkj4i3XdaJ55rFo2wLT0 

qpWTI0nu638ktUa4dEIfF0AQM67sP0ECAwEAAaOCAmMwggJfMA4GA1UdDwEB/wQE 

AwIE8DATBgNVHSUEDDAKBggrBgEFBQgCAjAdBgNVHQ4EFgQUIWVn8+ciY7JJkOFN 

7MIkcRWWpx8wgegGA1UdIwSB4DCB3YAUckOEHCsDRS2CWPWEQ3f1IapLLCGhgbKk 

ga8wgawxITAfBgkqhkiG9w0BCQEWEmRpbmdqc0BzdGFyLW5ldC5jbjELMAkGA1UE 

BhMCQ04xDzANBgNVBAgTBkZ1SmlhbjEPMA0GA1UEBxMGRnVaaG91MSAwHgYDVQQK 

ExdSZWdpYW50IE5ldHdvcmsgQ28uIEx0ZDEdMBsGA1UECxMUUmVzZWFyY2ggQXBh 

cnRtZW50IDUxFzAVBgNVBAMTDkNBIHRlc3Qgc2VydmVyghBWrgc8EKF+jEWujT8V 

UjNXMH8GA1UdHwR4MHYwOKA2oDSGMmh0dHA6Ly96ai1yb3V0ZXIvQ2VydEVucm9s 

bC9DQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMDqgOKA2hjRmaWxlOi8vXFx6ai1yb3V0 

ZXJcQ2VydEVucm9sbFxDQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMIGsBggrBgEFBQcB 

AQSBnzCBnDBLBggrBgEFBQcwAoY/aHR0cDovL3pqLXJvdXRlci9DZXJ0RW5yb2xs 

L3pqLXJvdXRlcl9DQSUyMHRlc3QlMjBzZXJ2ZXIoMSkuY3J0ME0GCCsGAQUFBzAC 

hkFmaWxlOi8vXFx6ai1yb3V0ZXJcQ2VydEVucm9sbFx6ai1yb3V0ZXJfQ0ElMjB0 

ZXN0JTIwc2VydmVyKDEpLmNydDANBgkqhkiG9w0BAQUFAANBABSEeYlEi7fm06en 

NDdkZMjYV8LZB1JjniePwy1sUEEDa2bH9ZrcpTnJ+CSkCkxXBTc5ZWZnFTiSH/Oc 

uVyQ9D8= 

-----END CERTIFICATE----- 

Bag Attributes: <Empty Attributes> 

subject=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=Regiant 

Network Co. Ltd/OU=Research Apartment 5/CN=CA test server 

issuer=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=Regiant Network 

Co. Ltd/OU=Research Apartment 5/CN=CA test server 

-----BEGIN CERTIFICATE----- 
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MIIDLjCCAtigAwIBAgIQVq4HPBChfoxFro0/FVIzVzANBgkqhkiG9w0BAQUFADCB 

rDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJD 

TjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1Jl 

Z2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1l 

bnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwMjI1MDg0NjAyWhcN 

MDcwMzAxMDIzNjIzWjCBrDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0 

LmNuMQswCQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpo 

b3UxIDAeBgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRS 

ZXNlYXJjaCBBcGFydG1lbnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwXDAN 

BgkqhkiG9w0BAQEFAANLADBIAkEA2R8axg75UZJM3JZNREP62r5T8t31E7Y0taah 

n/1XoWxvevShE8FZPQxMPo5i3nbYokzyLPjagqoX0+jMgMKVjwIDAQABo4HTMIHQ 

MAsGA1UdDwQEAwIBxjAPBgNVHRMBAf8EBTADAQH/MB0GA1UdDgQWBBRyQ4QcKwNF 

LYJY9YRDd/UhqkssITB/BgNVHR8EeDB2MDigNqA0hjJodHRwOi8vemotcm91dGVy 

L0NlcnRFbnJvbGwvQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDA6oDigNoY0ZmlsZTov 

L1xcemotcm91dGVyXENlcnRFbnJvbGxcQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDAQ 

BgkrBgEEAYI3FQEEAwIBATANBgkqhkiG9w0BAQUFAANBAH8ufRZ2tVYO3R7YC0IF 

OzmnQrjgaBN4bpmSLkxYYKtK8ZNjo0FwUL11aq6nCGp6n8Ks0dijoMxnedB2zn0a 

f0w= 

-----END CERTIFICATE----- 

    

ῤ҉ץ .1 Ҭ̆―-----BEGIN CERTIFICATE-----‖ ―-----END CERTIFICATE-----‖

ӊ ҹ ӥ ̕―-----BEGIN RSA PRIVATE KEY-----‖ ―-----END RSA 

PRIVATE KEY-----‖ӊ ҹ ̕ῒ ῤ PKCS12˽ Ȃ 

2. № CA ӥ ӥ̆ ̔CA ӥ subject issurer

ῃ ̆ ӥ subject issurer ↕Ҍ Ȃ҉ץץ ҹᶛ̆CA

ӥ ῏Ḥ Ҋ̔ 

subject=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=

Regiant Network Co. Ltd/OU=Research Apartment 5/CN=CA test server 

issuer=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=R

egiant Network Co. Ltd/OU=Research Apartment 5/CN=CA test server 

ӥ subject issurer Ҋ̔ 

subject=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=

Regiant Network Co. Ltd/OU=Research Apartment 5/CN=dingjs 

issuer=/Email=dingjs@star-net.cn/C=CN/ST=FuJian/L=FuZhou/O=R

egiant Network Co. Ltd/OU=Research Apartment 5/CN=CA test server 

└ ῀ ̂פ Ҭҹ ᵬ ̃Ȃ 

Ruijie (config)# crypto pki import CA_name pem terminal 12345678 

% Enter PEM-formatted CA certificate.̂ ῀ PEM CA ӥ ̃ 

% End with a blank line or "quit" on a line by itself.̂ ῀ “quit”

ץ ῀̃ 

̂ 1 Ҭ CA ӥ ̆ ̆ Ҋ ̃ 

-----
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LYJY9YRDd/UhqkssITB/BgNVHR8EeDB2MDigNqA0hjJodHRwOi8vemotcm91dGVy 

L0NlcnRFbnJvbGwvQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDA6oDigNoY0ZmlsZTov 

L1xcemotcm91dGVyXENlcnRFbnJvbGxcQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDAQ 

BgkrBgEEAYI3FQEEAwIBATANBgkqhkiG9w0BAQUFAANBAH8ufRZ2tVYO3R7YC0IF 

OzmnQrjgaBN4bpmSLkxYYKtK8ZNjo0FwUL11aq6nCGp6n8Ks0dijoMxnedB2zn0a 

f0w= 

-----END CERTIFICATE----- 

quit 

Certificate has the following attributes: 

Fingerprint: B286A3F4 4930D46D 81D4A544 885D611C ̂ CA ӥ ̃ 

% Do you accept this certificate? [yes/no]: yeŝ ̃ 

% Certificate successfully imported 

% Enter PEM-formatted encrypted private key.̂ ῀ PEM ̃ 

% End with "quit" on a line by itself.̂ ῀“quit” ῀̃ 

̂ 1 Ҭ ̆ ̆ Ҋ ̃ 

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,251F9D955610C376 

GDG2s1mbs/MJCpo5w2bu972jK1OZYtv3RQunH4I29c9H5uq3LtyvNA9RwrlpRQ3t 

iUmkvQrU3/6SBp4Rqx1EU2UWgv1KRqqYwRVbdPdBZYVJLrso3Ov/9eaS4TiD+4Dl 

NfJ1sAA4OONdVKDCLcGZIB43Wq5rAlqzsyjcF6tx3fWsSankVjQfroTv7UvP+ijj 

uGndmJwbXEiATxlt+Smvt2/CGjr8nIC55T1W+tW0itkBdZhnvBJekOFM4BdgoLZc 

3vueTIHmTurHvvdLIytYjQHsxVsf3vRGMcQhohM98nAYsIDBil4OIh1hc+ZnhGsn 

TFLPMmMuJnBWMYopfaMPNrcdbpu+n4Qj2QiRoVTEoI7P1IAY/Oa2uc+kDuUX3KlW 

sQQPnFNiU0Q/T9BrsolxI2Wkak7cvaNxbmhuU+5wNUGybQfcfP3CWg== 

-----END RSA PRIVATE KEY----- 

quit 

% RSA private key successfully imported 

Enter the base 64 encoded certificate. ̂ ῀ PEM ӥ ̃ 

End with a blank line or the word "quit" on a line by itself̂ ῀

“quit”ץ ῀̃ 

̂ 1 Ҭ ӥ ̆ ̆ Ҋ ̃ 

-----BEGIN CERTIFICATE----- 

MIIEsTCCBFugAwIBAgIKEffFFwABAAAAPjANBgkqhkiG9w0BAQUFADCBrDEhMB8G 

CSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJDTjEPMA0G 

A1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1JlZ2lhbnQg 

TmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1lbnQgNTEX 

MBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwNDEyMDkyOTUzWhcNMDYwNDEy 

MDkzOTUzWjCBpDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQsw 

CQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAe 

BgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJj 

aCBBcGFydG1lbnQgNTEPMA0GA1UEAxMGZGluZ2pzMFwwDQYJKoZIhvcNAQEBBQAD 

SwAwSAJBAM0sOymB/5v35vnf/PlJX+aqZpH9drtevsNaHkj4i3XdaJ55rFo2wLT0 

qpWTI0nu638ktUa4dEIfF0AQM67sP0ECAwEAAaOCAmMwggJfMA4GA1UdDwEB/wQE 

AwIE8DATBgNVHSUEDDAKBggrBgEFBQgCAjAdBgNVHQ4EFgQUIWVn8+ciY7JJkOFN 

7MIkcRWWpx8wgegGA1UdIwSB4DCB3YAUckOEHCsDRS2CWPWEQ3f1IapLLCGhgbKk 

ga8wgawxITAfBgkqhkiG9w0BCQEWEmRpbmdqc0BzdGFyLW5ldC5jbjELMAkGA1UE 

BhMCQ04xDzANBgNVBAgTBkZ1SmlhbjEPMA0GA1UEBxMGRnVaaG91MSAwHgYDVQQK 

ExdSZWdpYW50IE5ldHdvcmsgQ28uIEx0ZDEdMBsGA1UECxMUUmVzZWFyY2ggQXBh 

cnRtZW50IDUxFzAVBgNVBAMTDkNBIHRlc3Qgc2VydmVyghBWrgc8EKF+jEWujT8V 

UjNXMH8GA1UdHwR4MHYwOKA2oDSGMmh0dHA6Ly96ai1yb3V0ZXIvQ2VydEVucm9s 

bC9DQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMDqgOKA2hjRmaWxlOi8vXFx6ai1yb3V0 

ZXJcQ2VydEVucm9sbFxDQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMIGsBggrBgEFBQcB 

AQSBnzCBnDBLBggrBgEFBQcwAoY/aHR0cDovL3pqLXJvdXRlci9DZXJ0RW5yb2xs 

L3pqLXJvdXRlcl9DQSUyMHRlc3QlMjBzZXJ2ZXIoMSkuY3J0ME0GCCsGAQUFBzAC 

hkFmaWxlOi8vXFx6ai1yb3V0ZXJcQ2VydEVucm9sbFx6ai1yb3V0ZXJfQ0ElMjB0 

ZXN0JTIwc2VydmVyKDEpLmNydDANBgkqhkiG9w0BAQUFAANBABSEeYlEi7fm06en 

NDdkZMjYV8LZB1JjniePwy1sUEEDa2bH9ZrcpTnJ+CSkCkxXBTc5ZWZnFTiSH/Oc 
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uVyQ9D8= 

-----END CERTIFICATE----- 

quit 

% Certificate successfully imported 

Ruijie (config)# 

    

CA ӥȁ ӥ ῀ ⱳ ̆ ҩ ῀ ᵬ ⱳ̆

̆ ↕ ῀ ᵬ ̆Ҍ ֟ ᴋᵥ Ȃ ̆

ӥ ῀ ̆ CA ӥ ῀ ᵬ Ȃ 

ӥ ̆ Ҍ ҡ ̆ ῒ ‖begin‖ ‖end‖

Ȃ 

῀ ⱳ ̆ write ᵬ ӥ Ḡ ⌠ FLASH̆ ↕῏ ῀ῤ

Ҍ Ḡ Ȃ 

CA ӥ ̂Fingerprint̃ ҹԅ CA ӥ ᴰ Ҭ ֲҹ Ȃ

ӥ CA ӥ ̆ ῒ Ḥ ̂

hmac ̃̆CA ӥ ᶏ ӥ

̆ ӥ ȂRGOS SHA-1Ȃ 

ӥ ῀ Ȃ ӥ ῀ ⱳ ץ DER 16 └ Ḡ ᴆҬ̆

show running פ ӥ ↓ DER ῤ ̆ ȇ ᶛȈȂ ̆ ץ

show crypto pki cert ̆פ ȇ ҍ ȈȂ ̆ Ḡ
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Ruijie (ca-trustpoint)# enrollment auto-enroll 
percentage 

ԍ trustpoint

http://ca-ip-address/certsrv/mscep/mscep.dll
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8. ԅ ̆ ⌠ Ҋῤץ῀ Ȃ̂ ԅ  CA ᵬҹ

Ȃ̃ 

router(config)#crypto pki enroll CA 
% 

%Start certificate enrollment ..  

%Create a challenge password. You will need to verbally provide this 

   password to the CA Administrator in order to revoke your certificate. 

   For security reasons your password will not be saved in the configuration. 

   Please make a note of it. 

 

Password:F4EEE4FEB3766007     // ׆῀



ӥ 
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11.3.1.3 ӥ  

Ḥᴋ  
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-----END CERTIFICATE REQUEST----- 

-----BEGIN CERTIFICATE REQUEST-----⌠-----END CERTIFICATE REQUEST-----׆// ѿ ֟

ӥ ̂PKCS10 ̃̆ ѿ ῤ ֜ CA ӥȂ 

 

% Enter PEM-formatted CA certificate.
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    

ѿפ .1 ֽ ԍ ӥ Ḡ ȁ − ̆Ҍ ᶏ

῀ ӥ ӥ̆ Ȃ ῀ ӥ ῏ ᵬ̆

῀ ⱳ ̆ show running פ ̆ ꜚ⇔ ԅ ӥ ̆

CA ӥ ӥ פ Ḡ ҬԅȂ

҉̆ ҹ ֟ ᶫ ̆פ

1.

 CA
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Rui



ӥ 
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    

ҌῬ ᶏ ӥ ̆ ῏ − ӥ ҹ

Ȃ Ҋ ̔ 

1. CRL ᴆ ̆ ꜚ ᴪ ѿ ̆Ҋ ⱳ

FLASH ῤ Ȃ 

CRL Ҋ URL ̆ ӥ Ҋ Ҋץ ̆פ ῒ no −

̔ 

ᵬ פ   

 Ruijie(ca-trustpoint)# crl query url_string CRL Ҋ URL  

 

    

1. url_string ץ http /̔/ ̕Ҋ ᶏ 80 ̆ ↕

̆



ӥ 
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11.3.2 ᶛ 

ᶫѿҩ ӥ show runningḤ Ȃ ̆ ҹ Ḡ Ḥ

̆ ᴆҬ ᵣ ̆ ̆ץ Ҋץ Ḥ ⌠ └ ᶏ copy 

tft flash פ ᴆ ⌠ ᴆ config.text̆ ҉ץ ӥ ᵬ Ȃ

ӥ ̆ ӥ ῀ פ crypto pki import pem terminalȂ ᶛ ֽֽ

Ȃ 

 

    ῏ԍ ӥ ᵥᶏ ӥ ᶛ̆ ῏ ӥȂ 

ᶛ Ҋ̔ 

Ruijie# sh run 

Building configuration... 

Current configuration : 5331 bytes 

! 

version 8.31(building 1) 

hostname Ruijie 

! 

! 

no service password-encryption 

! 

crypto pki trustpoint test 

! 

! 

interface FastEthernet 0/0 

 ip address 192.168.50.117 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface FastEthernet 0/1 

 duplex auto 

 speed auto 

! 

interface FastEthernet 0/2 

 duplex auto 

 speed auto 

! 

! 

! 

ref parameter 50 400 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

! 

end        
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11.4 ҍ  

֟ ᶫԅ Ҋ פ ӥḤ ̔ 

ᵬ פ   

 Ruijie# show crypto pki certificates CA_name 
[detail] 

CA ӥ ӥḤ Ȃ

ӥ ̆ ₮Ḥ ҹ Ȃ 

show crypto pki certificates ̆פ Ҋ ӥ Ḥ ̆ҽᶛ Ҋ̔ 

Ruijie#
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Validity                                              // ӥ Ḥ  

Not Before: Jun 22 05:46:32 2005 GMT       // UTC  

Not After : Jun 22 05:54:45 2007 GMT       // UTC  

Subject: emailAddress=wlcpyjwb@star-net.cn, C=CN, ST=fj, L=fuzhou, O=Red 

Giant, OU=Department 5, CN=CA Server   

// ӥҺᵣ DN  

Subject Public Key Info:                              //ҺᵣῈ Ḥ  

Public Key Algorithm: rsaEncryption         //Ὲ :ҹ RSAⱴ  

RSA Public Key: (512 bit)                        //512ᵝ RSAῈ  

Modulus (512 bit): 

00:be:d1:e8:14:27:7a:30:2b:5e:11:ca:43:fd:2f: 

2b:7e:a9:8a:07:96:a2:cf:fe:9d:b7:d3:da:54:c3: 

03:4a:a8:44:b3:f0:11:dc:8a:bb:72:53:97:58:b1: 

3f:df:6b:8a:9e:5f:46:d3:00:40:2e:24:d3:85:a7: 

41:42:55:f7:75 

Exponent: 65537 (0x10001) 

X509v3 extensions:                                  // ӥ Ḥ  

X509v3 Key Usage:                                    //  

Digital Signature, Non Repudiation, Certificate Sign, CRL Sign             //

̆ ̆ ӥ ̆CRL  

X509v3 Basic Constraints: critical 

CA:TRUE 

X509v3 Subject Key Identifier:                     //Һᵣ  

64:46:12:C0:27:A4:9E:01:0C:65:DA:F8:6E:E7:FE:C6:56:EC:AD:D4 

X509v3 CRL Distribution Points:                   //CRL№ Ḥ  

URI:http://zj-router/CertEnroll/CA%20Server.crl 

URI:file://\\zj-router\CertEnroll\CA%20Server.crl 

1.3.6.1.4.1.311.21.1: 

... 

Signature Algorithm: sha1WithRSAEncryption            //  

34:2f:8d:93:68:43:60:7b:68:5f:f0:7e:91:0c:5c:e3:58:98: 

7c:53:95:ae:c2:b8:1c:ff:82:a4:ae:95:a8:81:a8:8a:ff:f9: 

6f:92:72:3e:fa:6f:84:7d:83:47:93:0f:85:76:48:ae:68:b9: 

5a:72:cf:09:50:be:1b:a7:e1:87                           // ӥ  

%Router certificate info:                     //ץҊҹ ӥḤ  

Certificate: 

Data: 

Version: 3 (0x2)                                    //X.509 v3  

Serial Number:                                          // ӥ ↓  

16:2a:7a:1d:00:00:00:00:00:02 

Signature Algorithm: sha1WithRSAEncryption           //  

Issuer: emailAddress=wlcpyjwb@star-net.cn, C=CN, ST=fj, L=fuzhou, O=Red Giant, 

OU=Department 5, CN=CA Server  // DN  

Validity                                              // ӥ Ḥ  

Not Before: Jun 22 05:50:48 2005 GMT       // UTC  

Not After : Jun 22 06:00:48 2006 GMT       // UTC  

Subject: emailAddress=zhaojun, C=CN, ST=fj, L=fuzhou, O=Red Giant, OU=De 

partment 5, CN=zhaojun             // ӥҺᵣ DN  

Subject Public Key Info:                            //ҺᵣῈ Ḥ  

Public Key Algorithm: rsaEncryption       //Ὲ :ҹ RSAⱴ  

RSA Public Key: (2048 bit)                    //2048ᵝ RSAῈ  

Modulus (2048 bit): 

00:c6:e2:7a:e8:8d:6d:d8:bb:56:a8:9c:03:62:14: 

e5:2e:23:e5:a5:26:31:3d:b2:24:65:b1:f2:cc:07: 

e3:ef:cc:02:3c:d0:6e:00:8d:fc:ce:3a:b6:45:7a: 

cb:a0:87:94:1f:c3:92:43:36:6a:b2:7c:9c:d5:ca: 

7e:83:ba:76:49:7f:be:f4:1f:4a:a1:0b:98:22:96: 
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ӥ Ḥ ̆ҽᶛ Ҋ̔ 

Ruijie# sh crypto pki crls test detail 

Certificate Revocation List (CRL): 

Version 2 (0x1)                                 //X.509V2 CRL  

Signature Algorithm: sha1WithRSAEncryption            //  

Issuer: /emailAddress=wlcpyjwb@star-net.cn/C=CN/ST=fj/L=fuzhou/O=Red 

Giant/OU=Department 5/CN=CA Server                  // DN 

Last Update: Jun 22 06:10:27 2005 GMT     //҉ UTC  

Next Update: Jun 29 18:30:27 2005 GMT  //Ҋ UTC ̆ CRL  

CRL extensions:                              //ץҊҹ CRL Ḥ  

X509v3 Authority Key Identifier:            //  

keyid:64:46:12:C0:27:A4:9E:01:0C:65:DA:F8:6E:E7:FE:C6:56:EC:AD:D4 

1.3.6.1.4.1.311.21.1: 

... 

Revoked Certificates:                          //ץҊҹ ӥ↓  

Serial Number: 162A7A1D000000000002             // ӥ ↓  

Revocation Date: Jun 22 06:19:53 2005 GMT            //  

CRL entry extensions:                              //CRL  

X509v3 CRL Reason Code:                         //CRL ף  

Key Compromise                                            //  

Serial Number: 1635E5E3000000000003 

Revocation Date: Jun 22 06:19:53 2005 GMT 

CRL entry extensions: 

X509v3 CRL Reason Code: 

Key Compromise                                            //  

Signature Algorithm: sha1WithRSAEncryption           //  

5d:a2:ab:07:ff:7e:0e:9a:af:b2:25:11:7f:31:86:aa:21:48: 

37:e7:22:99:e3:b2:15:e0:f9:80:63:66:5e:2f:f2:d6:c0:ea: 

ef:46:7e:d1:c1:b2:66:0e:0b:d3:74:d1:55:bc:5c:13:46:e8: 

56:ec:40:83:7b:1b:75:f2:68:87                           // ṿ 

Ruijie# 

    
ԅ crypto pki revocation-check none,↕ Ҍᴪ ꜚ

CRL ᴆ ̆show crypto pki crl ₮Ḥ Ȃ 

֟ ᶫԅ Ҋ פ ӥ ῏ ᵬ Ҭ Ḥ ̔ 

ᵬ פ   

 Ruijie# debug crypto pki event ₮ ӥ ῏ ᵬ Ԋᴆ Ḥ  

 Ruijie# debug crypto pki error ₮ ӥ ῏ ᵬ Ḥ  

≠ ҉ץ Ḥ ̆ ץ ꜛ ӥ Ҭ₮ Ȃ 
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12 AAA  

└ └ ֲ֓ ץ Ⱶ ץ ҉ ץ ֓ Ⱶ Ȃ ᴍ

ȁ ̂AAÃ └ ѿ Һ ῃ └Ȃ 

12.1 AAA  

AAA Authentication Authorization and Accountinĝ ȁ ̃ ̆ ᶫԅ

ȁ ⱳ ѿ ̆ ֟ ᶏ AAAȂ 

AAA ץ ᶫץҊ Ⱶ̔ 

 ̔ ̆ ᶏ RADIUS ȁTACACS+ Local̂

̃ Ȃ ᴍ ᾛ Ⱶӊ╠ ῒ ᴍ ≢ ѿ Ȃ 

 ̔ ᶏ ֓ ⱵȂAAA ӈѿ ↓ ̆ ֓

ԅ ᵬȂ ֓ ץ ҉̆Ӟ ץ ῃ

Ⱶ ҉Ȃ 

 ̔ ᶏ ’Ȃ AAA ̆ Ḃ ץ

ῃ Ⱶ ᶏ ’Ȃ ҩ ץ

̆ ῃ Ⱶ ҉̆ ֓ ץ Ғ ᴆ № ׆̆ ᶏ

’ ȁ ȁ Ȃ 

    
№֟ AAA ֽ ᶫ ⱳ Ȃ ֟ ̆ ץ

Ὲ ֲ ֲ ⌠Ȃ 

AAA Һ └ ̆ ֟ Ӟ ᶫԅ AAA ӊ └ ̆

ᴍ ȁ ᴍ ȂҌ ӊ ԍ ױ ᶫ Ḡ Ҍѿ

̆AAA ᶫ ≢ ῃḠ Ȃ 

ᶏ AAA Ҋᴨץ ̔ 

 └  

 ᾟ  

 ‰  

 ҩ  

12.1.1 AAA  

AAA ץ ҩ ̂ ̃ ҩ Ⱶ ꜚ ᴍ ȁ ץ Ȃ ⇔

↓ ӈ ᴍ ȁ ȁ ̆ ֓ ↓ ԍ Ⱶ Ȃ 
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12.2 AAA  

ᾢ ‗ ῃ ‗ ̆ ғ ᵀ Ҭ ῃ ̆

Ȃ ױ ̆ ’Ҋ̆ ᶏ AAA Ḡ

ῃȂ 

12.2.1 AAA  

ԅ AAA ᵬ ̆ AAA ԅȂ ҉ AAA

Ҋ̔ 

 AAĂᶏ ῃ פ aaa new-modelȂ 

 ‗ ᶏ ῃ Ⱶ ̆ ῃ ̆ RADIUSȂ 

 ӈ ᴍ ↓ ̆ᶏ aaa authentication פȂ 

 ̆ ↓ ԍ Ȃ 

    

↓ ̆ ᶏ ↓ ̆↕ᶏ

ᴍ ↓ ᴍ Ȃ 

̆ Ҍ‰ ᶏ ᴍ ↓ ̆↕ ↓ Ȃ 

ԍ Ҭᶏ פ ̆ ῃ פ Ҭ ῏ Ȃ 

12.2.2 AAA 

ᶏ AAA ῃ ̆ ᾢ AAAȂ 

AAĂ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 aaa new-model AAA 

12.2.3 Ả AAA 

Ả AAĂ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 no aaa new-model Ả AAA 
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12.2.4  

AAA ץ ̆Ḃ ץ ҍ ῃ ῏ ῒז №̆Ҋ ԅ ᴋⱵץ

῏ῤ Ȃ 

AAA └ ῃ ‗  

 ᴋⱵ   

 RADIUS ῃ  2 RADIUS 

 (Login) ᴍ  3  

 ӈ ↓  4  

 ↓ ԍ  5  

 RADIUS  6  

 RADIUS  7  

ᶏ AAA ᴍ ̆ ľ ĿҬ ῏ №Ȃ 

12.3
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12.3.2 ↓ ҽᶛ 

ῖ AAA Ҭ̆ 2 ҩ Ⱶ ̔R1 R2 RADIUS Ⱶ ȂẊ

ѿҩ ῃ ‗ ̆NAS ѿҩ ᴍ Telnet
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 DOT1X̂IEEE802.1x̃  

 Web  

ῒҬ Login ⌠ NAS ҉ פ ̂CLĨ̆ ᴍ ̕

Enable ⌠ NAS ҉ CLI ץ ̆ CLI ̕

PPP PPP ᴍ ̕DOT1X IEEE802.1x ῀ ᴍ

ȂWeb ῤ ePortal ’Ҋ ᴍ Ȃ 

12.3.4 AAA ᴍ  

AAA ᴍ ̆  ҊᴋⱵ̔ץ

 ᶏ aaa new-model ῃ פ AAAȂ 

 ᶏ ῃ Ⱶ ̆ ῃ ̆ RADIUS TACACS+Ȃΐᵣ

ľ RADIUS ľ TACACS+ĿȂ 

 ᶏ aaa authentication פ ӈ ᴍ ↓ Ȃ 

 ̆ ↓ ԍ ҩ Ȃ 

    ֟ DOT1X ╠Ҍ TACACS+Ȃ  

12.3.5 AAA Login

�A
(�
ñ�A
(�×
ñ�A
(�×
ñ
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῏ list-name ⇔ ᴍ ↓ ̆ ץ ᴋᵥ ұ̕῏ method

Ȃֽ ╠ ERROR̂ ̃̆ ᶏ ῒז ̕ ╠

FAIL( )̆↕Ҍᶏ ῒז Ȃҹԅᶏ ⱳ ̆ ᶏ

̆ ץ פ Ҭ none ҹ ѿҩ Ȃ 

ᶛ ̆ ҊᶛҬ̆ ᶏ RADIUS Ⱶ (TIMEOUT)ׅ̆ ᴍ ̔aaa 

authentication login default group radius none 

    

ԍ῏ none ᶏ ᴋᵥ ῃ Ⱶ ’Ҋ ᴍ

̆ ֽץ ᵬҹ ᴍ Ȃ ױ ѿ̔ ’Ҋ Ҍ̆ ᶏ none 

ᴍ ̆ ’Ҋ̆ Ḥᴋ ̆ ғ ᵬ

Ҍᾛ ԍ ̆ ץ ῃ Ⱶ ’Ҋ̆ none

ᵬҹ ѿ ᴍ ̆ none ╠ⱴ҉ ᴍ

Ȃ 

 

 ῏   

Step 1 local  ᶏ ᴍ  

Step 2 none Ҍ ᴍ
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Step 6 configure terminal  ῀ῃ  

Step 7 line vty line-num ῀  

Step 8 login authentication {default | list-name} ↓  

Step 9 end ₮⌠  

Step10 show running-config  

12.3.5.2 ᶏ RADIUS Login  

RADIUS Ⱶ Login ̆ ᾢ RADIUS Ⱶ Ȃ RADIUS Ⱶ ̆

ῃ Ҋ̆ ΐᵣ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAA ῏ 

Step 3 radius-server host ip-address [auth-port port] 
[acct-port port] 

RADIUS Ⱶ  

Step 4 end ₮⌠  

Step 5 show radius server RADIUS Ⱶ  

RADIUS Ⱶ ̆ RADIUS ᴍ ̆╠ץ Ḡҍ RADIUS ῃ Ⱶ

ӊ ⱳ ԅ Ḥ̆ ῏ RADIUS Ⱶ Ḥ ̆ ľ RADIUSĿȂ 

ץ ԍ RADIUS Ⱶ ↓ ԅ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAA ῏ 

Step 3 aaa authentication login {default | list-name} 
group radius 

ӈᶏ RADIUS  

Step 4 end ₮⌠  

Step 5 show aaa method-list  ↓  

Step 6 configure terminal  ῀ῃ  

Step 7 line vty line-num ῀  

Step 8 login authentication {default | list-name} ↓  

Step 9 end ₮⌠  

Step10 show running-config  
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12.3.6 AAA Enable  

ΐᵣ׃ ᵥ ֟ AAA Enable ̔ 

’Ҋ̆ Telnet Ⱶ (NAS)̆ ԅ ᴍ ץ

̆ ץ ῀ פ ̂CLĨ̆ ᴪ ԇѿҩ∆ CLI פ ̂0~15 Ȃ̃

Ҍ ≢̆ ץ פ Ҍ ̆ ᶏץ show
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╠ ῃ ≢ RADIUS ̆ ң ̆

ῒז ↕Ҍ Ȃ 

12.3.6.1 ᶏ Enable  

ᶏ Enable ̆ ץ ̆ҹ ≢Ȃ

̆↕ ≢ҹ 1 Ȃ ᶏ Enable ᴍ ̆ ᾢ

̆ ҹ ≢̆ ῃ Ҋ̆ ΐᵣ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 username name [password  password] ̆  פ

Step 3 username name [privilege level] ҹ ≢̂ ̃ 

Step 4 end ₮⌠  

Step 5 show running-config  

ӈ Enable ↓ ̆ ᶏ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAA ῏ 

Step 3 aaa authentication enable default local ӈᶏ  

Step 4 end ₮⌠  

Step 5 
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BT

/F1 9 .5 Tf
T48 0 1 286.02 651216 Tm

0 m

[(RADIUS)] TJ

ET

BT

/F6 10.79.78T
3 Tf

 281388 Tm1216 Tm

0 680101045D>.2 010]5B046A>] TJ

ET

BT

/F1 105379868T

BT 1 172002 661216 Tm

0 6ADIUS)] TJ

ET

BT

/F6 10276.1
T48 0 1 286..9478Tm216 Tm

0 68

[(St0A1F>]D70832AB0DBB0101313.68B2C4>] TJ

ET

BT

/F1 10.5 Tf

1 0 0 1 273.3 38Tm216 Tm

0 6.5 re

f*

BT

/F6 10.5 Tf
T

BT 1 172.22E371964 Tm

0 3FB1477D359E>]50A1F>] TJ

E12

/F1 10.5 Tf

1 0 0 1 143.28 201964 Tm

0 3ADIUS)] TJ

ET

BT

/F6 10.79.78T
3 Tf

 28187 Tm1964 Tm

0 3FD441F11BE>6405BB02C40B3E7C>] TJ

ET

BT

/F1 10.5 Tf

1 0 0 1 382608 Tm1964 Tm

0 3Aab)4(le)] TJ

ET

BT

/F6 10.5 Tf

1 0 0 1 234918 651964 Tm

0 3FD441F11BC84FC607784DB1477D359E>] TJ

ET

BT

1 1 10.5 Tf

1 0 0 1 387.3 38T1964 Tm

0 3ADIUS)] TJ

ET

BT

/F6 10.79.78T
3 Tf

 283.18 651964 Tm

0 3F4>6405BB02C4FTJ

ET

BT

/F0 0 1 464.1S6651964 Tm

0 3FC84F.02D133E07B] TJ

ET

BT

1 0 0 1 9849646651964 Tm

0 3F7D>] TJ

ET

BT

1 0 0 1 985078 651964 Tm

0 3F9E0A1E2A04B] TJ

ET

BT

/F1 9 .5 Tf
T48 0 1 286.02 651822.5 

0 3ADIUS)] TJ

ET

BT

/F6 10.79.78T
3 Tf

 281412 661822.5 

0 3F4>6405BB02C4B4>] TJ

ET

BT

/F1 10.398
98T

BT 1 172856 1.5822.5 

0 3Aable


­��  
¬+X  

Step 1
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Step 4 end ₮⌠  

Step 5 show aaa method-list  ↓  

Step 6 show running-config  

12.3.7 PPP ᶏ AAA  

PPP ᶫ ⌠ ҉ ѿ Ȃ ’Ҋ̆

ISDN NAŜ Ⱶ ̃̆ѿ ԅ ̆ ꜚ PPP
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IEEE802.1x ΐᵣ ľ802.1x ĿҬ ῏ Ȃ 

12.3.9 web ᶏ AAA 

Web ᶫѿ ⌠ Ȃ 

ΐᵣ׃ ᵥ ֟ web ̆ web ̆ ῃ

Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAAȂ 

Step 3 
aaa authentication web {default | list-name} 

method1 [method2...] 

ӈѿҩ web ↓ ̆ ץ

̆ ╠ RADIUS ץ̆

ᶏ Ȃ 

Web ΐᵣ ľweb ĿҬ ῏ Ȃ 

12.3.10 web ῍֣ 

’Ҋ̆ѿҩ ѿҩ ᾛ ѿҩ IP ᶏ ̆ᵖ ץ ᾛ ҩ IP ῍֣ ѿҩ

̆῏ ῍֣ ’Ҋ̆ Ȃ 

῍֣ⱳ ̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# aaa local user allow public 

account 

ᾛ ῍֣̆ ῏  

Step 3 Ruijie(config)# show web-auth local-portal Web Ḥ Ḥ Ȃ 

ҽᶛ( ᾛ ῍֣)̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# aaa local user allow public account  
Ruijie(config)# show web-auth local-portal 

12.3.11 ᶛ 

Ҋ ᶛ ᵥ ̆ᶏ ľRADIUS+ ᴍĿ Ȃ 

Ruijie(config)# aaa new-model 

Ruijie(config)# username Ruijie password starnet 

Ruijie(config)# radius-server host 192.168.217.64 

Ruijie(config)# radius-server key test 
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Ruijie(config)# aaa authentication login test group radius local 

Ruijie(config)# aaa authentication web portal group radius local 

Ruijie(config)# web-auth authentication  portal 

 

Ruijie(config)# line vty 0 

Ruijie(config-line)# login authentication test 

Ruijie(config-line)# end 

Ruijie# show running-config 

! 

aaa new-model 

! 

! 

aaa authentication login test group radius local 

aaa authentication web portal group radius local 

aaa local user allow public account   

username Ruijie password 0 starnet 

! 

radius-server host 192.168.217.64   

radius-server key 7 093b100133 

! 

web-auth authentication  portal 

˻ 

line con 0 

line vty 0 

login authentication test 

line vty 1 4 

! 

! 

҉ ᶛ Ҭ̆ Ⱶ web ᶏ RADIUS Ⱶ ̂IP ҹ 192.168.217.64̃

̆ RADIUS Ⱶ ̆↕ᶏ ᴍ Ȃ 

12.3.12 Ⱶ Ҋ ᶛ 

Ⱶ Ҋ̆ ⌠ ұ ҉̆Ῥ IP ⌠ Ҭ Ⱶ

ҙⱵᵬҙȂᵖ ̆ ԅ AAA ⱳ ̆↕ ̂Logiñ ̆

Ӈ ᾢ ԅ ̆ ⌠ Ⱶ ̆ Ⱶ ҙⱵ֟ ԅ

Ȃ ױ ץ ң № ̆ ᶏ Ⱶ Ҍ ̆

Ⱶ ̕ ⌠ ᶏץ Ḡ ῃȂ ̔ ѿҩ

ⱵҒ ↓ ̆ᵖ ҹ none̕ ҩ ↓ Ⱶ

҉̂ῒז ץ ⌠ Ҍ ̃̕ Ҍ ԅȂ

Ҋ̔ 

Ruijie(config)# aaa new-model 

Ruijie(config)# username Ruijie password starnet 

Ruijie(config)# radius-server host 192.168.217.64 

Ruijie(config)# radius-server key test 

Ruijie(config)# aaa authentication login test group radius local 

Ruijie(config)# aaa authentication login terms none 

Ruijie(config)# line tty 1 4 

Ruijie(config-line)# login authentication terms 

Ruijie(config-line)# exit 

Ruijie(config)# line tty 5 16 

Ruijie(config-line)# login authentication test 

Ruijie(config-line)# exit 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# login authentication test 
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Ruijie(config-line)# end 

Ruijie# show running-config 

! 

aaa new-model 

! 

! 

aaa authentication login test group radius local   

aaa authentication login terms none 

username Ruijie password 0 starnet 

! 

radius-server host 192.168.217.64   

radius-server key 7 093b100133 

! 

line con 0 

line aux 0 

line tty 1 4 

login authentication terms 

line tty 5 16 

login authentication test 

line vty 0 4 

login authentication test 

! 

! 

҉ ᶛ Ҭ̆ Ⱶ ᶏ RADIUS Ⱶ ̂IP ҹ 192.168.217.64̃ ̆

RADIUS Ⱶ ̆↕ᶏ ᴍ Ȃ ᶏױ tty 1-4 ᵬҹ

Ⱶᶏ ̆Ҍ ̆ ῒז tty vty Ȃ 

12.4  

AAA ᶏ ᶏ Ⱶ └Ȃ AAA Ⱶץ ̆

Ⱶ Ҭ ᴆḤ ᴪ Ȃ ץ ̆

ᶏ ᴆҬᾛ Ⱶ ΐ Ȃ 

12.4.1  

֟ ╠ Ҋץ AAA ̔ 

 Exec  

 Command̂ ̃פ  

 Network̂ ̃  

ῒҬ Exec ⌠ NAS ҉ CLI ̆ ԇ ≢̂ №ҹ

0~15 ̃̕ פ ⌠ NAS ҉ CLI ץ ̆ ΐᵣ פ

̕ ԇ ҉ ᴪ ᶏ ⱵȂ 

    פ ⱳ ╠ֽ TACACS+ ̆ΐᵣῤ ľ TACACS+ĿȂ 
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12.4.2 ‰ ᵬ 

AAA ̆╠ץ Ҋ ᴋⱵ̔ 

 AAA ⱵȂ῏ԍ ᵥ AAA Ⱶ̆ ľAAA ĿȂ 

 ̂ ̃ AAA Ȃ ѿ ӊ ̆ᵖ ֓ ’Ҋ̆

Ӟ ץ Ȃ῏ԍ AAA Ḥ ̆ ľ ĿȂ 

 ̂ ̃ ῃ Ȃ
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Step 5 authorization exec {default | list-name}  
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Step 5 show aaa method-list  ↓  

Step 6 configure terminal  ῀ῃ  

Step 

Step 
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Ruijie(config)# aaa authorization exec mlist2 group radius local 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# login authentication mlist1 

Ruijie(config-line)# authorization exec mlist2 

Ruijie(config)# end 

Ruijie# show running-config 

aaa new-model 

! 

aaa authorization exec mlist2 group radius local 

aaa authentication login mlist1 local 

! 

username ruijie password ruijie 

username ruijie privilege 6 

! 

radius-server host 192.168.217.64 

radius-server key 7 093b100133 

! 

line con 0 

line vty 0 4 

 authorization exec mlist2 

 login authentication mlist1 

! 

End 

12.4.5 AAA Network  

֟ PPPȁSLIP Network̂ ̃ ̆ ֓

Network ̆ ץ ȁ ȁ Ⱶ ȂNetwork RADIUS

TACACS+ ̆ Ⱶ Ҋ Ḥ RADIUS TACACS+ ̆ Ҍ

̆ Ⱶ Ҋ Ḥ Ҍ Ȃ 

    
╠ Ҍ 802.1X AAA ̆802.1X פ ̆ΐᵣ

ľ802.1X ĿȂ 

AAA Network ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAAȂ 

Step 3 aaa authorization network {default | 
list-name} method1 [method2...] 

ӈѿҩ ↓ ̆ ӈ ҩ

↓ ̆  Ȃפ

῏ list-name ⇔ ↓ ̆ ץ ᴋᵥ ұ̕῏ method

Ȃֽ ╠ ERROR̂ ̃̆ ᶏ ῒז ̕ ╠

FAIL( )̆↕Ҍᶏ ῒז Ȃҹԅᶏ ⱳ ̆ ᶏ

̆ ץ פ Ҭ none ҹ ѿҩ Ȃ 
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ῒҬ Exec ⌠ NAS ҉ פ ̂CLĨ̆ ῀ ₮ №≢

̕ פ ⌠ NAS ҉ CLI ץ ̆ ῒΐᵣ ̕פ

ҍ ҉ ᴪ ῏ Ḥ Ȃ 

    פ ⱳ ╠ֽ TACACS+ ̆ΐᵣῤ ľ TACACS+ĿȂ 

12.5.2 ‰ ᵬ 

AAA ̆╠ץ  ҊᴋⱵ̔ץ

 AAA ῃ ⱵȂ῏ԍ ᵥ AAA Ḥ ̆ ľAAA ĿȂ 

 ӈ ῃ Ȃ ̆ ῃ Ȃ ֟ Network RADIUS

TACACS+ ῃ E̕xec RADIUS TACACS+ C̕ommand ֽ

TACACS+ Ȃ῏ԍ RADIUS Ḥ ̆ ľ RADIUSĿ̆ ῏ԍ TACACS+

Ḥ ̆ ľ TACACS+ĿȂ 

 ̂ ̃ AAA Ȃ ֓ ӊ ̂ᶛ Exec ̃̆ῒ

ז ’Ҋ̆ Ӟ ץ Ȃ῏ԍ AAA Ḥ ̆ ľ ĿȂ 

12.5.3 AAA Exec  

Exec ԍ ⌠ NAS ̆ ץ ῒ ῀ ₮ CLI Ḥ Ȃ

῀⌠ NAS CLI ̆ᴪ ῃ Ⱶ ѿҩ ̂Start Ḥ̃ ̆ ₮ CLI

̆ᴪ Ⱶ ѿҩ ̂Stop̃Ḥ Ȃ 

    

⌠ NAS ԅ Login ̆ ᴪ Exec Ȃ

Login ̆ Ṝ ԅ none ̆↕Ҍᴪ Exec Ȃ ѿ

ҩ ̆ ῀ Start ̆ ₮ Ӟ Ҍᴪ Stop

Ȃ 

AAA Exec ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  
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aaa accounting exec acct start-stop group radius 

aaa authentication login auth local 

! 

username ruijie password ruijie 

! 

radius-server host 192.168.217.64 

radius-server key 7 093b100133 

! 

line con 0 

line vty 0 4 

 accounting exec acct 

 login authentication auth 

! 

end 

12.5.4 AAA Network  

Network̂ ̃ ᶫԅ῏ԍ ᴪ Ḥ ̆ ҩ ȁIP ȁ

ȂNetwork ╠ RADIUS Ȃ 

    
RADIUS Ḥ Ҍ RADIUS ῃ Ⱶ Ȃ Ҭ ῤ

ᴪ ԍ ֟ Ҍ ֓ Ȃ 

AAA Network ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAAȂ 

Step 3 aaa accounting network {default | list-name} 
start-stop method1 [method2...] 

ӈѿҩ ↓ ̆ ӈ ҩ

↓ ̆  Ȃפ

῏ list-name ⇔ ↓ ̆ ץ ᴋᵥ ұ̕῏ method

Ȃֽ ╠ ERROR̂ ̃̆ ᶏ ῒז ̕ ╠

FAIL( )̆↕Ҍᶏ ῒז Ȃҹԅᶏ ⱳ ̆ ᶏ

̆ ץ פ Ҭ none ҹ ѿҩ Ȃ 

12.5.4.1 ᶏ RADIUS Network  

RADIUS Ⱶ Network ̆ ᾢ RADIUS Ⱶ ̆ ῏ RADIUS Ⱶ

Ḥ ̆ ľ RADIUSĿȂ 

RADIUS Ⱶ ̆ ץ ԍ RADIUS Ⱶ ↓ ԅ̆ ῃ Ҋ

 ᵬ פ

S

t

e

p

 

1

 

configure terminal  ῀ῃ 

Step 2 

aaa new-model 

AAA 
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Step 3 aaa accounting network {default | list-name} 
start-stop group radius 

ӈᶏ RADIUS Ȃ 

12.5.4.2 Network ᶛ 

Ҋץ ᶏ RADIUS Network ѿҩᶛ ̔ 

Ruijie# config 

Ruijie(config)# aaa new-model 

Ruijie(config)# radius-server host 192.168.217.64 

F�>

A A A   פ ᵬב
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Step 5 end  

 

    ֟ vrf ⱳ Ȃ 

12.8 Login  

Login ֜ ̆ҹԅ Login ̆ ᶫ פ ԍ └

̕ ̆ Ҍ Ȃ 

Login ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAA ῏ 

Step 3 aaa local authentication attempts  

<1-2147483647> 
login ̆  

Step 4 aaa local authentication lockout-time 

<1-432002147483647> 

login ̆ ̆

̂№ ̃ 

Step 5 show aaa user lockout {all | user-name 
<word>} 

╠ ↓  

Step 6 clear aaa local user lockout {all | user-name 
<word>} 

↓  

Step 7 end  

 

    ’Ҋ̆Login ҹ 3 ̆ └ҹ 15 № Ȃ 

 

ԍ AAA Ⱶ 

ԍ AAA Ⱶ ῏ῤ ̆ Ҋῤ ̔ 

  

 ԍ AAA Ⱶ ᴋⱵ 

 ԍ AAA Ⱶ Ԋ  
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    
╠ ԍ AAA Ⱶֽ̆ ԍ IEEE802.1x Ⱶ ĬEEE802.1x

ΐᵣ ľ802.1x ĿҬ ῏ Ȃ 

 

Ҋ̆ ѿ
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ῖ ҩ  

ԍ AAA Ⱶ  

Ҋ ԍ AAA Ⱶ̔ 

1. AAA Ⱶ 

2. ӈ AAA Ⱶ ↓  

3. ԍ AAA Ⱶ 

4. ⇔  

5.  

6.  

    32 ҩ Ȃ 

12.8.1.1 AAA 

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa new-model AAA ῏ 

ΐᵣ פ ľ

ԍ
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12.8.1.3 ԍ AAA Ⱶ ῏ 

ᵬ פ   

Step 1 configure terminal  ῀ῃ  

Step 2 aaa domain enable ԍ AAA Ⱶ ῏ 

 

12.8.1.4 ⇔  

ԍ ̆ Ҋ ↕̔ 

1ȁ ᶏ ҩ‟. „ ȁ‟\‟  ȁ„@ „ № ҍ Ȃ 

2ȁ ҩ „@‟ ұҹ“ ”Ȃ Ҭ ҩ„@‟ ̆ 1 ҩ„@‟

ұҹ Ȃ ҹ a@b@c@d ̆ a@b@c ҹ ̆d ҹ Ȃ 

3ȁ ҩ „ \‟ ӊ╠ ұҹ“ ”Ȃ Ҭ ҩ„\‟ ̆ ѿҩ„\‟ ӊ╠

ұҹ Ȃ ҹ a\b\c\d ̆ b\c\d ҹ ̆a ҹ Ȃ 

4
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ԍ AAA Ⱶ Ԋ  

ԍ AAA Ⱶ Ҋ₃ҩץ ̔ 

1. ԍ AAA Ⱶ ῏ ’Ҋ̆ᶏ Ҭ ↓ Ȃ ῏῏ ’Ҋ̆

῀ ̂ᶛ 802.1x ̃ ↓ AAA ⱵȂᶛ ῏῏ ’Ҋ̆802.1X

Ҭץ פ dot1x authentication authen-list-name ̆ dot1x accounting acct-list-name Ҭ

authen-list-name acct-list-name ҹ ↓ ᶫ AAA ⱵȂ 

2. ԍ AAA Ⱶ ῏ ̆ ’Ҋ ̆ ꜚ Ȃ

ҹľdefaultĿ̆ ̆ Ҍ Ḥ ̆ᶏ ᶫ AAA

ⱵȂ ̆↕Ҍ Ḥ Ҍ ᶏ AAA ⱵȂ 

3. Ḥ ̆ ҉ ̆Ҍ ҹ ᶫ AAA ⱵȂ 

4. AAA Ⱶ ↓ AAA Ⱶ ӈ ↓ ѿ Ȃ Ҍѿ

̆Ҍ ҹ Ҭ ᶫ AAA ⱵȂ 

5. ҍ ҉ ‰ Ȃᶛ ̔ ҉ ԅ

domain.com domain.com.cn ңҩ ̆ѿҩ Ḥ ҹ aaa@domain.comȂ↕

ҹᴪ∞ ԍ ҹ domain.com Ҍ domain.com.cnȂ 

ԍ AAA Ⱶ ᶛ 

ԍ AAA Ⱶ ᶛ̔ 

Ruijie(config)# 

mailto:这时只要输入a1@ruijie.com
mailto:这时只要输入a1@ruijie.com
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802.1X Access statistic: 0 

 

Selected method list: 

 authentication dot1x default 
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13 

RADIUS
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23 
login 

privilige 
42 

24 
limit to user 

number 
50 

ID ̔ 

ID ⱳ  TYPE 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 
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Ruijie# show radius vendor-specific  

id    vendor-specific      type-value 

----- -------------------- ---------- 

1     max down-rate        76         

2     qos                  77         

3     user ip              3          

4     vlan id              4          

5     version to client    5          

6     net ip               6          

7     user name            7          

8     password             8          

9     file-diractory       9          

10    file-count           10         

11    file-name-0          11         

12    file-name-1          12         

13    file-name-2          13         

14    file-name-3          14         

15    file-name-4          15         

16    max up-rate          75         

17    version to server    17         

18    flux-max-high32      18         

19    flux-max-low32       19         

20    proxy-avoid          20         

21    dailup-avoid         21         

22    ip privilige         22         

23    login privilige      42         

24    limit to user number 50         

Ruijie# configure  

Ruijie(config)# radius attribute 24 vendor-type 67 

Ruijie(config)# show radius vendor-specific  

id    vendor-specific      type-value 

----- -------------------- ---------- 

1     max down-rate        76         

2     qos                  77         

3     user ip              3          

4     vlan id              4          

5     version to client    5          

6     net ip               6          

7     user name            7          

8     password             8          

9     file-diractory       9          

10    file-count           10         

11    file-name-0          11         

12    file-name-1          12         

13    file-name-2          13         

14    file-name-3          14         

15    file-name-4          15         

16    max up-rate          75         

17    version to server    17         

18    flux-max-high32      18         

19    flux-max-low32       19         

20    proxy-avoid          20         

21    dailup-avoid         21         

22    ip privilige         22         

23    login privilige      42         

24    limit to user number 50         

Ruijie(config)#  

Ruijie(config)# 
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line vty 1 4 

!
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14 TACACS+  

14.1 TACACS+  

TACACS+̂ TACACŜRFC 1492 Terminal Access Controller Access Control System̃̃

҉ ԅⱳ ῃ ȂҺ Client-Server ҍ TACACS Ⱶ Ḥ

AAA ⱳ ̆ ԍ ȁ ̆ ᶏ TACACS+ Ⱶ

╠̆ ᾢ TACACS+ Ⱶ ῏ῤ Ȃ 

TACACS+ ȁ № ̆ ױ ᶏץ ѿ Ⱶ ̆ ᶏ

ѿ Ⱶ ̆ ᶏץ ҈ Ⱶ ̆ Ⱶ ץ

Ḥ ̆ ץ ȁ Ȃ 

TACACS+ Ҋ̔ 

 
 

 Major Version ― Һ  TACACS+ Ȃ  

 Minor Version ―  TACACS+ Ȃ 

 Packet Type ― ṿ ̔ 

TAC_PLUS_AUTHEN̔ = 0x01 ̂ ̃̕ 

TAC_PLUS_AUTHOR̔= 0x02 ̂ ̃̕ 

TAC_PLUS_ACCT̔= 0x03 ̂ ̃Ȃ  

 Sequence Number ― ╠ᴪ Ҭ ↓ Ȃᴪ Ҭ ѿҩ TACACS+ 

↓ ҹ 1̆ῒ ҩ ↓ ⱴ 1Ȃ ↓ ̆  

TACACS+ Daemon Ẽ ↓ Ȃ  

 Flags ― ᵝ ̂flag̃ȂFlag ṿ ⱴ Ȃ  

 Session ID ―  TACACS+ ᴪ  IDȂ  

 Length ― TACACS+ Һᵣ ̂Ҍ ̃̆ ῃ ⱴץ ҉ᴰ Ȃ  
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ҩ Ҭ ֜ԑ ҹ҈ҩ№ץ №̔ 

̔ 

Ȃ 

TACACS+ ⌠ ӊ ̆ TACACS+ Ⱶ Ȃ 

TACACS+ Ⱶ ̆ ̕ 

TACACS+ Ȃ 

῀ Ḥ Ȃ 

TACACS+ ⌠ ̆ TACACS+ Ⱶ ̆ῒҬ ԅ Ȃ 



TACACS+ 

http://www.ruijie.com.cn 

TACACS+ Ⱶ ̆ ̕ 

TACACS+ ⌠ Ȃ 

῀ Ḥ Ȃ 

TACACS+ ⌠ ̆ TACACS+ Ⱶ ̆ῒҬ ԅ

Ȃ 

TACACS+ Ⱶ ̆ Ȃ 

̔ 

TACACS+ TACACS+ Ⱶ Ȃ 

TACACS+ Ⱶ ̆ Ȃ 

TACACS+ ⌠ ⱳ ̆ ₮  

̆ ̆ Ȃ 

TACACS+ TACACS+ Ⱶ Ȃ 

TACACS+ Ⱶ ̆ ⌠Ȃ 

₮Ȃ 

TACACS+ TACACS+ Ⱶ Ȃ 

ACACS+ Ⱶ ̆ ⌠Ȃ 

14.3 TACACS+ ᴋⱵ 

҉ TACACS+̆ ᾢ  ҊᴋⱵ̔ץ

 ᶏ aaa new-model פ AAAȂ ᶏ TACACS+╠ ᾢ AAĂ῏ԍ ᵥ

aaa new-model Ḥ ̆ ―AAA ‖Ȃ 

 ᶏ tacacs-server host פ ѿҩ ҩ tacacs+ Ⱶ Ȃ 

 ᶏ tacacs-server key פ Ⱶ ῍֣ keyȂ 

 ᶏ tacacs-server timeout פ Ⱶ Ȃ 

 ̆ᶏ aaa authentication פ ӈᶏ TACACS+ ᴍ ↓ Ȃ῏

ԍᶏ aaa authentication פ ӈ ᴍ ↓ Ḥ ̆ ― ‖Ȃ 

 ̆ᶏ aaa authorization פ ӈᶏ TACACS+ ↓ Ȃ῏ԍᶏ

aaa authorization פ ӈ ↓ Ḥ ̆ ― ‖Ȃ 

 ̆ᶏ aaa accounting פ ӈᶏ TACACS+ ↓ Ȃ῏ԍᶏ

aaa accounting פ ӈ ↓ Ḥ ̆ ― ‖Ȃ 

 ҉ ӈ ↓ ̆ ↕ᶏ ↓ Ȃ 
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14.3.1 TACACS+  

҉ TACACS+ӊ╠̆ Ḡ TACACS+ Ⱶ Ȃ

TACACS+ ̆ Ҋץ  ̔פ
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14.4.1 Login ᶏ TACACS+ ᶛ̔  

ᾢ aaa̔ 

Ruijie# configure terminal 

Ruijie(config)# aaa new-model 

tacacs+ server Ḥ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  

Ruijie(config)# tacacs-server key aaa 

ᶏ tacacs+ ̔ 

Ruijie(config)# aaa authentication login test group tacacs+ 

҉ :  

Ruijie(config)# line vty 0 4  

Ruijie (config-line)# login authentication test 

҉ץ ԅ login tacacs+ ̆ ҊȂ 

Ruijie#show running-config 

! 

aaa new-model 

! 

aaa authentication login test group tacacs+ 

! 

tacacs-server host 192.168.12.219 

tacacs-server key aaa 

! 

line con 0 

line vty 0 4 

login authentication test 

! 

14.4.2 ENABLE ᶏ TACACS+ ᶛ̔  

ᾢ aaa̔ 

Ruijie# configure terminal 

Ruijie(config)# aaa new-model 

tacacs+ server Ḥ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  

Ruijie(config)# tacacs-server host 192.168.12.218 

Ruijie(config)# tacacs-server host 192.168.12.217 

Ruijie(config)# tacacs-server key aaa 

tacacs+ server group ᶏ Ⱶ ↓ Ҭѿ № Ⱶ ̔ 

Ruijie(config)#aaa group server tacacs+ tacgroup1 

Ruijie(config-gs-tacacs)#server 192.168.12.219 

Ruijie(config-gs-tacacs)#server 192.168.12.218 

ᶏ tacgroup1 ̔ 

Ruijie(config)# aaa authentication enable default group tacgroup1 

҉ץ ԅ enable № tacacs+ Ⱶ ̆ ҊȂ 



TACACS+
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14.4.4 15 Commands ᶏ TACACS+ ᶛ̔  

ᾢ aaa̔ 

Ruijie# configure terminal 

Ruijie(config)# aaa new-model 

tacacs+ server Ḥ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  

Ruijie(config)# tacacs-server key aaa 

ᶏ tacacs+ פ ̔ 

Ruijie(config)# aaa accounting commands 15 test start-stop group tacacs+ 

҉ :  

Ruijie(config)# line vty 0 4  

Ruijie(config-line)# accounting commands 15 test 

҉ץ ԅ enable № tacacs+ Ⱶ ̆ ҊȂ 

Ruijie#show running-config 

! 

aaa new-model 

! 

! 

aaa accounting commands 15 test start-stop group tacacs+ 

! 

! 

tacacs-server host 192.168.12.219 

tacacs-server key aaa 

! 

line con 0 

line vty 0 4 

accounting commands 15 test 

! 
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15 Web  

15.1 Web  

15.1.1 Web  

Web ѿ └ ̆ Ҍ Ғ

ᴆ̆ᶏ ᴆ ץ ῀ Ȃ 

҉ ̆ └ ⌠ ̆ ᾧץ ῒҬ ⱵȂ

ᶏ ԑ Ҭ ῒ Ḥ ̆ Web Ⱶ ̆ ᶏץ ԑ

Ȃ 

HTTP ῒז ̆ └ Web ׆̆ Web ̆

ᵬ └ Ȃ 

Web ҹץ ᶫ Ḃ ⱳ ̆ ץ ȁ Ⱶȁҩ ҙⱵ Ȃ 

15.1.2 Web  

Web Һ HTTP ȁHTTP Ȃ 

15.1.2.1 HTTP  

HTTP HTTP Ҋ ̆Ҍ Ȃ ֓ HTTP

Ҋ ₮ ̆ᵖ Ҍ Ȃᶛ ̆ IE

҉ ̆ ֓ HTTP ̆ᵖ ꜚ HTTP ̆ ֓ Ҍץ

Ȃ 

HTTP ӊ ̆ HTTP ̆ԍ ӊ

ᴪ Ȃ ≠ HTTP ⱳ ̆ ̆ ҉ ₮ѿҩ

̆ ҩ ץ ̆Ӟ ץ Ҋ ᴆ Ȃ 

Web ⱳ Ҭ̆ ֓ ₮ ⌠ ҩ HTTP ̆ ֓Ҍ

̆ ץ Ȃѿ ̆ ₮ HTTP ᴪ ̆

Ҍ ȂHTTP Web ⱳ ̆ѿ ԅ ̆ ᴪ ꜚ Web

Ȃ 
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15.1.2.2 HTTP  

HTTP ̆ ’Ҋ̆ ₮ HTTP GET HEAD ̆

ѿ ᶫ ץ↕̆ 200 ̆ Ҍ ᶫ ̆↕ ᶏץ 302 Ȃ 302

Ҭ̆ ᶫԅѿҩ ̆ ⌠ ̆ ץ ҩ ₮HTTP GET HEAD

Ȃ 

HTTP Web ̆ HTTP ӊ ̆≠ HTTP Ҭ 302

ȂHTTP ᶏ ӊ ᴪ ̆ ̂ ῒז ̃

HTTP GET HEAD ̆ ⌠ ̆ ץ 302 ̆ ғ 302 Ҭⱴ῀

̆ ҩ ₮ ̆ ᴪ ⌠ Ȃ 

15.1.3 ᵬ  

Web ῖ Ҋ ̆ ҈ҩ ̔ ȁ ȁWEB

Ⱶ Ȃ 

 

 5 Web ᵬ  

 Web ̔ 

1. ̔ ԍ ҉ ̆ҹ HTTP ̆҉

₮ HTTP ̕ 
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2. ̔ ꜚ Web ⱳ ̆ Ҭ ̔ ῀ ȁ ῏(

῏)̕ 

3. Web Ⱶ ̔ ᶫ Web Ⱶ ePortal Ⱶ ץ̆ ᶫ RADIUS ⱳ Ⱶ

Ȃ Ⱶ ̆ ᶫᾧ Ⱶ ԍ Web 

̆ҍ ֜ԑ Ḥ ̕ ῏ ҉̆ ץ ePortal Ⱶ

ҍ radius Ⱶ ̆ң ῤ ῏҉ Ȃ 

 Web Һ ̔ 

1. ӊ╠̆ ₮ HTTP Ҋ ̆ ⌠Web

Ⱶ ̆ ҉ ₮ѿҩ ̕ 

2. Ҭ̆ ҉ ῀ Ḥ ̂ ȁ ȁפ ̃ҍWeb Ⱶ

֜ԑ̆ ᴍ ⱳ ̕ 

3. ̆Web Ⱶ ̆ ᾛ ԑ

̕ 

15.1.4  

ҍ HTTP ῏ ⱳ HTTP 1.1

Aî�-p
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15.3 Web  

Web ҉ ̆ ᵬᴋᵥ ’Ҋ̆ Web

̆ Web Ȃ ԅ ̆Web ᵬ̆ץҊ

ᵥ Web ̔ 

 HTTP  

 Һ  

 ҍ Ⱶ ӊ Ḥ  

 ҍ Ⱶ ӊ SNMP  

 Web ⱳ  

 portal Ⱶ  

15.3.1 HTTP  

ⱳ Web ⱳ ̆ HTTP IP Ȃ

HTTP ̆ ⌠ ̆ ̆

Ⱶ Ȃ 

ѿ ’Ҋ̆ Ⱶ ᶫ ̆ HTTP Ⱶ

Ȃ ԅ ҩHTTP ץ ̆ ҩ ҹѿҩ ᾧ ̆

ץ ҍ ҩ HTTP Ȃ
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15.3.2 HTTP Һ  

ⱳ Web ⱳ ̆ HTTP Һ ̆Ӟ ̂

Һ ̃Ȃ Web ̆ ₮ ҩ Ḥ ̆ ҩ

Web Ȃ 

̆ HTTP Һ Ȃ HTTP Һ URL̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# http redirect homepage 
url-string 

Һ URL ҹ url-strinğ ץ

ľhttp://Ŀ ľhttps://Ŀ ̆Ҍ № Ώ̆

ҹ 255 ҩ Ȃ 

Step 3 Ruijie(config)# show http redirect HTTP Ȃ 

Һ ̆ ῃ Ҋ̆ no http redirect homepageȂ 

ҽᶛ̔ 

# Һ ҹ http://www.web-auth.net/login.htmlȂ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http redirect homepage http://www.web-auth.net/login.html 

Ruijie(config)# show http redirect 

 

    
Homepage Ӟ ץ ҹ portal Ⱶ ̆ url̔
http://ip:8081/login.html 

 

15.3.3 ҍ Ⱶ ӊ Ḥ  

ᶏ web Ⱶ ̆ ⱳ Web
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ҽᶛ̔ 

# ҍ Ⱶ Ḥ ҹ web-authȂ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth portal key web-auth 

Ruijie(config)# 
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# ҍ Ⱶ ̂IP ҹ 176.10.0.1̃ SNMP Ḥ ̆ SNMP 

Community ҹ web-auth̆ץ SNMP-Inform ᶏ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# snmp-server community web-auth rw 

Ruijie(config)# snmp-server enable traps web-auth 

Ruijie(config)# snmp-server host 176.10.0.1 inform version 2c web-auth web-auth 

 

    

↓₮ SNMP Ḥ ץ SNMPv2 ҹᶛ ̆

Ⱶ ӊ SNMP Ḥ ῃ ̆ ץ SNMPv3Ȃ ̆

SNMP Community
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Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth webauth-type external 

 

15.4 Web  

ԅ Web ̆ῒז ̆ᵖӞ ҹ Ȃ

̆ ֓ ᶏ ṿȂץҊ ᵥ Web

̔ 

 HTTP  

 ҩ HTTP ᴪ  

  

 ᾧ  

 Ḥ  

 IP  

 Ҋ  

 IP-MAC  

 url  

 ѿҩ ᾛ ֲ  

 ᶏ ῤ Ⱶ ץ ₮ 

 ᶏ Ⱶ ᶏ tr069 Ḥ 

 ᾧ url 

15.4.1 HTTP  

̂ᶛ ᶏ ҉ ̃̆ ᴪ ₮ HTTP ̆

HTTP ̆ ∞ Ȃ ⌠

̆ ̆ ₮ Ȃ 

’Ҋ̆ ₮ ҹ 80 HTTP ̆

Ȃ 

₮ HTTP ̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 
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ҽᶛ̔ 

# ₮ ҹ 8080 HTTP Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http redirect port 8080 

Ruijie(config)# show http redirect 

# Ҍ ₮ ҹ 80 HTTP Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no http redirect port 80 

Ruijie(config)# show http redirect 

 

    

҉ ̂ᶛ 22ȁ23ȁ53̃ץ ῤ Ḡ ̆Ҍᾛ

ҹ Ȃ ҉̆ ԅ 80 ̆HTTP ᴪᶏ ԍ 1000

Ȃҹԅ ᾧҍ TCP ‖ ̆ ̆ Ҍ

ᵬҹ Ȃ 

15.4.2 ҩ HTTP ᴪ  

̆ PC ᴪ ₮ HTTP ᴪ ̆HTTP ᴪ

̆ Web Ȃҹԅ ѿҩ HTTP

ץ̆ ̆ ҉ └ HTTP ᴪ Ȃ 

ԍ ̆ᴪ ѿҩ HTTP ᴪ ̆ ῒז Ӟ HTTP ᴪ

̆ Ҍ HTTP ᴪ ҹ 1Ȃ ’Ҋ̆

HTTP ᴪ ҹ 255Ȃ 

HTTP ᴪ ̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# http redirect session-limit 
session-num [port port-session-num] 

ҩ HTTP ῃ ᴪ ҹ

session-num
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    

ѿҩ Web ̆₮ ₮ ’̆↕

⌠ HTTP ᴪ └ԅȂ ̆ ῏ ѿ֓ ᴪ

HTTP ᴪ ̆ Ῥ Web Ȃ 

15.4.3  

Ȃ ҹ HTTP ̆ῒTCP

̆ ҉ ҍ TCP Ȃ ̆
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ҽᶛ̔ 

# ῤ ᾧ 172.16.x.x ҹᾧ Ȃ 
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# IP ҹ 176.10.0.1 ҹ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth direct-host 176.10.0.1 

 

15.4.7 Ҋ  

ץ ԍ Ҋ ̆ xx № ῤ ѿ 30s ԍ

yy bit/s̆↕ ҹ Ҋ Ȃ ֽפ ꜛ Ҋ ̆ᴪ ѿ֓ Ȃ 

╠ Ҋ Ҋԋץ ̔ 

₯ ҉ ―Ҋ ‖ ̕ 

ԍ ̆ xx№ ῤ ѿ 30s ԍ yy         bit/s̆

↕ ҹ Ҋ ̕ 

’Ҋ ѿ Ȃ 

̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# web-auth offline-detect flow 
interval xx flow yy 

ԍ Ҋ Ȃ 

῏ ԍ Ҋ ̆ ῃ Ҋ̆ᶏ no web-auth 

offline-detect flowȂ 

ҽᶛ̔ 

# ԍ Ҋ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth offline-detect flow interval xx flow yy 

15.4.8 IP-MAC  

IP MACȁIP ̆ ԋ Ҭ̆ ץ ҍ MACȁIP

̆ ҈ ̆↕ ҍ IP ̆ ↕ ᴪ₮ Ҍ

’Ȃ 

̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 
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Step 2 Ruijie(config)# web-auth user-mode 
{ip|mac-ip} 

ҹ ip mac-ip ̆ ҹ
ip 

ҽᶛ̔ 

# mac ip Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth user-mode mac-ip 

 

    ԋ Ҋ̆ mac ip ̆ ↕ ₮ Ҍ ’Ȃ 

 

15.4.9 url  

web ⱳ ̆ url Ȃ 

̆ Ȃ url̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# web-auth redirect url-string url ҹ url-strinğ ľhttp://Ŀץ

ľhttps://Ŀ ̆Ҍ № Ώ̆ ҹ

255 ҩ Ȃ 

Һ ̆ ῃ Ҋ̆ no web-auth redirectȂ 

ҽᶛ̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no web-auth redirect 
 

15.5 ῤ Ⱶ  

Ҍ portal Ⱶ radius Ⱶ Ṝ̆ ץ ῤ portal Ⱶ

Ḥ Ȃ ’Ҋ̆ ⱳ Ҍ Ҋץ̆

ᵥ Web Ȃ № Ȃ 

 ῤ Ⱶ ᶏ  

 ῤ portal Ⱶ  

 ֟ ’  EG ↓ Web ⱳ Ȃ 
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15.5.1 ῤ Ⱶ ᶏ  

ᶏ ῤ portal Ⱶ ̆ ̆ ץ Ḥ ׆

radius Ⱶ ҉ Ḥ ȂRadius Ⱶ AAA radius

Ȃ 

Ḥ ̆ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# web-auth authentication 
method-list  

AAA ↓  

Step 3 Ruijie(config)# show web-auth local Web ῃ Ḥ Ḥ Ȃ 

ҽᶛ( ᾢ radius )̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# aaa authentication web portal group radius local 

Ruijie(config)# web-auth authentication  portal  

Ruijie(config)# 
/F173c0
T

BT

/F153707B566f

r02 Tc[(R 378.7 487.66 Tm

 0 Tc[( )] TJ

ET

BT

/F17 10.02 Tf

A2(-)] [(group )] TJ

ET

B 499 Tm

 -0.01212 Tc[(Ruijie(config)#)] TJ

ET

e

W* n

0.753 g

55.2 534.62m

 -0.0
BT

/F5 13.92
ET

BT

/F12 10.02 Tf

 Tm

4.62m

 -0.05)-3(.5.)-3(1)] TJ

ET

BT

1 0 0 1 95.66 756.94.62m

 -0 TJ

ET

q

BT

/F6 13.98 Tf

1 0 0 1 98.72 756.96 Tm

2 Tr 0.39943 w

 0.06 Tc[<414.62m

 -0 TJ

ET

q

BT

/F6 13.98 F6 10.5 59E1D3D>-3<08D1>-3<0C9805A158.3
4.62m

 -0.0] TJ

Eroup 

Ḥ ̆ Ҋ
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Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# web-auth customized-logo 
enable 

ᶏ ӈ logŏ ’Ҍᶏ ӈ
logo 

Step 3 Ruijie(config)# show web-auth global Web ῃ Ḥ Ȃ 

ҽᶛ̔ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# web-auth customized-logo enable 

Ruijie(config)# show web-
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  218.30.66.101    255.255.0.0          

  218.30.66.101    255.255.255.255     

 

Direct hosts: 
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15.7.2  

 

 6 Web  

̔ 

eportal Ⱶ ̆ ῏ HTTP Ȃ 

 

҉ ̔ 

1. A ̆ ῀ URL ̂ ᾧ ̃̆ ̕ 

2. ῏ ₮ HTTP ̆ ῒ ⌠ Portal Ⱶ

̕ 

3. A ҉ ῀ ӊ ֜̕ 

4. Portal Ⱶ RADIUS Ḥ A ̕ 

5. ̆ Portal A̕ ῏ A Internet

̆ҌῬ ̕ 

 

̔ 

1. ῏ ̆҉Ҋ Ḥ ̕Portal Ⱶ SNMP ῏̆ ץ

֓Ḥ ̕ 

2. ῏ ᾛ A ᾧ Internet ̕ 

 

ҺꜚҊ ̔ 

1. A Portal Ⱶ ᶫ Ҋ Ҋ ̕ 

2. Portal ⌠ ӊ ̆ ῏
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ᾧ Internet ̕ 

 

Portal Ҋ ̔ 

1. Portal Ⱶ A
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῏҉ ᾧ ̆ Ὲ῍ Ⱶ 192.168.5.1 ҹ  

Ruijie(config)# http redirect direct-site 192.168.5.1 

῏҉ IP ̆ᶛ 192.168.4.12 

Ruijie(config)# web-auth direct-host 192.168.4.12 

A internet ᴪᾢ ⌠Web Ⱶ ̆ ̆ internet  ̕

 

15.7.5  

HTTP ̔ 

Ruijie# show http redirect 

http redirect settings 

 server         : 192.168.3.1 

 port           : 80 

 homepage       : http://www.web_auth.com/webportal/index.jsp 

 session-limit : 3 

 timeout        : 3 

user-mode       ̔ ip 

 

direct-site 

  Address           Mask                

  --------------- ----------------   

  192.168.4.1      255.255.255.255      

  192.168.5.1      255.255.255.255      

 

direct-host 

  Address           Mask                

  --------------- ----------------  

  192.168.4.12     255.255.255.255   

 

ᾧ Web ̔ 

Ruijie# show web-auth direct-host 

direct-host 

  Address           Mask                 

  --------------- ----------------   

  192.168.4.12     255.255.255.255    

 

 



 

 

 

 
 

 

№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1. VRRP 

2. MULTI-LDP ⱳ  

3  RNS&Track 

 

 



VRRP 

http://www.ruijie.com.cn 

1 VRRP 

1.1  

VRRP (Virtual Router Redundancy Protocol̆ Όᵩ ) Һ Ḡץ̆ Һ

̆ ᴍ ץ Ҍ ῤ Ḥ ╠ Ҋ ⱳ ℗ ̆ғҌ

Ῥḱ ῤ ȂVRRP ῤ ҩ ҹѿҩ ȂVRRP Ḡ

ғ ѿҩ ף ̆ Һ ↕

̆ ҩ ҹҺ Ȃ ҩҺ

ҩ Ṝ ԍ ᵬ ̆↕ ԍ ᴍ ף Һ

ȂVRRP ᶏ ῤ Һ ҉ ᶏ ԅѿҩ ̆ ғ ᶏ ╠ ᶏ

’Ҋׅ Ḡ Ȃ 

RFC 2338 Ҭ ӈԅ VRRP IP ῒ ᵬ └̆VRRP ѿ

̆ Һ ₮ ῒ Ӟ ԍ ҽҺ

ȂVRRPᾛ ҹ IP ⱳ ̆ Ҭ ѿҩ

ꜚ ׆̆ IP ᴍҍ ̆ ӞḠ ԅ ῤҺ

ȂѿҩVRRP Όᵩ̆ᵖ ᴋᵥ Ṝ ѿ

ᵬҹҺ ⱳ ̆ῒז ҹ ᴍ ̆VRRP ҬҌ
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192.168.12.0/24 ̆ R1 ҍ R2 Fa0/0 ҉ ԅ VRRP̆ ῤ Һ ץ

VRRP IP ᵬҹ ῏Ȃ ԍ ῤ Һ ̆ ױ ⌠

VRRP ̆ ⱳ VRRP Һ ױ ↕

Ȃ ̆ ῤ Һ PC 1 ҍῒ ῤ Һ PC 2 ̆PC 1 ᴪץ

ҹ ῏ PC 2 ̆VRRP Ҭ Һ ⌠ ᴪ

PC 2Ȃ ҩ Ҭ̆PC 1 ⌠ Ҍ

Һ R1 R2̆ ҩ VRRP Ҭ Һ R1 ҍ R2

ӊ ҽ֟ ̆ѿ Һ ̆ Ӈ ѿ ꜚ ҹҺ Ȃ 

1.2 VRRP  

VRRP ң ̔ ҍ ȂῒҬ ᶏ ᴍ Ό

ᵩ̆ ᶏ ᴍ Όᵩҍ Ȃ 

1.2.1 Όᵩ 

VRRP ץ Ҋ ᶛ Ȃ 

 

VRRP  

̆ AȁB ץ C ᶏ ץ ҍ ̆ ῒ ץ ҉

ԅ VRRP̆ ױ ԍ ѿҩ VRRP ғ VRRP IP ҹ 192.168.12.1̆ῒҬ

A ҽҹ VRRP Һ ̆ B ҍ C ᵬҹ ᴍ Ȃ ῤ Һ

1ȁ2ץ ץ3 IP 192.168.12.1ᵬҹ ῏Ȃ ῤҺ ῒ

Һ ( Ҭ A) Ȃѿ A ̆ B

ҍ C ӊ ҽ₮Һ ⱳ ̆ ԅ ΌᵩȂ 

1.2.2  

VRRP ץ Ҋ ᶛ Ȃ 
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VRRP  

̆ ԅңҩ Ȃ ԍ 1̆ A ᶏ ץ Fa0/0 IP

192.168.12.1 ᵬҹ IP ̆ A ҹҺ ̆ B

ҹ ᴍ Ȃ ԍ 2̆ Bᶏ ץ Fa0/0 IP 192.168.12.2

ᵬҹ IP ̆ B ҹҺ ̆ A ҹ ᴍ

Ȃ ῤ̆Һ 1 Һ 2 ᶏ 1 IP 192.168.12.1 ᵬҹ ῏̆

Һ 3 Һ 4ᶏ 2 IP 192.168.12.2ᵬҹ ῏Ȃ VRRP ҩ Ҭ̆

A B ԅ Όᵩ̆ № ԅ ԅ Ȃ 

1.3 VRRP  

1.3.1 VRRP ᴋⱵ↓  

VRRP ԍ ץ ȂVRRP Ҭ ץ ҉Ȃ

ῒ ᴋⱵ ̔ 

 ꜚ VRRP ᴍⱳ ( )̕ 

 VRRP ᴍ ұ( )̕ 

 VRRP ᴍ ( )̕ 

 VRRP ᴍ Ҭ ( )̕  

 VRRP ᴍ Ҭ ᴨᾢ ( )̕ 

 VRRP ᴍ ( )̕ 

 VRRP ᴍ IP ( )̕ 

 VRRP ӟⱳ ( )̕ 

 VRRP ᴍ ұ( )̕ 

 VRRP ᴍ ꜚ( )Ȃ 

̆ Ҍ ѿ Ȃ ѿҩVRRP ᴍ ֓ ‗ԍ ᶏ Ȃ 
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1.3.2 ꜚ VRRP ᴍⱳ  

ᴍ IP ץ ҉ ⱴѿҩ ᴍ ׆ ꜚ ץ

VRRP ᴍⱳ Ȃ 

  פ

Ruijie(config-if)# vrrp group ip ipaddress [secondary] VRRP 

Ruijie(config-if)# no vrrp group ip ipaddress [secondary] ῏ VRRP 
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╠ VRRP
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1.3.7 VRRP ᴍ  

ԅVRRP ᴍ ̆ ꜚ ᴨ

ᾢ Ȃѿ ҹҌ ṿ⁞ VRRP ᴍ Ҭ

ᴨᾢ ̆ ѿҩ ᴍ Ҭ ғᴨᾢ ῒ ץ ҹ

VRRP ᴍ ꜚ ( Һ) Ȃ 

  פ

Ruijie(config-if)# vrrp group track 

interface-type number 

[interface –priority] 

VRRP ᴍ  

Ruijie(config-if)# no vrrp group track 

interface-type number 
VRRP ᴍ  

Ҋ̆ VRRP ᴍ Ȃ Interface -Priority ṿ ҹ

1~255Ȃ Interface -Priority ̆ ᴪ ṿ 10Ȃ 

 

  说明： 
ᾛ ҈ ( Routed Port ̆SVI ̆Loopback̆Tunnel

)Ȃ 

 

1.3.8 VRRP ᴍ IP  

ԅ VRRP ᴍ IP ̆ ꜚ

ᴨᾢ Ȃѿ IP ҹҌ ̆ ping Ҍ ̆ ṿ⁞

VRRP ᴍ Ҭ ᴨᾢ ̆ ѿҩ ᴍ Ҭᴨᾢ ῒ ץ ҹ

VRRP ᴍ ꜚ ( Һ) Ȃ פ interval

̆ timeout ∞ ȁ Ҍ ̆ retry ∞ Ҍ

Ȃ 

  פ

Ruijie(config-if)# vrrp group track 

i f ) #

vrrpvrrp
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1.3.9 VRRP ӟⱳ  

ѿ ԅ ӟⱳ ̆ ╠ VRRP ᴍ ̆ ԅ

ӟⱳ ̆ ᴪ׆Һ VRRP Ҭ ӟ VRRP ̆ Master

∞ ̆ Ҍ ᶏ VRRP
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ꜚ ↨ ҹ ꜚ ̆ ҉ VRRP ᴍ ⌠ ѿ ᴍ Һ

₮ VRRP Ȃ 

ץ ᶏVRRP̆פ ᴍ ꜚȂ פ ̆ ꜚ̆

ҹ ꜚ ̆ ҉ VRRP
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1.4.2 debug vrrp 

֟ ᶫץҊ debug vrrp פ ᶫ VRRP Ḥ ̔ 

  פ

Ruijie# debug vrrp errors VRRP ₮ ῏ 

Ruijie# no debug vrrp errors ῏ VRRP ₮ ῏ 

Ruijie# debug vrrp events VRRP Ԋᴆ ῏ 

Ruijie# no debug vrrp events ῏ VRRP Ԋᴆ ῏ 

Ruijie# debug vrrp packets VRRP ῏ 

Ruijie# no debug vrrp packets ῏ VRRP ῏ 

Ruijie# debug vrrp state VRRP ῏ 

Ruijie# no debug vrrp state ῏ VRRP ῏ 

Ruijie# debug vrrp  VRRP ῏ 

Ruijie# no debug vrrp  ῏ VRRP ῏ 

Ҋ ₮ᶏ ֓ פ ᶛ̔ 

1. debug vrrp פ 

Ruijie# debug vrrp  

Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Event - Advert higher or equal priority 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state Master -> Backup 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual address 

192.168.1.1 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 1 state Backup -> Master 

Ruijie# 

debug vrrp פ ԍ פ debug vrrp errorsȁdebug vrrp eventsȁdebug 

vrrp packetsץ פ debug vrrp stateȂ 

2. debug vrrp errors  פ

Ruijie# debug vrrp errors 

Ruijie# 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual address 

192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual address 

192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual address 

192.168.1.1 

҉ Ḥ ⌠ 192.168.201.213 VRRP 1 VRRP ̆ Ҭ

IP 192.168.1.1 Ҍ ԍ VRRP 1Ȃ 
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3. debug vrrp events  פ

Ruijie# debug vrrp events 

Ruijie# 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

Ruijie# 

҉ Ḥ VRRP ⌠ VRRP (Advertisement)Ҭ ᴨᾢ Ҍᵞԍ ᴨ

ᾢ Ȃ 

4. debug vrrp packets  פ

Ruijie# debug vrrp packets 

Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

҉ Ḥ VRRP 2 VRRP ̆ῒ VRRP ҹ 0XDD4DȂ 

Ruijie# debug vrrp packets 

Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

҉ Ḥ ⌠ 192.168.201.213 VRRP 1 VRRP ̆ῒᴨᾢ

ҹ 120Ȃ 

5. debug vrrp state  פ

Ruijie# debug vrrp state 

VRRP State debugging is on 

Ruijie# 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 2 state Master -> Backup 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 2 state Backup -> Master 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface GigabitEthernet 0/0 

Ruijie(config-if)# no shutdown 

Ruijie(config-if)# end 

Ruijie# 

%VRRP-6-STATECHANGE: GigabitEthernet 0/0 Grp 2 state Master -> Init 

Ruijie# 

҉ Ḥ GigabitEthernet 0/0҉ VRRP Master̆Backupץ Initӊ Ȃ 

1.5 VRRP ῖ ᶛ 

Ҋ Ҭ̆ R1 ҍ R2 ҉ ԅ VRRP ᴍ ҹῤ 192.168.201.0 

/24 ᶫ VRRP Ⱶ̆ R3 ҉ VRRP ԅ ⱳ ȂҊ

Ҭ ₮ R1 ҍ R2 VRRP ῏ Ȃ 
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R1 ̔ 

! 

! 

hostname "R1" 

! 

! 

interface GigabitEthernet 0/0 

no switchport 

ip address 192.168.201.217 255.255.255.0 

vrrp 1 priority 120 

vrrp 1 timers advertise 3 

vrrp 1 ip 192.168.201.1 

! 

interface GigabitEthernet 2/1 

no switchport 

 



VRRP 

http://www.ruijie.com.cn 

R1Ҭ ԅVRRP
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̆ R1 ҍ R2 ԍ VRRP ᴍ 1 Ҭ̆ᶏ VRRP ᴍ (

)ȁ IP (192.168.201.1) ғ ԍ VRRP ҊȂ R2 ҍ

R2 VRRP (Advertisement) ҹ 3 Ȃ ’Ҋ̆ ԍ R1

VRRP ᴍ ᴨᾢ ҹ 120̆ R2 VRRP ᴍ ᴨᾢ ṿ 100̆ ץ

R1 ’Ҋᾟ Master Ȃ R1 ᵬҹ Master Ҋ ҍ

GigabitEthernet 2/1 Ҍ ̆ R1 ᵞ VRRP ᴍ ᴨᾢ 30

ҹ 90̆ R2 ᴪ ҹ Master Ȃ ̆ R1 ҍ

GigabitEthernet 2/1 ̆ ⱴ VRRP ᴍ ᴨᾢ 30 ⌠

120̆ R1 Ῥ ҹҺ Ȃ 

1.5.3 VRRP ᴍ ᶛ 

ԅ ᴍ ̆ ֟
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ip address 20.20.20.5 255.255.255.0 

! 

interface GigabitEthernet 0/0 

no switchport 

ip address 192.168.201.213 255.255.255.0 

vrrp 1 ip 192.168.201.1 

vrrp 1 timers advertise 3 

vrrp 1 priority 120 

vrrp 2 ip 192.168.201.2 

vrrp 2 timers advertise 3 

! 

interface GigabitEthernet 1/1 

no switchport 

ip address 60.154.101.3 255.255.255.0 

! 

router ospf  

network 60.154.101.0 0.0.0.255 area 10 

network 192.168.201.0 0.0.0.255 area 10 

! 

! 

! 

end 

R2 ҍ R2 ԑ ᴍ̆ ғԋ №≢ VRRP ᴍ 1 ҍ 2 Ҭ ҹҺ ᶫ

Ҍ ῏ⱳ Ȃ 

1.6 VRRP ҍ  

VRRP ₮ ץ ץ Ḥ № ‗ȂץҊ №

̔ 

̔ IP Ping Ҍ  

№ ̔ 

 Ḡ ᴍ ῤ ѿ ԍ ꜚ ̕ 

 ῒ ҉ Ping IP Ҍ ↕ ԍץҊ : ԍ VRRP

ץ show vrrp פ VRRP Ḥ ̕ 

 ҍ ᵝԍ ѿ ARP Ҭ

IP ARP ̆ ̕ 

 ҍ Ҍ ѿ ↕ ҉ ⌠

IP ̕ 

̔ ѿҩ VRRP ᴍ ῤ₮ ҩ Master  

№ ̔ 

 ѿ VRRP ᴍ ῤ ץ ҉ VRRP Ҍ ̕ 

 ѿVRRP ᴍ ῤ ץ ҉VRRP ҹ ̆ᵖ

ұҌѿ ̕ 

 ѿVRRP ᴍ ῤ ץ ̆ᵖ ץ⌠

̕ 

 ѿҩVRRP ᴍ ῤ ҉VRRP Ҍѿ ̆ ғ ӟ
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ⱳ ̕ 

 ѿҩ VRRP ᴍ ῤ ҉ VRRP IP Ҍѿ Ȃ 
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2 MULTI-LDP ⱳ  

2.1 MULTI-LDP 

 

MULTI-LDP ῖ  

2.1.1 MULTI-LDP  

MULTI-DLP ⱳ ΏȂ ҹץ ӎ ̆ ץ ῀

⌠ ҉ ԅ̆ᵖ ’̆ ̆ ғ ⱴԅ

ᵝ ȂMULTI-DLP ԍ ⌠ѿҩ Ȃ 

2.1.2 ᵬ  

MULTI-LDP ICMPȁDNSȁTCP ҈ Ȃ ҩ

ԍ ̆ ARP ̆ ICMPȁDNS TCP ̆ ⌠

∞ Ȃ 

MULTI-LDP ᵬ ̔ 

1ȁ Ҋ ICMP/DNS/TCP ȁҊѿ ῒ ῏ ̆

MULTI-LDP ⱳ Ȃ ꜚ ARP ̆ ⌠ ARP

⌠ ṿ̆ DOWNȂ ⌠ ARP ⌠ ṿ̆↕ᶭ

ICMP/DNS/TCP Ȃ 

2ȁ҈ ѿ ⌠ ̆ UP̕ ICMP ⌠ ̆

↕Ῥ ICMP ̆ ⌠ ⌠ ṿ̆ DNS ̆ᶭ

Ȃ ҈ ⌠ ⌠ ṿ ̆ DOWNȂ 

3ȁ ῏ MULTI-LDP ⱳ ̆ ҍ Ḡ ѿ Ȃ 
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2.1.3  

RFC792  INTERNET CONTROL MESSAGE PROTOCOL 

RFC1034  DOMAIN NAMES - CONCEPTS AND FACILITIES 

RFC1035  DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION 

2.2  

Ҋ MULTI-LDP ⱳ Ȃ 

 ⱳ  ṿ 

 MULTI-LDP ⱳ  

- 
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2.3.2 ῏ MULTI-LDP ⱳ  

ᵬ פ   

Step 1 Ruijie> enable ῀  

Step 2 Ruijie# configure terminal ῀  

Step 3 Ruijie(config) #interface interface-type number ῀  

Step 4 Ruijie(config-if)# no multi-ldp   ῏ multi
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2.4.2  

 

2.4.3  

1ȁ ICMP IP ҍҊѿ IP ̆Ҋѿ next-hop Ҍ Ȃ 

2ȁ retryȁresume ṿ ∞ ∞̆ ’

ṿȂ 

2.4.4  

interface gigabitEthernet 0/1 ⱳ ̆ icmp ҹ

192.168.20.1̆dns ҹ 192.168.5.110̆tcp ҹ 192.168.6.66̕

ҹ 10tick̕ ⌠ 3 ҩ ̆ UP DOWN̕ ⌠ 2 ҩ

̆ DOWN UP̕ 

Ruijie#config 

Ruijie(config)#interface gigabitEthernet 0/1  

Ruijie(config-if-GigabitEthernet 0/1)#multi-ldp icmp 192.168.20.1 dns 192.168.5.110 tcp 
192.168.6.66 interval 10 retry 3 resume 2 

Ruijie(config-if-GigabitEthernet 0/1)#end 

2.4.5  

Ruijie#show multi-ldp interface 

Interface              State    Retry    UpCnt    ICMP            Next-hop        

StartTime              Interval Resume   DownCnt  DNS             TCP             
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=======================================================================
======== 

GigabitEthernet 0/1    DOWN     5        0        192.168.201.1   192.168.201.160 

2010-12-23 09:31:03    50       1        0        N/A             
192.168.201.160:80 

 

GigabitEthernet 0/3    UP       5        1        192.168.198.1   192.168.78.1    

2010-12-23 09:31:03    50       1        0        8.8.8.8         220.181.112.76:80 
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rns dns  

ѿҩ rns dns  

ᵬ פ  

Ruijie# configure terminal ῀ῃ  

Ruijie(config)# ip rns operation-number ῀ ip rns  

Ruijie(config-ip-rns)# dns word name-server a.b.c.d 
[source-ipaddr ip-address] [ out-interface type number 
[ next-hop nhop-ip ] ] 

ѿҩ ip rns dns  

Ruijie(config-ip-rns-dns)# frequency millliseconds ̂ ̃ ̆ῒṿ ԍ ԍ

Ȃ 

Ruijie(config-ip-rns-dns)# timeout millliseconds ̂ ̃ Ȃ 

ҽᶛ Ҋ̔ 

Ruijie> enable 

Ruijie# configure terminal 

Ruijie(config)# ip rns 1 

Ruijie(config-ip-rns)# dns www.baidu.com name-server 192.168.58.110 source-ipaddr 192.168.23.216 out-interface 

GigabitEthernet 0/1 next-hop 192.168.23.1 

rns Ḥ ̔ 

Ruijie# show ip rns configuration  

Ip rns id:1 

Type of operation to perform: dns 

domain name:www.baidu.com 

Name server:192.168.58.110 

Source address:192.168.23.216 

Out interface/next hop: GigabitEthernet 0/1/192.168.23.1 

Operation timeout (milliseconds):9000 

Operation frequency (milliseconds):60000 

rns Ḥ ̔ 

Ruijie# show ip rns statistics  

IP rns index    1 

Number of successes:11 

Number of failures:1 

Round-trip min/avg/max = 1/4408954/20 ms 

track 

ѿҩ  

ҩᴋⱵ ץ ѿҩ Ȃ ԍѿҩԋ Ґ Ѡ я я ґ Җ ԍҍ я
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Ruijie> enable 

Ruijie# configure terminal 

Ruijie(config)# track 3 interface FastEthernet 1/0 line-protocol 

Ruijie(config-track)# delay up 30 

Ruijie(config-track)# show track 3 

ԅѿҩ track ѿҩ ̆Ҋ ᶛ ԅ ῏Ḥ ̔ 

Ruijie# show track 3 

Track 3 

interface FastEthernet 1/0 

The state is Up 

1 change,current state last:11 secs 

Delay up 10 secs,down 10 secs 

ѿҩ rns  

ױ ѿҩ track ѿҩ rns ̆ rns ⌠ ̆↕ track ҹ up̆

track ҹ downȂ 

 当用 track 对象跟踪一个不存在的 rns 对象时,该 track 对象的状态是 up 的。 

Ҋ̔  

4) ѿҩ IP RNS  

5) ѿҩ track  

6) ѿҩ route-map̆ ҉ track  

7) ѿҩ ҉  

̔ 

ᵬ פ  

Ruijie(config)# track object-number rns entry-number  ѿҩ ip rns ̆ ғ ῀ track Ȃ 

Ruijie(config-track)# delay { up seconds [ down seconds ] | 
[ up seconds ] down seconds } 

̂ ̃ ѿ ̆ track ̆

ᴪ ̆ Ȃ 

Ruijie(config-track)# exit 

 

Q

�
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Track 2 

Ruijie Network Service 1 

The state is Down 

1 change,current state last:7 secs 

Delay up 30 secs,down 0 secs 

track ⱳ  

Ҭ Ҋѿ ῏ ѿҩ track  

Ҭ̆ ץ Ҭ Ҋѿ ῏ ѿҩ track ̆ track ҹ down ̆ Ҋѿ Ҍ Ȃ

Ҍᴪ Ҋѿ Ҋѿ Ȃ 

Ҋ̔  

8) ѿҩ IP RNS  

9) ѿҩ track  

10) ѿҩ route-map̆ ҉ track Ȃ 

11) ѿҩ ҉  

̔ 

ᵬ פ  

Ruijie(config)# interface type number  ῀ Ȃ 

Ruijie(config-if)# ip address ip-address mask [ secondary 
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Router1 ̔ 

# ӈңҩ IP RNS , IP . 

ip rns 1 

icmp-echo 10.1.1.1 

ip rns 2 

icmp-echo 10.2.2.2 

# ӈ track  

track 123 rns 1 

track 124 rns 2 

# ҉  

interface FastEthernet 0/0 

ip address 10.4.4.4 255.255.255.0 

ip policy route-map alpha 

#10.1.1.1 Ҋ ҩ  

interface fa 0/1 

ip address 10.1.1.254 255.255.255.0 

#10.2.2.2 Ҋ ҩ  

interface fa 0/2 

ip address 10.2.2.254 255.255.255.0 

# ӈѿҩ route-map, Ҋѿ ,ᶭ ԍ . 

route-map alpha 

set ip next-hop verify-availability 10.1.1.1 track 123 

set ip next-hop verify-availability 10.2.2.2 track 124 



 

 

 
 
 

 

 
 

 

№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1.  

2.  

3.  

4. ῤ  

5. USB ᶏ  

6. SATA 
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1.3.1 ⱳ  

῀ῃ ̆ Ҋץ ̔ 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ  

Step 2 Ruijie(config)# dev-audit enable ⱳ  

Step 3 Ruijie(config)#end  

Step 4 Ruijie#show running  

῏ ⱳ ץ ῃ Ҋ no dev-audit enableȂ 

ҽᶛ̔ 

#   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# dev-audit enable  

Ruijie(config)# end 

Ruijie# show running 

 

1.4 Ḥ  

ᵬ פ  

Ruijie(config-if)# show dev-audit { cpu | memory | 

flash } [from year [month [day [hh:mm:ss [to year 

[month [day [hh:mm:ss] ] ] ] ] ] ] ] 

show CPUȁῤ ȁ ᶏ ’Ȃ 

:ss

G

}

5

ž(

 



 

http://www.ruijie.com.cn 

2009-12-18 05:07:10     61% 

2009-12-18 05:12:10     61% 

2009-12-18 05:17:10     61% 

2009-12-18 05:22:10     61% 

2009-12-18 05:27:10     61% 

2009-12-18 13:32:10     61% 

2009-12-18 13:37:10     61% 

2009-12-18 13:42:10     64% 

2009-12-18 13:47:10     64% 

2009-12-18 14:02:29     61% 

2009-12-18 14:07:29     61% 

2009-12-18 14:18:45     61% 

2009-12-18 14:23:45     61% 

2009-12-18 14:28:45     61% 

2009-12-18 14:33:45     61% 

2009-12-18 14:38:45     61% 

2009-12-18 14:43:45     61% 

2009-12-18 14:48:45     61% 

2009-12-18 14:53:45     61% 

2009-

-1Tc[(-)] TJ

E8

BT

1 0 0 1 184.52 486.52 Tm
16 Tm
48.5

ET

BT

1 0 0 1 196.52 486.52 Tm

 0 Tc[(:45)4( )103( )103( )103( )103( )1Tc[(-)] TJ


ET

BT

1 0 0 1 257.5 486.52 Tm55.8-
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2010-01-14 13:48:16     0% 

2010-01-14 13:53:16     0% 

2010-01-14 13:58:16     0% 

2010-01-14 14:03:16     0% 

2010-01-14 14:08:16     0% 

2010-01-14 14:13:16     8% 

 

˽ᶛ 3̔ ᶏ ’ 

Ruijie#show dev-audit flash from 2010 1 14 

Date & Time                        FLASH(KB)            SATA(MB) 

                                Total Available     Total Available 

2010-01-14 01:13:16         523776    470152    163746    163451 

2010-01-14 02:13:16         523776    470152    163746    163449 

2010-01-14 03:13:16         523776    470152    163746    163448 

2010-01-14 04:13:16         523776    470152    163746    163447 

2010-01-14 05:13:16         523776    470152    163746    163445 

2010-01-14 06:13:16         523776    470152    163746    163444 

2010-01-14 07:13:16         523776    470152    163746    163442 

2010-01-14 08:13:16         523776    470152    163746    163441 

2010-01-14 09:13:16         523776    470152    163746    163439 

2010-01-14 10:13:16         523776    470152    163746    163436 

2010-01-14 11:13:16         523776    470152    163746    163430 

2010-01-14 12:13:16         523776    470152    163746    163421 

2010-01-14 13:13:16         523776    470152    163746    163416 

2010-01-14 14:13:16         523776    470112    163746    163409 
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2  

2.1  

2.1.1 ᴋⱵ↓  

 CPU ≠  

 CPU ≠  

2.1.2 CPU ≠  

ᶏ show cpu פ CPU ≠ ҩᴋⱵ CPU ≠ ῏Ḥ Ȃ 

ᵬ פ  

Ruijie# show cpu CPU ≠ Ḥ  

’Ҋ̆֜ ҹ RuijieȂ 

Ҋ ҽᶛ show cpu ̔ 

Ruijie# show cpu 

======================================= 

     CPU Using Rate Information 

CPU utilization in five seconds: 25% 

CPU utilization in one minute  : 20% 

CPU utilization in five minutes: 10% 

  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  

  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  
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 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  

 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 40     0%     0%     0%    ip6_tunnel_rcv_pkt  

 41     0%     0%     0%    res6t  

 42     0%     0%     0%    tunrt6  

 43     0%     0%     0%    ef6_rcv_msg  

 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  

 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  

 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  
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 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhcpping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  

 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  

 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  

 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  

110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  

112    75%    80%    90%    idle 

҉ ↓ Ҭ̆ 3 №≢ 5 ȁ 1 № ȁ 5 № ῤ CPU

≠ ’̂ LISRȁHISR ᴋⱵ Ȃ̃Ҋ ↕ ΐᵣ CPU ≠ № ’ȂῒҬ̆ ѿ↓

ӈ Ҋ̔ 

 No̔  

 5Sec̔ ѿ ᴋⱵ 5 ῤ CPU ≠  

 1Min̔ ѿ ᴋⱵ 1 № ῤ CPU ≠  

 5Min̔ ѿ ᴋⱵ 5 № ῤ CPU ≠  

 Process̔ᴋⱵ  

╠ 2 ̆№≢ LISR CPU ≠ HISR CPU ≠ ׆̆ 3

̆ ᴋⱵ CPU ≠ ԅȂ ѿ idle CPU
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2.1.3 CPU ≠ Ḥ  

CPU ≠ Ḥ , ᶏץ cpu-loğᶏ פ ץ CPU ≠

Ḥ Ȃ 

ᵬ פ  

cpu-log log-limit low_num high_num 
CPU ≠ Ḥ

ᵞ  

’Ҋ ҹ 100%̆ᵞ ҹ 90%Ȃ 

Ҋ ᶛ CPU ≠ ᵞ ҹ 70%̆ ҹ 80%Ȃ 

Ruijie# configure terminal                    // ῀ῃ  

Ruijie(config)# cpu-log log-limit 70 80    // CPU ≠  

CPU ≠ ᵞԍ׆ 80% ⌠ ԍ 80% ᴪ , ғֽᴪ ѿ , ҊḤ ̔ 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: CPU utilization in one minute : 

95% ̆ Using most cpu's task is ktimer : 94% 

CPU ≠ ׆ ԍ 70% ⌠ᵞԍ 70% ᴪ ᵞ , ғֽᴪ ѿ ,, ҊḤ ̔ 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: CPU utilization in one 

minute :68% ̆ Using most cpu's task is ktimer : 60% 

Oct 20 15:47:01 %SYSCHECK-5-CPU_USING_RATE: The CPU using rate has down! 
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3  

3.1  

3.1.1  

̂Threshold̃ ԅ ṿȂ №҈ ̆№≢ҹ CPU ≠ ȁῤ

≠ ȁ Ȃ ң ̆ ѿ ҹ ̆ ԋ ҹҤ

Ȃ ԅ ᶏץ CLI ץ ̆ ᶏץ MIB Ȃ 

3.1.2  

3.1.2.1 CPU ≠  

CPU ≠ ╠ CPU ᶏ ’Ȃ ᶫ MIB ᴆ ̆ ῏ logȂ 

3.1.2.2 ῤ ≠  

 ῤ ≠ ╠ῤ ᶏ ’Ȃ ᶫ MIB ᴆ ̆ ῏ logȂ 

3.1.2.3  

╠ ’Ȃ 

ᵞԍ ̆ ԍ ̂normal condition Ȃ̃ ԍ

ᵖᵞԍҤ ̆ ԍ ̂warning conditioñȂ ԍҤ

̆ ԍ ̂alert conditioñȂ 

ꜚ ̆ᴪ ῏ loğ ꜚ ѿ loğҌᴪ ѿ Ȃ 

׆ ῀ ̆ᴪ Ҋ log 

%SYS-1-TEMP_STATE: System detected temperature is in warning condition. 
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3.3.3  

 

ᵬ פ   

Step 1 Ruijie# configure terminal ῀ῃ Ȃ 

Step 2 Ruijie(config)# threshold set temperature 

[M1 | M2 | slot n | member n] warning_value 

critical_value 

Ҥ

̆ ҹ 0 ~ 2147483647Ȃ 

no threshold set temperature פ Ȃ 

3.3.4  

ᶫԅ Ҋ פ ԍ ṿ̆ פ ⱳ ̔ 

ᵬ פ  

show threshold cpu CPU ≠  

show threshold memory ῤ ≠  

show threshold temperature ≠  

 

    ҉ץ פ ᴋᵥ Ȃ 

3.4 ῖ ҽᶛ 

3.4.1  

ᶏ Ҋ פ CPU ≠ ң ҹ 80 90̆ ң ҹ 50 80Ȃ 

Ruijie# configure terminal  
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3.4.2  

ᶏ show threshold ҩ ṿ 

Ruijie#show threshold  cpu 

Device        Warning      Critical 

Member 1:         80            90 

Ruijie#show threshold memory 

Device        Warning      Critical 

Member 1:         90           100 

Ruijie#show threshold temperature  

Device        Warning      Critical 

Member 1:         60            80 

҉ Ḥ ץ ₮̆CPU ≠ ҹ ṿ̆ ῤ ≠ ᶭ

ҹ ṿȂ 

 



ῤ  
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4 ῤ  

4.1  

4.1.1 ᴋⱵ↓  

 ῤ ᶏ ’ 

 ₮  

 ῤ ᶏ ’ 

4.1.2 ῤ ᶏ ’ 

ᶏ show memory פ ῤ ᶏ ’ ῤ ῏Ḥ Ȃ 

ᵬ פ  

Ruijie# show memory ῤ ᶏ ’ 

’Ҋ̆֜ ҹ RuijieȂ 

Ҋ ҽᶛ show memory ̔ 

Ruijie#show memory 

System Memory Statistic: 

  Free pages: 1079 

    watermarks : min 379, lower 758, low 1137, high 1516 

  System Total Memory : 128MB, Current Free Memory : 5283KB 

  Used Rate : 96% 

 

҉ Ҭ Ḥ Ҋ₃ҩ №̔ 

1. ῤ ҩ ̆ѿҩ ῤ ҹ 4k ῤ Ȃ 

2. ῤ ṿ̆Ҋ ҹ ῤ ӈ̔ 

  

min 
ῤ Ҍ ֽ̆ ῤ ̆⌠

̆ ҉ Ҍ Ȃ 

lower 

ῤ Ҥ Ҍ ̆⌠ ̆ ѿҩ҉

ꜚ ₮̆ ῤ Ȃ ₮

└ memory-lack exit-policy  Ȃפ



ῤ  
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low 

ῤ Ҍ ̆⌠ ̆҉ ῀

OVERFLOW ̆ Ҋ̆ Ҍ

Ῥ ӟ Ȃῤ Ҍ ̆ └ Ҍ

ᾛ פ Ȃ 

high 

ῤ ᾟ ̆ ̆҉ץ ῤ ᾟ ̆

׆ OVERFLOW

⌠ Ȃ 

 

3. ῤ ̆ ╠ ῤ ץ̆ ῤ ᶏ Ȃ 

 

4.1.3 ₮  

ᶏ memory-lack exit-policy פ ץ ῤ ⌠ lower ӊ ̆҉ ₮ ̆҉

BGPȁOSPFȁRIPȁPIM-SMȂ 

memory-lack exit-policy [bgp|ospf|pim-sm|rip] 

ᵬ פ  

Ruijie



ῤ  
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LDP              20000000 

Total            206000000 

 

 

 注意： 
Ҍ Ҍ ̆Һ BGPȁOSPFȁ 

RIPȁLDPȁPIMȁISIS Ȃ 

 

 



USB ᶏ  

  sbSB



USB ᶏ  
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RGOS Ҍ USB ꜚ ̂USB-HDD̃ 

 注意： 

U ᶏ ̆ ҩ

a



USB ᶏ  
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5.2.4 ₮ USB  

₮ USB ӊ╠̆ ᶏ CLI ᾢפ ץ̆ ᶏ ̆ ₮ Ȃ 

 פ



SATA 
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6 SATA 

6.1 SATA 

6.1.1 SATA  

Һ ׃ SATA ᶏ ȂSATA ᶏ FAT32 ᴆ Ȃ 

SATA ᵬ ᵬѿ Ȃ 

6.1.2 ᶏ  

̆SATA ⌠ Ҭ̆ ץ ᶏ ᴆ dir̆copy̆del̂פ

̃ SATA ᵬȂ Ҋ ᵬ↕ SATA ᴆ └⌠ flashȂ 

Ruijie# cd /mnt/sata/c    # ῀ SATA №  

Ruijie# copy flash: a.txt flash: /b.txt  # SATA ҉ ᴆ a.txt └⌠ ҉ ҊȂ 

dir / ץ ⌠ flash ҉ ⱴԅ ᴆ b.txtȂ 

ῒ ᴆ ᵬ ᵌ̆SATA ѿҩ№ ᴆ ѿҩ Ȃ 

6.1.3 SATA Ḥ  

ᵬ פ  

Ruijie# show sata SATA ῏Ḥ Ȃ  

CLI פ Ҋ̆ ᶏץ show sata SATA Ḥ Ȃ Ḥ Ҋ̔ 

Ruijie#show sata 

Vendor: ST9250315AS 

    Disk Partitions: 

    c: /dev/sata/disc0/part5 --> /mnt/sata/c 

    size : 34356962304B(31G) 

    d: /dev/sata/disc0/part6 --> /mnt/sata/d 

    size : 34356962304B(31G) 

    e: /dev/sata/disc0/part7 --> /mnt/sata/e 

    size : 34356962304B(31G) 

    f: /dev/sata/disc0/part8 --> /mnt/sata/f 



SATA 
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    size : 34356962304B(31G) 

    g: /dev/sata/disc0/part9 --> /mnt/sata/g 

    size : 34356962304B(31G) 

    h: /dev/sata/disc0/part10 --> /mnt/sata/h 

    size : 34356962304B(31G) 

    i: /dev/sata/disc0/part11 --> /mnt/sata/i 

size : 34356962304B(31G)  

    j: /dev/sata/disc0/part12 --> /mnt/sata/j 

    size : 9549517824B(8G) 

Total 274721406976 bytes (261994MB) in this device, 265138470912 bytes (252855MB) 

available. 

Ḥ҉ץ Ҭ̆ST9250315AS SATA Ȃ 

Disk Partitions ԅ ᾝ № Ḥ ̆ ҉̆ ҩ№ ̆№ ԅ ҩ№ №

̂ c ̃̆ ᴆ̂/dev/sata/disc0/part5̃̆ ̂/mnt/sata/c̃̆№ ҹ

̂size : 34356962304B(31G)̃̆ῒץז Ȃ ▼ᵩ Ȃ 

6.1.4 №  

ᶏץ פ makefs SATA ѿҩ№ Ȃ 

ᵬ פ  

Ruijie# makefs dev dev_file fs 

fs_name 

ᴆ dev_file ף №

ҹ ҹ fs_name ᴆ Ȃ  

 

҉ ⌠ SATA ̆  פ

Ruijie# makefs dev /dev/sata/disc0/part5 fs vfat 

SATA № c ҹ fat32 № Ȃ 

 

6.2 SATA Ḥ  

ᵬ פ  

Ruijie(config-if)# show sata show sata SATA Ḥ  

ҽᶛ̔ 

Ruijie#show sata 

Vendor: ST9250315AS 

    Disk Partitions: 

    c: /dev/sata/disc0/part5 --> /mnt/sata/c 

    size : 34356962304B(31G) 

    d: /dev/sata/disc0/part6 --> /mnt/sata/d 

    size : 34356962304B(31G) 

    e: /dev/sata/disc0/part7 --> /mnt/sata/e 

    size : 34356962304B(31G) 
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    f: /dev/sata/disc0/part8 --> /mnt/sata/f 

    size : 34356962304B(31G) 

    g: /dev/sata/disc0/part9 --> /mnt/sata/g 

    size : 34356962304B(31G) 

    h: /dev/sata/disc0/part10 --> /mnt/sata/h 

    size : 34356962304B(31G) 

    i: /dev/sata/disc0/part11 --> /mnt/sata/i 

size : 34356962304B(31G)  

    j: /dev/sata/disc0/part12 --> /mnt/sata/j 

    size : 9549517824B(8G) 

Total 274721406976 bytes (261994MB) in this device, 265138470912 bytes (252855MB) 

available. 

 



 

 

 
 
 

 

 
 

 

№Ύ׃ Ύ ῏ῤ ̆ Ҋץ ̔ 

1.  

2. RLOG  

3. SNMP 

4. MIB 

5. ꜚ  

6. APM  
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1  

1.1  

Ҭ̆ UPȁDOWN ̆ ѿ֓Ԋᴆ ⌠

ȁ Ȃ ֟ ᶫѿ └̆ Ԋᴆ ̆ ꜚ

̂ ̃̆ ֓ ץ ῏ ̂ └ ȁVTY ̃҉ ῏

ῤ̂׃ ‖ ȁFLASH̃҉ ⌠ ҉ ѿ Ⱶ ҉̆ᶫ № ’
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 注意： 
№ FLASH̆ FLASH̆ Ḥ FLASH ҬȂ
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Ruijie(config)# logging count Ḥ ⱳ Ȃ 

 

1.2.6 Ḥ ↓ ῏  

’Ҋ̆ Ḥ Ҍ ↓ Ȃ Ḥ ⱴ҉ ↓ ̆ ῃ Ҋ

Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# no service 

sequence-numbers  
Ҭ ↓ Ȃ 

Ruijie(config)# service 

sequence-numbers  
Ҭ ⱴ ↓ Ȃ 

 

1.2.7 ῀ҍ Ḥ ₮  

’Ҋ̆ ῀ҍ Ḥ ₮Ҍ ̆ ῀ ̆ Ḥ

₮̆ ῀ Ȃ ῀ҍ Ḥ ₮ ̆ Ҋ Ҋץ

 ̔פ

ᵬ פ  

Ruijie(config-line)# logging 

synchronous 
῀ҍ Ḥ ₮ ̕ 

Ruijie(config)# no logging 

synchronous 
῀ҍ Ḥ ₮ ̕ 

 

1.2.8 Ḥ └ 

’Ҋ̆ Ḥ Ҍ └Ȃ Ḥ └̆ ῃ Ҋ

Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# logging rate-limit 

number 
Ḥ └ 

Ruijie(config)# no logging rate-limit Ḥ └ 

 

1.2.9 Ḥ ≢ 

└ Ҍ ҉ ҩ ̆ ץ Ҍ ҉ᾛ Ḥ Ҥ

≢ Ȃ 
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Ḥ ≢̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# logging console 

level  

ᾛ └ ҉ Ḥ

≢ 

Ruijie(config)# logging monitor  

level 

ᾛ VTY ( telnet )

҉ Ḥ ≢ 

Ruijie(config)# logging buffered 

[buffer-size | level] 

ᾛ ῤ ‖ Ḥ

≢ 

Ruijie(config)# logging file 

flash:filename [max-file-size] [level] 

ᾛ FLASH ҉

Ḥ ≢ 

Ruijie(config)# logging trap level  
ᾛ Syslog Server

Ḥ ≢ 

֟ Ḥ №ҹץҊ 8 ҩ ≢̔ 

῏    

Emergencies 0 ’̆ Ҍ  

Alerts 1  

Critical 2 ’ 

Errors 3 Ḥ  

warnings  4 Ḥ  

Notifications 

Ⱦ

0l(co)-ggrning2
 (4)3(co)-4sofil0
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Ruijie(config)# logging source 

interface interface-type  

interface-number 

Ḥ  

Ruijie(config)# logging source ip 

A.B.C.D 
ip  

 

1.2.12 LOG Ḥ  

’Ҋ̆ ҍ ץ̆₮ ̆פ Ҍ ₮ LOG Ḥ Ȃ ₮

/ ₮ LOGḤ ̆ ₮ פ LOGḤ Ȃ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# logging userinfo / ₮ LOG Ḥ ̕ 

Ruijie(config)# logging userinfo 

command-log 

פ ̆ LOG Ḥ

 

 

1.3  

ҹԅ Ḥ ̆ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie# show logging 
ῤ ‖ Ҭ ץ̆

῏ Ḥ  

Ruijie# show logging count Ҭ Ḥ ’ 

Ruijie# clear logging ῤ ‖ Ҭ  

Ruijie# more flash:filename  FLASH Ҭ ᴆ 

 

 注意： 
show logging count פ ₮Ḥ Ҭ̆ ̆ Ḥ ѿ ₮

Ȃ 

 

1.3.1 ҽᶛ 

Ҋץ ѿҩ ⱳ ѿҩῖ ᶛ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# ip address 192.168.200.42 255.255.255.0 

Ruijie(config-if)# exit 

Ruijie(config)# service sequence-numbers           // ↓  
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Ruijie(config)# service timestamps debug datetime   // debug Ḥ ̆

 

Ruijie(config)# service timestamps log datetime  // log Ḥ ̆

 

Ruijie(config)# logging 192.168.200.2    // syslog server  

Ruijie(config)# logging trap debugging        // ≢ Ḥ syslog 

server 
Ruijie(config)# end 
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2 RLOG  

2.1  

ᶷ ҉ᴰ̆rlog ҉ Ḥ Ḥ Ⱶ ̆

Ⱶ Ώ῀ Ȃ ⌠ Ȃ 

rlog Ҭ nat ץ ̆ − ῒז ῏Ḥ Ȃ 

ⱳ ҩ ̔ 

ᶷ Ⱶ̆ץ ῏ 

ꜚ Ⱶ Ⱶ  

web Ⱶ  

/NAT ̆Ӟ Ḡ Ҭ̕ ̕ 

2.2  

2.2.1 Ⱶ  פ

Ⱶ ᵬҹ ῏ Ȃפ Ⱶ ’Ҋ̆ Ҍᴪ

⌠ Ⱶ Ȃ 

ԅ Ⱶ פ ̆ ᴪ ꜚ ̆ Ḥ ץ udp ₮

Ȃ 

Ⱶ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  

Ruijie(config)# rlog server [vrf vrf-name | oob] [port 
port-num] 

Ⱶ ip VRF ׆

̆ Ⱶ̆ 20000 

Ruijie(config)# no rlog server server-ip Ⱶ ̆῏ Ⱶ̆ Ḥ  
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    
Ⱶ פ Ⱶ̆ ₮ ῤ ̆

Ҍᴪפ ῤ ₮Ȃᶛ ῏ ip session log-on̆ Ȃ 

 

2.2.2 Ⱶ  פ

Ⱶ ῏ ⱵҬ ̆ Ⱶ Ȃ 

֓ ̆פ ḱץ Ⱶ ̆ ᾧ₮ Ⱶҍῒז Ⱶ‖

’ 

Ⱶ ̆ ῃ Ҋ Ҋץ  ̔פ

ᵬ פ  
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telnet ҹ 28̕ 

web ҹ 29̕ 

web bbs ҹ 30̕ 

im ҹ 31̕ 

FTP ҹ 32̕ 

Web ҹ 33̕ 

ᴨᾢ ҹ̂0-7̃̆№≢ Ҋ ₃ ᴨᾢ ̔ 

XLOG_PRIORITY_EMER, 

    XLOG_PRIORITY_ALERT, 

    XLOG_PRIORITY_ERR, 

    XLOG_PRIORITY_WARN, 

    XLOG_PRIORITY_NOTICE, 

    XLOG_PRIORIT
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2.3 Ḥ  

ᵬ פ  

Ruijie# show rlog-type ῏  

Ruijie# show rlog-status server server-ip ̆ץ ᴨᾢ  

Ruijie# Show nat-log [username user_name

 p-
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2.5 Ⱶ  

Ⱶ ῤ web ᾣ Ҭ Ȃ 
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3 SNMP 

3.1 SNMP ῏  

3.1.1  

SNMP Simple Network Manger Protocol̂ ̃ Ώ̆ 1988 8 ҹѿ

ҩ ‰RFC1157Ȃ⌠ ╠̆ ᴧ ̆SNMP ҹԊ ҉

‰̆ ԍ ԑ Ҭᶏ Ȃ≠ SNMP ̆ ץ ҉

Ḥ ȁ ȁ ᵝȁ ⅞̆ SNMP ⱳ Ȃ 

SNMP ѿҩ ̆ҹ / Ⱶ ̆ ҈ҩ №̔ 

 SNMP  

 SNMP ף  

 MIB Ḥ  

SNMP ̆ SNMP └ ̆Ӟ ҹ NMS (Network 

Management System)Ȃ NMS ҉ HP OpenView ȁCiscoViewȁ

CiscoWorks 2000̆ ̆ ԅѿ ᴆ̇̇Star ViewȂ ֓

ᴆ ץ Ḃ Ȃ 

SNMP ף ̂SNMP Agent̃ ҉ ᴆ̆ ȁ ғ NMS

└ ̆Ӟ ꜚҺץ ѿ֓ NMSȂ 

NMS Agent ῏ ץ Ҋ ̔ 

 

̂NMS̃ҍ ף ̂Agent̃ ῏  

MIB̂ Management Information Basẽ ѿҩ Ḥ Ȃ Ҭ ԅ

Ḥ ̆ҹԅ SNMP Ҭ ѿ ҩ ᾝ̆MIB

Ҭ ᾝȂ ҩ ᾝȂ Ҋ MIB

̆ҹԅ ѿ Ҭ ҩ ᾝ System̆ ץ ѿұ ̆
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{1.3.6.1.2.1.1} ѿұ ҹ ᾝ Object Identifier̂ ᾝ ̃̆MIB ↕

ᾝ Ȃ 

 

MIB  

3.1.2 SNMP  

╠ SNMP Ҋץ ̔ 

 SNMPv1 ̔ ѿҩ ̆ RFC1157 Ҭ ӈȂ 

 SNMPv2C̔ ԍ῍ ᵣ̂ Community-Based̃ SNMPv2 , RFC1901 Ҭ ӈ ѿ

ҩ Ȃ  

 SNMPv3 ̔ ≢ ⱴ ̆ ᶫԅץҊ ῃ ̔ 

1. Ḡ ᴰ ҬҌ ̕ 

2. Ḡ ׆ ₮̕ 

3. ⱴ ̆ Ḡ ̕ 

SNMPv1 SNMPv2C ԍ῍ ᵣ̂ Community-based̃ ῃ Ȃ ӈҺ ץ

(Commumity String) ף MIB ᵬ Ȃ 

SNMPv2C ⱴԅ Get-bulk ᵬ └ ғ ᵬ ⱴ Ḥ Ȃ

Get-bulk ᵬ ѿ Ҭ Ḥ  

׆̆ ⁞ - ȂSNMPv2C ⱬ ᾟ ף ץ №Ҍ

̆ SNMPv1 Ҭ ֓ ֽ ѿ ף Ȃ ף ץ №

Ȃ ԍ ҉ SNMPv1 SNMPv2C ᵬ ̆ SNMPף

≢ SNMPv1 SNMPv2C ̆ ғ Ȃ 
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3.1.3 SNMP ᵬ 

SNMP Ҭ NMS Agent ӊ ֜ԑḤ ̆ ӈԅ 6 ᵬ ̔ 

1. Get-request ᵬ̔NMS ׆ Agent ѿҩ ҩ
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Ҋ ҹ ╠ ῃ ץ ῃ ≢ 



SNMP
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3.2.3 SNMP
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3.2.6 ӈ SNMP ף  

ҹԅ⁞ ̆ ץ ӈ SNMP ף Ȃ ῃ Ҋ̆

Ҋ  ̔פ

ᵬ פ  

Ruijie(config)# snmp-server packetsize 

byte-count 
ף  

 

3.2.7 SNMP ף  

SNMPף Ⱶ ֟ ᶫ ѿҩ Ⱶ̆ ꜚ ̆ Ҍ ף Ⱶ Ṝ̆ ץ

Ҋ snmpף ⱳ ץ ῏ Ḥ ̕ snmpף ⱳ ̆ ῃ Ҋ̆

Ҋ  ̔פ

ᵬ פ  

Ruijie(config)# no snmp-server  SNMP ף Ⱶ 

 

3.2.8 ῏ SNMP ף  

Ҍ ԍ ̆פ ֟ ᶫԅ῏ snmpף ̆פ ᴪפ snmp Ⱶ̆ᵖ Ҍ

ᴪ ף Ḥ ̕ ῏ SNMP ף Ⱶ̆ ῃ Ҋ̆ Ҋ  ̔פ

ᵬ פ  

Ruijie(config)# no enable service 

snmp-agent  
῏ SNMP ף Ⱶ 

 

3.2.9 Agent Һꜚ NMS Trap  

Trap Agent Ҍ Һꜚ NMS ̆ ԍ ѿ֓ Ԋᴆ Ȃ

Ҍᾛ Agent Һꜚ Trap ̆ ᾛ ̆ ῃ Ҋ̆ Ҋ  ̔פ

ᵬ פ  

Ruijie(config)# snmp-server enable 

traps [type] [option]  
ᾛ Agent Һꜚ Trap  

Ruijie(config)# no snmp-server 

enable traps [type] [option] 
Agent Һꜚ Trap  
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3.2.10 Link Trap  

Ҭ ץ ԍ LinkTrap̆ ⱳ ̆ Link

̆SNMP ₮ LinkTrap, ӊ↕Ҍ Ȃ ’Ҋ̆ ⱳ Ȃ 

ᵬ פ  

Ruijie(config)# interface interface-id ῀  

Ruijie(config-if)# [no] snmp trap 

link-status 

῏ link trap

ⱳ . 

Ҋ ҹҌ Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 

Ruijie
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3.3 SNMP ҍ  

3.3.1 ╠ SNMP  

ҹԅ SNMP SNMP Ҭ ѿ֓ ̆ ֟ ᶫԅ SNMP ̆פ

ץ Ḃ ╠ SNMP ̆ Ҋ̆ show snmp ╠

SNMP Ȃ 

Ruijie# show snmp 

Chassis: 1234567890 0987654321 

Contact: wugb@i-net.com.cn 

Location: fuzhou 

2381 SNMP packets input 

5 Bad SNMP version errors 

6 Unknown community name 

0 Illegal operation for community name supplied 

0 Encoding errors 

9325 Number of requested variables 

0 Number of altered variables 

31 Get-request PDUs 

2339 Get-next PDUs 

0 Set-request PDUs 

2406 SNMP packets output 

0 Too big errors (Maximum packet size 1500) 

4 No such name errors 

0 Bad values errors 

0 General errors 

2370 Get-response PDUs 

36 SNMP trap PDUs 

SNMP global trap: disabled 

SNMP logging: enabled 

SNMP agent: enabled 

. 

ԍ҉ Ḥ Ҋ ̔ 
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Too big errors (Maximum packet size 1500)  

No such name errors Ҍ ᾝ 

Bad values errors ṿ  

General errors ѿ  

Get-response PDUs Get-response  

SNMP trap PDUs SNMP trap  

 

3.3.2 ╠ SNMP ף MIB  

Ҋ̆ show snmp mib ╠ ף MIB Ȃ 

Ruijie# show snmp mib   

sysDescr  

sysObjectID  
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securityModel: v2c 

securityLevel:noAuthNoPriv 

readview: default 

writeview: default 

notifyview: 

Ҋ̆ show snmp view ף╠ ҉ Ȃ 

Ruijie# show snmp view  

default(include) 1.3.6.1 

test-view(include) 1.3.6.1.2.1 

3.4 SNMP ҽᶛ 

3.4.1 ῖ ᶛ 

  

̆ ᵬ NMS ץ ̆NMS IP ҹ 192.168.12.181̆

IP ҹ 192.168.12.1̆ ᵬ ҉ ԅ ᴆ̂ץ HP OpenView ҹᶛ̃Ȃ 

 

SNMP ῖ  

 ΐᵣ  

ꜚ SNMP ף Ⱶ̔ 

Ruijie(config)# snmp-server community public RO 

ῃ Ҋ̆ ҉ץ ̆פ Ḃ ꜚԅ SNMP ף Ⱶⱳ ̆ NMS

Ḃ ץ SNMP ԅ̆Ҍ ԅ ̆Ҍ ḱ ̆

Ȃῒז Ȃ 

Ώ ⱳ ̆ ץ Ҋ ̔ 

Ruijie(config)# snmp-server community private RW 

Ҋץ SNMP ѿ֓ף ̆NMS ץ ֓ ѿ֓

Ḥ ̆ ҹ ̔ 

Ruijie(config)# snmp-server location fuzhou 

Ruijie(config)# snmp-server contact wugb@i-net.com.cn 

Ruijie(config)# snmp-server chassis-id 1234567890 



SNMP 

http://www.ruijie.com.cn 

0987654321 

Ҋץ ̆ ᾛ Һꜚ NMS ѿ֓ Trap ̆ ҹ ̔  

Ruijie(config)# snmp-server enable traps  

Ruijie(config)# snmp-server host 192.168.12.181 public 

҉ ̆ SNMP ף ̆NMS Ḃ ץ

ԅ̆ץ HP OpenView ҹᶛ̆ ֟ץ ̆ Ҋ ̔ 

 

 

ץ Ҭ ᾝ ̆ ₯ HP OpenView TOOL->SNMP MIB 

Brower ̆₮ Ҋ ̆ Name Ҭ ῀ IP 192.168.12.1̆ Community Name Ҭ

῀ Public̆ MIB ΐᵣ ᾝ̆ Ҋ SystemȂ ₯ Start Query̆Ḃ

MIB ԅ̆ΐᵣ MIB Values ̔ 

 



SNMP 

http://www.ruijie.com.cn 

MIB  

HP OpenView ⱳ ̆ ̆ ץ ₮ ̆ῒ

ז ΐᵣ SNMP ⱳ ̆ ᴆ ̆ Ҍ ̔ 

 

 

3.4.2 SNMP ↓ ῏ └ ᶛ 

֟ ץ ↓ ῏ ̆ ↓ Ҭᾛ NMS ≠ץ SNMP
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4 MIB 

ҩ ↓ҽԅ MIB̆ Ҋῤ ̔ 

MIB ↓  

MIB ᴆ 

4.1 MIB ↓  

‰ MIB̔ 

 BRIDGE-MIB (RFC1493) 

 EtherLike-MIB(RFC1643) 

 IF-MIB(RFC2863) 

 RFC1213-MIB 

 RMON1-MIB̂ RMON etherStats, etherHistory,alarms, events ҩ ̃ 

 SNMPv2-MIB 

 SNMPv3-MIB̂ USMȁVACM̃ 

MIB̔ 

 RUIJIE-AAA-MIB 

 RUIJIE -ENTITY-MIB 

 RUIJIE -RIP-MIB 

 RUIJIE -MEMORY-MIB 

Ҭ MIB̔ 

ᶏץ show snmp mib פ ╠ Ҭ MIB̔ 

Ruijie# show snmp mib 

sysDescr 

sysObjectID 

sysUpTime 

sysContact 

sysName 

sysLocation 

sysServices 

sysORLastChange 

ifNumber 

ifEntry 

ifEntry.ifIndex 

ifEntry.ifDescr 

ifEntry.ifType 

ifEntry.ifMtu 



MIB 
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5 ꜚ  

5.1 ꜚ  

5.1.1 ꜚ  

 

ꜚ  

 

ꜚ ₮ ῏ EG ῃ֜ ꜚ̆Һ ≠ ֜

anti-arp-spoof ip ip-address  ⱳ ̆ ֜ arp ⱳ ̆ ֜
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҉ ⱳ ғ ip-addr ҹ ῏ IP ̆֜ ᴪ ῳᾟ

῏ arp Ȃ ᶫḂ ֜  

ꜚҺ ᶫץҊⱳ ̔ 

῏ EG ѿ WEB ҉ ⱳ ̕ 

֜ ҉ ARP ̆פ ꜚ ῳᾟ ῏ ̆ ץ ꜚ Ḡ

Ⱶ ץ̆ ARP Ȃ 

5.1.2 /  

5.1.2.1 ARP  

 ֜ ARP ⱳ (anti-arp-spoof ip ip-address) ̆ ҩᴪ IP ҹ

ip-address ARP ̆ ̆ IP ҹ PC ῏ IP̆↕ ҩ Ҋ PC

IP ҹ ῏ IP ARP ᴪ ҡ ׆̆ ԅ ҩ Ҋ ῳᾟ ῏

ARP Ȃ 

    

ꜚ ῃ ꜚӊ ̆֜ Ҋ ҉ ԅ ARP ̆פ Ҋ

PC ῳᾟ ῏ arp ̆ ҉ Ҍᴪ )פ

פ ᴪ ֜ Ҋ PC Ҍ ҉ )̆ ̆ ֜

҉ ̆ Ⱶ ᾢ῏ ῃ ꜚ̆ ↕ ₮ ֜ Ҋ PC

Ҍ ҉ ’Ȃ 

 

5.1.3 ᵬ  

EG ҍ֜ Ḥ HTTP └̆ EG ֜ פ HTTP POST ̆

֜ web server Ȃ EG ҉ ֜ IP web Ȃ 

EG ֜ Ḥ ̆ ꜚ ARP  Ȃפ

5.1.4  
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5.2  

ṿ 

5.3 ꜚⱳ  

 ̂ ̃ ꜚ֜ Ḥ  

 ̂ ̃ /῏ ꜚⱳ  

  

5.3.1 ꜚ֜ Ḥ  

EG ҉ ֜ Ḥ ̆ ᶏץ Ҋ  ̔פ

ᵬ פ   

Step 1 Ruijie(config)# co-oper entity { branch | 
center }  ip-address  {0|7} line 

ҍ ꜚ֜ ᵝ IP

Ȃ 

branch ῀֜ ̆center

֜ ̆ Ҋ ֜ ֜ Ȃ 

̔֜ web/enable Ȃ 

Step 2 Ruijie# show co-operv2 entity ֜ Ḥ  

 

    

֜ ̔  ԍ Ҭ ᵝ ̆҉ EG ҉ ֜ ̆Ҋ ֜

(Ҍ ֜ )̆ ֜ Ҋ ֜ Ӟ PC Ӟ̆ ᵬ

֜ Ȃѿҩ ∞ ᶭ ̔1ȁҍ EG ֜ ֜ ̕2ȁ

ҍ 2 2 ֜҉ץ ֜ ֜ Ȃ 

 

῀֜ ̔   ԍ Ҭ ῀ ᵝ ̆҉ ֜ ̆Ҋ PCȂ 

 

EG ꜚ ⱴ֜ ̆֜ Ạ⌠̔ 

1ȁ IP ̕ 

2ȁ ᾢ ip http authentication enablĕ℗ HTTP ҹ enable

̆ ֜ פ ↕̆ ҹ enable ԅ̆ ῒ Ȃ 

3ȁ ̆ enable secret פ ̆ ғ ҩ

ꜚ ѿ ̆ ↕ ꜚ ᴪ₮ ̕ 

4ȁ ꜚ֜ web ⱳ ̆  enable service web-serverȂ̔פ
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5.3.2 /῏ ꜚⱳ  

ᵬ פ  

Ruijie#co-oper {enable|disable} /
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5.4.1.2  

 

5.4.1.3  

EG ҉ ֜ Ḥ ̆ ֜ ᾢ IP ̆ ꜚ web ⱵȂ 

5.4.1.4  

1̃ ֜ ( ֜ ip ̆ ꜚ web Ⱶ̆ץ S5750 ҹᶛ ) 

# ip  

Ruijie# configure terminal 

Ruijie(config)# interface vlan 1 
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Ruijie(config-if)# ip address 192.168.1.2 255.255.255.0 

Ruijie(config)# interface vlan 2 

Ruijie(config-if)# ip address 192.168.2.1 255.255.255.0 

Ruijie(config)# interface vlan 3 

Ruijie(config-if)# ip address 192.168.3.1 255.255.255.0 

# ꜚ web Ⱶ̆ web  

Ruijie(config)# enable service web-server 

Ruijie(Config)#ip http authentication enable 

Ruijie(config)# enable secret 0 admin 

ῒז S2924G ҍ S5750 ᵌ̆ ip Ҍ Ȃ 

2̃ EG 

# ⱴ 3 ֜ Ḥ  

Ruijie# configure terminal 

Ruijie(config)# co
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