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11.4.2.2 组网拓扑 

 

图表 2 dns 线路组网拓扑 

11.4.2.3 配置要点 

DNS ╢ DNS ̆а Ἴ dns ╘ Ȃ 

11.4.2.4 配置步骤 

dns-proxy Ю dns ╢  

Ruijie(config)#dns-proxy 

Ruijie(config-dns-proxy)#blacklist domain-ip 202.112.14.1 

 

11.4.2.5 显示验证 

# ᴳ show dns-proxy configure blacklist dns ╢ ᶕ  
Ruijie#show dns-proxy configure blacklist 
>Dns-proxy blacklist 
---------------------------------------------------------------- 
Start-ip      End-ip 
---------------  --------------- 
>Dns-proxy blacklist 
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1 配置策略路由 

ᵏҩУ ұ IP ╗ ꜛ ⁸Ȃ
ҩ ̆ ᾱ ᴉ ӱ э Э ⁮ Ȃ 

̆ ᴳ ̆ з … ȂУэ Ԉ
̆ Ѭҩ 1 э э רּ ‡ ᴐȂУэ ̆

⁮ ꜛ ̆а ֗ᴉ ꜛ
̆ ѐ э ꜛ ѐ Ѭ ᴐ Ȃ
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Ruijie(config-route-map)# set ip precedence ᶢ IP ִἼ  

Ruijie(config-route-map)# set ip tos ᶢ IP TOS ḣ 

Ruijie(config-route-map)# set ip dscp ᶢ IP DSCP ḣ 

 

4. ѐ Ȃ 

Э , Ю ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(config-if)# ip policy route-map name 
Э ᴳ

route-map  

Ruijie(config-if)# no ip policy route-map 
Э

route-map 

5. ᴳ  

ԇ ᴐ  

Ruijie(config)# ip local policy route-map 
[name] 

ᴳ
route-map  

Ruijie(config)# no ip local policy route-map  
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route-map Ὧ ԇ ȇ Ὧ ԇ Ȉ 

Ὧӊ ԇ̔ 

1. ip policy route-map  

2. ip local policy route-map 

3. match ip address 

4. match length 

5. set ip next-hop  

6. set ip default next-hop 

7. set interface 

8. set default interface 

9. set ip tos 

10. set ip precedence 

11. set ip dscp 

 

 
 注意： 
1. ӊ ЭУэ Уэ ̆ Уэ Э ֶ ҵ
̆ з ѐ (route-map sequence)ѐ Ἴ Уэ ACLȂ Ԉ ᴳ

̆ э Уэ ACL̕ 

2. ѐ nexthop ACL ‡̆ ֓ұ רּ ̕
ѐ ACL nexthop רּ‡ ̕ ѐ ACL ҂

nexthop,‡ ֓ Ȃ 

3. ACL ,а ACL ̆ ҩ ACL ת ACL а ̆
֓ רּ ̆ ҩ ACL ת ὲѐ ֗ᴉ ACĔ‡ ̆ӱЮУ

э ACL רּ ̕ 

4. IP רּ deny ACE
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5. IP 
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ұ ‚‍ ̆ Ҿ ‚‍ᶕ ╗ ֒ѐȂ
̆ Ҿᶕ ᶢ ̆ӱ ⁮ ⁸ Ȃ 

    

1ȁ Уэ У ̆ ұУэ ̆ ᶕȁ
ȁ ╟ȁ ѐ У Ȃ 

2ȁ а Ԉ У ̆ᴿ ̆ gigabitEthernet 0/1
gigabitEthernet 0/2 ұ ᶕ Ȃ 

2.2 缺省配置 

Ю Ȃ 

 ╖  ḣ 

 ᶕ   

   

    

 ╟   

 

2.3 配置地址库 

 ̂ ̃  
 ̂ ̃  

2.3.1 配置接口地址库类型 

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# route-auto-choose cnii 
gigabitEthernet 0/1 202.100.102.5 

gigabitEthernet 0/1 Э ᶕ ̆
ЮУ 202.100.102.5 

Step 4 Ruijie(config)#end  

Step 5 Ruijie#show running  
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2.3.2 更新地址库 

ὡὤ ̆ ԈЮ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# route-auto-choose update  

Step 4 Ruijie(config)#end  

ѡᴿ̔ 

#  

Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# route-auto-choose update  
Ruijie(config)#  
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3 配置 RIP 路由协议 

3.1 RIP简介 

RIP (Routing Information Protocol) У ̆ Ԉ Ӯ ѐ ⁮ҩ
ȂRIP ̆ У ȂRIPv1 RFC 1058
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 ‍  

 ‍  

3.2.1 创建RIP路由进程 

RIP ̆ Ἴ … RIP ̆ Ѭб RIP Ὧ Ȃ 

… RIP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# router rip … RIP  

Ruijie(config-router)# network network-number 
wildcard 

ѬὯ  

Ԉ network-number wildcard ̆ᴳ ᾃ б
RIP Ȃ 

wildcard R̆GOS ̆G ᾃ
б RIP Ȃ 

 




RIP  

http://www.ruijie.com.cn 

 

3.2.2 RIP报文单播配置 

RIP ѝ ̆ RIP ᶕ ּ ̆‡ ̆Ԉᵳ
RIP ‾ ᶕ Ȃ 

RIP ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(conf-router)# neighbor ip-address RIP  

ԇ ᴳ ̆ Ԉ ⁸ ἵ RIP ̆ ⁸Уэ
̆ ѐ passive-interface ԇȂὯұ ᶕ

⁸ Ὧ ̆ ȇ Ὧ Ȉѐ “ ” Ȃ 

 
 说明： 

FRȁX.25 ̆ ҩ Broadcast Ὧ ‡̆ neighborȂNeighbor
ԇ ᴐ ᴇ ῏ ЭȂ 
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3.2.3 水平分割配置 

IP Э̆ ̆ ‍→
⁸Ԉ ὁ Ȃ ‍→ Ԉ Ҿ ᶕ ӱ ҃⁮ Ҿ ᶕ

  ̆ ѝִעҩ э Ѯ ᶕ Ӈ Ȃ 

ұ ̂ ѐ ȁX.25 ̃̆ ‍→ ‍ ҃а⁮ὤ
ᶕ Ȃ ᾳЮ̆ Ὧ ‍→Ȃ Уэ ҩ IP ̆҂
‍→ Ȃ 

Ὧ ‍→̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# no ip split-horizon Ὧ ‍→ 

Ruijie(config-if)# ip split-horizon ‍→ 

ѝ ѝ ‍→Ȃ 

3.2.4 定义RIP版本 

ӊ RIP 1 2 R̆IPv2 Ԉ ȁ ȁ ȁCIDR VLSMsȂ
ὲѐ ȁVLSMs ȇ Ὧ ȈȂ 

ᾳЮ̆ ӊ Ԉ RIPv1 RIPv2 ת̆ꜛ RIPv1 ꜛȂ
Ԉ ̆ RIPv1 ꜛ̆҂ Ԉ RIPv2 ꜛȂ 

֒ ꜛ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# version {1 | 2} Ѭ RIP  

ԈЭ ԇᴳ ֒ ᾳЮ ꜛ̆ Ԉ э
ѝȂ 

э ꜛ̆ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config-if)# ip rip send version 1 RIPv1 ꜛ 

Ruijie(config-if)# ip rip send version 2 RIPv2 ꜛ 

Ruijie(config-if)# ip rip send version 1 2 
RIPv1 RIPv2

ꜛ 

э ꜛ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip receive version 1 RIPv1 ꜛ 

Ruijie(config-if)# ip rip receive version 2 RIPv2 ꜛ 

Ruijie(config-if)# ip rip receive version 1 2 
RIPv1 RIPv2

ꜛ 

 

3.2.5 配置路由汇聚功能 

RIP ╟ ̆ ̆ ╟ ȂRIPv2
ᾳЮ ╟ ̆RIPv1 а ╖ Ȃ 

RIPv2 ╟ ╖ ̆ ҩ ל Ȃ ̆ ѐ
а⁮ꜛ ᾃ ̆ Ԉ Ȃ 

ֶ ̆ў ԈЮ ̔ 

 RIP ̆ ֶ ⁮ִἼ ̕ 

 RIP ̆֗ᴉ ̆῏ ҩ Ȃ 

⁮έᴇ ̆ а ⁮ ̆ Ὧ ╟
╖ Ȃ 

╟ ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# no auto-summary Ὧ ╟  

Ruijie(config-router)# auto-summary ╟  

Ԉ ̆ э Ю ⁮ ̆ Ю
ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip summary-address rip 
ip-address ip-network-mask 

 

Ruijie(config-if)# no ip summary-address rip
ip-address ip-network-mask 

 

 

3.2.6 RIP认证配置 

RIPv1 а ̆ RIPv2 ̆ Ԉ Ȃ 
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ӊ RIPv2 ч ̔ MD5 Ȃ ѝ Ȃ 

ᴳ ̆ Ԉ ᴳ ip rip authentication text-password
ѕ̆҂ Ԉ Ὧ ѕ ѕ̆ ִἼ ұ₥ Ȃ 

ᴳ MD5 ̆ Ὧ ѕ MD5 Ȃ 

ת̆ ѕ̆ Ὧ ѕ̆ аֶ ѝ
Ȃ ̆ MD5 ת̆ Ὧ ѕ̆҂аֶ ѝ Ȃ 

ѕ ѐ ҩ̆ ᴳ key chain ὤ ԇ ѕ Ѭ̆ ‡
RIP ꜛ Ȃ 

RIP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip authentication mode  
{text | md5} 

RIP Ȃ 
text̔ Ȃ 
md5̔MD5 Ȃ 

Ruijie(config-if)# ip rip authentication  
text-password password-string 

ѕ̆
ѝ 1͘16 Ȃ 

Ruijie(config-if)# ip rip authentication  
key-chain key-chain-name 

ᴳ ѕ
Ȃ 

 

3.2.7 RIP时钟调整 

RIP ᵏҩ ╖ ̆ Ԉ έᴇ ᾳ ̆ᴳ RIP
Ȃ Ԉ ԈЮ ̔ 

̔Ԉ ̆ Ѭҩ ̕ 

̔Ԉ ̆ Ѭҩ ѐ ѝ ̕ 

̔Ԉ ̆ ̆   ̕ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ RIP ̆
RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# timers basic update 
invalid flush  

RIP  

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 
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 说明： 

У Э ̆RIP ḣУ У Ȃ 

 

3.2.8 RIP路由源地址验证配置 

ᾳЮ̆RIP ֶ ̆ ̆RIP ֶх
Ȃ″ ̆ ″ IP б IP ᾃȂ
IP ̆ аֶ Ȃ 

̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# no validate-update-source Ὧ  

Ruijie(config-router)# validate-update-source ╟  
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3.2.9 RIP接口状态控制 

Ҿ ᾳЮ̆ RIP ᴐ ̆ Ө ҃ RIP ̆ а RIP
̆ Ԉ ╟ ̕ э ̆‡ Ԉᴳ ԇ

RIP ⁸Ȃ 

ѝ ╟ ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# passive-interface {default | 
interface-type interface-num} 

╟  

Ruijie(config-router)#no passive-interface {default

| interface-type interface-num} 
╟  

 
 说明： 
╟ ⁮ RIP ̆а ת̕ ⁮ RIP̂ ̃ ֶ̆

̆ ѝ Ҿ ҩ ᾳȂ 

 

ἵ RIP ̆ ѐ ԈЮ ԇ 
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ԇ ᴐ  

Ruijie(config-if)# no ip rip receive enable RIP  

Ruijie(config-if)# ip rip receive enable ἵ RIP  

ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip send enable RIP  

Ruijie(config-if)# ip rip send enable ἵ RIP  

 

3.2.10 RIP接口通告缺省路由 

э ѐӊ У ̂0.0.0.0/0 ,̃ Ԉ Ю
ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip default-information 
originate [metric metric-value] 

̆҂
ὲ  

Ruijie(config-if)# no ip rip default-information  

 
э ѐӊ У ̂0.0.0.0/0 ,̃ з

̆а ὲ RIP ̆ Ԉ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip default-information only 
[metric metric-value] 

̆а
ὲ  

Ruijie(config-if)# no ip rip default-information  

 

 
 说明： 

        ҩ Ю ip rip default-information RIP     default-information 
originatĕ‡ Ȃ 
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3.2.11 RIP VRF配置 

RIP VRF̆ RIP ѐ … э RIP ᴿ̆‍⁞ VRFȂ ᾳЮ RIP
Уэ ᴿ̆ ὤ Ȃ VRF … ̆ ᴳ RIP VRF ̆ Ԉ

… RIP ᴿ VRF Ȃ 

ᴳ address-family ԇᴳ ὡ ̂ ѝ̔(config-router-af)#̃Ȃ
У Ὧ VRF ̆RIP ֶ… VRF RIP ᴿȂ Ю̆ Ԉ

VRF RIP ᴿȂ Ю RIP бὤ ѐ RIP ὤ Ȃ 

̆ᴳ exit-address-family exit ԇȂ 

VRF RIP ᴿ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# address-family ipv4 vrf 
vrf-name 

… б ѝ
vrf-name VRF
RIP ᴿ 

Ruijie(config-router)# no address-family ipv4 vrf 
vrf-name 

‮ б ѝ vrf-name
VRF RIP ᴿ 

 

3.3 RIP配置范例 

ᵏҩ 4 э RIP ᴿ̔ 
 RIP ‍→ ᴿ  

 RIP ᴿ  

 RIP ᴿ  

 RIP VRF ᴿ  

3.3.1 RIP水平分割配置例子 

  
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ҷ ̆ὲѐ RouterAȁRouterDȁRouterE Ь Ԉ ̆RouterAȁRouterBȁ
RouterC Ь ѐ ȂIP ‍ Ю ὲ̆ѐ RouterD ҩ

Ȃ 

 

RIP ‍→ ᴿ  

⁮ԈЮ ̔ 

1̃ RIP ̕ 

2̃ RouterBȁRouterC ҵ ⁮ 3̕ R̃outerE ⁮ 192.168.12.0/24
Ȃ 

 έᴇ  

ᴿ ѐ̆ѝҩ ⁮ ̆RouterA RouterD У Ὧ ‍→╖ Ȃ ‡
RouterA аֶ RouterB RouterC R̆outerD ҂аֶ 192.168.12.0

RouterEȂԈЮѝ έᴇ Ȃ 

A ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 
no ip split-horizon 

# RIP  
router rip 
version 2 
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network 192.168.12.0 
network 192.168.123.0 

B ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 172.16.20.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 

# RIP  
router rip 
version 2 
network 172.16.0.0 
network 192.168.123.0 
no auto-summary 

C  

# Ԉ  
interface GigabitEthernet0/0 
ip address 172.16.30.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.3 255.255.255.0 
encapsulation frame-relay 

# RIP  
router rip 
version 2 
network 172.16.0.0 
network 192.168.123.0 
no auto-summary 

D  

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.4 255.255.255.0 
ip address 192.168.13.4 255.255.255.0 secondary 
no ip split-horizon 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.13.0 

E  

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.13.5 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.13.0 
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3.3.2 RIP认证配置例子 

  
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key 2 
key-string keya 
accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 
ip rip authentication mode md5 
ip rip authentication key-chain ripkey 

# RIP  
router rip 
version 2 
network 192.168.12.0 

3.3.3 RIP报文单播配置例子 

  

Ь ὤ Э̆ зὤ RIP Ȃ IP ‍
Ю Ȃ 

 

RIP ᴿ  

RIP ̆ ԈЮ ̔ 

1̃ Router A Ԉ ⁮ Router C ̕ 

2̃ Router C а⁮ Router A Ȃ 

 έᴇ  

ѝҩ ԈЭ ̆ A RIP Ȃ 

A ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 
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#  
interface Loopback0 
ip address 192.168.10.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.10.0 
passive-interface GigabitEthernet0/0 
neighbor 192.168.12.2 

B ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.20.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.20.0 

C ̔ 

# Ԉ  
interface GigabitEthernet0/0 
ip address 192.168.12.3 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.30.1 255.255.255.0 

# RIP  
router rip 
version 2 
network 192.168.12.0 
network 192.168.30.0 

 CÃ+�	# 
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RIP VRF ᴿ  

RIP̆ Router A ѝ redvpn VRF Router B ѝ bluevpn VRF Ѯ Ӈҵ
ᶕ  

 έᴇ  

A ̔ 

# … VRF 
ip vrf redvpn 

# VRF̆ Ȃ 
interface GigabitEthernet 1/0 
ip vrf forwarding redvpn 
ip address 192.168.12.1 255.255.255.0 

# RIP ̆… RIP ᴿ 
router rip 
address-family ipv4 vrf redvpn 
network 192.168.12.0 
exit-address-family 

B : 

# … VRF 
ip vrf  bluevpn 

# VRF̆ Ȃ 
interface GigabitEthernet 1/0 
ip vrf forwarding bluevpn 
ip address 192.168.12.3 255.255.255.0 

# RIP ̆… RIP ᴿ 
router rip 
address-family ipv4 vrf bluevpn 
network 192.168.12.0 
exit-address-family
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4 配置 OSPF 路由协议 

4.1 OSPF简介 

OSPF̂Open Shortest Path First̃ѝ IETF OSPF ᴐ У ұ ᾃ Ὧ
ȂOSPF жѝ IP ̆ IP Э ̆ ѝ 89̆

OSPF ꜛӇ ̆ ѝ 224.0.0.5̂ὤ OSPF ̃ 224.0.0.6̂ ̃Ȃ  

У б ̂ ̃ ὤа ̆
ּ ѝ RIP̆ OSPF ὴ Ȃб RIP ̆

OSPF ҩ Э а ̆ ὡҩ ȁVLSMs( )ȁ
Ȃ ᴳ RIPv2 ṁҩ ̆ Ԉ ȁ ת̆ RIP

чэ 1̔̃ 2̃̕ а 16 ȂOSPF
  Ἷ ҩ RIP ̆ᴳ IGP ҂ Ԉ ֗ѐ ȁ Ȃ 

OSPF ‾ ⁮ э ̆ ̆
ԈЮ ȁ ҩ ᴐ ᴇ ̔  	 ^ � G ñ � A x ê � z ! ‰ ¹ 1 k � Å � , Š 6 � ˜ � Ã ( Š � Õ 1 k " E î E þ ¹ 1 k " Ã ( Š � Õ 1 k " E î E þ ¸ � 9 ÿ Ò C Ë " Ë � Å � Ì   	 ^ � = 2 2 4 . 0 . / C 2 _ 0  1  T f 
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4) ‍ —— ҩб ȁ Ԉ RIPȁBGP ╟ Ѯ ᶕ
‍ ̕ 

5) —— Ѯ MD5 ̕  

6) —— ̕  

7) VLSMs ̕ 

שּ (8 ‚‍̕ 

9) NSSÂNot So Stubby Areã̆RFC 3101 Ѭ̕ 

10) Graceful Restart̆RFC 3623 Ѭ 

 
 注意： 

ӊ ₥ а ԈЮ╖ ת̆ ֶ ̔ 

5) OSPF ̆RFC 1793 Ѭ̕ 

6) OSPF ̕ 
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4.2 OSPF配置任务列表  

OSPF ̂ꜛ ᾃ ȁּש ̃Ѯ ҵ
ᴐȂ ᴐ֗ᴉ ᾳЮ̆ ᴳ ḣ̆ ̆
̆ ҂а ұ֗ᴉУэ Ȃשּ‍ ѐ̆ ╘ ᶑ Ѯ

ҵУ Ȃ  

ѝҩ OSPF̆ ᴐ Ю ‟Ȃὲѐ̆… OSPF ̆ὲӹ
҂ת̆ ѝ ȂԈЮѝ OSPF ̔  

 … OSPF ( ̃  

 OSPF ̂ ̃  

 OSPF Ԉ а ̂ ̃  

 OSPF שּ ̂ ̃  

 OSPF NSSA שּ ̂ ̃ 

 OSPF ̂ ̃  

 … ̂ ̃  

 ӊ ̂ ̃  

 Loopback ṁ ̂ ̃  

 OSPF ̂ ̃  

 ̂ ̃  

 ᶕ  ̂ ̃ 

 OSPF  ̂ ̃ 

 MTU ḣ̂ ̃ 

 OSPF ̂ ̃ 

 OSPF ╖ ̂ ̃ 

 OSPF BFD ̂ ̃ 

ὯұԈЮў ̆ ȇ Ὧ Ȉ Ȃ 

 ᶕ  

 ‍  

ԈЮѝ OSPF ̔ 

 

Ԇ֓:а Ԇ֓ 
LSA ּ :5  
LSA
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Ѭ Ȃ 
Ὧ ḣ: 

LSA ּ :5  
LSA :1  
hello :10  

: hello ᷁ 
̔  
̔  

╟Ԇ֓  
̕ 

╟Ԇ֓ 100 Mbps̕ 

ӊ  
Ὧ ̕ 

‡ ᴳ metric 1̆ type-2 

metric 
(Default metric) 

‍ ὲӹ ᴳ metric̕ 

 
שּ ᾃ ᶕ ̔110 
שּ ᶕ ̔110 

ᶕ ̔110 

 Ὧ ̆ Ԉ ᶕ LSAȂ 

ע   

 (neighbor)  

 Ὧ ̆   LSA ⁮ ̕ 

שּ  
(network area) 

 

ID Ѭ, ospf  

 
(summary-address) 

Ѭ 

ᶕ
 

240  

ִἼ
 

⁮ ᶕ ⁮ЮУ SPF
: 5 . 

ч : 10 . 

ִ ‡ 
RFC1583 ѐ ‡ 

ᾃ а ᾳ Ю
OSPF ѝ 

ὡ OVERFLOW GR restarter̔Ὧ  
GR helper̔  

OSPFv2 MIB  OSPFv2 Э 

OSPFv2 TRAP  Ὧ  

4.2.1 创建OSPF路由进程  

… OSPF ̆ Ѭб OSPF Ὧ IP Ԉ̆ IP
OSPF שּ ȂOSPF ұ IP ȁ OSPF ̆ з

Ȃ ₥ ԏ 64 э OSPF Ȃ 
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… OSPF ̆ Ԉ Ю ḓ
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ᴳ ԇ no router ospf process-id Ὧ OSPF ȂԈЮѝ OSPF ᴿ̔ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 192.168.0.0 0.0.0.255 area 0 
Ruijie(config-router)# end 

4.2.2 配置OSPF接口参数 

OSPF ἵ Ҿ ̆ Ԉ Ҿ Ȃ
̆УҾ ᶑ б У ̆ Ҿ ip ospf 

hello-interval, ip ospf dead-interval, ip ospf authentication ĭp ospf authentication-key ip ospf 
message-digest-key ҷэ ̆ ᴳ Ҿ ԇ ҂

Ȃ  

OSPF ̆ ѐ ԈЮ ԇ̔  

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# ip routing ╖ ( ѝὯ ) 

Ruijie (config)# interface  
interface-id 

ὡ Ȃ 

Ruijie (config-if)# ip ospf cost 
cost-value 

̂ ̃ Ѭ ̆  

Ruijie (config-if)# ip ospf  
retransmit-interval seconds 

̂ ̃ ּ ̕ 

Ruijie (config-if)# ip ospf  
transmit-delay seconds 

̂ ̃ ּ
ה ̕  

Ruijie (config-if)# ip ospf  
hello-interval seconds 

̂ ̃ hello ̆ ұ
э ̆ ḣ ̕ 

 

Ruijie (config-if)# ip ospf  
dead-interval seconds 

̂ ̃ ̆ ұ
э ̆ ḣ ̕ 

Ruijie (config-if)# ip ospf  
priority number 

̂ ִ̃Ἴ ̆ ұ ѡ
̂DR̃ ֙ ̂BDR̃ 
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Ruijie (config-if)# ip ospf  
authentication  
[message-digest | null] 

̂ ̃  

Ruijie (config-if)# ip ospf  
authentication-key key 

̂ ̃ ̆  

Ruijie (config-if)# ip ospf 
message-digest-key keyid md5 
key 

̂ ̃ MD5 ╗
 

Ruijie (config-if)# ip ospf 
database-filter all out 

̂ ̃
̕ ᾳЮ̆OSPF LSA

ᶕ ӱ ұ Уּש Э
  ̆ ҩ LSA ᶕ ̕ 

Ruijie (config-if)# end ⁮ Ȃ 
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Ruijie(config-if)# ip ospf network {broadcast | 
non-broadcast | point-to-point |  
{point-to-multipoint [non-broadcast]} } 
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 说明： 
OSPF
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Ԉ neighbor ԇѝ э , У ⁮ ̂ ̃
Ȃ 

Уэ ѐ, ⁮ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (config-if)# ip ospf network  
point-to-multipoint non-broadcast 

ѝ
⁮   

Ruijie (config-if)# exit   ⁮ὤ  

Ruijie (config)# router ospf 1 ὡ  

Ruijie(config-router)# neighbor ip-address 
[cost number]  

, з ⁮
 

4̆ ̆ ѫ ᴳ Ю ip ospf cost ԇ Ԇ
֓Ȃ 

4.2.6 配置广播网络类型  

OSPF ̆ ѡ ̂DR,Designated Router̃ ֙ ̂BDR B̆ackup 
Designated Router̃̆ Ȃ Ѯ ᶑ Ὧ ̆
ת б ֙ Ѯ ᶑ Ὧ ̆҂ б

֙ Ӈ ꜛ̆ ̆ӱ ᶑ
У Ȃ  

ᴔ Ԉ OSPF ִἼ ⁸ ѡ Ȃת а Эӊ ᴐ
̆ ₥ ̆ У ѡѐ̆ ֶ ᴐ Ȃ У
ѡ У ֒ ̔OSPF У ᾃ ⁮ HELLO ̆ ѝ

ҩȂ  

̆ ѐ ԈЮ ԇ:  

ԇ ᴐ  

Ruijie (config-if)#ip ospf network broadcast  
ѝ

 

Ruijie (config-if)#ip ospf priority priority  ̆ ִἼ  

 

4.2.7 配置OSPF区域参数  

ᴔ שּ ȁ ȁ ̆ שּ ԇ Ȃ  

שּ ѝҩ ⁮ ȁ ̆Ԉ ὁ ⁮ ̆
ѐּ̆ש Ԉ ὁ ѝ ̆ᶑ ҩ

ὡᵩ Ȃ  

Уэּש ѝ OSPF שּ ̆ שּ аᴐѝ שּ ̆҂аֶ OSPF ὡ
̆ Ԉ שּ ѝ ̂Stub AreãȂ ⁮Ь ̔1̃

ᾃ ̕2̃ὲ שּ ̕3̃ Ȃ ұ ̆
Ԉ ̆ Ԉ ̆ Ԉѝѐᴂ Ȃѝҩ
У ῏ ⁮ Stub שּ ѐ ̂LSÃ Ԉ שּ ѝὤ (
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no-summary )̆ὤ ⁮ч ̔1̃ ᾃ ̕2̃
Ȃὤ ̆ᴳ OSPF ̆ע ҩ ּ Ȃ  

Ԉ ⁮ ̆ ( area default-cost
)̆ Ԉ ⁸ ִἼᴳ Ȃ  

STUB שּ ԈЮΰ ̔ 

 ּש а STUB שּ ̆а STUB שּ ᴐѝ ּ שּ Ȃ 

 Уэּש STUB שּ ̆‡ שּ ѐ Ȃ 

 Stub שּ ᾃа ASBR̆ а שּ ᾃּ Ȃ 

OSPF שּ ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)#area area-id 
authentication  

שּ ѝ  

Ruijie (config-router)#area area-id 
authentication message-digest  

שּ ѝMD5  

Ruijie (config-router)#area area-id 
stub [no-summary] 

שּ , 
no-summary: ּש ὤ
̆ Stubּש Э ABR

summary-LSAsᶕ ὡstubּש  
 

Ruijie (config-router)#area area-id 
default-cost cost 

⁮STUBּש
  

 

 
 说明： 

̆ “ OSPF ” ‍Ȃ
שּ Э ̕ ὤ ̆ Э̆

Э ὤ ҩ̆ὲ а Ȃ 
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4.2.8 配置OSPF NSSA  

NSSA(Not-So-Stubby Area) OSPF STUB שּ Уэ ,NSSA ҂ 5
LSA(AS-external-LSA) NSSA ᴂ ת, STUB а NSSA
Ԉ ὡУ ᶕ ⁮ OSPF . 

‍ ̆NSSA ἵ ὡ 7 ⁮ NSSA שּ , Ҿ 7 LSA
NSSA שּ Э 5 LSA з ⁮ э ̆ ѐ
Ԉ Ȃ 

NSSA ԈЮΰ ̔ 

 ּש а NSSĂа NSSA ᴐѝ ּ שּ Ȃ 

 Уэּש NSSĂ ⁮ NSSA שּ ᴳ area nssa ԇ
שּ NSSA Ȃ 

שּ ѝУэ NSSA שּ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
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area default-cost
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4.2.9.2 配置外部路由汇聚 

ӱὲ ‍ ̆ ὡ OSPF ̆ ‍⁞ ԈУэ
OSPF Ȃ ὡ Уэ ̆ ҂ Ԉ

Уэ ̆ӱ ῏ Ȃ  

̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# summary-address 
ip-address mask {not-advertise | tag tag-id] 

 

 

4.2.9.3 配置汇聚路由表项添加到核心路由表的控制 

̆   ѐ ̆ ᾃа
̆ ╗ Ȃѝ ᾳ ̆

ABR ASBR ╗У discard ⁮ Ȃ 

ἵ discard ╗⁮ ̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# discard-route 
{internal|external} 

ἵ discard ╗⁮
 

Ruijie (config-router)# no discard-route 
{internal|external} 

discard ╗⁮
 

ᾳЮ̆ἵ discard ╗⁮ Ȃ 

4.2.10 创建虚拟链接  

OSPF ѐ̆ שּ Ѯ OSPF שּ Ӈ , שּ
б ̆ ̆ ̆ ‡
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  Ȃ ұ ⁸ ᶑ Э ̆҂ Ԉ …
У Ȃ 

чэּש ̂ABR̃Ѯ … ̆чэ ABR Ὥ שּ ѝ שּ Ȃ
̂Stub Areã NSSA ּש а ᴐѝ שּ Ȃ Ԉ ч ABR Ѯ
ּ שּ У Э , ч ABR̆ з ч
Ȃ router-id Ȃѝ ч ᵏУ שּ ᾃ

שּ ѝּ שּ ̂Transit Areã̆ὲּש ҂ Ȃ 

ּ שּ ᾃ   (⁮   ) ֶ ̆ Ԉ
У ⁮ ̆ э Э̆ У Ԉ ̆
hello-interval,dead-interval Ȃ 

“ ” ч ABR Ѯ OSPF ̆ ⁮Уэ ᴐ ̂ ұ
а Ҿ ̆ Ԉ Ҿ ұӹԏ ̆ ᴐ IP

̃̆ч ABR Ѯ ּ ᶕ Ȃ ᶕ ABR type3
LSĂּש ᾃ Ȃ 

̆ ѐ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config-router)# area area-id virtual-link  
router-id [[hello-interval seconds]| 
[retransmit-interval seconds] |[transmit-delay 
seconds]|[dead-interval seconds]| 
[authentication [message-digest | null] 
|[[authentication-key key | 
message-digest-key keyid md5 key]]] 

… Уэ  

̔ ‚‍ УэԈЭ שּ ̆‡ Уэּש שּ ̆ зᶑ
ὲ שּ б שּ Э ̆з שּ ҂ Ȃ 

 
 说明： 
router-id ѝ OSPF ̆ а router-id ḣ̆ show ip ospf ԇ

show ip ospf neighbor ԇ router-idȂ ᴉ router-id̆
“ Loopback ṁ ” ‍ᾃ Ȃ 
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4.2.11 产生缺省路由  

Уэ (ASBR)̆ Ԉ ὲӊ У ὡ⁮ OSPF ѐȂ
Уэ ⁸ӊ ̆ ╟ ѝ ASBRȂת ASBR аֶ ╟ӊ Ȃ 

⁸ ASBR ӊ ̆ Ю ԈЮ ԇ̔  

 ԇ ᴐ  

Ruijie (config-router)# 
default-information originate [always] 
[metric metric-value] [metric-type type-value] 
[route-map map-name]  

ӊ   

 
 说明： 

שּ̆ ╟ӊ ̆ ⁮ ѐ Ȃ 
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4.2.12 用Loopback地址做路由标识符 

OSPF IP ᴐѝ ̆ Ὧ IP а
ҩ,OSPF ᶕ Ȃ  

ҩ Loopback̂ ̃̆‡ ֶ Loopback IP ᴐѝ
Ȃ э Loopback ‡̆ IP ᴐѝ Ȃ ұ Loopback

ֶ Ѩ ̆ ҩ Ȃ  

Loopback ̆ ὤ Ю̆ ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie (config)# 
interface loopback 1  

… Loopback  

Ruijie (config-if)# 
ip address ip-address mask  

Loopback IP   

 
 说明： 
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OSPF ѡҩ IP ѝ ̆ loopback аֶ
OSPF ѡ Ȃ 

 

4.2.13 更改OSPF缺省管理距离  

̆Ԇ ᶕ Ȃ Уэ 0~255 Ѯ ḣ̆ ḣ
̆ ᶕ ᴂȂ  

ӊ OSPF Ь ̆ ḣ ѝ ש110ּ̔ ᾃ שּ̆ Ѯ ̆ Ȃ ұ
Уэּש ѝּש ᾃ ̆⁮ Уэּש ѝּש Ѯ ̆⁮ὲ ̂

‍ ⁮̃ ѝ Ȃ  

OSPF ̆ Ю ԈЮ ԇ̔  

ԇ ᴐ  

Ruijie(config-router)# distance {distance | 
ospf { intra-area distance | inter-area 
distance | external distance }} 

OSPF ḣ 

 

4.2.14 配置路由计算计时器  

OSPF ⁮ ע ֶ̆ У ̆ SPF
Ȃ Ԉ ̆ Ԉ ч SPF Ѯ Ȃ  

OSPF ̆ Ю ԈЮ ԇ̔  

 ԇ ᴐ  

Ruijie (config-router)# timers spf 
spf-delay spf-holdtime  
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4.2.15 状态更新信息调整时间 

э LSA ע (LSA age)̆ э LSA LSA
ע ̆ CPU Ȃѝҩ ‾ CPU ̆ ᾃ LSA У
ע ᴐȂ 

ע ᴐ ѝ 4 ‍ ̆ Ԉ ԇᶢ ḣȂ а Ȃ
ᴧ б LSA Ȃ ̆ ѐ 10000 LSĂ

ᴂ ᴳᴔ ̕ 40~100 ̆‡ ⁮ 10~20 ‍ ֶ Ȃ 

Ю ԈЮ ԇ̔ 

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ  

Ruijie (config)# router ospf 1 OSPF̆ ὡ OSPF  

Ruijie (config-router)# timers 
lsa-group-pacing seconds 

̂ ̃  

Ruijie (config-router)# end ⁮ Ȃ 

Ruijie # show running-config ᾃ  

Ruijie # write ̂ ̃ᶑ Ȃ 

ᴳ  no timers lsa-group-pacing ԇ ᴳὲ ᴳ ḣȂ 

4.2.16 配置OSPF接口度量 

OSPF ‾ ̂Cost̃ ̆Cost ѝ Ȃ ұ
Ȃ OSPF ᾰͅ ȁ Э ̆
Ȃ ̆‡ ѝ Ȃ ̆‡ᴳ

ḣᴐѝ э ᶕ Ȃ 

чэ ‍Ȃ Ἴ Ԉ ӊ ḣ̆ ḣб ḣУ
Ȃὲ ̆ Ԉ ԇ ip ospf cost э ḣ̆

аӊ ᴐ ҩȂ ̆ ḣѝ 100Mbps̆УэԈ ѝ
10Mbps̆‡ ѝ 100/10 + 0.5 ≈ 10Ȃ 

ᾃ Ԇ֓ ̆ Ԇִ֓Ἴ ̆ ҩ
Ԇ֓̆‡ ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖ ‡ ╟Ԇ֓
  ḣᴐѝ Ԇ֓̆ ╟Ԇ֓╖ ҂Ὧ ҩ‡ ᴳ ḣ 10 ᴐѝ Ԇ֓Ȃ 

Ю̔ 

 

ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)# router ospf 1 
OSPF̆ ὡ OSPF

 

Ruijie(config-router)# auto-cost  
reference-bandwidth ref-bw 

̂ ̃
̆ ḣ ref-bw  ̕
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 ұ ҃⁮
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ԇ Ѭ 

Ruijie # configure terminal  ὡὤ Ȃ 

Ruijie (config)#



OSPF  

http://www.ruijie.com.cn 

Ruijie# show ip ospf [process-id area-id] 
database [adv-router ip-address | 
{asbr-summary | external | network | 
nssa-external | opaque-area | opaque-as | 
opaque-link | router | summary} [link-state-id] 
[{adv-router ip-address | self-originate}] | 
database-summary  | max-age | 
self-originate] 

OSPF ᶕ  
Ԉ LSA

ᶕ Ȃ 

Ruijie# show ip ospf [process-id] 
border-routers 

⁮ ABR б
ASBR ᶕ  

Ruijie# show ip ospf interface 
[interface-name] 

б ospf
ᶕ  

Ruijie# show ip ospf [process-id] 
neighbor[interface-name] [neighbor-id] [detail] 

ᶕ  
interface-name ̔ б
neighbor Ȃ 
neighbor-id: neighbor

ID 

Ruijie# 

[] ] [ASBRԝ ԇ Ъ
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Internet Address 192.168.1.1/24, Ifindex: 2 Area 0.0.0.0, MTU 1500 
Matching network config: 192.168.1.0/24 
Process ID 1, Router ID 192.168.1.1, Network Type BROADCAST, Cost: 1 
Transmit Delay is 1 sec, State DR, Priority 1 
Designated Router (ID) 192.168.1.1, Interface Address 192.168.1.1 
Backup Designated Router (ID) 192.168.1.2, Interface Address 192.168.1.2 
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 
Hello due in 00:00:04 
Neighbor Count is 1, Adjacent neighbor count is 1 
Crypt Sequence Number is 30 
Hello received 972 sent 990, DD received 3 sent 4 
LS-Req received 1 sent 1, LS-Upd received 10 sent 26 
LS-Ack received 25 sent 7, Discarded 0 

3̃ OSPF ᶕ   

ԈЮ ԇ Ԉ ̆ שּ, ᶕ שּ, ᶕ Ȃ  

Ruijie# show ip ospf  
Routing Process "ospf 1" with ID 1.1.1.1 
Process uptime is 4 minutes 
Process bound to VRF default 
Conforms to RFC2328, and RFC1583Compatibility flag is enabled 
Supports only single TOS(TOS0) routes 
Supports opaque LSA 
This router is an ASBR (injecting external routing information) 
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 
LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 
Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 4. Checksum 0x0278E0 
Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 4 
External LSA database is unlimited. 
Number of LSA originated 6 
Number of LSA received 2 
Log Neighbor Adjency Changes : Enabled  
Number of areas attached to this router: 1 
Area 0 (BACKBONE) 
Number of interfaces in this area is 1(1) 
Number of fully adjacent neighbors in this area is 1 
Area has no authentication 
SPF algorithm last executed 00:01:26.640 ago 
SPF algorithm executed 4 times 
Number of LSA 3. Checksum 0x0204bf 
 
Routing Process "ospf 20" with ID 2.2.2.2 
Process uptime is 4 minutes 
Process bound to VRF default 
Conforms to RFC2328, and RFC1583Compatibility flag is enabled 
Supports only single TOS(TOS0) routes 
Supports opaque LSA 
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 
LsaGroupPacing: 240 secs 
Number of incomming current DD exchange neighbors 0/5 
Number of outgoing current DD exchange neighbors 0/5 
Number of external LSA 0. Checksum 0x000000 
Number of opaque AS LSA 0. Checksum 0x000000 
Number of non-default external LSA 0 





Ȃ

neighbor 0441920EDBk72  priority 5 
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Ь ѐ ҵ ̆ У ѐ ̆ PVC ὤ
У ȂIP ‍ Ю Ȃ 

 
OSPF 点到多点网络类型配置例子 

̔1̃  A б BȁC Ѯ ⁮ Ȃ 

 έᴇ  

ҩ ⁮ ̆ ⁮ ̆OSPF ᴐб
⁮ ѝ  Ȃנ

A ̔ 

˽ Ԉ  

interface GigabitEthernet 0/0 
ip address 192.168.12.1 255.255.255.0 

˽  

interface Serial 1/0 
ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 
ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 
network 192.168.123.0 0.0.0.255 area 0 

B ̔ 

˽ Ԉ  

interface GigabitEthernet 0/0 
ip address 192.168.23.2 255.255.255.0 
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˽  

interface Serial 1/0 
ip address 192.168.123.2 255.255.255.0 
encapsulation frame-relay 
ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 
network 192.168.123.0 0.0.0.255 area 0 

C ̔ 

˽ Ԉ  

interface GigabitEthernet 0/0 
ip address 192.168.23.3 255.255.255.0 

˽  

interface Serial 1/0 
ip address 192.168.123.3 255.255.255.0 
encapsulation frame-relay 
ip ospf network point-to-multipoint 

˽ OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 
network 192.168.123.0 0.0.0.255 area 0 

Э ѐḮ Уэ : 

A ⁮ 192.168.23.0/24 ִἼ B̕ ⁮ִἼ ̆
. 

Ԉ A ѐ Ю ԇ: 

router ospf 1  
neighbor 192.168.123.2 cost 100 
neighbor 192.168.123.3 cost 200 

4.4.3 OSPF认证配置例子 

 

ч Ԉ ҵ ̆ OSPF ̆ MD5 Ȃ Ѯ Ԉ IP
‍ Ю Ȃ 
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OSPF 路由汇聚配置例子 

̔ 

1̃ч OSPF ̆ 192.168.12.0/24 ұּש 0̆ 172.16.1.0/24
172.16.2.0/24 ұּש 10̕ 

2̃ Router Ăᴳ A 172.16.0.0/22 ̆ а 172.16.1.0/24ȁ
172.16.2.0/24 Ȃ 

3̃ Router ĂG A ḣѝ 20̆ за ╗ discard
Ȃ 

 έᴇ  

Router A Э OSPF שּ ̆ שּ שּ Э Ȃ 

A ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

˽ Ԉ Э 2 э   

interface GigabitEthernet1/0 
ip address 172.16.1.1 255.255.255.0 
interface GigabitEthernet1/1 
ip address 172.16.2.1 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 
network 172.16.1.0 0.0.0.255 area 10 
network 172.16.2.0 0.0.0.255 area 10 
no discard-route internal 
area 10 range 172.16.0.0 255.255.252.0 cost 20 

B ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 
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4.4.5 OSPF ABR、ASBR配置例子 

  

ҩУэ OSPF ̆ 192.168.12.0/24ȁ192.168.23.0/24 ұּש 0̆
192.168.34.0/24 ұּש 34Ȃέᴇ IP ‍ Ю Ȃ 

 
OSPF ABR、ASBR 配置例子 

̆ AȁB ѝּש ᾃ ̆ C ѝּש ̆ D ѝ Ȃ
200.200.1.0/24ȁ172.200.1.0/24 ѝ OSPF Ȃ ̆ᴳ OSPF

⁮ ,
⁮
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router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 
network 192.168.23.0 0.0.0.255 area 0 

C ̔ 

˽ Ԉ  

interface GigabitEthernet 0/0 
ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial 1/0 
ip address 192.168.23.3 255.255.255.0 

# OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 
network 192.168.34.0 0.0.0.255 area 34 

D ̔ 

˽ Ԉ  

interface GigabitEthernet 0/0 
ip address 192.168.34.4 255.255.255.0 

˽ Ԉ Э    

interface GigabitEthernet 1/0 
ip address 200.200.1.1 255.255.255.0 
interface GigabitEthernet 1/1 
ip address 172.200.1.1 255.255.255.0 

˽ OSPF ̆ ‍ RIP  

router ospf 1 
network 192.168.34.0 0.0.0.255 area 34 
redistribute rip metric-type 1 subnets tag 34 

˽ RIP  

router rip 
network 200.200.1.0 
network 172.200.0.0  

B Э ⁮ ospf Ю̆ ѝľE1ĿҩȂ 

O E1 200.200.1.0/24 [110/85] via 192.168.23.3, 00:00:33, Serial1/0 
O IA 192.168.34.0/24 [110/65] via 192.168.23.3, 00:00:33, Serial1/0      
O E1    172.200.1.0 [110/85] via 192.168.23.3, 00:00:33, Serial1/0 

4.4.6 OSPF残域的配置例子 

  

ҩУэ OSPF ̆ 192.168.12.0/24ȁ192.168.23.0/24 ұּש 0̆
192.168.34.0/24 ұּש 34Ȃέᴇ IP ‍ Ю Ȃ 
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OSPF 残域配置例子 

RouterD ѐ ⁮ OSPF שּ Ȃ 

 έᴇ  

ὤ ѐ ̆ ⁮ ̆ע ⁮ שּ Ȃ
שּ Э Ȃѝҩ D Э Ԉ שּ⁮ ̆ C ҩУэ 

192.168.30.0/24 Ȃ 

A ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial1/0 
ip address 192.168.23.2 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 
network 192.168.23.0 0.0.0.255 area 0 

C ̔ 

˽ Ԉ  
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interface GigabitEthernet0/0 
ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial1/0 
ip address 192.168.23.3 255.255.255.0 

˽ ╗Уэ  

interface Dialer10 
ip address 192.168.30.1 255.255.255.0 

OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 0 
network 192.168.34.0 0.0.0.255 area 34 
network 192.168.30.0 0.0.0.255 area 34 
area 34 stub no-summary 

D ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.34.4 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.34.0 0.0.0.255 area 34 
area 34 stub 

D Э ⁮ ospf  Ю̔ 

O 192.168.30.0/24 [110/1786] via 192.168.34.3, 00:00:03, 
GigabitEthernet0/0 
O*IA 0.0.0.0/0 [110/2] via 192.168.34.3, 00:00:03, GigabitEthernet0/0 

4.4.7 OSPF虚拟链接配置例子 

  

ҩУэ OSPF ̆ 192.168.12.0/24 ұּש 0̆ 192.168.23.0/24
ұּש 23̆ 192.168.34.0/24 ұּש 34Ȃέᴇ IP ‍ Ю Ȃ 
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OSPF 虚拟链接配置例子 

ᴳ D ⁮ 192.168.12.0/24ȁ192.168.23.0/24 Ȃ 

 έᴇ  

OSPF эּש ̆ эּש ̂area 0̃ ̆
̆‡ … ̆ᴳ Э ̆ שּ‡ а Ȃ

ABR Э Ȃ 

A ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 

B ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

˽  

interface Serial1/0 
ip address 192.168.23.2 255.255.255.0 

˽ ╗ IP ᴐѝ OSPF  

interface Loopback2 
ip address 2.2.2.2 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.12.0 0.0.0.255 area 0 
network 192.168.23.0 0.0.0.255 area 23 
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area 23 virtual-link 3.3.3.3 

C ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.34.3 255.255.255.0 

˽  

interface Serial1/0 
ip address 192.168.23.3 255.255.255.0 

˽ ╗ IP ᴐѝ OSPF  

interface Loopback2 
ip address 3.3.3.3 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.23.0 0.0.0.255 area 23 
network 192.168.34.0 0.0.0.255 area 34 
area 23 virtual-link 2.2.2.2 

D ̔ 

˽ Ԉ  

interface GigabitEthernet0/0 
ip address 192.168.34.4 255.255.255.0 

˽ OSPF  

router ospf 1 
network 192.168.34.0 0.0.0.255 area 34 

D Э ⁮ ospf Ю̔ 

O IA 192.168.12.0/24 [110/66] via 192.168.34.3, 00:00:10, 
GigabitEthernet0/0 
O IA 192.168.23.0/24 [110/65] via 192.168.34.3, 00:00:25, 
GigabitEthernet0/0 
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5 配置协议无关 

5.1 配置IP路由 

5.1.1 静态路由配置 

̆ᴳ ꜛ ּ ⁮ Ȃ а
╟ ⁮УҾ ̆ ֶ ︠‍ Ȃ Ԉ
‎ ꜛ Ȃ 

̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip route [vrf vrf_name] network  
mask {ip-address | interface-type interface-number 
[ip-address]} [distance]  [tag tag]  [permanent]  
[weight weight] [track object-number] 

 

Ruijie(config)# no ip route network mask ‮  

Ruijie(config)# ip static route-limit number ḣ 

Ruijie(config)# no ip static route-limit ḣ 

ᴿ ̆ ľ╟ ᴿ Ŀ Ȃ 

‮ ╟ᴐ̆ ӊ Ѩᶑ Ȃת Ԉ ╟ ⁮
Ԇ ̆ ̆ꜛ ᾃ

ȂԈЮѝ ӊ ̔ 

 ḣ 

 0 

 1 

OSPF  110 

ISIS  115 

RIP  120 

а  255 

 



Ὧ 

http://www.ruijie.com.cn 

 
 说明： 
ұ ̆ RIPȁOSPF ╟ ̆ ╟ ‍

Ȃ 
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Ruijie(config)#show ip route 10.0.0.0 
 
Routing entry for 10.0.0.0/8 
  Distance 1, metric 0 
  Routing Descriptor Blocks: 
  *172.0.1.2, generated by "static" 
Ruijie(config)#show ip route weight 
 
------------[distance/metric/weight]----------- 
S    10.0.0.0/8 [1/0/6] via 172.0.1.2 
 

ḣ 1000̆ ҩ Э ̆‡аֶ ╟‮ ̆
ת ╗а Ȃ 

IP ᾰͅ Ԉᴳ show ip route ԇ IP ̆ RPI ԇ
ᾊȂ 

̔ Ю ᾰͅ а ̆ὲ ֶ а Ȃ 

Ἴ ҩ   ̆ ЮУ ȂѮ ̆ ᶢ
distance/tag/weight Ȃ ѫ ԏἵ   ЮУ чэ ѐ ὲѐУэ
̆ а ̆ᴿ ̆Ю ֶ У distance ѝ 100Ȃ 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 tag 5 weight 2 

ip route 20.0.0.0 255.0.0.0 Loopback 1 100 

̔ 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 tag 5 weight 2 

ip route 20.0.0.0 255.0.0.0 10.0.0.2 100  

 

ת ̆ ̆ Ю ̆‡аֶ  Э ̔ 

ip route 20.0.0.0 255.0.0.0 10.0.0.2 

ip route 20.0.0.0 255.0.0.0 Loopback 1 100 

ip route 20.0.0.0 255.0.0.0 Loopback 1 10.0.0.2 200 
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ӊ ч ̔1̃ ̆έᴇ Э ľ Ŀ̕
2̃ Ȃ 

ᾃ Ὧ ̆ Уэ ּ ⁮ э ⁸Ȃ ּ
έ Ȃ ּ RIP ̆ RIP RIP

ѝľ0.0.0.0Ŀ ȂOSPF ᴉӊ ּ ľOSPF
Ŀ Ὧ Ȃ 

ӊ ̆ ὤ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip default-network network  

Ruijie(config)# no ip default-network network ‮  

 
 说明： 

default-network ӊ ԈЮ ֒ ̆ а ̆
ת ѐ ⁮ Ȃ 

֒Ю̆RIP ҂ Ԉּ ת̆ RIP ּ Уэ╕ ̆
̆ ὲ ⁮ҩ 0.0.0.0/0 Ȃ 
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ӑ ╟ ҃⁮ ӊ ̆ show ip route
ԇ ̆ ѐ ľgateway of last resortĿֶ Ὧ ᶕ ȂУэ ֶ

ѝḀ ת̆ ѝľgateway of last resortĿȂ 

5.1.3 等价路由条数配置 

╖ ̆ Ԉ ֓ ⁸̆ ֓ а ⁮
У Ȃ У ֓ ̆ У У ̆‡ ҩ
╖ Ȃ 

֓ ̆ ὤ ѐ ԈЮ ԇ̆ ԇ no ѝ ֓
Ȃ 

ԇ ipv4 ipv6 ̆҂ ̆ ҩ ԇ̆⁮ У ipv4
֓ ḣ̆⁮ У ipv6 ֓ ҂ ḣȂ 

 

ԇ ᴐ  

maximum-paths [number] 

֓ ̆а ӊ
‟ ֓ а
Ȃ ѝ 32 Ӈ̆

Ȃ 

 

5.2 配置路由图 

(route-map) бέᴇ Ὧ У ̆ ᵏ ᴳ Ȃ
ѐ̆ ұ ᶕ ᶢ ̕ ѐ̆ ұ ⁸ Ȃ 

Ѭ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# route-map route-map-name  
[permit | deny] sequence 

Ѭ  
sequence ̔0-65535 

Ruijie(config)# no route-map  
route-map-name {[permit | deny] sequence} 

‮  

Уэ ‡ ѐ̆ Ԉ Уэ э match ԇ Уэ э set ԇȂ
match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

Ѭ ‡ רּ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-route-map)# match community 
{standard-list-number | expanded-list-number | 
community-list-name} 

רּ BGP ᴇ  

Ruijie(config-route-map)# match interface     
interface-type interface-number 

רּ ЮУ  
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Ruijie(config-route-map)# match ip address  
Access-list-number […access-list-number] 

רּ ‟ ѐ  

Ruijie(config-route-map)# match ip next-hop   
access-list-number […access-list-number] 

רּ ‟ ѐ ЮУ
 

Ruijie(config-route-map)# match ip 
route-source access-list-number 
[…access-list-number] 

רּ ‟ ѐ
 

Ruijie(config-route-map)# match ipv6  
address { access-list-name | prefix-list 
 prefix-list-name } 

רּ IPv6 ‟ ₥ ‟
 

Ruijie(config-route-map)# match ipv6 
 next-hop { access-list-name | prefix-list 
 prefix-list-name } 

רּ ‟ ₥ ‟
ЮУ  

Ruijie(config-route-map)# match ipv6 
 route-source {
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Ruijie(config-route-map)# set ip default 
 next-hop ip-address 

ЮУ IP  

Ruijie(config-route-map)# set ip next-hop 
 ip-address 

ЮУ IP  

Ruijie(config-route-map)# set ip next-hop 
 verify-availability ip-address track 
 track-object-num 

ЮУ IP
 

Ruijie(config-route-map)# set level 
{stub-area | backbone | level-1 | level-1-2 |  
level-2} 

ὡ שּ  

Ruijie(config-route-map)# set 
 local-preference number 

 
LOCAL_PREFERENCE ḣ 

Ruijie(config-route-map)# set metric metric ‍ ḣ 

Ruijie(config-route-map)# set metric [+ 
metric-value | - metric-value | metric-value] 

‍  

Ruijie(config-route-map)# set metric-type  
{type-1 | type-2 | external | internal} 

‍  

Ruijie(config-route-map)# set next-hop 
next-hop 

‍ ЮУ  
next-hop̔ЮУ IP

Ruijie(config-route-map)# set origin {egp | 
igp | 
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 注意： 
₥ (PBR)Ὧ а Э ᶕ ╖ Ȃ 

 

 

5.3 路由重分布 

5.3.1 路由重分布配置 

ѝҩ э ̆ ӊ ᵏҩ ᶕ ӱУэ ‍ ⁮
Уэ ╖ Ȃ Ԉ OSPF ‍ ⁮ RIP ѐ̆

҂ Ԉ RIP ‍ ⁮ OSPF ѐȂ ҵ ‍ Ԉ
IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ ҵ‍
֒ ⁸Ȃ 
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ӱУэ ‍ ⁮ Уэ ̆ з ⁸ ‍ ̆ ѐ
ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# redistribute protocol 
[process-id] [metric metric] [metric-type  
metric-type] [match internal
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5.3.2 缺省路由分发配置 

ѝҩ ̆ ὡ ̆ ⁸ У Ȃ 

‍ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# default-information 
 originate [always] [metric metric] 
 [metric-type type] [route-map map-name] 

ὡ
Ȃ 

always( )̔
̆ ὡ

У Ȃ 
metric( )̔ ὡ

metric ḣ  
metric-type( ) ̔
OSPF ὡ  
route-map( )̔ ὡ

 

Ruijie(config-router)# no 
 default-information originate [always] 
 [metric metric] [metric-type type]  
[route-map map-name] 

ὡ
Ȃ 

5.3.3 路由过滤配置 

  ⁸̆ᴳ ⁮ ȁ ̆ ᶕ֗
ȁ Ȃ Ҕ̆ ֶ ̆ ⁞ ᶕ

н╘ ̆ ︠‍ Ȃ 

5.3.3.1 控制路由更新通告 

ѝҩ Э ὲ ⁮а ᶕ ̆ Ԉ ⁸ ⁸
Ȃ  

⁸ ̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name]  
prefix prefix-list-name} out  
[interface-type interface-number] 

‟ ‡̆ἵ
Ҿ ‍   Ȃ 

prefix̔ Ὧ ₥
‟ ̕₥ ‟

ip prefix-list Ȃ 

Ruijie(config-router)# no distribute-list 
{[access-list-number | access-list-name] 
| prefix prefix-list-name } out  
[interface-type interface-number | protocol] 

⁸  
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 说明： 
OSPF ̆а ̆ з ұ OSPF Ȃ 

 

5.3.3.2 控制路由更新处理 

ѝҩ ὁ Ҿ ̆ Ԉ Ȃ а ұ OSPF
Ȃ 

⁸ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name] | prefix  
prefix-list-name [gateway prefix-list-name] 
| gateway prefix-list-name} in [interface-type  
interface-number] 

‟ ‡̆ἵ
‍

Ȃ 
prefix̔ Ὧ
₥ ‟ ̕₥

‟ ip 
prefix-list Ȃ 
gateway̔ᴳ ₥ ‟

‍
Ȃ 

Ruijie(config-router)# no distribute-list 
{[access-list-number | name] | prefix  
prefix-list-name [gateway prefix-list-name] |  
gateway prefix-list-name } in [interface-type  
interface-number] 

⁸  

5.4 配置范例 

5.4.1 路由图应用 

︠‍ ̆ Ԉ ‍ ЭȂа ᴉ ̆ὲ
У ̆ ԇ а Ȃ ᴳ ‍ Э̆а
̆ὲ ᴳ ԇ҂а Ȃ а ‡ ֶ̆

⁮ ᶕ Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ ѝ 4 RIP ̆
OSPF ѐ̆ ѝ type-1̆‫ ḣѝ 40̆ ḣ ѝ 40Ȃ 

# OSPF 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# redistribute rip subnets route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

# ⁸‟  
Ruijie(config)# access-list 20 permit 200.168.23.0 

#  
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match metric 4 
Ruijie(config-route-map)# set metric 40 
Ruijie(config-route-map)# set metric-type type-1 
Ruijie(config-route-map)# set tag 40 
 

ԈЮ ᴿ ̆ RIP ‍ OSPF ̆ ‍ ѝ 10 OSPF ̆‫
ḣ ѝ 10Ȃ 

# RIP 
Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute ospf 1 route-map redospf 
Ruijie(config-router)# network 200.168.23.0 

#  
Ruijie(config)# route-map redospf permit 10 
Ruijie(config-route-map)# match tag 10 
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Ruijie(config-route-map)# set metric 10 

 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ұ ҩ а ‡̆
Ԉ ‍ Ὧ ֶ̆ ⁮ᶕ а ‡̔ 

#  
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match length 1 3  
Ruijie(config-route-map)# match route-type external  
Ruijie(config-route-map)# set level backbone 

# OSPF 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# redistribute rip subnets route-map redrip 

% ospf redistribute rip not support match length 
% ospf redistribute rip not support match route-type 
% ospf redistribute rip not support set level backbone 

5.4.2 静态路由重分布 

  

У ̆ RIP бὲ Ӈ ᶕ ̆ 3 ̆ RIP ‍
̆ з ἵ 172.16.1.0/24ȁ192.168.1.0/24 ч Ȃ 

 έᴇ  

҂ ѐ ᴿ ̆ ‍ ‟ Ȃ ԈЮ
ѐ ‍ ḣ̆ ѝ ‍ ѝ R̆IP ֶ ╟‍ ḣȂ

RIP ѐ бὯ ╟ ̆ ѝ ‟ ѐἵ 172.16.1.0/24
̆RIP ̆ Ἴ ̆ з а  

172.16.0.0/16 Ȃ 

#  
Ruijie(config)# ip route 172.16.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.2.0 255.255.255.0 172.200.1.4 

# RIP 
Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute static 
Ruijie(config-router)# network 192.168.34.0 
Ruijie(config-router)# distribute-list EXT_ACL out static 
Ruijie(config-router)# no auto-summary 

# ACL 
Ruijie(config)# ip access-list extended EXT_ACL 
Ruijie(config-ext-nacl)#10 permit ip 192.168.1.0 0.0.0.255  
any 
Ruijie(config-ext-nacl)#10 permit ip 172.16.1.0 0.0.0.255 any 

5.4.3 动态路由协议重分布 

  

̆ 1Ȃ A ұ OSPF ̆ C ұ RIP ̆
D ұ BGP ̆ B Ьэ Ȃ A 192.168.10.0/24ȁ
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B ̔ 

#  
Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.5 255.255.255.0 
Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 192.168.23.2 255.255.255.0 

# OSPF̆ ‍  
Ruijie(config)# router ospf 12 
Ruijie(config-router)# redistribute rip metric 100 metric-type 1 subnets 
Ruijie(config-router)# redistribute bgp route-map ospfrm  
subnets 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 � È A Ú � × C Ã + � , X 2 O 
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Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.4.1 255.255.255.0 
Ruijie(config)# interface gigabitEthernet 1/0 
Ruijie(config-if)# ip address 192.168.24.4 255.255.255.0 

# BGP 
Ruijie(config)# router bgp 4 
Ruijie(config-router)# neighbor 192.168.24.2 remote-as 2 
Ruijie(config-router)# redistribute connected route-map bgprm 
Ruijie(config-router)# address-family ipv4 
Ruijie(config-router-af)# neighbor 192.168.24.2 activate 
Ruijie(config-router-af)# neighbor 192.168.24.2 
 send-community 

#  
Ruijie(config)# route-map bgprm 
Ruijie(config-route-map)# set community 22:22 

A ⁮ OSPF : 

O E1 192.168.30.0/24 [110/101] via 192.168.12.5, 00:04:07, 
GigabitEthernet0/1 
O E1 192.168.3.0/24 [110/101] via 192.168.12.5, 00:04:07, 
GigabitEthernet0/1 

C ⁮ RIP ̔ 

R    0.0.0.0/0 [120/1] via 200.168.23.2, 00:00:00, Serial1/0 
R    192.168.10.0/24 [120/2] via 200.168.23.2, 00:00:00,  
Serial1/0 

 
 



 

 

 
 
 

安全 

 
 
 

‍ᾊӮ ὤ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1. ⁸‟  

2. RPL 

3.   

4.   

5.  

6. VPDN 

7. PPTP 

8. L2TP 

9. Tunnel  

10. ὤ ̂IPSec̃ 

11. ҉ 

12. AAA 

13. RADIUS 

14. TACACS+ 

15. Web  
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1 配置访问控制列表 

1.1 概述 

1.1.1 访问控制列表简介 

ACLs ὤ ѝ ὡ ⁸‟ (Access Control Lists)̆҂ ѝ ‟ ̂Access Lists̃̆ᶋ ѝ
̆ ѐ Ѯѝꜛ ȂACLs ѬУҾ ‡ Э
⁸̔ἵ х Ȃ ὲᴳ ̆ Ԉ‍ѝ ὤ ACLs QoS ACLsȂ 

Ԉ ⁸ ѐ ̆ ⁸ ᴳ ᴳ Ȃ ὤ
ACLs ὲ ‍ ̆ ӱ ὡ  

̆ רּ ֒(Conditions)ᾱ ἵ ὲ (Permit) х (Deny)Ȃ 

̆ ὤ ACLs ұ ⁸ Ҿ ἵ ӱ Q̆os Ҿ ִ
Ἴ ‍ Ȃ 

ACLs У ‟ ̆ ԏ Ѯѝ ὡ ⁸‟ (Access Control Entry̔ACE)Ȃ э
ὡ ⁸‟ ҩ רּ ֒ ѝȂ 

‟ ‡ Ԉ ȁ ȁЭ ̆ שּ ᶕ Ȃ 

1.1.2 为什么要配置访问列表 

‟ ̆ў ԈЮУҾ̔ 

 ⁸ ̔ ⁸ ᶕ ӣѫ ̆ ӣѫ ⁮ ᶕ Ȃ 

 ⁸ ̔ѝҩ ᶑ ὤ̆ Ѭ ‡̆ Ԉ ⁸ УҾ ╘̂
 WWW ֒ ╘̆ὲӹ ╘ TELNET ‡ ̃̆ Өἵ ᾃ  

1 Уэ ᴿ̆ ᴿѐ̆ ἵ ў A╘ ̆ ўB Ȃ Ю 1 

 

1  ᴳ ‟ ⁸  
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1.1.3 什么时候配置访问列表 

Ԉ ‟ ╟ ‟ ȂУ ᾳЮ̆ᴳ ‟
ὤ Ȃת ѓ ֶ УҾ ֒Ḯᾐ ̆ Ԉ Ȃ ╟
‟ Ԉ₥̆ ֙ ̆ᴳ Ԉ ὡ ̆ Ԉ УҾ

שּ Ԉᴳ ╟ ‟ ᶑ ὤȂ 

       说明： 
Ḯᾐ ‟ ̆ᴳ ╟ ‟ ҂ֶ
̔ ֙ ̆Ḯᾐ Ȃ ᾱ э

ч Ў Ҿ̆ Ԉᴳ Ԉ ὡ ̆
У ᴳ IPSEC ╗ ╗ ̆ ᶑ ὡ ̆ ╗ Ȃ 

 

‟ У ԈЮᴁ Э̔ 

 ᾃ ̂ INTERNET̃Ѯ  

 чэ ‍Ӈ  

 ὡ ⁸ . 

⁸‟ ш ѐ ̆ӱ У ̆У Уэ
ꜛ ѐ э ֒″ רּ ̆ ѫ ̆аᾋ Ȃ  
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1.1.4 输入/输出ACL、过滤域模板及规则 

ὡ ACL ⁮ ̆ б ὡ ACL У ACE ּר ̕
  ACL ῆ ӱ Уэ   ̆ б   ACL У ACE
רּ Ȃ 

⁸ а ‡ ̆ ‡ ̆҂ ὲѐΰ Ȃ
ACĔ ACE Ѭ (Permit Deny)ȂACL ACE Ԉ Ҿ

Ԉ ̆ Ҿ ꜛ ̔ 

ү (Layer 2 Fields)̔ 

 48 ᴁ MAC ( 48 ᴁ) 

 48 ᴁ MAC ( 48 ᴁ) 

 16 ᴁ ү  

Ь
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2  ACE̔permit tcp host 192.168.12.2 any eq telnet ‍  

 
 说明： 

Ԉ Ь (Layer 3 Field) (Layer 4 Field) ̆҂ Ԉ э
ү (Layer 2 Field) ת̆ ῆб ACL а ү Ь ȁү

ȁү Ь ȁ Ȃ ᴳ ү ȁЬ ȁ ̆ Ԉ Expert
⁸‟ ̂Expert ACLs̃Ȃ 
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1.2 IP访问列表配置 

Э ‟ ̆ ѝ ‟ Уэ У ̆Ԉᵳ ᾃ
У э ‟ ȂЮ ‟ ҩ Ԉᴳ ‟ Ԉ Ԉ

ᴳ ‟ Ȃ 
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1.2.1.1 隐含“拒绝所有数据流”规则语句 

э ‟ У “ ” ‡ ̆ ‍ б֗ᴉ ‡ аּר
̆ Ȃ 

Юᴿ̔ 

access-list 1 permit host 192.168.4.12 

‟ ἵ ў ѝ 192.168.4.12 ὲ̆ ў Ȃ ѝ ‟
ꜛ ҩУ ‡ ̔access-list 1 deny anyȂ 

̔ 

Access-list 1 deny host
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1.2.1.2 输入规则语句的顺序 

╗ὡ ‡ ╗⁮ ‟ ̆ … Ԉ ̆ ‮ ̆ ‮
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Ruijie(config-xxx-nacl)# exit 
Ruijie(config)# interface interface 

  
⁸‟
̆

‟
 



⁸‟  
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  

Switch B ̔ 

Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 
Ruijie(config-if)# exit 
Ruijie(config)# interface GigabitEthernet 0/2 
Ruijie(config-if)# ip address 2.2.2.2 255.255.255.0 
Ruijie(config-if)# ip access-group 101 in 
Ruijie(config-if)# ip access-group 101 out 
 

̆ Уэ ѝ 101 ‟  
Ruijie(config)# access-list 101 permit tcp 192.168.12.0 0.0.0.255 any eq 
telnet time-range check 
Ruijie(config)# access-list 101 deny icmp 192.168.12.0 0.0.0.255 any 
Ruijie(config)# access-list 101 deny ip 2.2.2.0 0.0.0.255 any 
Ruijie(config)# access-list 101 deny ip any any 

 
Time-Range  שּ

Ruijie(config)# time-range check 
Ruijie(config-time-range)# periodic weekdays 8:30 to 17:30 
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  说明： 
‟
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 注意： 
Expert ‟ а REFȂ 

 

1.3.1 Expert扩展访问列表配置指导 

… expert ‟ ̆ Ѭ ‡ Ԉ ұ ‍ ̆ ″ ‍ б ‡
רּ ᾱ ‍ Ȃ 

Expert ‟ ѐ Ѭ ὴ ‡ў ԈЮ̔ 

 ‟ MAC ‟ ᶕ  

 VLAN ID 

Expert ‟ ̂ 2700 -2899̃ѝ ‟ MAC ‟ ᴇ̆ з
VLAN ID Ȃ 

ұ У Expert ‟ ̆ Ԉᴳ ‟ Ѭ ‡ ὲ̆ѐ
Уэ ̆Ԉᵳ Ҿ ⁮ Уэ ‟ Ȃ 

1.3.2 配置Expert扩展访问列表 

Expert ‟ ꜛ ԈЮч ̔ 

1. Ѭ Expert ‟  

2. ‟ ұ ( ᴿ) 

Expert ‟ ̆ ԈЮч  

У ὤ Ю ԈЮ ԇ̔ 

ԇ ╖  
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Ruijie (config)# access-list id {deny | 
permit} [prot | {[ethernet-type] [cos cos]}] [VID 
vid] {src src-wildcard | host src } 
{host src-mac-addr | any} {dst dst-wildcard  | 
host dst | any}{host dst-mac-addr | any}] 
[precedence precedence] [tos tos] [ dscp 
dscp] [fragment] [time-range tm-rng-name] 

 
Ѭ
‟ ,
ԇ έ
ᴇ ᾃ

ԇ
 

Ruijie(config)# interface interface 

 

‟

 

Ruijie(config-if)# expert access-group id {in | 
out } [unreflect] 

 
‟

 

ү̆ ACL Ю ԈЮ ԇ̔ 

ԇ ╖  

Ruijie(config)# expert access-list 
extended {id|name} 

 ὡ
‟

 

Ruijie (config-exp-nacl)# [sn]{ permit | 
deny }[prot | {[ethernet-type] [cos cos]}] [VID
vid] {src 
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  说明：  
IP ACL Э̆ ACLȂ Ԉ unreflect ACLȂ 

 

1.3.3 显示Expert扩展访问列表的配置 

‟ ̆ ԈЮ ԇ̔ 

Ruijie # show access-lists [id | name] 

Ԉ Expert ‟  

1.3.4 Expert扩展访问列表示例 

Expert ‟ ̆ ԈЮ ὤ╖ ̔ 

1. VLAN20 0013.2049.8272 ў Giga 0/1 Ȃ 

2. ὲӹ а  

Ruijie> enable 
Ruijie# config terminal 
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Ruijie(config)# expert access-list extended expert-list 
Ruijie(config-exp-nacl)# permit ip vid 20 any host 0013.2049.8272 any any 
Ruijie(config-exp-nacl)# deny any any any any 
Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# expert access-group expert-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
expert access-list extended expert-list 
petmit ip vid 20 any host 0013.2049.8272 any any 
deny any any 
Ruijie# 
 

1.4 配置TCP Flag过滤控制 

TCP Flag ᵏҩУ ⁸̆ ₥ TCP Flag ⁸ Match-All ̆ ⁮
רּ ⁮ TCP FlagбACL ѐ Ѭ TCP Flag Уᴁ ̆ ACL ‡ ̆

ᴳ Ԉ Ѭ TCP Flag ֗ ̆ Ҿέ TCP Flag Ȃ 

ᴿ ̔ 

permit tcp any any match-all rst 

ἵ TCP Flag RST ᴁ̆ὲӹᴁѝ 0 Ȃ 

 
 说明： 

Ԉ ACL̆ ḣ ACL ѝ TCP ᾳЮ Ȃ MAC
IP ῆ ╖ Ȃ 
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Ю TCP Flag 

ԇ ╖  

Ruijie(config)# 
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6) ╗‮ ̆ 

7)  end 

Ruijie(config-ext-nacl)# end 

8)   

Ruijie# show  access-list test-tcp-flag 
ip access-lists extended test-tcp-flag 
10 permit tcp any any match-all rst 
20 deny tcp any any match-all fin 

1.5 按优先级配置ACL表项 

ѝҩᴇ ACE ִἼ ̆ э ACL ‟   ῆ Ԉ̆ ACL ‟ Ю ACE ̆
- ̆έᴇ Ю̔ 

 ACE ѐԈ ‟̕ 

 Ԉ ̆ а Ԉ₥У ACE ѝ Ԉ Ȃ 

 ACEԈ ὡ̆ ᶑ ҩ чэ ACEѮ ὡ ACEȂ 

 ACL ‟ Ȃ 

ᵏ ip access-list resequence {acl-id| acl-name} sn-start sn-inc ԇ̆ Ὧ ԇ ԇ Ȃ 

ԈЭ ԇ̆ᵳ ACL list Ю ace ‟̆ ѝ tst_acl ACL Ю ace ѝ̔ 

‫  

ace1: 10 
ace2: 20 
ace3: 30 

ip access-list resequence tst_acl 100 3, ACE Ю 
Ruijie(config)# ip access-list resequence tst_acl 100 3 
ace1: 100 
ace2: 103 
ace3: 106 

а ὡ sn-num ╗ ace4 ̆ Ю 
Ruijie(config-std-nacl)# permit ȂȂȂ 
ace1: 100 
ace2: 103 
ace3: 106 
ace4: 109 

ὡ seq-num = 105 ╗ ace5 ̆ Ю 
Ruijie(config-std-nacl)# 105 permit ȂȂȂ 
ace1: 100 
ace2: 103 
ace5: 105 
ace3: 106 
ace4: 109 

ѝҩ 4 ѐ ִἼ ╗ ace Ȃ 
‮ ACE 
Ruijie(config-std-nacl)# no 106 
ace1: 100 
ace2: 103 
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ace5: 105 
ace4: 109 
Э ҂ Ԉ ᵳ ACE ‮ Ȃ 

1.6 配置基于时间区的ACL  

Ԉᴳ ACL ұ ̆ ACL Уэ Ҿ ᾃ Ȃѝҩ ⁮ э
̆ Ἴ Уэ Time-RangeȂ 

Time-Range ᵑ ұ ̆ ᴳ э╖ ̆ ᶑ Уэ Ȃ 

ӱ ̆ Ԉ ԈЮ Уэ Time-Range̔ 

ԇ ╖  

 Ruijie# configure terminal

 
ὡ ὤ

Ȃ 

 Ruijie(config)# time-range
 time-range-name 

 
У э

Ѭ

ѕ
ᴐ ѝ

Уэ 

 Ruijie(config-time-range)# 
absolute 

 [start time date] end time 
date 

 

שּ
(

)̆ 
 έ

ᴇ
time 

range

 

 Ruijie(config-time-range)# 
periodic 

 day-of-the-week time to 
 [day-of-the-week] time 

 

(
)̆ 
 έ

ᴇ
time 

range
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 Ruijie# show time-range 
 

 

 Ruijie# copy 
running-config 

 startup-config 

 ᶑ
 

 Ruijie(config)# ip
access-list 

 extended 101 

 
ὡACL

 

 Ruijie(config-ext-nacl)# 
permit ip 

 any any time-range 
time-range-name 

 

שּ ACE 

 
 说明： 
Time Range ѝ 1̇32 э ̆а ꜛ  

שּ Уэ а ̆ ұ Time Range Ө э שּ ᾃ
 



⁸‟  

http://www.ruijie.com.cn 

 
 

 
 注意： 

ACL ‡Ὧ ᾃשּ ֗ᴉ ̆ ACL ̆ ұ ACL
‡ Ὧ  Ȃשּ
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Ю ᴿ Ԉ שּ ACL ѝᴿ̆ ᴉ ᴐ ᾃ HTTP ̔ 

Ruijie(config)# time-range  
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1.7.1.2 拓扑图 

 

4 

Э ̆ Ь Ӈ чэ ̆ A бӇ G3/1 ̆ B бӇ
G3/2 Ȃ 

1.7.1.3 分析 

B ў ⁮  A TCP ᶕ ̆ ӱ B Ӈ
G3/2 TCP Ȃ‍ TCP T̆CP ‫ TCP

SYN ᴁз ACK ᴁѝ 0Ȃ ̆ ԏ Ԉ ⁸‟
Match-all ̆ G3/2 ὡ ̆ TCP SYN ᴁ 1 з ACK ᴁѝ 0

̆ A B Ȃ 

1.7.1.4 配置步骤 

1) Ѭ ⁸‟  

# ὡӇ  

Ruijie# configure terminal 

# Ю… ‟ ACL101 

Ruijie(config)# ip access-list extended 101 

# TCP Flag SYN=1̆зὲ ̂ꜛ ACK ᴁ̃ ᴁѝ0  

Ruijie(config-ext-nacl)# deny tcp any any match-all syn 

# ἵ ὲ IP  

Ruijie(config-ext-nacl)# permit ip any any 

2) ⁸‟ Э 

#   ⁸‟  

Ruijie(config-ext-nacl)# exit 

# ὡ ‟ G3/2 

Ruijie(config)# interface gigabitEthernet 3/2 

# ACL 101 ұ G3/2 ὡ ꜛ  

Ruijie(config-if)# ip access-group 101 in 

3) ‟  

# Ю̆ᴳ show ԇ ACL Ὧ  

Ruijie# show access-lists 101 

ip access-list extended 101 
10 deny tcp any any match-all syn  
20 permit ip any any 
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3 配置设备防攻击 

3.1 设备防攻击介绍 

ұ ѐ ⁮   ̆ ֶ  Ю УҾ ᾳ  ̔

̂1̃ CPU ‾ ̕ 

̂2̃CLI ṃ ̕ 

̂3̃ ⁸ х ̆ ╟̕ 

̂4̃ ̆ ⁮ Ȃ 

Ҿ ᾳ ӊ У ұ ⁸ ╒ ̆ У ұ Ѳ
⁸ ᶑ Ȃ   ὡ ⁸ ‍ ̆ ̆ ̆
ӱ ⁮ᶑ ⁸ Ὧ Ȃ 

ԈЮ   ᾃ ᴐ ̔ 

 

ӱ ѐ Ԉ ⁮̆   ֳ ̔ 

Classify̔ Э ⁸ ⁞ ‍ Ȃ‍ ⁸ ̂protocol̃̆
(manage)̆н╘ּ (data) Ь ̆ ᵳ ‍שּ Ȃ 

̔ Э ⁸ Classify ‍ Ь ̆ Ь ‍⁞ ЮЬэ Ȃ
Ьэ ּ Ѭ Ю̔ 

protocol sub-interface̔ ⁸ Ȃᴿ ̆
Ȃ 
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manage sub-interface̔ Ȃᴿ ftp̆telnet̆snmp ̆ arp ҂
ұ У Ȃ 

data sub-interface̔ ұ У ̆ icmp УҾ
҂ ұ У Ȃ 

    
 ѐ а ұ ѐּ ѬЭ Ȃ ӨӨԆ ҩУ

ּ У Э ⁸ ᾃ ̆ ᵳ Ҿ  
Ȃ 

 

SCPP̂Segregate Control Plane Protectioñ̔‍ ⁸ ᶑ Ȃ ⁸ ̆
Ьэ ᾃ ̆ ᶑ Ȃ 

Glean-CAR̔ רּ ⁮ REF Glean רּ̂ ⁮ ת̆ רּ⁮
IP ў ̆ Э ⁸ ip ̃ Ȃ 

ARP-CAR̔ ѝ ARP ̆ Э⁮ ⁸ ̕ARP-CAR
Ԉ ⁸ э ARP Ȃ 

Port-Filter̔ ⁮ TCP UDP ̆ ҩ ̆ ὡ
⁸ ₥ ⁮ ╘ Ȃ 

MPP̂Management Plane Protectioñ̔ ᶑ Ȃἵ Уэ э ѝ
ᾃ ̂ ἵ ̆ н╘ ̃Ȃ ҩ MPP ╖ Ԉ ̆

ᾃ ἵ Ȃתн╘ ̆ ̆Ԉ ARP
а Ȃ 

ACPP̂Aggregate Control Plane Protectioñ̔ ѐ ⁸ ᶑ ̆ classify ‍ ̆
⁸ ‍⁞ protocol sub-interfacĕmanage sub-interface data 

sub-interface Э ̆ ᶑὲ аֶ   ⁸ ╒ ӱ̆ ᶑ ⁸ Ȃ 

̔ Э х х ⁮У ḣ ̆ ѝ   Ȃ
╟ӱ   ḣ IP̆ ὲ ѝ Ȃ

″ хꜛ ╟ ̆҂ Ԉ Ȃἵ ╟ ╗ IP
Ȃ 

3.2 设备防攻击的配置 

3.2.1 设备防攻击配置清单 

  ꜛ Ю‟ ̔ 
ὡ control-plane  

SCPP 

Glean-CAR 

ARP-CAR 

Port-Filter 

MPP 

ACPP 

ᴳ ‡   
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̆Glean-CAR ⁸ ⁮ Уэ רּ ⁮ Glean
Ȃ Â192.168.52.57̃ B̂192.168.60.57̃ чэ ̂ ̃ б

ў Ĉ172.16.0.5̃ ̆ 172.16.0.5 ARP ╖Ѯ₥̆
ҩ glean-car 5̆‡ A B ѐ̆ ‍⁞ 5 э ⁮ ⁸ ̆

⁸ IP ARP Ȃ 

ᾰͅGlean-CAR Ὧ ̆ ҩ Glean-CAR ‡ Ȃ 

3.2.5 配置ARP-CAR 

ұ⁮ ARP ARP-CAR ̆ ᴳ Ю ԇ̔ 

 ԇ ᴐ  

 

Ruijie(config-cp)# arp-car 
packet_rate_per_group  

⁮ Уэ ̂ ̃ רּ ⁮
ARP 

ḣ 

packet_rate_per_group̔ ḣ̂ ᴁѝ pps̃

 Ruijie(config-cp)# no arp-car ‮ ARP-CAR ‡ 

ARP-CAR ╖ manage ЭȂ 

₥ ᴂ N ᴁ̂N ӊ ᾱ ̃Ȃ 

̆ARP-CAR ⁸ ⁮ Уэ ARP Ȃ A
̂192.168.52.57̃ B̂ 192.168.60.57̃ чэ ̂ ̃ 192.168.52.1

ARP ̆ ҩ arp-car 5̆‡ A B ѐ̆ ‍⁞ 5 э
⁮ ⁸ ̆ ⁸ ARP Ȃ 

ᾰͅARP-CAR Ὧ ̆ ҩ ARP-CAR ‡ Ȃ 

3.2.6 配置Port-Filter 

Port-Filter ⁮ ╘ ּ ̆ ᴳ Ю ԇ̔ 
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 Ruijie(config-cp)# management-interface 
interface allow {ftp | http | https | ssh | snmp | 
telnet | tftp}  

ᾃ ̆ Эἵ
 

Interface̔ ᾃ Ȃ 

 
Ruijie(config-cp)# no management-interface 
interface 

‮ ᾃ  

‮ ҩ ᾃ ̆‡ MPP ╖
Ὧ  

MPP ╖ manage ЭȂ 

Ԉ 16 э ᾃ ̆ э Э Ԉ э ὤ Ȃ 

ҩ MPP ╖ Ԉ ̆ ᾃ Э҂аἵ ̆ ᾃ ἵ
Ȃ 

ᾰͅMPP Ὧ ̆ ҩ MPP ‡ Ȃ 

3.2.8 配置security deny 

ᾃ ping web ̕ ᴳ Ю ԇ̔ 

 ԇ ᴐ  

 Ruijie(config-cp)#security deny
͕ lan-ping | lan-web | wan-ping | 
wan-web͗ 

ᾃ ping web  

 Ruijie(config-cp)# no security deny͕lan-ping | 
lan-web | wan-ping | wan-web͗ 

‮ ᾃ ping web  

3.2.9 配置security web permit 

security deny ҩ web̆ УҾ IP Ԉ web̆
Ԉ ԇ web permit ip ѐ ╗ἵ IP ̆ ԇ IP Ԉ

web̂а   ȁа deny ԇ ̃Ȃ ҂ Ԉ ԇ‮ ѐ IP
̔ 

 ԇ ᴐ  

 

Ruijie(config-cp)# security web permit 
low-ip-address [ high-ip-address ]  

ἵ web IP  

low-ip-address̔ἵ IP ἵ IP
 

high-ip-address̔ἵ IP  

 Ruijie(config-cp)# no security web permit 
low-ip-address 

‮ ἵ web IP  

 

ԇ Ԉ 32 э IP IP Ȃ  
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3.2.10 配置ACPP 

ѝ ‍ Э ⁸ ACPP̂ ѐ ⁸ ᶑ ̃̆ ᴳ Ю ԇ̔ 

 ԇ ᴐ  

 
Ruijie(config-cp)# acpp bw-rate rate 
bw-burst-rate burst-rate  

Э ACPP ‡ 

rate̔ ⁸̂ ᴁѝ pps̃ 

burst-rate̔ ⁸̂ ᴁѝ pps̃ 

 Ruijie(config-cp)# no acpp ‮ ACPP ‡ 

Ьэ Э Ԉ ὲЭ ACPP Ȃ 

ᾳЮ̆ACPP Ὧ ̆ ҩ ACPP ‡ Ȃ 

3.2.11 配置anti-arp-spoof 

ARP  ╖ ̆ ҩ ԇ̆ ⁞ ARP ̆ Ю‟ ‟ѝ ARP
̆ ╗ὡ ARP ‟ ў̔ э ARP  ( 10s ᾃ ҩ 200

э ARP )̕ў MAC ḣ э IP̕ARP ֝ MAC б
MAC а ̕  

ᴳ ԇ no Ὧ ARP  ╖ ̕ ᴳ Ю ԇ̔ 

 

 

 ԇ ᴐ  

 Ruijie(config-cp)#anti-arp-spoof ARP  ╖  

 Ruijie(config-cp)# no anti-arp-spoof Ὧ ARP  ╖  

ᾳЮ̆ ╖ Ὧ Ȃ 

3.2.12 配置attack thrshold 

  х ⁮ pps ̂   ḣ̃̆ ѝ ѐ
 ̕  

 ԇ ᴐ  

 Ruijie(config-cp)#attack threshold 500   ḣ 

 

3.2.13 使用默认规则启用设备防攻击 

 

 ԇ ᴐ  

 Ruijie(config-cp)#anti-arp-spoof  ARP  ╖  
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 Ruijie(config-cp)# no anti-arp-spoof Ὧ ARP  ╖  

 

3.2.14 配置内网攻击源智能阻断 

ᾃ   ╖   

 ԇ ᴐ  

 Ruijie# configure terminal ὡὤ  

 Ruijie(config)#attack-block enable ╖  

 Ruijie(config)#attack-block unblock { auto | 
time } 

ѝ ╟ ̆ Ȃ
ѝ ̆ Ȃ 

 Ruijie(config)#attack-block threshold 
{ drop-kbps value1 | drop-pps value2 } 

ḣȂ ᾃ IP х х
ḣ̆‡ Ȃ 

 Ruijie# end  ὤ  

 Ruijie# attack-block ip ip-addr time ╟ ╗ IP 

 
Ruijie# clear attack-block [ip ip-addr] 

╟‮ IP Ȃа έᴇ IP ̆
IP Ȃ 
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 Ruijie(config-cp)#anti-arp-spoof scan 10 ARP ḣ 

 Ruijie(config-cp)#no anti-arp-spoof scan  ARP ḣ 

 

3.2.16 配置attack thrshold 

  х ⁮ pps ̂   ḣ̃̆ ѝ ѐ
 ̕  

 ԇ ᴐ  

 Ruijie(config-cp)#attack threshold 500   ḣ 

 

 

3.2.17 配置ef-rnfp enable启用设备防攻击 

ef-rnfp enable ԇ Ԉ  ╖ Ȃ ᶢ ‡̆‡
ᴳ ‡  ̆ ᶢ ‡̆‡ᴳ ᶢ ‡

 Ȃ Ὧ  ̆ control-plane Юᴳ Ю ԇ̔ 

 ԇ ᴐ  

 Ruijie(config-cp)#ef-rnfp enable   

 Ruijie(config-cp)#no ef-rnfp enable   

  ‡ а ӊ Ȃ Ԉᶢ Ҿ ‡
Ȃ 

3.3 设备防攻击的维护 

3.3.1 设备防攻击的维护 

  ᶕ ̆ Ԉ Ю ԇ ̔ 

 ԇ ᴐ  

 Ruijie# show ef-rnfp {acpp | scpp | glean-car | 
arp-car | port-filter | mpp | all } 

  ̆ ̆ ᶕ  

show ef-rnfp {acpp | scpp | glean-car | arp-car | port-filter | mpp} ԇ Ԉ ╖
ᶕ ̕show ef-rnfp all ‡   ᶕ ᶕ ̕ 

3.3.2 查看设备当前攻击流量信息 

₥   ᶕ ̆ Ԉ Ю ԇ ̔ 

 ԇ ᴐ  
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Ruijie# show attack-info current 

₥   ᶕ ̂  ᶕ
̆TOP10 ў ̆ ӱ ⁮ ‟̃  ̕

3.3.3 查看设备历史攻击流量信息 

  ᶕ ̆ Ԉ Ю ԇ ̔ 

 ԇ ᴐ  

 

Ruijie# show attack-info history 

  ᶕ ̂  ᶕ ̆
TOP10 ў ̆ ӱ ⁮ ‟̃̕ 

 ᶕ ‟̕  

 

 

3.3.4 清除历史攻击记录信息 

  ⁮  ᶕ ̆ Ԉ Ю ԇ ̔ 
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4 配置网络层防攻击 

4.1 理解网络层防攻击  

4.1.1 概述 

  ╖    ̆ ᶑ ᾃ
ὁ  ̆ᶑ ᾃ Ȃ 

  ִ□ў ᴇ ԈЮΰэ ̔ 

   ̂ ľὴ  Ŀ̃̕ 

 ּ Ӈ Э ACL а  
̆ ԏа ̆ ұ а Уэ ᾱ ̆

ACL Ԉ ᾱЭ ̕ 

 ֶ ᴐ Ȃ ꜛ ̆‍
̂L3̃ ̂L4̃̆ ұУ Ѭ ἵ ȁ
Ȃ 

4.1.2 攻击类型 

  ‍ѝ ╘  ȁ    Ь ̔ 

╘   

╘ ̂DoS̆Denial of Servicẽ   ᴳ ꜛ   ̆ᴳ
̆ ў а ᵏ ᴐȂў  DoS   SYN FloodȁFraggle

Ȃ ╘   ὲӹ  а Ѯ ұ̔   а ὡᾃ ὡ ̆
Ȃ 

  

  ‾ ̂ꜛ ICMP TCP̃ Э ╘̆
ӱ ῆ   Ȃ   ICMP ̂PING̃ ў ̆‾ TCP
UDP ̆   ў ᴐ ╘Ȃ  
ҩ ᵏ ╘ ὤ ̆ѝ У ᵩὡ ṁ ῆ Ȃ 

  

   IP ̆ᴳ ̆ў
  Ping of DeathȁTeardrop Ȃ 

4.1.3 典型的网络攻击 

1ȁLand   

 Land  ̆  TCP SYN ꜛ  IP Ȃ
 SYN-ACK ̆ э  ACK … Уэ
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̆ Уэ ᶑ ⁮ Ȃ Land   а ̆ UNIX
ў ̆Windows NT ў ֶ ὲ Ȃ 

2ȁSmurf   

Smurf  ̆  Уэ Ȃ ICMP ̆ ꜛ
ѝ ̆ ў  ICMP ᴐ  ̆

Ȃ Smurf  ў   ў Ȃ Э  ICMP ꜛ ѝ
ў ̆ ў Ȃ   У ̆

 Ȃ Э ̆ ў ̆   ȂSmurf   Уэ ᴇѝ Fraggle
 Ȃ 

3ȁWinnuke   

WinNuke    Windows  NetBIOS ̂139̃ OOB
̂out-of-band̃ ꜛ̆ Уэ NetBIOS ̆ ᴳ ў Ȃ 

4ȁSYN Flood   

ұ ⁸̆TCP/IP 
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4.2.3 配置状态检测 

4.2.3.1 配置允许非SYN 报文建立连接 

SYN ҂ ̆ ᴂ ὤ ת̆ ᾰͅ Ю̔ 

ԇ ᴐ  

Ruijie (config)# firewall tcp-loose ἵ SYN  

Ruijie (config)#no firewall tcp-loose SYN ̂ ᾳ̃ 

4.2.4 配置防SYN Flood 攻击 

SYN Flood   Э ľὴ  Ŀ Ȃ 

SYN Flood   ̆ Ὧ IP SYN ╖ ̆ Ὧ IP
SYN ḣ ̆ х Ȃ Ю̔ 

ԇ ᴐ  

Ruijie(config)# firewall defend  syn-flood 
{acl-number | acl-name} rate-num 

SYN Flood  ╖ ̆ ḣ
TCP-Proxy ⁸Ȃ 

acl-number:ּר acl ̂1-99̃Ȃ 

acl-name:ּר acl Ȃ 

̔acl רּ ip Ȃ 

rate-num̔ ḣ̆ ᴁ̔pps 

Ruijie(config)#no firewall defend  syn-flood 
{acl-number | acl-name} rate-num 

Ὧ SYN Flood  ╖ Ȃ 

acl-number:ּר acl ̂1-99̃Ȃ 

acl-name:ּר acl Ȃ 

̔acl רּ ip Ȃ 

rate-num̔ ḣ̆ ᴁ̔pps 

4.2.5 配置防UDP Flood 攻击 

UDP Flood   Э ľὴ  Ŀ ҷ Ȃ 

Ю ̆ Ԉ   Ȃ 

ԇ ᴐ  

Ruijie(config)# firewall defend  udp-flood 
{acl-number | acl-name} rate-num 

UDP Flood  ╖ Ȃ 

acl-number:ּר acl ̂1-99̃Ȃ 

acl-name:ּר acl Ȃ 

̔acl רּ ip Ȃ 

rate-num̔ ḣ̆ ᴁ̔pps 
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ԇ ᴐ  

Ruijie(config)# firewall defend icmp-redirect 
ICMP  ╖ ̆ ⁮ icmp
х  

Ruijie(config)#no firewall defend icmp-redirect Ὧ ICMP  ╖ Ȃ 

4.2.9 配置防Winnuke攻击 

WinNuke   ľ ּ  Ŀ̆   ̆   139̆
з URG ᴁ ѝ 1̆ ȂWinNuke   ‾ ҩ Windows ᴐ Уэ ̆
Ҿ УҾ TCP ̂OOB̃ ת̆ Ҿ   б OOB
а ̆ὲ б ᴁ а ̆ Ȃ Windows

ԇ 

ᴐ  

Ruijie(config)# 
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4.2.12 配置防ICMP不可达攻击 

а ICMP а а ̆ ⁮ ̂Ԇ ѝ 0̃ ў ̂Ԇ ѝ
1̃а ICMP ̆ ұ ѝа ̆ ẹ‎ ҩ
бў ̆  Ȃ Ю ̆ Ԉ   Ȃ 


Q�¸  �0*ü  

Ruijie(config)# firewall defend  icmp-unreachable ICMP а  ╖ ̆ ⁮ icmp а
х  

Ruijie(config)#no firewall defend  
icmp-unreachable 

Ὧ ICMP а  ╖  

4.2.13 配置防Fraggle攻击 

Fraggle  б Smurf   ̆נ ‾ UDP Ȃ   ̆
Ҿ Ḯᾐ UDP ꜛ̆ Ҿꜛ ⁮ ў 7 ——҂ Echo ̆

УҾ ᾳЮ ⁮ҩ Chargen ̆   Ԉ⁸ Уэ чэ Ѯ ӊ
Ȃ Ю ̆ Ԉ   Ȃ 


Q�¸  �0*ü  

Ruijie(config)#firewall defend fraggle Fraggle  ╖  

Ruijie(config)#no firewall defend fraggle Ὧ Fraggle а  ╖  

4.2.14 配置防Land攻击 

LAND   Э ľὴ  Ŀ У Ȃ Ю ̆ Ԉ
  Ȃ УҾ ̂ BFD̃   IP ұ IP

ᾰͅ Ὧ Land   ╖ Ȃ 


Q�¸  �0*ü  

Ruijie(config)#firewall defend land Land  ╖ ̂ ̃ 

Ruijie(config)#no firewall defend land Ὧ Land а  ╖  

4.2.15 配置防扫描攻击 

  έ / ╘̆ ᴐ  / ╘ ̆
Ҿ / ╘ з ЭȂ ̆   Ԉ ӹԏ

╖   ў / ╘Ȃ ѐ ֶ ᴳ TCP UDP
╘̆   ⁮ ұ ╟   Ȃ   ў ᴳ icmp ̆

ᴳ tcp Ȃӱ Э ̆ ꜛ Уэ ̆ У Ȃ
⁮ ᴳ ̆ Ԉ Ԉ ὲ Ȃ

 TCP Э̆ Ԉ   ֶ ⁮ ᶕ Ȃ 

 �	  AÈ�â��  
10.3̂4b6̃ᶢ ҩ   ԇ ̆ ұѮ₥ ̆

ԇ̂а Ѯ₥ ḣ ̃̆ ╟ ע
̆ ip ̆ᴳ ᴂ Ȃ 
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Ю ̆ Ԉ   Ȃ 

ԇ ᴐ  

Ruijie(config)# firewall defend scan 
counter-clear-interval sense-level 
{high|low|medium} time-interval 

̆ ѝ ╖ а
̆ ᾃ 3 ѝ″

ḣȂ 

ᴁ̔second 

ḣ̔1͘2000 

Ruijie(config)# firewall defend scan 
ignored-protocol {icmp|ip|tcp|udp} 

̆ ѝ ╖ аὯ ̆
Ὧ Ȃ 

Ruijie(config)# firewall defend scan sense-level 
{high|low|medium} [watch-ip-list acl] [block-term 
time-num] 

 ╖ Ȃ 

sense-level̔ ѝ″ ̆‍⁞ѝ
{high|low|medium}̆ ѐ low

Ȃ 

acl ּ̔ר ⁸‟  

time-num ̔   IP ╗ὡ ̆
ᴁ m̔in̆ ї ‟ὡ IP IP

х ̆ ⁮ Ȃ 

Ruijie(config)# firewall defend scan 
tweak-sense-level protocol {icmp|ip|tcp|udp} 
sense-level {high|low|medium} connection-count 
con-num priority-count pri-num ip-count ip-num 
port-count port-num 

╖ ″ ѝ Ὧ ̆ ̆
ᾃ 3 ѝ″ ḣ̆

̆ ԇ ᶢ Ȃ 

protocol̔ ̆ḣѝ{icmp|ip|tcp|udp} 

sense-level̔″ ̆ḣѝ 
{high|low|medium} 

con-num̔ ̆ḣѝ 0͘2000̆0 а ⁸ 

pri-num̔ а ḣ̆ḣѝ 0~2000̆0 а
⁸ 

ip-num̔ip ̆ḣѝ 1͘2000 

port-num̔ ̆ḣѝ 1͘2000 

ԈЭ Ѭѝ̔ э
con-num ḣ а

pri-num ḣ ̆ ӹ ў ip-num ̆
‡ ѝ ip ̆ ӹ а
port-num ̆‡ ѝ Ȃ 

4.2.16 显示防扫描攻击配置信息 

ᾃ ҩЬ ѝ″ ḣ̆ ᶢ ̆
ᶕ ԈЮ ԇ Ȃ 

Ruijie(config)# show firewall scan-detect-conf 
default [icmp | ip | tcp | udp] 

 ╖ Ȃ 

Ruijie(config)# show firewall scan-detect-conf 
effective [icmp | ip | tcp | udp] 

 ╖ Ȃ 

 ╖ Ю̔ 

scan tracker clear interval default: 
        low:30 s 
        medium:60 s 
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        high:300 s 
tcp scan default config: 
low 
         connection count is:0 
         priority count is:100 
         ip count is:30 
         port count is:50 
medium 
         connection count is:50 
         priority count is:20 
         ip count is:7 
         port count is:10 
high 
         connection count is:50 
         priority count is:3 
         ip count is:3 
         port count is:10 
 
udp scan default config: 
low 
         connection count is:0 
         priority count is:100 
         ip count is:30 
         port count is:50 
medium 
         connection count is:50 
         priority count is:10 
         ip count is:5 
         port count is:20 
high 
         connection count is:50 
         priority count is:3 
         ip count is:3 
         port count is:10 
 
icmp scan default config: 
low 
         connection count is:0 
         priority count is:30 
         ip count is:50 
medium 
         connection count is:20 
         priority count is:10 
         ip count is:5 
high 
         connection count is:10 
         priority count is:3 
         ip count is:3 
 
ip scan default config: 
low 
         connection count is:0 
         priority count is:100 
         ip count is:50 
         protocol count is:50 
medium 
         connection count is:30 
         priority count is:15 
         ip count is:15 
         protocol count is:15 
high 





  

http://www.ruijie.com.cn 

Ruijie#show firewall count [all | global]   ̆ ⁸
ᴿ ḣѝ 0 Ȃ 

all̔ ₥ ᴿ  

global̔ ᴿ̂ ̃
ḣ̆ Ю Ȃ 

4.2.22 清除黑防攻击模块统计计数器 

ԇ ᴐ  

Ruijie#clear firewall count [global]   ḣ̂ ₥
ᴿѐ   ̃Ȃ 

global̔ ᴿѐ Ȃ 

4.2.23 显示防攻击配置 

ԇ ᴐ  

Ruijie#show firewall config   ̆ꜛ ȁ ddosȂ 

 

 

4.3 防攻击日志维护配置 

4.3.1 日志概述 

ꜛ ╟ᴐ ᶕ ὡ ᾰּש ⁮ ў ЭȂ
  Ԉ ὡᵩ̆ ᶑ ὤ ᴐ

Ȃ ₥   Ԉ RLOG RG-SNC Ԉ SYSLOG
ῆ SYSLOG ╘ Ȃ 

4.3.2 配置防攻击日志功能 

4.3.3 防攻击日志缺省配置 

Ю   ̔ 

 ╖   

 SYN Flood    Ὧ  

 UDP Flood    Ὧ  

 ICMP Flood    Ὧ  

    Ὧ  

 IP ‍ Flood    Ὧ  
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4.3.4 配置防SYN Flood攻击日志 

ԇ ᴐ  

Ruijie(config)# firewall log syn-flood 
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4.4.2 组网拓扑 

 

 

防火墙应用防 ICMP FLOOD 攻击拓扑图 

4.4.3 配置步骤 

˻ 

Ruijie#config terminal 

! а ip access-group ἵ ᶕ 

˻interface vlan 2 interfacevlan 3 IP  

Ruijie(config)#interface vlan 2 
Ruijie(config-if)#ip address 202.1.1.1 255.255.255.0 
Ruijie(config-if)#exit 
Ruijie(config)#interface vlan 3 
Ruijie(config-if)# ip address 101.1.1.1 255.255.255.0 
Ruijie(config-if)#exit 
Ruijie(config)#ip access-list standard 10 
Ruijie(config-std-nacl)#permit 101.1.1.0 0.0.0.255 
Ruijie(config-std-nacl)#exit 
˻ ip 101.1.1.0/24 ў ICMP FLOODᶑ Ȃ 
Ruijie(config)#firewall defend icmp-flood 10 300 
Ruijie(config)# 
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5 配置扩展状态检测 

5.1 理解扩展状态检测 

5.1.1 扩展状态检测概述 

ұ ftp̆mms h̆.323 Ҿ ̆ӹԏ ԇ ⁸ б ‍ ̆ з
⁸ Ȃ Э ҩ acl ꜛ

‡ ἵ ⁸ ̆ ѫḮ ̆ ὤ Ȃ
Ԉ У ѝ Ҿ УҾї ⁸Ȃ

╖ Ȃ 

5.1.2 扩展状态检测配置 

̔MMSȁH.323ȁSIPȁFTPȁRTSPȁTFTP̆ Ю 

ԇ ᴐ  

Ruijie(config)# firewall alg 
[
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6 ୆৥ VPDN  

6.1 VPDN概述 

ӊ VPDN ѝ̔L2TP PPTPȂ 

L2TP(Layer Two Tunneling Protocol)̕ 

PPTP(Point-to-Point Tunneling Protocol)Ȃ 

ч VPDN ̆ ԏ бᴳ ȂPPTP
ұ MicroSoft Windows ‟ӊ ̆ L2TP ұ Cisco ЭȂᴐѝ н ῆ̆L2TP

Windows 2000/XP Ȃ 

    ̆ У ѬЭ ὤ ὯȂ 









PPTP 
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7.2.6.1 设置VPDN-group 

ӊ ᵏЮ ԇ Ԉ VPDN-group Ȃ 

 ԇ ᴐ  

 Ruijie(config)# vpdn-group name … / VPDN-group ἷ 

 Ruijie(config)# no vpdn-group name ‮ VPDN-group ἷ 

ὲѐ name VPDN-group Ȃ… VPDN-group ἷ ἵ ὡ
Ȃ 

7.2.6.2 设置隧道模式 

ӊ ᵏЮ ԇ Ԉ Ȃ 

 ԇ ᴐ  

 Ruijie (config-vpdn)# accept-dialin ἵ ὡ 

 Ruijie (config-vpdn)# no accept-dialin ὡ 

PNS ╖ ἵ ὡȂ 

7.2.6.3 设置隧道协议 

ӊ ᵏЮ ԇ Ԉ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn-acc-in)# protocol {any | l2tp 
| pptp} 

 

 Ruijie(config-vpdn-acc-in)# no protocol  

Ѯ₥̆ Ἴ Ȃ PNS ╖
protocol pptp protocol anyȂ 

7.2.6.4 设置使用的虚模板 

ӊ ᵏЮ ԇ Ԉ VPDN-group ᴳ Ȃ 

 ԇ 

ᴐ
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VPDN-group̆ Ԉѝ֗ ᵏVPDN ╘Ȃ э VPDN-group
̆‡ ᴳ ⁮ Уэ ֒ VPDN-group ὡȂ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# terminate-from hostname

name 
ў  

 Ruijie(config-vpdn)# no terminate-from  

ὲѐ name ѝ ў Ȃ 

7.2.6.6 设置本地դ称 

ӊ ᵏЮ ԇ Ԉ ̆ ᴐѝУэ
Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# local name name  

 Ruijie(config-vpdn)# no local name  

ὲѐ name ѝ Ȃ ᾳЮ̆ ӊ ᴳ ᴐѝ
ў Ȃ 

7.2.6.7 设置VPDN-group源地址 

ӊ ᵏЮ ԇ Ԉ VPDN-group Ȃ
ѐ бѮּר ̆ VPDN-group ֶ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# source-ip src-ip VPDN-group  

 Ruijie(config-vpdn)# no source-ip VPDN-group  

ὲѐ src-ip ѝ VPDN-group VPDN-group�|�©�¬ 
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ὲѐ winsize ѝ PPTP ֶ ̆interval ѝ ACK Ȃ 

7.2.6.9 设置PPTP隧道参数 

ӊ ᵏЮ ԇ Ԉ PPTP Ȃ У ѐ̆ Ԉа
ᴳ ḣȂ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# pptp tunnel echo  

interval 
PPTP ў╟ echo ̆

ḣ 0̇1000  

 Ruijie(config-vpdn)# no pptp tunnel 

echo 

PPTP echo ̆ ḣ
60  

ὲѐ interval ѝ PPTP ў╟ ECHO ̆ ѝ 0 аў╟ ECHŎ
аѝ 0 ⁮ ֗ᴉ ў╟ ECHO

Ȃ 

7.2.6.10 设置支持域名称 

ӊ ᵏЮ ԇ Ԉ Ȃ ╟ Ѯ ̆ ԇᾃ ̆ רּ
ᶕ ⁞̆аּר ᾳ ⁮ Уэ vpdn group רּ Ȃ רּ⁮ group ѝ

Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# domain domain-name vrf 
vrf-name 

Ԉ vrf 

 Ruijie(config-vpdn)# no domain domain-name 

 
 

ὲѐ domain-name ѝ ̆vrf-name ѝ vrf  

7.2.6.11 设置域名绑定地址池 

ӊ ᵏЮ ԇ Ԉ Ȃ ԇ vpdn-domain ԇ
ЮȂ vpdn ѐ ̆ ԇ ᶕ ̆PPP ╖‍

ᴳ ‍ Ȃа ԇ ᴳ virtual-template
Ю ‍ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# domain domain-name vrf 
vrf-name 

Ruijie(config-vpdn-doamin)# pool pool-name 
pool  

 Ruijie(config-vpdn-domain)# no pool   

ὲѐ domain-name ѝ ̆vrf-name ѝ vrf ̆pool-name ѝ Ȃ 
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7.2.6.12 设置域名绑定PPP的DNS协商地址 

ӊ ᵏЮ ԇ Ԉ רּ PPP DNS ᴳ Ȃ ԇ
vpdn-domain ԇ ЮȂ vpdn ѐ ̆ ԇ PPP

DNS ᶕ ̆PPP ѐᴳ DNS Ȃа ԇ
ᴳ virtual-template Ю PPP DNS Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# domain domain-name vrf 
vrf-name 

Ruijie(config-vpdn-doamin)# dns A.B.C.D 
A.B.C.D 

PPP DNS  

 Ruijie(config-vpdn-domain)# no dns dns  

ὲѐ domain-name ѝ ̆vrf-name ѝ vrf ̆A.B.C.D ѝ dns Ȃ 

7.2.7 配置示例 

ᴿ Ю Ȃ ᴿᴳ RUIJIE ᴐ֝н Ὧ̆ ᴳ PPTP
ᵏVPDN ὡ ╘ȂG У Win2000 PCᴐѝVPDN … ⁮RUIJIE PPTP

̆ ֝н ᾃ ╘ Ȃѝᵳұ ̆ RUIJIE Ѯ ᴳ Ԉ
IP Ȃ Ὧ IP Ѭ Ȃ 

 
路由器作 PPTP 服务器的示例连接拓扑图 

Ю ‍⁞   RUIJIE  



PPTP 

http://www.ruijie.com.cn 

protocol pptp 
virtual-template 1 
! 
username pc password 0 1111 
! 
ip local pool pptp 1.1.1.2 1.1.1.254 
interface FastEthernet 0/0 
ip address 192.168.201.123 255.255.255.0 
duplex auto 
speed auto 
! 
interface FastEthernet 0/1 
ip address 192.168.12.1 255.255.255.0 
duplex auto 
speed auto 
! 
interface Virtual-Template 1 
ppp authentication pap 
ip unnumbered FastEthernet 0/1 
peer default ip address pool pptp 
! 
ip route 0.0.0.0 0.0.0.0 FastEthernet0/0 
! 
line con 0 
session-timeout 0 
escape-character 29 
line aux 0 
session-timeout 0 
escape-character 29 
password 1 
line vty 0 
login 
terminal-type ANSI 
escape-character 29 
line vty 1 4 
login 
escape-character 29 
! 
! 
end 
RUIJIE# 

2).Windows 2000 ̔ 

F:\>ver 
Microsoft Windows 2000 [Version 5.00.2195] 
F:\>ipconfig /all 
Windows 2000 IP Configuration 
Host Name . . . . . . . . . . . . : topding 
Primary DNS Suffix  . . . . . . . : 
Node Type . . . . . . . . . . . . : Hybrid 
IP Routing Enabled. . . . . . . . : Yes 
WINS Proxy Enabled. . . . . . . . : No 
Ethernet adapter : 
Connection-specific DNS Suffix  . : 
Description . . . . . . . . . . . : STAR 901 Family Fast Ethernet 
r (ACPI) 
Physical Address. . . . . . . . . : 00-D0-F8-00-68-E5 
DHCP Enabled. . . . . . . . . . . : No 
IP Address. . . . . . . . . . . . : 192.168.201.144 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Default Gateway . . . . . . . . . : 192.168.201.123 
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DNS Servers . . . . . . . . . . . : 202.101.143.141 
Primary WINS Server . . . . . . . : 192.168.9.7 
F:\>route print 
=========================================================== 
Interface List 
0x1 ........................... MS TCP Loopback interface 
0x2 ...00 d0 f8 00 68 e5 ...... PCI Bus Master Adapter 
===========================================================Active Routes: 
Network Destination  Netmask   Gateway       Interface  Metric 
0.0.0.0    0.0.0.0  192.168.201.123  192.168.201.144      1 
127.0.0.0  255.0.0.0        127.0.0.1       127.0.0.1       1 
192.168.201.0  255.255.255.0  192.168.201.144 192.168.201.144      1 
192.168.201.144  255.255.255.255 127.0.0.1   127.0.0.1    1 
192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      1 
224.0.0.0  224.0.0.0  192.168.201.144  192.168.201.144  1 
255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      1 
Default Gateway:   192.168.201.123 
=========================================================== 
Persistent Routes: 
None 

Win2000 “ ”ѐ “̆ ” “ Internet ⁮ж ”̆
“Ὠ ” “а ‫ ”̆ ὡ ѝ 192.168.201.123̆ ѝ
VpdnconnectȂ Vpdnconnect ѐ̆ VPDN ╘ ѝ PPTP̆ ὤ ѐ
Ѭᴳ PAP ╗ Ȃ   ̆ ὡ pc 1111Ȃ 

W̆in2000 ὡ⁮ ̆ Ὠ ᾃ ╘ ̆ ╘
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0x2 ...00 d0 f8 00 68 e5 ...... PCI Bus Master Adapter 
0x30000004 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 
=========================================================== 
Active Routes: 
Network Destination        Netmask          Gateway       Interface  Metric 
0.0.0.0        0.0.0.0       192.168.12.1      1.1.1.4    1 
1.1.1.4  255.255.255.255     127.0.0.1      127.0.0.1    1 
1.255.255.255  255.255.255.255     1.1.1.4     1.1.1.4    1 
127.0.0.0      255.0.0.0      127.0.0.1     127.0.0.1     1 
192.168.201.0    255.255.255.0  192.168.201.144  192.168.201.144      1 
192.168.201.123  255.255.255.255  192.168.201.144  192.168.201.144      1 
192.168.201.144  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.201.200  255.255.255.255  192.168.201.100  192.168.201.144      1 
192.168.201.255  255.255.255.255  192.168.201.144  192.168.201.144      1 
224.0.0.0      224.0.0.0        1.1.1.4         1.1.1.4    1 
224.0.0.0  224.0.0.0  192.168.201.144  192.168.201.144  1 
255.255.255.255  255.255.255.255  192.168.201.144  192.168.201.144      1 
Default Gateway:           192.168.12.1 
=========================================================== 
Persistent Routes: 
None 
F:\> 
F:\>ping 192.168.12.1 
Pinging 192.168.12.1 with 32 bytes of data: 
Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 
Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 
Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 
Reply from 192.168.12.1: bytes=32 time<10ms TTL=255 
Ping statistics for 192.168.12.1: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  0ms, Average =  0ms 
F:\>ping 192.168.12.79 
Pinging 192.168.12.79 with 32 bytes of data: 
Reply from 192.168.12.79: bytes=32 time=10ms TTL=127 
Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 
Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 
Reply from 192.168.12.79: bytes=32 time<10ms TTL=127 
Ping statistics for 192.168.12.79: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  10ms, Average =  2ms 

Э ᶕ Ю̔ 

RUIJIE#sh ip route 
Codes: C - connected, S - static,  R - RIP 
O - OSPF, IA - OSPF inter area 
E1 - OSPF external type 1, E2 - OSPF external type 2 
Gateway of last resort is 0.0.0.0 to network 0.0.0.0 
1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks 
C       1.1.1.0/24 is directly connected, Virtual-Access1 
C       1.1.1.4/32 is directly connected, Virtual-Access1 
C    192.168.12.0/24 is directly connected, FastEthernet0/1 
C    192.168.201.0/24 is directly connected, FastEthernet0/0 
S*   0.0.0.0/0 is directly connected, FastEthernet0/0 
RUIJIE# 

ѝ̆ᴳ VPDN ᾃ ╘ ̆ Ҿ ╘ Ԉ⁮
ὡ ȂУ ᾳЮ̆ Ҿ ╘ Ὧ ѝ ᾃ Ὧ

Ԉҩ̆ ᴿѐ ѝ 192.168.12.1Ȃ 
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7.2.8 PPTP的监控与维护 

7.2.8.1 PPTP的监控 

ӊ ᵏҩ show vpdn ԇ Ԉ ₥… ὡ ᾳȂ 

 ԇ ᴐ  

 Ruijie# show vpdn tunnel ₥ VPDN Tunnel ᶕ  

 Ruijie# show vpdn session ₥ VPDN Session ᶕ  

 Ruijie# show vpdn  ₥ VPDN Tunnel Session ᶕ

 Ruijie# show vpdn tunnel pptp locid id PPTP ᶕ  

ᴿѐ̆ ⁮ Юᶕ ̔ 

RUIJIE# sh vpdn 
%No active L2TP tunnels 
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 Ruijie# clear vpdn tunnel [ [l2tp | pptp]  
[remote name] ] 

ȁ ў ὲ
ꜛ ֶ  

remote name ѝ ў Ȃ ᴿ ѐ̆ … clear 
vpdn tunnel pptp clear vpdn tunnel ‡ ֶ ֶ ̆ ԇ ̔ 

RUIJIE# show vpdn 
%No active L2TP tunnels 
%No active PPTP tunnels 

̆ ӊ ᵏҩ debug vpdn ԇ Ԉ PPTP ֶ Ȃ
̆debug ppp ᶕ ұ ҂ ѝ ̆έᴇ PPP Ὧ Ȃ 

 ԇ ᴐ  

 
Ruijie# debug vpdn { error | event | packet } 

VPDN ֶ … ᴳ
ѐ ᶕ ȂError ᶕ Ĕvent
У Ү֒̆Packet ‡ ⁸ ᾃ  

 

    Ҿ Debug ᶕ ұ ӊ ֶ а Ȃ 

… PPTP ֶ ѐ debug vpdn event   Юᴿ̔  

VPDN: Pptp recv start-control-connection-request from host 192.168.200.114 
PPTP: New tunnel socket id =9 
VPDN: Pptp get tunnel info for 192.168.200.114 ok! 
VPDN: Pptp send start-control-connection-reply, ok 
VPDN: Pptp tunnel id 0 state change: idle --> estbed 
PPTP: Add send-echo-request timer, interval = 60 
VPDN: Pptp tunnel id 0 recv outgoing-call-request! 
Pptp: Tunnel to 192.168.200.114 get config para. from vpdn-group pptp! 
VPDN: Must process using ACCEPT_DIALIN parameters 
Pptp: Session va0 get config para. from vpdn-group pptp! 
VPDN: Pptp session va0 state change: idle --> connected 
PPTP: Receive outcall request,process ok!assign local call id = 1 
VPDN: Pptp tunnel id 0 send out-call reply 
%LINK CHANGED: Interface virtual-access 0, changed state to up 
VPDN: Pptp tunnel to 192.168.200.114 peer callid 1 recv set-linkinfo 
VPDN: Pptp tunnel to 192.168.200.114 peer callid 1 recv set-linkinfo 
%LINE PROTOCOL CHANGE: Interface virtual-access 0, changed state to UP 

… PPTP ֶ ѐ debug vpdn packet   Юᴿ̔ 

PPTP: I Start-Control-Connection-Request len 156 Magic Cookie 0x1A2B3C4D 
Protocol Version 0x100 
Framing Type 0x1 
Bearer Type 0x1 
Maximum Channels 0x0 
Firmware Revision 0x893 
Host Name: 
Vendor String: Microsoft Windows NT 
PPTP: O Start-Control-Connection-Reply len 156 Magic Cookie 0x1A2B3C4D 
Protocol Version 0x100 
Framing Type 0x2 
Bearer Type 0x3 
Maximum Channels 0x0 
Firmware Revision 0x100 
Host Name: Dingjs 
Vendor String: Ret-Giant Network Operating System 
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PPTP: I Outgoing-Call-Request len 168 Magic Cookie 0x1A2B3C4D 
Call Id 0x4000 
Call Serial Number 0x96A5 
Min BPS 0x12C 
Max BPS 0x5F5E100 
Bearer Type 0x3 
Framing Type 0x3 
Rec Window Size 0x40 
Proc Delay 0x0 
Phone Number Length 0x0 
Phone Number: 
Subaddress: 
PPTP: O Outgoing-Call-Reply len 32 Magic Cookie 0x1A2B3C4D 
Call Id 0x1 
Peer Call Id 0x4000 
Result Code 0x1 
Error Code 0x0 
Cause Code 0x0 
Connect Speed 0xFA00 
Rec Window Size 0x10 
Physical Channel Id 0x0 
PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 
Peer Call Id 0x1 
Send ACCM 0xFFFFFFFF 
Recv ACCM 0xFFFFFFFF 
%UPDOWN: Interface Virtual-Access1, changed state to up 
Vi1 VPDN PROCESS Into tunnel: Sending 54 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
PPTP: I Set-Link-Info len 24 Magic Cookie 0x1A2B3C4D 
Peer Call Id 0x1 
Send ACCM 0xFFFFFFFF 
Recv ACCM 0xFFFFFFFF 
Vi1 VPDN PROCESS Into tunnel: Sending 45 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 46 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 187 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 56 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 64 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
Vi1 VPDN PROCESS Into tunnel: Sending 52 byte pak 

Ԉ ѐ  ѝᴿ̆debug vpdn error ᶕ Ю̔ 

VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=37, ack=36), 
de 
crease send window to half of current = 33! 
VPDN: PPTP session Virtual-Access1 adjust ATO to 220 ms! 
VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=38, ack=36), 
de 
crease send window to half of current = 16! 
VPDN: PPTP session Virtual-Access1 adjust ATO to 280 ms! 
VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=39, ack=36), 
de 
crease send window to half of current = 8! 
VPDN: PPTP session Virtual-Access1 adjust ATO to 400 ms! 
VPDN: Pptp EGRE encap fail, err=-4! 
VPDN: PPTP session Virtual-Access1 wait pak ack timeout(wait seq=40, ack=36), 
de 
crease send window to half of current = 4! 
VPDN: PPTP session Virtual-Access1 adjust ATO to 640 ms! 
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7.2.8.3 常见问题解答 

ᴳ PPTP ᵏ VPDN ὡ ╘ ѐ̆ԈЮ УҾ ̔ 

Windows2000 … ⁮ ӊ PPTP ᾳȂ ѐ̆
“ ὤ ” “ὴ ̂ ̃̂T ”̃̆ ѝ“ ̂ Ѭ ̃̂D ”̃̆ “
”ѐ “ ╗ ” ѝ“ ╗ ̂ ╗ ҂ Ԉ ̃”̆ ӊ ұ PPTP
ὡ Virtual-template ἵ PAPȁCHAP MS-CHAP Ȃ ̆

ѐ “ ” ѐ̆VPN ╘ “ ╟ ”̆
Windows2000 Ἴ … L2TP ̆ … PPTP ̆ӱ

Ȃ Ԉ̆ VPN ╘ ѝ“ ̂PPTP̃”̆ Ԉ …
Ȃ 

ӊ ὲ ̆ TCP 1723 Ȃ



L2TP 

http://www.ruijie.com.cn 

8 配置 L2TP  

8.1 L2TP概述 

Layer 2 Tunnel Protocol(L2TP) Internet Engineering Task Force(IETF) ч
Cisco Ὠ Layer 2 Forwarding(L2F) б Point-to-Point Tunneling Protocol 

(PPTP)   У έ ῆ Ѭ RFC 2661Ȃ 

L2TP Point-to-Point Protocol(PPP) У ̆ ᵑ ‾ PPP ֙ ּ
Ȃб PPTP а ̆L2TP ᴳ UDP ᴐѝ ⁸ б ּ Ȃ 

L2TP ҂ VPN У ȂVPN ᴳ Ὠ ᾃ ᵳб
ὤ̆ ὲӹ ὡ Ԉ VPN ⁮ э Ȃ 

ӊ ч L2TP  

L2TP Ȃ ᾳЮ̆ Ἱ L2TP ў╟ б
L2TP ╘  

L2TP Ȃ ᾳЮ̆ L2TP
 

    
ч R26ȁR36ȁSecVPN Э ת̆ NBR ЭӨ

L2TP Ȃ 

8.2 本地客户端发起 

8.2.1 配置任务列表 

… L2TP-class ( ); 

… Pseudowire-class ( ); 

… Virtual-ppp ( ); 

8.2.2 创建并配置l2tp-class 

ұ L2TP L2TP ⁸
Ὧ Ȃ L2TP-class ꜛ ̔ 

L2TP-class ἷ 

L2TP ⁸  

L2TP ⁸  

L2TP ⁸  

8.2.2.1 设置l2tp-class单元 

ӊ ᵏЮ ԇ Ԉ Ԉ L2TP ⁸ Ὧ L2TP-class ἷȂ 
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 ԇ ᴐ  

 Ruijie(config)# l2tp-class l2tp-class-name … / L2TP-class  

 Ruijie(config)# no l2tp-class l2tp-class-name ‮ L2TP-class  

ὲѐ L2TP-class-name … / L2TP-class ἷ ̆ … L2TP-class Ԉ
Pseudowire-class ὲ Ȃ 

8.2.2.2 设置L2TP控制连接的时间参数 

ӊ ᵏЮ ԇ L2TP ⁸ Ȃ 

 ԇ ᴐ  

 Ruijie(config-l2tp-class)# receive-window size ⁸  

 Ruijie(config-l2tp-class)# no receive-window  ⁸  

 Ruijie(config-l2tp-class)# retransmit {initial 

{retries initial-retries | timeout {max | min} 

initial-timeout} | retries retries | timeout {max | 

min} timeout} 

⁸ ּ  

 Ruijie(config-l2tp-class)# no retransmit 

{ initial {retries | timeout {max | min} }| retries 
| 

timeout {max | min} } 

⁸ ּ  

 Ruijie(config-l2tp-class)# timeout setup  

seconds 
⁸  

 Ruijie(config-l2tp-class)# no timeout setup  ⁸ Э ѝ ḣ 

ὲѐ̆size ѝ ̆ ḣѝ 8̕initial-retries ѝ SCCRQ ּ ̆ ḣ
ѝ 2 i̕nitial-timeout SCCRQ ּ ̆ ѝ 1 ̆

ѝ 8 ̕retries ⁸ ּ ̆ 5̕timeout ⁸ ּ
̆ ѝ 1 ̆ ѝ 8 ̕seconds

⁸ (Tunnel) Э ̆ ḣѝ 120 
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8.2.3.3 设置L2TP数据传输IP参数 

ӊ ᵏԈЮ ԇ L2TP ּ IP Ȃ 
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ԇ Ю i̔p vrf forward ԇУ ᴳ ȂУ virtual-ppp Э ҩ vrf ̆
ֶ ⁮ vrf ѐ̆ vrf vrf аУ ̆ ₥ vrf

ֶ ̆ע vrf ╖ Ȃ 

8.2.5 配置示例 

Ю  чэ ᴿȂУэ ᴿ ᴳ Windows 2000 Server ᴐѝ L2TP Server̆
ұ Windows 2000 Server ⁸̆а Ȃ Уэᴿ ᴳ Cisco 2620

ᴐѝ L2TP Server̆ Ȃ 

8.2.5.1 与Windows 2000 建立隧道 

Ю ᴳ Ruijie б Windows 2000 Server L2TP ̆ Ю
Ȃ 

 
与 Windows 2000 Server(LNS)建立 L2TP 连接示意图 

Ю ‍⁞   RUIJIE б Windows 2000 Server ̔ 

1).RUIJIE ̔ 

RUIJIE# show running-config 
Building configuration... 
Current configuration : 868 bytes 
! 
hostname Ruijie 
access-list 101 permit ip any 192.168.207.0 0.0.0.255 
access-list 102 deny   ip any 192.168.207.0 0.0.0.255 
access-list 102 permit ip any any 
! 
l2tp-class l2x 
hostname branch 
! 
pseudowire-class pw 
encapsulation l2tpv2 
protocol l2tpv2 l2x 
ip local interface FastEthernet 0/1 
! 
! 
! 
! 
! 
! 
interface FastEthernet 0/0 
ip address 192.168.201.1 255.255.255.0 
ip nat inside 
duplex auto 
speed auto 
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! 
interface FastEthernet 0/1 
ip address 192.168.12.217 255.255.255.0 
ip nat outside 
duplex auto 
speed auto 
! 
interface Null 0 
! 
interface Virtual-ppp 1 
pseudowire 192.168.12.213 12 pw-class pw 
ppp pap sent-username rgnos password 7 072C04211A01 
ip mtu 1460 
ip address negotiate 
ip nat outside 
! 
ip nat inside source list 102 interface FastEthernet0/1 overload 
ip nat inside source list 101 interface Virtual-PPP1 overload 
ip route 0.0.0.0 0.0.0.0 FastEthernet 0/1 192.168.12.1 
ip route 192.168.207.0 255.255.255.0 Virtual-ppp 1 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
! 
end 

э ѐ̆‍ ”Branch” ᾃ Ὥӎ(ᴳ NAT ╖ ) virtual-ppp 1 … б
”Headquarters” L2TP Tunnel ᾃ ̆”Branch” ᾃ Ὥӎ(ᴳ NAT ╖
) interface FastEthernet 0/1 Internet̆ ‍

ACL(Access Control List) ⁸ Ȃ 
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Subnet Mask . . . . . . . . . . . : 255.255.255.255 
Default Gateway . . . . . . . . . : 
DNS Servers . . . . . . . . . . . : 

C:\>route print 
=========================================================== 
Interface List 
0x1 ........................... MS TCP Loopback interface 
0x1000002 ...00 53 45 00 00 00 ...... WAN (PPP/SLIP) Interface 
0x1000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 
=========================================================== 
Active Routes: 
Network Destination        Netmask          Gateway       Interface  Metric 
0.0.0.0    0.0.0.0    192.168.12.1  192.168.12.213    1 
127.0.0.0    255.0.0.0     127.0.0.1    127.0.0.1    1 
192.168.12.0    255.255.255.0   192.168.12.213  192.168.12.213       1 
192.168.12.213  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.12.217  255.255.255.255   192.168.12.213  192.168.12.213       1 
192.168.12.255  255.255.255.255   192.168.12.213  192.168.12.213       1 
192.168.103.2  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.103.6  255.255.255.255    192.168.103.2   192.168.103.2       1 
224.0.0.0  224.0.0.0  192.168.12.213  192.168.12.213  1 
255.255.255.255  255.255.255.255   192.168.12.213  192.168.12.213       
1 
Default Gateway:      192.168.12.1 
=========================================================== 
Persistent Routes: 
None 
C:\> 

̆ Windows 2000 Server Э ╟” ╖ ” VPDN
̆ ⁸ (ꜛ ACLȁ ֙ ȁIP ‍ Ԉ ╗ )̆ ὤ

ḣȂ ” ”ѐᴳ ” ” Уэ” ּὡ ”
L2TP ἵ Ҿ L2TP Ȃ 

    

Windows 2000/XP Э L2TP б IPSec/IKE ᴳ Ȃ ╗ ҩ ӝ
̆ ѝ L2TP ( CiscoȁQuidway Ὠ )

L2TP б IPSec/IKE ̆ ᵳ ᴳ Windows 2000/XP L2TP ҂
ұ Ἴ Ȃḣ ӝ ̆ Ԉ ᶢ Windows 
2000/XP ᾊ У ӝ ̔ Ἴ  ” ”̆ ѐ” ”̆
ὡ”regedit” ὡ ᾊ ̆ ⁮ э “HKEY_LOCAL_MACHINE/ 

SYSTEM / CurrentControlSet / Services / RasMan / 

Parameters”̆ э Ю… Уэ ѝ” ProhibitIpSec” ḣ ὲ
ḣѝ 1̆ F5 ⁹ ᾊ ̆ Windows 2000Ȃӱ а

ᴳ L2TP Ḁᾋ Ҿ IPSec/IKE ҩȂ 

֙ ̆ῤ ⁮ Windows 2000/XP L2TP ̆ ⁞ ̆
‡ IPSec/IKEȂ 
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IP Routing Enabled. . . . . . . . : No 
WINS Proxy Enabled. . . . . . . . : No 
Ethernet adapter : 
Connection-specific DNS Suffix  . : 
Description . . . . . .: Realtek RTL8139(A)-based PCI Fast Ethernet Adapter 
Physical Address. . . . . . . . . : 00-10-60-75-BD-7A 
DHCP Enabled. . . . . . . . . . . : No 
IP Address. . . . . . . . . . . . : 192.168.201.78 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Default Gateway . . . . . . . . . : 192.168.201.1 
DNS Servers . . . . . . . . . . . : 202.101.143.141 
                                            202.101.98.55 
C:\WINNT\system32>route print 
===========================================================Interface List 
0x1 ........................... MS TCP Loopback interface 
0x1000003 ...00 10 60 75 bd 7a ...... NDIS 5.0 driver 
===========================================================Active Routes: 
Network Destination        Netmask          Gateway       Interface  Metric 
0.0.0.0    0.0.0.0    192.168.201.1  192.168.201.78    1 
127.0.0.0    255.0.0.0    127.0.0.1     127.0.0.1     1 
192.168.201.64  255.255.255.192   192.168.201.78  192.168.201.78    1 
192.168.201.78  255.255.255.255        127.0.0.1       127.0.0.1      1 
192.168.201.255  255.255.255.255   192.168.201.78  192.168.201.78       1 
224.0.0.0   224.0.0.0   192.168.201.78  192.168.201.78   1 
  255.255.255.255  255.255.255.255   192.168.201.78  192.168.201.78       1 
Default Gateway:     192.168.201.1 
========================================================= 
Persistent Routes: 
Network Address          Netmask  Gateway Address  Metric 
192.168.2.0    255.255.255.0      192.168.1.1       1 
192.168.9.0    255.255.255.0     192.168.12.1       1 
61.154.22.0    255.255.255.0     192.168.12.1       1 
C:\WINNT\system32>ping 192.168.12.1 
Pinging 192.168.12.1 with 32 bytes of data: 
Reply from 192.168.12.1: bytes=32 time=50ms TTL=254 
Reply from 192.168.12.1: bytes=32 time=20ms TTL=254 
Reply from 192.168.12.1: bytes=32 time<10ms TTL=254 
Reply from 192.168.12.1: bytes=32 time=60ms TTL=254 
Ping statistics for 192.168.12.1: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  60ms, Average =  32ms 
C:\WINNT\system32>ping 192.168.103.2 
Pinging 192.168.103.2 with 32 bytes of data: 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=128 
Ping statistics for 192.168.103.2: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  0ms, Average =  0ms 
C:\WINNT\system32> 

‍ ”Branch” ᾃ ў ”DENGL-NECBOOK” Ԉ ‾ Internet Ԉ
”Headquarters” ᾃ ̆ ў VPDN ̆ ‍ Уэᾃ

( 192.168.201.78) ὲ Ὧѝ 192.168.201.1 Ȃ У ҂ Ԉӱ
RUIJIE Э NAT ᶕ Ԉ   ̔ 

RUIJIE# show ip nat translations 
Pro Inside global      Inside local       Outside local      Outside global 
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icmp 192.168.103.6:512 192.168.201.78:512 192.168.207.2:512  
192.168.207.2:512 
icmp 192.168.12.217:512 192.168.201.78:512 192.168.12.1:512  
192.168.12.1:512 
RUIJIE# show ip route 
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encapsulation PPP 
ip address 202.101.93.21 255.255.255.192 
ip nat outside 
! 
interface serial 1/1 
clock rate 64000 
! 
interface serial 1/2 
clock rate 64000 
! 
interface serial 1/3 
clock rate 64000 
! 
interface FastEthernet 0/0 
ip address 192.168.201.1 255.255.255.0 
ip nat inside 
duplex auto 
speed auto 
! 
interface FastEthernet 0/1 
duplex auto 
speed auto 
! 
interface Null 0 
! 
interface Virtual-ppp 1 
pseudowire 202.101.93.23 7 pw-class pw 
ppp pap sent-username rgnos password 7 072C04211A01 
ip mtu 1460 
ip address 192.168.103.3 255.255.255.0 
! 
router ospf 
network 192.168.103.0 0.0.0.255 area 0.0.0.1 
network 192.168.201.0 0.0.0.255 area 0.0.0.1 
! 
ip nat inside source list 1 interface Serial1/0 overload 
ip route 0.0.0.0 0.0.0.0 serial 1/0 
ip route 192.168.19.0 255.255.255.0 Virtual-ppp 1 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
! 
end 
RUIJIE# 

э ѐ̆‍ ”Branch” ᾃ Ὥӎ( ) Virtual-ppp 1 … б
”Headquarters” L2TP Tunnel ᾃ ̆”Branch” ᾃ Ὥӎ(ᴳ NAT ╖
) interface Serial 0 Internet
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C       192.168.103.2 is directly connected, Virtual-PPP1 
S    192.168.19.0/24 is directly connected, Virtual-PPP1 
C    192.168.201.0/24 is directly connected, FastEthernet0/0 
     202.101.93.0/24 is variably subnetted, 2 subnets, 2 masks 
C       202.101.93.23/32 is directly connected, Serial1/0 
C       202.101.93.0/26 is directly connected, Serial1/0 
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ip address 192.168.103.2 255.255.255.0 
ppp authentication pap 
! 
router ospf 100 
log-adjacency-changes 
network 192.168.103.0 0.0.0.255 area 1 
! 
ip classless 
ip http server 
! 
! 
voice-port 1/0/0 
! 
voice-port 1/0/1 
! 
dial-peer cor custom 
! 
! 
gatekeeper 
shutdown 
! 
! 
line con 0 
exec-timeout 0 0 
line aux 0 
privilege level 15 
line vty 0 4 
privilege level 15 
no login 
line vty 5 15 
login 
! 
end 

б Windows 2000 а C̆isco 2620 Э L2TP б IPSec/IKE ת̆
ᾳЮ̆Cisco L2TP ̆ Windows 2000 L2TP а

╖ ȂCisco2620 ╟ OSPF ҃⁮ ⁮ 192.168.201.0/24 ̆ эӱ
Ԉ  ̔ 

Cisco2620# show ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B – BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2, E – EGP 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 
Gateway of last resort is not set 
O    192.168.201.0/24 [110/20] via 192.168.103.3, 00:06:26, Virtual-Access1 
192.168.103.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.103.3/32 is directly connected, Virtual-Access1 
C       192.168.103.0/24 is directly connected, Virtual-Access1 
202.101.93.0/24 is variably subnetted, 2 subnets, 2 masks 
C       202.101.93.21/32 is directly connected, Serial0/0 
C       202.101.93.0/26 is directly connected, Serial0/0 
C    192.168.19.0/24 is directly connected, FastEthernet0/0 
Cisco2620# 

Ю ԏ ‍ ”Branch” ᾃ ў ” BLIZZARD” Internet Ԉ
”Headquarters” ᾃ ̔ 

Microsoft Windows 2000 [Version 5.00.2195] 
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(C)  1985-2000 Microsoft Corp. 
C:\>ipconfig /all 
Windows 2000 IP Configuration 
Host Name . . . . . . . . . . . . : BLIZZARD 
Primary DNS Suffix  . . . . . . . : 
Node Type . . . . . . . . . . . . : Broadcast 
IP Routing Enabled. . . . . . . . : No 
WINS Proxy Enabled. . . . . . . . : No 
Ethernet adapter  2: 
Connection-specific DNS Suffix  . : 
Description . . . . . . . . . . . : NE2000 Compatible 
Physical Address. . . . . . . . . : 00-10-88-01-A5-C3 
DHCP Enabled. . . . . . . . . . . : No 
IP Address. . . . . . . . . . . . : 192.168.201.213 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Default Gateway . . . . . . . . . : 192.168.201.1 
DNS Servers . . . . . . . . . . . : 202.101.143.141 
C:\>route print 
=========================================================== 
Interface List 
0x1 ........................... MS TCP Loopback interface 
0x3000003 ...00 10 88 01 a5 c3 ...... Novell 2000 Adapter. 
=========================================================== 
===========================================================Active Routes: 
Network Destination        Netmask          Gateway       Interface  Metric 
0.0.0.0    0.0.0.0    192.168.201.1  192.168.201.213    1 
127.0.0.0    255.0.0.0     127.0.0.1    127.0.0.1       1 
192.168.201.0    255.255.255.0  192.168.201.213  192.168.201.213      1 
192.168.201.213  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.201.255  255.255.255.255  192.168.201.213  192.168.201.213      1 
224.0.0.0   224.0.0.0  192.168.201.213  192.168.201.213   1 
255.255.255.255  255.255.255.255  192.168.201.213  192.168.201.213      1 
Default Gateway:     192.168.201.1 
=========================================================== 
Persistent Routes: 
None 
C:\>ping 192.168.103.2 
Pinging 192.168.103.2 with 32 bytes of data: 
Reply from 192.168.103.2: bytes=32 time=10ms TTL=0 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 
Reply from 192.168.103.2: bytes=32 time<10ms TTL=0 
Ping statistics for 192.168.103.2: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  10ms, Average =  2ms 
C:\>ping 192.168.19.1 
Pinging 192.168.19.1 with 32 bytes of data: 
Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 
Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 
Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 
Reply from 192.168.19.1: bytes=32 time<10ms TTL=254 
Ping statistics for 192.168.19.1: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  0ms, Average =  0ms 
C:\>ping 202.101.93.23 
Pinging 202.101.93.23 with 32 bytes of data: 
Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 
Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 
Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 
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Reply from 202.101.93.23: bytes=32 time<10ms TTL=254 
Ping statistics for 202.101.93.23: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum =  0ms, Average =  0ms 
C:\> 

‍ ”Branch”ᾃ ў ”BLIZZARD” Ԉ ‾ Internet Ԉ ”Headquarters”
ᾃ ̆ ў VPDN ̆ ‍ Уэᾃ (
192.168.201.213) ὲ Ὧѝ 192.168.201.1 Ȃ У ҂ Ԉӱ Э NAT

ᶕ Ԉ   ̔ 

RUIJIE# show ip nat translations 
Pro Inside global      Inside local       Outside local       Outside global 
icmp 202.101.93.21:1024 192.168.201.213:1024 202.101.93.23:1024 
202.101.93.23:1024 
RUIJIE# 

8.2.5.3 与windows 2000 通过hostname建立隧道 

Ruijie Windows 2000 PC ̆ PC ᴿУ̂б windows 
2000 ̃ 

PC hostname DNS ╘ Э ᾊ R̆uijie Ἴ DNS client ╖ Ȃ
з ̆ᴳ Ruijie Ԉ ping DNS ╘  

Ruijie LAC ̔ 

l2tp-class 1 
! 
pseudowire-class 1 
 encapsulation l2tpv2 
! 
no service password-encryption 
! 
ip name-server 192.168.5.119 
ip name-server 61.154.22.41 
! 
no ip ref load-sharing original 
! 
interface FastEthernet 0/0 
 ip ref 
 ip address 192.168.52.90 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet 0/1 
 duplex auto 
 speed auto 
! 
interface Virtual-ppp 1 
 pseudowire hostname mm.hxs.meibu.com 1 encapsulation l2tpv2 
 ppp pap sent-username user1 password  11 
 ip address negotiate 
! 
ip route 0.0.0.0 0.0.0.0 192.168.52.1 
! 
ref parameter 75 400 
line con 0 
line aux 0 
line vty 0 4 
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 login 

 

8.3 远程客户端发起 

8.3.1 配置任务列表 

( ) 

ᶕ ( ) 

VPDN ὤ ( ) 

Virtual-template ( ) 

Vpdn-group( ) 

8.3.2 配置本地地址池 

ұ L2TP ̆ У Ȃᴐѝ LNS̆ѝҩ
L2TP ̆ VPN ᾃᴳ IP ѝὲ‍ IP ȂУ
ᾳЮ̆ ӱУэ ᾃ IP ‍ ̆ ӊ ᵏЮ ԇ

Ȃ 

 ԇ ᴐ  

 Ruijie(config)# ip local pool poolname first-ip 

[last-ip] 
… /  

 Ruijie(config)# no ip local pool poolname ‮  

ὲѐpoolname … / f̆irst-ip ̆
last-ip Ȃ 

8.3.3 配置用户信息 

ұ L2TP ̆ У Ȃ ᶕ ̆ ѝҩ
L2TP ὡ ֙ Ȃ ӊ ᵏЮ ԇ ᶕ Ȃ 

 ԇ ᴐ  

 Ruijie(config)# username user-name 
password  {0|7} password 

ᶕ  

 Ruijie(config)# no username user-name ‮  

ὲѐ user-name ἵ ὡ ̆password ԇȂ Уэ
ἵ ( ὡ) б ԇ Ȃ 

8.3.4 配置VPDN全局参数 

ұ L2TP ̆ У Ȃ VPDN ὤ ᴐ Ȃ
VPDN ὤ ꜛ ̔ 

/ VPDN ╖  
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 ԇ ᴐ  

 Ruijie(config)# vpdn domain-delimiter @/%#-\ ‍ ̆₥  

 Ruijie(config)# no vpdn domain-delimiter VPDN  

ᾳЮ̆ аֶ Ȃ 

8.3.4.5 设置域认证开关 

ӊ ᵏЮ ԇ VPDN Ὧ̆ Ԉ Ω  

 ԇ ᴐ  

 Ruijie(config)# vpdn authorize domain split ̆ᴳ Ω  

 Ruijie(config)# no vpdn authorize domain Ὧ  

ᾳЮ̆ аֶ  

 

8.3.4.6 设置VPDN忽略源地址检查命令 

ԇ ұ а RFC L2TP ⁸ ̆ᴳ Ԉ
Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# vpdn ignore_source  

 Ruijie(config-vpdn)# no vpdn ignore_source ш  

        ᾳЮ̆ ш רּ ᾳȂ 

8.3.4.7 设置VPDN限速功能 

ӊ ᵏЮ ԇ ⁸ VPDN ̆ Ԉ ⁸ VPDN У э  

 ԇ ᴐ  

 
Ruijie(config)# vpdn limit_rate rate_num 

╖ ̆rate_num ѝУ Ԉ
э ̆ 5 э 100 э 

 Ruijie(config)# no vpdn limit_rate Ὧ ╖  

ᾳЮ̆ аֶ ╖  

8.3.5 配置virtual-template接口 

ұ L2TP ̆ У Ȃ ѝ L2TP ֶ
Virtual-access Ȃ Virtual-template ꜛ ̔ 

Virtual-template ( ) 

IP ( ) 
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֙ ( ) 

IP ( )  

ὲѐ̆ IP ̆ ֙ б IP
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8.3.6.2 设置隧道模式 

ӊ ᵏЮ ԇ Ԉ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# accept-dialin ἵ ὡ 

 Ruijie(config-vpdn)# no accept-dialin ὡ 

LNS ╖ ἵ ὡȂ 

8.3.6.3 设置隧道协议 

ӊ ᵏЮ ԇ Ԉ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn-acc-in)# protocol {any | l2tp 
| pptp} 

 

 Ruijie(config-vpdn-acc-in)# no protocol  

Ѯ₥̆ Ἴ Ȃ 

8.3.6.4 设置使用的虚模板 

ӊ ᵏЮ ԇ Ԉ VPDN-group ᴳ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn-acc-in)# virtual-template 

number 
ᴳ  

 Ruijie(config-vpdn-acc-in)# no virtual-template  

VPDN-group ᴳ Ѯ₥̆ Ἴ Ȃ 

8.3.6.5 设置对端名称 

ӊ ᵏЮ ԇ Ԉ Ȃ ҩ ̆ ѫ VPDN-group
ў бѮּר Ȃ ̆ ѫ VPDN-group

ѝ VPDN-group̆ Ԉѝ֗ ᵏ VPDN ╘Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# terminate-from hostname 

name 
ў  

 Ruijie(config-vpdn)# no terminate-from 

 
 

ὲѐ name ѝ ў Ȃ 
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8.3.6.6 设置本地名称 

ӊ ᵏЮ ԇ Ԉ ̆ ᴐѝУэ
Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# local name name  

 Ruijie(config-vpdn)# no local name  

ὲѐ name ѝ Ȃ ᾳЮ̆ ӊ ᴳ ᴐѝ
ў Ȃ 

8.3.6.7 设置VPDN-group源地址 

ӊ ᵏЮ ԇ Ԉ VPDN-group Ȃ
ѐ бѮּר ̆ VPDN-group ֶ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# source-ip src-ip VPDN-group  

 Ruijie(config-vpdn)# no source-ip VPDN-group  

ὲѐ src-ip ѝ VPDN-group Ȃ 

8.3.6.8 设置L2TP控制连接参数 

ӊ ᵏЮ ԇ Ԉ L2TP ⁸ Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# l2tp tunnel 
authentication 

 

 Ruijie(config-vpdn)# no l2tp tunnel  

authentication 
 

 Ruijie(config-vpdn)# l2tp tunnel hello interval Hello  

 Ruijie(config-vpdn)# no l2tp tunnel hello Hello  

 Ruijie(config-vpdn)# l2tp tunnel password  

pass-word 
ԇ 

 Ruijie(config-vpdn)# no l2tp tunnel password ԇ  

 Ruijie(config-vpdn)# l2tp tunnel receive- 

window size 
⁸ ᴳ ḣ 

 Ruijie(config-vpdn)# no l2tp tunnel receive- 
window 

⁸ ᴳ ḣ 

 Ruijie(config-vpdn)# l2tp tunnel retransmit 
{retries number | timeout {min | max} 
seconds} 

⁸ ּ  

 Ruijie(config-vpdn)# no l2tp tunnel retransmit 
{retries | timeout {min|max}} 

ᴳ ⁸ ּ  
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 Ruijie(config-vpdn)# l2tp tunnel timeout 

{no-session| setup} seconds 
ֶ / ⁸  

 Ruijie(config-vpdn)# no l2tp tunnel timeout 
{no-session | setup} 

ֶ / ⁸
ḣ 

 
Ruijie(config-vpdn)# l2tp tunnel force_ipsec 

╗ ᾳЮᴳ ̆ ԇ
╗ VPDN Ȃ 

 Ruijie(config-vpdn)# no l2tp tunnel 
force_ipsec 

а ⁸╗  

 Ruijie(config-vpdn)# l2tp tunnel 
avp-hidden-compatible 

ὸ RFC2661 ῆ AVP Hidden
 

 Ruijie(config-vpdn)# no l2tp tunnel 
avp-hidden-compatible 

Cisco ῆ AVP Hidden Ȃ

ᾳЮ L̆2TP а ( Cisco ᾳЮ )Ȃ
Hello ⁸ ѝ 60 ̆ ⁸ ѝ 4̆ ⁸
ּ ѝ 5̆ ⁸ ּ ѝ 1 ̆ ⁸ ּ ѝ 8 ̆

ֶ ѝ 600 ̆ ἵ ⁸ ѝ 300
Ȃ L2TP ̆L2TP ч ԇ̆

ᾳЮ̆ ѝ֗ᴉ L2TP ԇ̆҂ Ȃὲѐ̆ interval
Hello ̆ ᴁѝ ̕ seconds ᴁ҂ Ȃ а ⁸ ipsec ╗

̕ AVP Hidden Cisco ῆ̆ ὸ RFC2661
ῆ AVP Hidden ̆ RFC2661 ῆ AVPȂ 

 

8.3.6.9 设置L2TP数据传输参数 

ӊ ᵏЮ ԇ Ԉ ּ L2TP IP/UDP Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# l2tp ip udp checksum UDP  

 Ruijie(config-vpdn)# no l2tp ip udp checksum UDP ѝ  

 Ruijie(config-vpdn)# ip tos tos-value IP TOS  

 Ruijie(config-vpdn)# no ip tos IPTOS  

 Ruijie(config-vpdn)# ip precedence value IP Precedence  

 Ruijie(config-vpdn)# no ip precedence IP Precedence  

ὲѐ tos-value ѝ L2TP IP TOS ḣ v̆alue ѝ IP Precedence ḣȂ
ᾳЮ̆ ӊ L2TP L2TP UDP Checksum ѝ ̆

L2TP IP TOS ѝ 0 з IP Precedence ҂ѝ 0Ȃ 

tos̆precedence L2TP ̆PPTP Ԉ аת̆  

8.3.6.10 设置vrf选项 

ӊ ᵏЮ ԇ Ԉ l2tp vrf̆ VT Ю i̔p vrf 
forward ̆ vrf  
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 ԇ ᴐ  

 Ruijie(config-vpdn)# vpn vrf vrf-name vrf  

 Ruijie(config-vpdn)# no vpn vrf vrf  

ὲѐ vrf-name ѝ vrf  

8.3.6.11 设置支持域名称 

ӊ ᵏЮ ԇ Ԉ Ȃ ╟ Ѯ ̆ ԇᾃ ̆ רּ
ᶕ ⁞̆аּר ᾳ ⁮ Уэ vpdn group רּ Ȃ רּ⁮ group ѝ

Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# domain domain-name vrf 
vrf-name 

Ԉ vrf 

 Ruijie(config-vpdn)# no domain domain-name 

 
 

ὲѐ domain-name ѝ ̆vrf-name ѝ vrf  

8.3.6.12 设置域名绑定地址池 

ӊ ᵏЮ ԇ Ԉ Ȃ ԇ vpdn-domain ԇ
ЮȂ vpdn ѐ ̆ ԇ ᶕ ̆PPP ╖‍

ᴳ ‍ Ȃа ԇ ᴳ virtual-template
Ю ‍ Ȃ 

 ԇ 

 Ruijie(config-vpdn)# domain 
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 Ruijie(config-vpdn-domain)# no dns dns  

ὲѐ domain-name ѝ ̆vrf-name ѝ vrf ̆A.B.C.D ѝ dns Ȃ 

 

8.3.6.14 设置重新进行PPP协商 

ԇ ұ ⁸ PPP ̆ Client LAC ̆LAC ֶԆ LNS
Client ̆ L2TP Client Ȃ ԇ LNS Э
Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# force-local-chap  ⁸ PPP  

 Ruijie(config-vpdn)# no force-local-chap а PPP  

 

8.3.6.15 设置忽略控制报文错误 

ԇ ұ а RFC L2TP ⁸ ̆ᴳ Ԉ
Ȃ 

 ԇ ᴐ  

 Ruijie(config-vpdn)# lcp renegotiation always  

 Ruijie(config-vpdn)# no lcp renegotiation 
always 

⁸ RFC 

 

 

8.3.7 配置示例 

Ю  Ьэ ᴿȂУэ ᴿ ᴳ Windows 2000 Server
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与 Windows 2000(LAC)建立 L2TP 隧道 

Ю ‍⁞   RUIJIE б Windows 2000 Server ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 
Building configuration... 
Current configuration : 708 bytes 
! 
hostname Ruijie 
! 
vpdn enable 
! 
vpdn-group 1 
! Default L2TP VPDN group 
accept-dialin 
protocol l2tp 
virtual-template 1 
! 
! 
! 
username rgnos password 7 04251F083110 
! 
ip local pool vpdnusers 192.168.101.3 192.168.101.253 
! 
interface FastEthernet 0/0 
ip address 192.168.201.1 255.255.255.0 
duplex auto 
speed auto 
! 
interface FastEthernet 0/1 
ip address 192.168.12.217 255.255.255.0 
duplex auto 
speed auto 
! 
interface Loopback 1 
ip address 192.168.101.2 255.255.255.0 
! 
interface Null 0 
! 
interface Virtual-Template 1 
ppp authentication pap 
ip unnumbered Loopback 1 
peer default ip address pool vpdnusers 
! 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
! 
end 
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RUIJIE# 

2)Windows 2000 ̔ 

Microsoft Windows 2000 [Version 5.00.2195] 
(C)  1985-2000 Microsoft Corp. 
C:\>ipconfig /all 
Windows 2000 IP Configuration 
Host Name . . . . . . . . . . . . : BLIZZARD 
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E1 - OSPF external type 1, E2 - OSPF external type 2 
Gateway of last resort is not set 
192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.101.8/32 is directly connected, Virtual-Access1 
C       192.168.101.0/24 is directly connected, Loopback1 
C    192.168.12.0/24 is directly connected, FastEthernet0/1 
C    192.168.201.0/24 is directly connected, FastEthernet0/0 
RUIJIE#ping 192.168.101.8 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echoes to 192.168.101.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 
RUIJIE#show vpdn tunnel 
L2TP Tunnel Information Total tunnels 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                               VPDN Group 
7    8     BLIZZARD      est    192.168.12.213  1701  1      1 
%No active PPTP tunnels 
RUIJIE#ncessi
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=========================================================== 
=========================================================== 
Active Routes: 
Network Destination        Netmask          Gateway       Interface  Metric 
0.0.0.0    0.0.0.0     192.168.12.1  192.168.12.213    2 
0.0.0.0    0.0.0.0    192.168.101.8   192.168.101.8     1 
127.0.0.0    255.0.0.0      127.0.0.1     127.0.0.1    1 
192.168.12.0    255.255.255.0   192.168.12.213  192.168.12.213       1 
192.168.12.213  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.12.217  255.255.255.255   192.168.12.213  192.168.12.213       1 
192.168.12.255  255.255.255.255   192.168.12.213  192.168.12.213       1 
192.168.101.2  255.255.255.255    192.168.101.8   192.168.101.8       1 
192.168.101.8  255.255.255.255        127.0.0.1       127.0.0.1       1 
192.168.101.255  255.255.255.255    192.168.101.8   192.168.101.8       1 
224.0.0.0    224.0.0.0   192.168.12.213  192.168.12.213   1 
224.0.0.0   224.0.0.0    192.168.101.8   192.168.101.8    1 
255.255.255.255  255.255.255.255   192.168.12.213  192.168.12.213       1 
Default Gateway:     192.168.101.8 
=========================================================== 
Persistent Routes: 
None 
C:\>ping 192.168.101.2 
Pinging 192.168.101.2 with 32 bytes of data: 
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C:\> 

8.3.7.2 与Cisco 3640 建立隧道  

Ю ᴳ Ruijie б Cisco 3640 L2TP ̆ Ю Ȃ 

 
与 Cisco 3640(LAC)建立 L2TP 隧道 

Ю ‍⁞   RUIJIE#б Cisco 3640 ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 
Building configuration... 
Current configuration : 766 bytes 
! 
hostname Ruijie 
! 
vpdn enable 
! 
vpdn-group 1 
! Default L2TP VPDN group 
accept-dialin 
protocol l2tp 
virtual-template 1 
l2tp tunnel authentication 
l2tp tunnel password share 
! 
! 
! 
username rgnos password 7 025144391715 
! 
ip local pool vpdnusers 192.168.101.3 192.168.101.253 
! 
interface FastEthernet 0/0 
ip address 192.168.201.1 255.255.255.0 
duplex auto 
speed auto 
! 
interface FastEthernet 0/1 
ip address 192.168.12.217 255.255.255.0 
duplex auto 
speed auto 
! 
interface Loopback 1 
ip address 192.168.101.2 255.255.255.0 
! 
interface Null 0 
! 
interface Virtual-Template 1 
ppp authentication pap 
ip unnumbered Loopback 1 
peer default ip address pool vpdnusers 
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! 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
! 
end 
RUIJIE# 

2)Cisco3640̔ 

C3640# show running-config 
Building configuration... 
Current configuration : 2096 bytes 
! 
version 12.3 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
no service dhcp 
! 
hostname C3640 
! 
! 
ip subnet-zero 
! 
l2tp-class l2x 
authentication 
password 0 share 
! 
pseudowire-class pw 
encapsulation l2tpv2 
protocol l2tpv2 l2x 
ip local interface FastEthernet2/0 
! 
no mpls ldp logging neighbor-changes 
no scripting tcl init 
no scripting tcl encdir 
! 
no voice hpi capture buffer 
no voice hpi capture destination 
! 
controller E1 3/0 
channel-group 1 timeslots 1-2 
! 
! 
! 
interface Loopback0 
ip address 132.11.10.2 255.255.255.0 
! 
interface FastEthernet2/0 
ip address 192.168.12.242 255.255.255.0 
speed auto 
duplex auto 
! 
interface FastEthernet2/1 
ip address 192.168.203.1 255.255.255.0 
duplex auto 
speed auto 
! 
interface Serial3/0:1 



L2TP 

http://www.ruijie.com.cn 

ip address 192.168.1.2 255.255.255.0 
! 
interface Virtual-PPP1 
ip address negotiated 
no cdp enable 
ppp pap sent-username rgnos password 0 rgnos 
pseudowire 192.168.12.217 11 pw-class pw 
! 
no ip http server 
ip classless 
ip route 0.0.0.0 0.0.0.0 FastEthernet2/0 192.168.12.1 
! 
! 
dial-peer cor custom 
! 
dial-peer voice 111 voip 
session protocol sipv2 
codec g711alaw 
! 
! 
line con 0 
exec-timeout 0 0 
line aux 0 
line vty 0 4 
privilege level 15 
no login 
line vty 5 871 
login 
! 
! 
end 

УЮ̆ L2TP Ѯ Ԉ ᶕ ̔ 

1)RUIJIE ̔ 

RUIJIE# show ip route 
Codes: C - connected, S - static,  R - RIP 
O - OSPF, IA - OSPF inter area 
E1 - OSPF external type 1, E2 - OSPF external type 2 
Gateway of last resort is not set 
192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.101.9/32 is directly connected, Virtual-Access1 
C       192.168.101.0/24 is directly connected, Loopback1 
C    192.168.12.0/24 is directly connected, FastEthernet0/1 
C    192.168.201.0/24 is directly connected, FastEthernet0/0 
RUIJIE# show vpdn 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                                VPDN Group 
9     21511 C3640         est    192.168.12.242  1701  1        1 
LocID      RemID      TunID      Username, Intf/      State  Last Chg 
                                 Vcid, Circuit 
1       14         9          ,Vi1             est    00:18:06 
%No active PPTP tunnels 
RUIJIE#ping 192.168.101.9 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echoes to 192.168.101.9, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 
RUIJIE# 

L2TP ╖ Ȃ 
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2)Cisco 3640̔ 

C3640# show ip route 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
ia - IS-IS inter area, * - candidate default, U - per-user static route 
o - ODR, P - periodic downloaded static route 
Gateway of last resort is 192.168.12.1 to network 0.0.0.0 
C    192.168.12.0/24 is directly connected, FastEthernet2/0 
     132.11.0.0/24 is subnetted, 1 subnets 
C       132.11.10.0 is directly connected, Loopback0 
C    192.168.1.0/24 is directly connected, Serial3/0:1 
192.168.101.0/32 is subnetted, 2 subnets 
C       192.168.101.9 is directly connected, Virtual-PPP1 
C       192.168.101.2 is directly connected, Virtual-PPP1 
S*   0.0.0.0/0 [1/0] via 192.168.12.1, FastEthernet2/0 
C3640# show vpdn 
%No active L2F tunnels 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                                VPDN Group 
21511 9     R3660       est    192.168.12.217  1701  1     l2x 
LocID      RemID      TunID      Username, Intf/      State  Last Chg Uniq ID 
                                 Vcid, Circuit 
14      1       21511      11, Vp1       est    00:23:58   2 
%No active PPTP tunnels 
C3640# ping 192.168.101.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.101.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 
C3640# 

Cisco 3640 Э L2TP ╖  

8.3.7.3 与Cisco 2620 建立隧道 

Ю ᴳ Ruijie б Cisco 2620 L2TP ̆ Ю Ȃ
Cisco2620 Э Ἱ ҩ ὡ ╘ (Access Server̆ AS)б LAC̆ ╖ У ISP
ᵏ зУ ᴳ Cisco AS5300 Cisco AS5800 Ѯ ╖ ת

Ȃ ᴳ Cisco 2620 L2TP ̔L2TP Cisco 
2620 б RUIJIE ת̆ PPP ╟/ (Mobile User)б RUIJIE Ѯ

Ȃ ұ Mobile User ӨӨ Уэ ̆ ᴳ ‍ б ԇ ⁮
╘ Э̆б L2TP Ὧ а ̆ ҂ Ȃ ѝ L2TP

̆ Ԉ а Mobile User бᴳ ᾰͅ ҩ ὲ ̆
ᴐ ᴳ Ȃ 
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 与 Cisco 2620(LAC)建立 L2TP 隧道 

Ю ‍⁞   RUIJIE б Cisco 2620 ̔ 

1)RUIJIE ̔ 

RUIJIE# show running-config 
Building configuration... 
Current configuration : 989 bytes 
! 
hostname Ruijie 
! 
vpdn enable 
! 
vpdn-group 1 
! Default L2TP VPDN group 
accept-dialin 
protocol l2tp 
virtual-template 1 
l2tp tunnel authentication 
l2tp tunnel password share 
! 
! 
! 
username rgnos password 7 025144391715 
username pc@i-net.com.cn password 7 127654431B 
! 
ip local pool vpdnusers 192.168.101.3 192.168.101.253 
! 
interface serial 1/0 
encapsulation PPP 
ip address 202.101.93.21 255.255.255.0 
! 
interface serial 1/1 
clock rate 64000 
! 
interface serial 1/2 
clock rate 64000 
! 
interface serial 1/3 
clock rate 64000 
! 
interface FastEthernet 0/0 
duplex auto 
speed auto 
! 
interface FastEthernet 0/1 
ip address 192.168.19.1 255.255.255.0 
duplex auto 
speed auto 
! 
interface Loopback 1 
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ip address 192.168.101.2 255.255.255.0 
! 
interface Null 0 
! 
interface Virtual-Template 1 
ppp authentication pap 
ip unnumbered Loopback 1 
peer default ip address pool vpdnusers 
! 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
! 
end 
RUIJIE# 

2)Cisco2620 

Cisco2620# show running-config 
Building configuration... 
Current configuration : 1677 bytes 
! 
version 12.3 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
no service dhcp 
! 
hostname Cisco2620 
! 
! 
username pc password 0 1111 
username 163 password 0 163 
no aaa new-model 
ip subnet-zero 
! 
! 
! 
vpdn enable 
! 
vpdn-group 1 
request-dialin 
protocol l2tp 
domain i-net.com.cn 
initiate-to ip 202.101.93.21 
l2tp tunnel password 7 0832444F1B1C 
! 
interface FastEthernet0/0 
ip address 192.168.7.1 255.255.255.0 
duplex auto 
speed 10 
! 
interface Serial0/0 
ip address 202.101.93.23 255.255.255.0 
encapsulation ppp 
fair-queue 
clockrate 2000000 
! 
interface Serial0/1 
no ip address 
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shutdown 
! 
interface Async65 
ip address 5.5.5.5 255.255.255.0 
encapsulation ppp 
dialer in-band 
dialer idle-timeout 30000 
dialer string 8435 
dialer-group 1 
async mode dedicated 
peer default ip address 5.5.5.6 
ppp authentication pap 
! 
no ip http server 
ip classless 
! 
dialer-list 1 protocol ip permit 
! 
! 
line con 0 
exec-timeout 0 0 
line aux 0 
login local 
modem InOut 
transport input all 
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ip vrf vrf1 
ip vrf vrf2 
! 
vpdn enable 
vpdn domain-delimiter @/%#-\ suffix 
vpdn authorize domain split 
! 
vpdn-group 1 
! Default L2TP VPDN group 
accept-dialin 
protocol l2tp 
virtual-template 1 

domain bangong vrf vrf1   /* */ 
domain shiyan vrf vrf2   /* */ 
! 
! 
username rgnos password 7 025144391715 
username pc@i-net.com.cn password 7 127654431B 
! 
ip local pool vpdnusers 192.168.101.3 192.168.101.253 
! 
interface FastEthernet 0/1 
ip address 192.168.19.1 255.255.255.0  
duplex auto 
speed auto 
! 
interface Loopback 1 
ip vrf forward vrf1 
ip address 192.168.101.2 255.255.255.0 
! 
interface Loopback 2 
ip vrf forward vrf2 
ip address 192.168.101.2 255.255.255.0 
! 
interface Null 0 
! 
interface Virtual-Template 1 
ppp authentication pap 
ip unnumbered Loopback 1 
peer default ip address pool vpdnusers 
! 
! 
line con 0 
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line aux 0 
line vty 0 4 
! 
! 
end 

̔ 

У Э Уэ LNS̆ᴳ а ̆ VP ҂‚‍⁮а VRF ѐȂ
‡ ֶ  чэ VP ‍ ⁮ ̆ чэ VP ̆ У ֶ

Ȃ LNS ᵛ ч̆э VA а VRF ѐ ӑ ֶ ὡа VRF ӱ̆ LNS
VP ̆ ֶӱ Уэ VP ̆  а ᾳȂ ᾳЮ̆
а ת̆   ӱ LNS ping ping Ȃ 

8.4 L2TP的监控与维护 

ӊ ᵏҩѓ L2TP б ╖ Ȃ 

8.4.1 L2TP的监控 

ӊ ᵏҩԈЮ ԇ L2TP̔ 

 ԇ ᴐ  

 Ruijie# show vpdn [session | tunnel [ l2tp 
locid ] ] 

₥ vpdn Ԉ ֶ ᶕ ̕ 

id ᶕ  

 Or̔Ruijie> show vpdn [session | tunnel [ l2tp locid ] ] 

 Ruijie# debug vpdn error vpdn error Ὧ 

 Ruijie# no debug vpdn error Ὧ vpdn error Ὧ 

 Ruijie# debug vpdn event vpdn event Ὧ 

 Ruijie# no debug vpdn event Ὧ vpdn event Ὧ 

 Ruijie# debug vpdn packet vpdn packet Ὧ 

 Ruijie# no debug vpdn packet Ὧ vpdn packet Ὧ 

 Ruijie# debug vpdn l2x-data vpdn l2x-data Ὧ 

 Ruijie# no debug vpdn l2x-data Ὧ vpdn l2x-data Ὧ 

 Ruijie# debug vpdn l2x-errors vpdn l2x-errors Ὧ 

 Ruijie# no debug vpdn l2x-errors Ὧ vpdn l2x-errors Ὧ 

 Ruijie# debug vpdn l2x-events vpdn l2x-events Ὧ 

 Ruijie# no debug vpdn l2x-events Ὧ vpdn l2x-events Ὧ 

 Ruijie# debug vpdn l2x-packets vpdn l2x-packets Ὧ 

 Ruijie# no debug vpdn l2x-packets Ὧ vpdn l2x-events Ὧ 
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Ruijie# debug vpdn packet 
vpdn packet debugging is on 
Ruijie# show debug 
VPDN: 
vpdn events debugging is on 
vpdn protocol errors debugging is on 
vpdn packet debugging is on 
Ruijie# 
VPDN PROCESS From tunnel: Received 158 byte pak 
L2X: UDP socket write 168 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
VPDN PROCESS From tunnel: Pak consumed 
VPDN PROCESS From tunnel: Received 70 byte pak 
L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
VPDN PROCESS From tunnel: Pak consumed 
VPDN PROCESS From tunnel: Received 76 byte pak 
Get virtual-access from free queue: Virtual-Access1 
Clone virtual-access from interface Virtual-Template1 
L2X: UDP socket write 56 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
VPDN PROCESS From tunnel: Pak consumed 
VPDN PROCESS From tunnel: Received 76 byte pak 
L2X: UDP socket write 40 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
Vi1 Tnl/Sn 3/1 L2TP: Virtual interface created for unknown, bandwidth 1024 
Kbps 
Vi1 Tnl/Sn 3/1 L2TP: VPDN session up 
VPDN PROCESS From tunnel: Pak consumed 
VPDN PROCESS From tunnel: Received 50 byte pak 
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L2X: UDP socket write 45 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
VPDN PROCESS From tunnel: Received 50 byte pak 
Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 
Vi1 VPDN PROCESS From tunnel: Pak send successful 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
VPDN PROCESS From tunnel: Received 50 byte pak 
Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 
Vi1 VPDN PROCESS From tunnel: Pak send successful 
VPDN PROCESS From tunnel: Received 50 byte pak 
Vi1 VPDN PROCESS From tunnel: Queue 14 byte pak to ppp parse and iqueue 
Vi1 VPDN PROCESS From tunnel: Pak send successful 
Vi1 VPDN PROCESS Into tunnel: Sending 50 byte pak 
L2X: UDP socket write 50 bytes, 192.168.12.217(1701) to 192.168.12.242(1701) 
%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to up 
Ruijie# show ip route 
Codes: C - connected, S - static,  R - RIP 
O - OSPF, IA - OSPF inter area 
E1 - OSPF external type 1, E2 - OSPF external type 2 
Gateway of last resort is not set 
192.168.101.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.101.5/32 is directly connected, Virtual-Access1 
C       192.168.101.0/24 is directly connected, Virtual-Access1 
C    192.168.12.0/24 is directly connected, FastEthernet0 
C    192.168.201.0/24 is directly connected, Ethernet0 
Ruijie# 

8.4.1.3 L2TP数据调试 

L2TP ╖ ⁸ ̆ Ԉ L2TP ὯȂЮ  Уэ
l2x-data Ὧ ᾳЮ̆LNS ὡ (ꜛ бֶ )

L2TP ᴿ̔ 
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Ruijie# show vpdn 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                                VPDN Group 
20    26656 C3640       est    192.168.12.242  1701  1     1 
LocID   RemID    TunID   Username, Intf/    State  Last Chg 
                                 Vcid, Circuit 
1      1279       20         rgnos,Vi1        est    00:00:38 
%No active PPTP tunnels 
Ruijie# 

Ю  Уэ l2x-evetns Ὧ ᾳЮ̆LAC ὡ L2TP Server
(ꜛ бֶ ) ̆ Ὧ ҩ ╖ Ȃ 

Ruijie# no debug all 
All possible debugging has been turned off 
Ruijie# debug vpdn l2x-events 
L2X protocol events debugging is on 
Ruijie# config terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)# interface virtua5hppp 1 
Ruijie(config-if)# no shut 
Ruijie(config-if)# end 
Ruijie# 
Tnl 21 L2TP: SM State idle 
Tnl 21 L2TP: O SCCRQ 
Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 
Tnl 21 L2TP: Tunnel state change from idle to wait-ctl-reply 
Tnl 21 L2TP: SM State wait-ctl-reply 
Tnl 21 L2TP: O Resend SCCRQ, flg TLS, ver 2, len 96, tnl 0, ns 0, nr 0 
Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 
Tnl 21 L2TP: I SCCRP from 
Tnl 21 L2TP: O SCCCN  to BLIZZARD tnlid 40 
Tnl 21 L2TP: Control channel retransmit delay set to 1 seconds 
Tnl 21 L2TP: Tunnel state change from wait-ctl-reply to established 
Tnl 21 L2TP: SM State established 
Vi1 Tnl/Sn 21/1 L2TP: O ICRQ to BLIZZARD 40/0 
Vi1 Tnl/Sn 21/1 L2TP: Control channel retransmit delay set to 1 seconds 
Vi1 Tnl/Sn 21/1 L2TP: Session state change from wait-for-tunnel to wait-reply 
Vi1 Tnl/Sn 21/1 L2TP: I ICRP from BLIZZARD 
Vi1 Tnl/Sn 21/1 L2TP: O ICCN to BLIZZARD 40/1 
Vi1 Tnl/Sn 21/1 L2TP: Control channel retransmit delay set to 1 seconds 
Vi1 Tnl/Sn 21/1 L2TP: Session state change from wait-reply to established 
%UPDOWN: Interface Virtua5hPPP1, changed state to up 
%UPDOWN: Line protocol on Interface Virtua5hPPP1, changed state to up 
Ruijie# show vpdn 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                                VPDN Group 
21    40    BLIZZARD      est    192.168.12.213  1701  1 
LocID    RemID   TunID    Username, Intf/    State  Last Chg 
                                 Vcid, Circuit 
1       1          21         13,Vi1           est    00:00:27 
%No active PPTP tunnels 
Ruijie# 

8.4.1.6 L2TP消息数据调试 

L2TP ж l2x-packets Ὧ L2TP ⁸ ᾃ Ȃ
Ю  Уэ l2x-packets Ὧ ᾳЮ L̆NS ὡ (ꜛ

бֶ ) ̆ ҩ ╖ Ȃ 
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Ruijie# no debug all 
All possible debugging has been turned off 
Ruijie# debug vpdn l2x-packets 
L2X control packets debugging is on 
Ruijie# show vpdn 
%No active L2TP tunnels 
%No active PPTP tunnels 
Ruijie# 
L2TP: I SCCRQ from C3640 tnl 18889 
L2X: Parse  AVP 0, len 8, flag 0x8000 (M) 
L2X: Parse SCCRQ 
L2X: Parse  AVP 2, len 8, flag 0x8000 (M) 
L2X: Protocol Ver 1 
L2X: Parse  AVP 6, len 8, flag 0x0 
L2X: Firmware Ver 0x1130 
L2X: Parse  AVP 7, len 11, flag 0x8000 (M) 
L2X: Hostname C3640 
L2X: Parse  AVP 8, len 25, flag 0x0 
L2X: Vendor Name Cisco Systems, Inc. 
L2X: Parse  AVP 10, len 8, flag 0x8000 (M) 
L2X: Rx Window Size 800 
L2X: Parse  AVP 11, len 22, flag 0x8000 (M) 
L2X: Chlng 
         98 20 4E 34 6A 4C E1 E7 FA CF 58 07 FF 4E 56 A3 
L2X: Parse  AVP 9, len 8, flag 0x8000 (M) 
L2X: Assigned Tunnel ID 18889 
L2X: Parse  AVP 3, len 10, flag 0x8000 (M) 
L2X: Framing Cap 0x3 
L2X: Parse  AVP 4, len 10, flag 0x8000 (M) 
L2X: Bearer Cap 0x3 
L2X: No missing AVPs in SCCRQ 
L2X: I SCCRQ, flg TLS, ver 2, len 130, tnl 0, ns 0, nr 0 contiguous pak, size 
130 
C8 02 00 82 00 00 00 00 00 00 00 00 80 08 00 00 
00 00 00 01 80 08 00 00 00 02 01 00 00 08 00 00 
00 06 11 30 80 0B 00 00 00 07 43 33 36 34 30 00 
19 00 00 00 08 43 69 73 63 6F 20 53 79 73 74 65 
6D 73 2C 20 49 6E 63 2E ... 
Tnl 22 L2TP: O SCCRP  to C3640 tnlid 18889 
Tnl 22 L2TP: O SCCRP, flg TLS, ver 2, len 140, tnl 18889, ns 0, nr 1 
C8 02 00 8C 49 C9 00 00 00 00 00 01 80 08 00 00 
00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 00 
00 03 00 00 00 01 80 0A 00 00 00 04 00 00 00 00 
00 08 00 00 00 06 11 30 80 0A 00 00 00 07 52 36 
32 31 00 0E 00 00 00 08 ... 
Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 1, nr 1 
C8 02 00 0C 49 C9 00 00 00 01 00 01 
Tnl 22 L2TP: Parse  AVP 0, len 8, flag 0x8000 (M) 
Tnl 22 L2TP: Parse SCCCN 
Tnl 22 L2TP: I SCCCN from C3640 tnl 18889 
Tnl 22 L2TP: Parse  AVP 13, len 22, flag 0x8000 (M) 
Tnl 22 L2TP: Chlng Resp 
5C D5 A4 37 36 A6 7D 0F FE EF 22 48 B8 DF F5 12 
Tnl 22 L2TP: No missing AVPs in SCCCN 
Tnl 22 L2TP: I SCCCN, flg TLS, ver 2, len 42, tnl 22, ns 1, nr 1 contiguous 
pak, size 42 
C8 02 00 2A 00 16 00 00 00 01 00 01 80 08 00 00 
00 00 00 03 80 16 00 00 00 0D 5C D5 A4 37 36 A6 
7D 0F FE EF 22 48 B8 DF F5 12 
Tnl 22 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 18889, ns 1, nr 2 
C8 02 00 0C 49 C9 00 00 00 01 00 02 







L2TP 

http://www.ruijie.com.cn 

Vi1 Tnl/Sn 21/1 L2TP: Parse ICRP 
Vi1 Tnl/Sn 21/1 L2TP: Parse  AVP 14, len 8, flag 0x8000 (M) 
Vi1 Tnl/Sn 21/1 L2TP: Assigned Call ID 1 
Vi1 Tnl 21/1 L2TP: No missing AVPs in ICRP 
Vi1 Tnl/Sn 21/1 L2TP: I ICRP, flg TLS, ver 2, len 28, tnl 21, lsid 1, rsid 
1, ns 1, nr 3 contiguous pak, size 28 
C8 02 00 1C 00 15 00 01 00 01 00 03 80 08 00 00 
00 00 00 0B 80 08 00 00 00 0E 00 01 
Vi1 Tnl/Sn 21/1 L2TP: O ICCN to BLIZZARD 41/1 
Vi1 Tnl/Sn 21/1 L2TP: O ICCN, flg TLS, ver 2, len 40, tnl 41, lsid 1, rsid 
1, ns 3, nr 2 
C8 02 00 28 00 29 00 01 00 03 00 02 80 08 00 00 
00 00 00 0C 80 0A 00 00 00 18 00 98 96 80 80 0A 
00 00 00 13 00 00 00 01 
Tnl 21 L2TP: O ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 41, ns 4, nr 2 
C8 02 00 0C 00 29 00 00 00 04 00 02 
Tnl 21 L2TP: I ZLB ctrl ack, flg TLS, ver 2, len 12, tnl 21, ns 2, nr 4 
%UPDOWN: Interface Virtual-PPP1, changed state to up 
%UPDOWN: Line protocol on Interface Virtual-PPP1, changed state to up 
Ruijie# show vpdn 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                                VPDN Group 
21    41    BLIZZARD      est    192.168.12.213  1701  1 
LocID      RemID      TunID      Username, Intf/      State  Last Chg 
                                 Vcid, Circuit 
1          1          21         13,Vi1               est    00:00:13 
%No active PPTP tunnels 
Ruijie# 

8.4.2 L2TP的维护 

ӊ ᵏЮ ԇ Ԉ L2TP Ȃ 

 ԇ ᴐ  

 Ruijie# clear vpdn tunnel [{ pptp | l2tp} 

[remote-host-name]] 
 

ὲѐ remote-host-name ў Ȃ ̆ ӊ ѐ Ὧ L2TP ԇ
̆ Ԉ L2TP ᴐ ȂЮ  Уэ

ᴿ̔ 

Ruijie# show vpdn 
L2TP Tunnel and Session Information Total tunnels 1 sessions 1 
LocID RemID Remote Name   State  Remote Address  Port  Sessions L2TP Class/ 
                                                           VPDN Group 
22    18889 C3640      est    192.168.12.242  1701  1        1 
 
LocID   RemID    TunID     Username, Intf/     State  Last Chg 
                                 Vcid, Circuit 
1      1280       22         ,Vi1              est    00:14:52 
%No active PPTP tunnels 
Ruijie# clear vpdn tunnel 
Ruijie# 
%UPDOWN: Line protocol on Interface Virtual-Access1, changed state to down 
%CHANGED: Interface Virtual-Access1, changed state to administratively down 
Ruijie# show vpdn 
%No active L2TP tunnels 
%No active PPTP tunnels 
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Ruijie# 

8.4.3 常见问题解答 

Ю  ᴳ ӊ L2TP ѐ ὲ ̔ 

б Windows ҵ Ԉ L2TP Ȃ ̆MicroSoft ⁮ Windows 2000
L2TP̆Ѯ₥ PPTPȂ ᵳ L2TP Windows 

2000 Ԉ Windows XP ҂ L2TP б IPSec/ IKE ̆ ‾ Windows 
2000/XPбὲӹ MicroSoft ӊ L2TP ᶢ ὲ ᾊ яL 2 T PMicroS Tf
-0.0771 Td
<03E2>Tj/C28>Tj
/TT0 1 Tf
13Tf3 Tc 0 T
-0.0011 TA6Tj
04d9CB45B21979771 Td
<03E2>Tj/C28>Tj
/TT0 1 Tf
7Tf3 Tc 0 T
D6>T771 Td
<03E2>Tj/C28>Tj
/TT0 1 Tf
1Tf3 Tc 0 TTd
B84Td
(>-6<45B219797Tj
/C2_0 1 Tf
j/C28>Tj
/TT0 1 Tf
 Tc 56Tc 2.291 0 TdTf
07EFTd
(LC2Ej
01 TE7-0.045B21979771 Td
<03E2>Tj(8>Tj
/TT0 1 Tf
9Tf3 Tc 0 T
D11 771 Td
<03E2>Tj/C28>Tj
/TT0 1 Tf
1Tf3BC07603E35EE459Boft)Tj
/C2_0 1 Tf
06389 0 T
[<4C7B46Interne047B>6<0A9514CE309F>]3F226C07603E35B219791 0  TE7-0.0-0.0011 Tj
/C2_0 1 Tf
0 Tc 29F>]j(V)/C2)B0318D5>]TJ
/TT0 1 Tf
Windo-6<004 05EDcroS54AC
/T816Tf
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/C2_0 1 Tf
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/TT0 1 Tf
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̆ ҩᶑ Ԉ Э ч ̆ У L2TP
⁮ 0.0.0.0/0 Ȃ 
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9 配置 Tunnel 接口 

9.1 理解Tunnel接口  

9.1.1 Tunnel接口概述 

Tunnel ұ ╖ ̆ ȂTunnel а ⁞ ּ
̆ ᵏ Уэ ῆ ּ Ȃ Уэ Уэ

Tunnel Ȃ 

Tunnel ╖ ꜛ Ю Ьэў ‍̔ 

̔ Tunnel ּ ( ) Ȃ ₥ ӊ ֒ Tunnel Э
IP ᴐѝ ̕ 

ᴇ ̔ ү ּ Ȃ ӊ
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ұ Tunnel ּ ̆ ֶ Э ̆ Ҿ ᾳЮ ԈЮ  Ȃע

ұ Tunnel ̆ Ḁ У ̂hop̃̆ Э ὲ
а У Ȃ ᴳ Tunnel Ḁ ⁮ Tunnel б аУ Ȃ 

ұ Tunnel ּ ּ ѐ̆ ⁞ ⁸ (ACL) Ḁ̆
У ̕ ⁮ ּ ( MTU)҂ ḣ Ȃ 

Ю Ӯ Tunnel ὲ̆ (ꜛ IP Ԉ ὲ ȁ
֙ѐ ) Ὧ Ȃ 

9.1.2 Tunnel接口配置 

9.1.2.1 Tunnel接口的配置任务列表 

Tunnel ֗╘ꜛ : 

 ὡ Tunnel ̕ 
 Tunnel ̕ 
 Tunnel ̕ 
 Tunnel ̕ 
 Tunnel ̂ ̃̕ 
 Tunnel Keŷ ̃̕ 
 Tunnel ‡̂ ̃̕ 
 Tunnel TOŜ ̃̕ 
 Tunnel TTL̂ ̃̕ 
 Tunnel PMTUD╖ ̂ ̃̕ 
 Tunnel ᶑ ╖ ̂ ̃̕ 
 Tunnel VRF̂ ̃̕ 

9.1.2.2 进入指定Tunnel接口的配置模式 

… Tunnel ὡ ̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# interface tunnel tunnel-number ὡ Tunnel  

 Ruijie(config)# no interface tunnel  

tunnel-number 
‮ … Tunnel  

ὲ У ̆ У ὡ Tunnel Ḁ … ҩУэ Tunnel Ȃ 

9.1.2.3 设置Tunnel接口的源地址 

Уэ Tunnel ̆ѝҩᶑ ̆У
Loopback ᴐѝ Ȃ tunnel ᴐѮ₥̆

Ȃ 

Tunnel ̆ tunnel ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  



Tunnel  

http://www.ruijie.com.cn 

 Ruijie(config-if)# tunnel source  

{ip-address | interface-name  

interface-number} 

Tunnel  

 Ruijie(config-if)# no tunnel source Tunnel  

ԇ tunnel source Tunnel ̆ ҂ Tunnel ᴁұ
Ȃ 

9.1.2.4 设置Tunnel接口目的地址 

tunnel ̆ tunnel ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config-if)# tunnel destination  

{ ip-address } 
Tunnel  

 Ruijie(config-if)# no tunnel destination Tunnel  

ԇ tunnel destination Tunnel ̆ ҂ Tunnel ᴁұ
Ȃ 

    
У Э̆ ᴳ ̆… чэ э
Tunnel Ȃ 

9.1.2.5 设置Tunnel封装格式 

Tunnel Tunnel ᴇ ȂTunnel GREȂ ̆
҂ Ԉ ᴳ ᾳ ᾱ Tunnel Ȃ 

 ԇ ᴐ  

 Ruijie(config-if)# tunnel mode { gre ip | ipip } Tunnel  

 
Ruijie(config-if)# no tunnel mode 

Tunnel ̆
ḣ 

 

    tunnel mode ԇ ᾳб Ὧ̆ Ԉ ᾳѝῆȂ 

9.1.2.6 设置Tunnel校验 

Ҿ ᾳЮ̆ ᴳ Tunnel ᵏ ᶑ Ȃ 

 ԇ ᴐ  

 Ruijie(config-if)# tunnel checksum Tunnel  

 Ruijie(config-if)# no tunnel checksum Tunnel  

ᾳЮ̆Tunnel а Ȃ 
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9.1.2.7 设置
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 Ruijie(config-if)#no tunnel tos Tunnel TOS  

ᾳЮ̆ ᾃ б IPv4 ̆‡ ᾃ IPv4 tos
⁮ IPv4 Ȃὲӹ ᾰͅ IPv4 tos ѝ ḣȂ 

9.1.2.11 设置Tunnel接口PMTUD功能 

ֶ   MTŬ ‍ ̆ ᴳ
IP ѐ ҩ DF̂ Don't Fragment ᴁ̃Ȃ҂ ⁮ ѐ̆

PMTU ̆ѐ ‍ Ȃ ӊ Ю ᵏҩ tunnel 
path-mtu-discovery ԇ̆ ╟ ⁮ PMTŬ tunnel mtu
̆ӱ ὁ ‍ Ȃ 

 ԇ ᴐ  

 

Ruijie(config-if)# 
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 Ruijie(config-if)# keepalive [seconds [retries]] Tunnel ᶑ ╖  

 Ruijie(config-if)# no keepalive  Tunnel ᶑ ╖  

    ԇа б tunnel vrf ip vrf forward ԇὭ Ȃ 

9.1.2.13 设置Tunnel外层协议的VRF 

ּ IPv4 ᴳ э VRF Ȃᴳ Ю ԇ̔ 

 ԇ ᴐ  

 Ruijie(config-if)# tunnel vrf vrf-name Tunnel VRF 

 Ruijie(config-if)# no tunnel vrf Tunnel VRF  

ᾳЮ̆ IPv4 ᴳ ὤ VRF Ȃ IP б IP
Уэ VRFȂ VRF ѐ̆ IP ̆ ѫ э down

Ȃ 

    tunnel vrf ╖ ̆ ₥
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tunnel source 179.208.12.221 
tunnel destination 179.208.12.55 
! 
interface FastEthernet0/0 
ip address 179.208.12.221 255.255.255.0 
! 
interface FastEthernet0/1 
ip address 202.126.101.2 255.255.255.0 
! 

R2 Ὧ ̔ 

interface Tunnel0 
ip address 21.21.21.5 255.255.255.0 
tunnel source 179.208.12.55 
tunnel destination 179.208.12.221 
! 
interface FastEthernet0/0 
ip address 179.208.12.55 255.255.255.0 
! 
interface FastEthernet0/1 
ip address 67.151.69.202 255.255.255.0 
! 

ӱЭ Ԉ  ̆ R1 б R2 ᴳ Ԉ f0/0 Tunnel̆ᴳ Ԉ
f0/1 бᾃ ᴐѝᾃ ὯȂ 

9.1.4 Tunnel接口的监控与维护 

ӊ ᵏ ԇ show interfaces tunnel Ԉ ԇ debug [gre/ip | ipip] б Ȃ 

 ԇ ᴐ  

 Ruijie# show interfaces tunnel tunnel-number Tunnel  

 Ruijie# show tunnel gre GRE Ȃ 

 Ruijie# debug {gre/ip | ipip} Tunnel Ὧ 

 Ruijie# no debug {gre/ip | ipip} Ὧ Tunnel Ὧ 

Ю ‍⁞   ԇ show interfaces tunnel Ԉ ԇ debug ᴳ ᴿȂ 

show interfaces tunnel ԇ ᴿ 

Ruijie# show interfaces tunnel 1 
Tunnel 1 is UP  , line protocol is UP 
Hardware is  Tunnel 
Interface address is: 1.1.1.1/24 
MTU 1500 bytes, BW 9 Kbit 
Encapsulation protocol is Tunnel, loopback not set 
Keepalive interval is 0 sec , no set 
Carrier delay is 0 sec 
RXload is 1 ,Txload is 1 
Tunnel source 192.168.200.200 (FastEthernet 0/0), destination 192.168.200.100 
Tunnel protocol/transport GRE/IP, key 0xea 
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0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 
0 packets output, 0 bytes, 0 underruns 
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10.1.3 术语解释 

̔У ὤ ╘̆ᴳ Ԉ ꜛ ꜛ ̆Ԉᶑ а  Ȃᴳ
ұ IKE ᵏ ╘ ὤ Ȃ 

    
… ὤ а ╖ ̆ Ҿ IKE ὤ

Ȃ 

̔ꜛ ԈЮчэ ̔ 

̔ ᶢ Ȃ 

̔ Ȃ 

ᶑ ̔ᶑ а ὤ Ȃ 

̔ ᶕ ̆ Уэ / ȁ / ȁIP ЮУэ ȁ
Ȃ Ԉ any Ȃ ̆ רּ Э ֒ э ᶕ

ѝУэ ȂУэ Ԇ чэў Ѯ У TCP ̆҂ Ԇ чэ
ᶕȂ 

ᴇ̔ б IPSec ὲӹ Ȃ 

ὤ ̂SA ,Security Associatioñ: ѝ ᵏ ὤ ╘ Уэ ̆ э
ὤ ╘ ꜛ ὤ ̆ ὤ ̆ ̆Ԉ Ȃ IPSec ὤ

IKE ὤ ч ĬPSec ὤ ᵏ IPSec ᶑ ╖ ̆ Ԉ
̆ Ԉ IKE ̕IKE ὤ ұᶑ IKE Ȃ 

ὤ ̂SPI T C PI K EIKE
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10.2 IPSec配置 

10.2.1 IPSec 工作过程概述 

IPSec ѝчэ IPSec ᴇ̆ᴿ ч ̆ ᵏ ὤ Ȃ Ѭ Ҿ ᶑ
̆ ὤ ּ ̆ з Ҿ Ѭ ұᶑ Ҿ ꜛ

̆ IPSec ⁮ Уэ ꜛ ̆ ὤ ̆ ὤ э
ּ ⁮ ᴇȂ 

Ѭ ᴐ Ԉ ‟ ̆ ұ ‟ ѐ
Ԉ ᶑ Ȃ ‟ ̆ᴳ ╗ Ҿ ‟ ⁮

Э̆ Ԉᴳ   ᶑ Ȃ 

Уэ╗ Ԉ э ̆ Уэ Уэа ‟ ̆ б ₥
רּ ̂ ꜛ ѐ ‟ רּ ̃Ȃ эꜛּר ‟

ѐ Уэ permit ̆ ╗ ѝ ipsec-manual̆‡ IPSec ̆
ὤ ̕ ╗ ѝ ipsec-isakmp̆ IPSec ὤ ̆

‡ IPSec ᶑ ̆ ‡ֶ ╟ IKE ӊ IPSec ὤ Ȃ
IPSec IKE ̆ ὤ ̆ ꜛ х Ȃ 

ὤ У ̆   ꜛ IPSec ╗ ᾗ ᶕ  ̆ ּ ⁮ ᴇ̕ ұ
ᴇ ꜛѝ ὡꜛ̆ ὤ ̆ ꜛ ȁ Ȃ 

╗ ҩ ̆ ѐ Ѭҩ IPSec ȁ Ȃчэ
IPSec ᴇ У ̆ Ȃ 

Ю Уэ IPSec ᶑ ᴿ ̔ 

 
在子网间实施 IPSec 保护 

10.2.2 IPSec 配置任务 

IPSec ֗╘ ѝҩ IPSec ὤ ĬPSec ὤ Ԉ ҂
Ԉ IKE Ȃ IKE Ӯὡ̆ת ̆ ὤ ᴂ I̕KE

ὤ ҩ IPSec IKE ̆ ὤ Ȃ 

IPSec ꜛ ԈЮ֗╘̔ 
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( )̔ э ̆ Ԉ ԇ ᶢ
ḣȂ ⁞ ĬKE ḣ ̆ӱ ᴳ IPSec аֶ

Ȃ 

IPSec DF bit ╖ ̔ IPSec IP ἵ ‍ Ȃ 

… ╗ ‟ ̔ ╗ ‟ ̆ ᶑ ӣѫ ȂIPSec
ᵑ ╗ ‟   ꜛ ̆ רּ   IPSec ᶑ ̆ רּ

ὡꜛ‡ Ȃ 

Ѭ ̔ Ѭ Ԉ ̆ ᶑ Ȃ ὤ
̆ ҩ ȁ ὤ Ȃ ӣѫ

ᶑ ҮἼ Ѭ Ȃ 

… ╗ ̔… ╗ Ἴ₥ Ѭ ‟ Ὧ ̆
Ѭ ̆ ᴇ ̆ У IPSec Ȃ 

̔Ὧ ȁ IPSec Ȃ 

╗ ⁮ Э̔ Уэ Ѭ IPSec ╟ᴐ̆ ╗
⁮ Эᴳ╗ Э ᴐȂ 

IPSec̔ IPSec̆ IPSec ̆ IPSec ᴐȂ 

IPSec MIB̔ IPSec ᶕ ⁮SNMP ╘ Ԉ̆ IPSec ₥ IPSec mib
ԇ ̆ ᾳа Ȃ 

    

IKE ᴳ UDP 500ȂIPSec ESP AH ᴳ 50ȁ51Ȃ
Э ҩ ‟ ̂ ̃ ̆ ѫ IPSec Ԉ₥̆ IPSec
ᴳ Э 50ȁ51 Ԉ UDP 500 ᶕ Ȃ ᾳЮ̆
Ԉ ‟ ѐ ╗У ἵ Ҿ ᶕȂ 

10.2.2.1 配置默认生命周期 

̆ ὤ Ю ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# crypto ipsec 

security-association lifetime seconds 
seconds 

IPSec SA ὤ ⁸Ȃ
ԇ ҩ Ԉ ̆ ὤ
Ȃ  

 
Ruijie(config)# crypto ipsec 
security-association lifetime kilobytes 
kilobytes 

IPSec SA ὤ ᶕ Ȃ ԇ
ᴳ ὤ IPSec ᶑ ּ

ᶕ̂Ԉ KB ̃Ԉ ̆ ὤ
Ȃ 

 

Ruijie# clear crypto sa 

ὤ Ȃ ὤ
ѐ Ԉ̕ ὤ ᴳ

̆ ‡̆ ὤ ᵑ
Ȃ 

 Or̔Ruijie# clear crypto sa peer {ip-address | peer-name} 

 Or̔Ruijie# clear crypto sa map map-name 

 

    
ᴳ а clear crypto sa ԇ э SA ̆ ҂ ╟ ╗

Ȃ Ԉ peer ȁmap Ὧ SA Уэ Ȃέᴇ
ᶕ Ԉ clear crypto sa ԇ Ȃ 
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1 配置系统日志 

1.1 概述 

ѐ̆ ע UPȁDOWN ̆ УҾҮ֒ ⁮ ȁ
Ȃ ӊ ᵏУ ⁸̆ ע Ү֒ ̆ ╟

̂ ̃̆ Ҿ Ԉ Ὧ ̂ ⁸ ȁVTY ̃Э Ὧ Ӯ̂ᾃ
ᾰּשȁFLASH Э̃ ⁮ Э У ╘ Э̆k ‍ ᾳ ᴁ Ȃ
ѝҩ ᵳ ̆ Ҿ Ԉ Э ̆

ᶕ ִἼ ‍ Ȃ 

1.1.1 日志报文格式 

ӊ Ю̔ 
<priority> seq no: timestamp sysname 
%ModuleName-severity-MNEMONIC: description 
ᵑ ̔<ִἼ >    -ш -ᶕ ᾗ̔ᶕ ᾃ  
ִἼ ḣ̗ ḣ̄8̅ш  
ᴿ ̔ 
<189> 226:Mar  5 02:09:10 S3250 %SYS-5-CONFIG_I: Configured from console by console 

 
 注意： 

а ִἼ ִ̆Ἴ   Syslog Server
ѐȂ 
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У ᾳЮ̆а Ὧ Ὧ̆ ᶕ ̆‡ Ԉ а ᶕ
⁞ ῏ ᶕ Ȃ 

 

1.2.2 设置日志信息显示设备 

ὯԈ ̆ ᶕ аӨ Ԉ ⁸ Э ̆҂ Ԉ а Ȃ 

а ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging buffered 
[buffer-size | level] 

⁮ᾃ ᾰּש 

Ruijie# termninal monitor ἵ ᶕ VTY Э 

Ruijie(config)# logging host 
ᶕ Э Syslog 

Sever 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] 

ᶕ ⁮ FLASH Э 

Logging Buffere̔ ᶕ ⁮ᾃ ᾰּשȂ ᾃ ᾰּש ᴳ ̆ ᾃ
ᾰּש Ԉ ̆ ᶕ Ȃ ᾃ ᾰּשѐ ᶕ ̆

ԇ show logging Ȃ ᾃ ᾰּשѐ ᶕ ̆ ԇ clear 
logging Ȃ 

Termninal Monitor̔ἵ ᶕ ₥ VTY( Telnet )Э Ȃ 
Logging Host̔ ᶕ Syslog Server ̆ ӊ  ἵ 5 э Syslog 
ServerȂ ᶕ ‍ Syslog ServerȂ 
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 注意： 
‍ FLASH̆ FLASH̆ ᶕ FLASH ѐȂ

FLASH̆ ᶕ ѕ FLASH ѐȂ 

 

1.2.3 启用日志信息时间戳开关 

ᶕ Э ╗ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# service timestamps 
message-type [uptime | datetime] 

ᶕ ѐ  

Ruijie(config)# no service timestamps 
message-type 

Ὧ ᶕ ѐ  

ч ̔ ╟ (Uptime) (Datetime)Ȃ а
Ȃ 
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̔Log DebuğLog ᶕ ш ⁞ 0̇6 Ѯ ᶕ ̆Debug ᶕ
ш ⁞ѝ 7 ᶕ Ȃ 

 
 注意： 

₥ а RTC̆ Ȃ ╟ ṁѝ ᶕ Ȃ 

 

1.2.4 启用日志信息系统名开关  

ᾳЮ̆ ᶕ а Ȃ ᶕ ╗Э ̆ ὤ Ю Ԉ
Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no service sysname ѐ Ȃ 

Ruijie(config)# service sysname ѐ ╗ Ȃ 
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1.2.5 启用日志信息统计功能开关  

ᾳЮ̆ ᶕ ╖ Ὧ Ȃ Ὧ ᶕ ╖ ̆ ὤ Ю
ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no logging count 
Ὧ ᶕ ╖ ̆ ᶕ

Ȃ 
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1.2.9 设置日志信息显示级别 

⁸ а Э э ̆ Ԉ а Эἵ ᶕ ш
⁞ Ȃ 

ᶕ ⁞̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging console 
level  

ἵ ⁸ Э ᶕ
⁞ 

Ruijie(config)# logging monitor  
level 

ἵ VTY ( telnet )
Э ᶕ ⁞ 

Ruijie(config)# logging buffered 
[buffer-size | level] 

ἵ ᾃ ᾰּש ᶕ
⁞ 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] 

ἵ FLASH Э
ᶕ ⁞ 

Ruijie(config)# logging trap level  
ἵ Syslog Server

ᶕ ⁞ 

ӊ ᶕ ‍ѝԈЮ 8 э ⁞̔ 

Ὧ    

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  
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ἵ FLASH ѐ ᶕ ⁞ѝ 6Ȃ 

Ԉ ԇ show logging ἵ а Э ᶕ ⁞Ȃ 

1.2.10 设置日志信息的设备值 

ḣ Syslog Server ִἼ У ‍̆ ӊ ᶕ Ȃ 

ᶕ ḣ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging facility  
facility-type 

ᶕ ḣ 

Ruijie(config)# no logging facility 
facility-type 

ᶕ ḣѝ ḣȂ 

Ю ḣ Ѭ̔ 

Numerical Code            Facility 
           0             kernel messages 
           1             user-level messages 
           2             mail system 
           3             system daemons 
           4             security/authorization messages  
           5             messages generated internally by syslogd 
           6             line printer subsystem 
           7             network news subsystem 
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Ruijie(config)# logging source 
interface interface-type  
interface-number 

ᶕ  

Ruijie(config)# logging source ip 
A.B.C.D 

ip  

 

1.2.12 设置发送用户LOG信息 

ᾳЮ̆ б  ̆Ԉ ԇ̆ а   LOG ᶕ Ȃ  
/   LOG ᶕ ̆   ԇ LOG ᶕ Ȃ ὤ Ю ԈЮ ԇ  ̔

ԇ ᴐ  
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show logging count ԇ  ᶕ ѐ̆ ̆ ᶕ У  
Ȃ 

 

1.3.1 日志配置举例 

ԈЮ Уэ ╖ Уэὴ ᴿ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.200.42 255.255.255.0 
Ruijie(config-if)# exit 
Ruijie(config)# service sequence-numbers           // ‟  
Ruijie(config)# service timestamps debug datetime   // debug ᶕ ̆

 
Ruijie(config)# service timestamps log datetime  // log ᶕ ̆

 
Ruijie(config)# logging 192.168.200.2    // syslog server  
Ruijie(config)# logging trap debugging        // ⁞ ᶕ syslog 

server 
Ruijie(config)# end 
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2 配置 RLOG 日志 

2.1 概述 

ᵛ Эּ r̆log Э ᶕ ᶕ ╘ ̆ ╘
ᾗὡ Ȃ ⁮ Ȃ 

rlog ѐꜛ nat Ԉ ̆ ‮ ὲӹ Ὧᶕ Ȃ 

╖ э ̔ 

ᵛ ╘̆Ԉ Ὧ 

╟ ╘ ╘  

web ╘  

/NAT ̆҂ ᶑ ѐ̕ ̕ 

2.2 日志配置 

2.2.1 日志服务器配置命令 

╘ ᴐѝ Ὧ ԇȂ ╘ ᾳЮ̆ аֶ ⁮
╘ Ȃ 

ҩ ╘ ԇ ̆ ֶ ╟ ̆ ᶕ Ԉ udp   Ȃ 

╘ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# rlog server [vrf vrf-name | oob] [port 
port-num] 

╘ ip VRF ӱ
̆ ╘̆ 20000 

Ruijie(config)# no rlog server server-ip ╘ ̆Ὧ ╘̆ ᶕ

 

    
╘ ԇ ╘̆   ᾃ ̆

ԇаֶ ᾃ  Ȃᴿ Ὧ ip session log-on̆ Ȃ 

 

2.2.2 日志服务参数配置命令 

╘ Ὧ ╘ѐ ̆ ╘ Ȃ 

Ҿ ԇ̆ Ԉᶢ ╘ ̆ ὁ  ╘бὲӹ ╘ᾰ
ᾳ 
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╘ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# rlog export-rate number ╘   ̂ э ̃ 

Ruijie(config)# no rlog export-rate ╘   ̆ ⁮ ḣ 1000 

ԇ ᴐ  

Ruijie(config)# rlog type n server server-ip priority 
prio 

э ╘ Э ̆ ִἼ  

Ruijie(config)# no rlog type n server server-ip Ὧ э ╘ Э э  

ԇ ᴐ  

Ruijie(config)#ip nat-log on 
nat ╖ ̕ NAT а
 

Ruijie(config)#no ip nat-log on Ὧ nat ╖ Ὧ̕ NAT ̕

    

ᶢ ╘ аֶ Э ̆ ╘ Ȃ ╘ Ԉ
╘ Ȃ 

  ḣḶ ̆ ╘ ἵ ̆ Ԉ ḣ ѝ Ȃ 

̔ 

ѝ 16
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ѡэ ᴿ Ȃ 

У 4000 э Э Ȃ э Э ̆ ṁ 8k Ȃ
ᶕ ѝ 50 Ȃ 

ᶕ 8k*50=400k 

ᶕ  400k * 60 * 60 * 24 = 34.5G 

У ᶕ  34.5 * 30  1T 

ẏ ̆ ѫ ẏ ҂ֶ ╗Ȃ 

    

ֶаṃ ᶕ ̆ ╘ ᾃ ᾗὡ Ȃ
Ȃ 

ᶑ 15 ᶕ ̆ Ԉ ╗ 12  ‮ 15 ₥
Ȃ 

ᶕ ѐ ᶕ ̆УҾ   УҾ ֶ ̆ Ҿᾃ
а ҂ Ԉ ╗Уэ ‮ ѝ 0 עִ Ȃ

Ҿ╟ᴐ ╘ Ȃ 

web Ὧ ̆ ᶢ ̂ ̆ ̆ ̃ ᶢ
web Ȃ 

2.5 日志服务器 

╘ ᾃ web Ἵ ѐ Ȃ 
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3 配置 SNMP  

3.1 SNMP相关知识 

3.1.1 概述 

SNMP Simple Network Manger Protocol̂ ̃ ᾗ̆ 1988 8
ѝУэ ῆ RFC1157Ȃ⁮ ₥̆ ֳ ̆SNMP ѝҮ Э

ῆ̆ ұ ҵ ѐᴳ Ȃ‾ SNMP ̆ Ԉ Э
ᶕ ȁ ȁ ᴁȁ ‚̆ SNMP ╖ Ȃ 

SNMP Уэ ̆ѝ / ╘ ̆ꜛ Ьэ ‍̔ 

 SNMP  

 SNMP Ԇ  

 MIB ᶕ  

SNMP ̆ SNMP ⁸ ̆҂ ѝ NMS (Network 
Management System)Ȃ NMS Э HP OpenView ȁCiscoViewȁ
CiscoWorks 2000̆ ̆ ҩУ ֒̇̇Star ViewȂ Ҿ

֒ Ԉ ᵳ Ȃ 

SNMP Ԇ ̂SNMP Agent̃ Э ֒̆ ȁ з NMS
⁸ ̆҂ Ԉў╟ УҾ NMSȂ 

NMS Agent Ὧ Ԉ Ю ̔ 

 

̂NMS̃б Ԇ ̂Agent̃ Ὧ  

MIB̂Management Information Basẽ Уэ ᶕ Ȃ ѐꜛ
ҩ ᶕ ̆ѝҩ SNMP ѐ У э ἷ̆MIB

ѐ ἷȂ э ἷȂ Ю MIB
̆ѝҩ У ѐ э ἷ System̆ Ԉ Уѕ ̆

{1.3.6.1.2.1.1} Уѕ ѝ ἷ Object Identifier̂ ἷ ̃̆MIB ‡
ἷ Ȃ 
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MIB  

3.1.2 SNMP协议版本 

₥ SNMP ԈЮ ̔ 

 SNMPv1 ̔ Уэ ̆ RFC1157 ѐ ѬȂ 

 SNMPv2C̔ ұὭ ᴇ̂Community-Based̃ SNMPv2 , RFC1901 ѐ Ѭ
Уэ Ȃ  

 SNMPv3 ̔ ⁞ ╗ ̆ ᵏҩԈЮ ὤ ̔ 

1. ᶑ ּ ѐа ̕ 

2. ᶑ ӱ  ̕ 

3. ╗ ̆ ᶑ ̕ 

SNMPv1 SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ Ȃ Ѭў
Ԉ (Commumity String) Ԇ MIB ᴐ Ȃ 

SNMPv2C ╗ҩ Get-bulk ᴐ ⁸ з ᴐ ╗ ᶕ Ȃ
Get-bulk ᴐ У ѐ ᶕ  

ӱ̆ ῏ - ȂSNMPv2C ╒ ꜛ Ἱ Ԇ Ԉּש‍а
̆ SNMPv1 ѐ Ҿ Ө У Ԇ Ȃ Ԇ Ԉּש‍

Ȃ ұ Э SNMPv1 SNMPv2C ᴐ ̆ SNMP Ԇ
⁞ SNMPv1 SNMPv2C ̆ з Ȃ 

3.1.3 SNMP管理操作 

SNMP ѐ NMS Agent Ѯ Ӈҵᶕ ̆ Ѭҩ 6 ᴐ ̔ 

1. Get-request ᴐ̔NMS ӱ Agent Уэ э ḣȂ 

2. Get-next-request ᴐ̔NMS ӱ Agent Уэ э ЮУэ ḣȂ 
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3. Get-bulk ᴐ̔NMS ӱ Agent ḣ̕ 

4. Set-request ᴐ̔NMS Agent Уэ э ḣȂ 

5. Get-response ᴐ̔Agent Уэ э ḣ̆ Agent NMS ₥ 3 э ᴐ
ᴐȂ 

6. Trap
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SNMPv3 authNoPriv 
MD5

SHA 
 

ᵏ ұ HMAC-MD5
HMAC-SHA ⁞ ⁸ 

SNMPv3 authPriv 
MD5

SHA 
DES

ᵏ ұ HMAC-MD5
HMAC-SHA ⁞ ⁸ 
ᵏ ұ CBC-DES ╗

⁸ 

3.1.5 SNMP 引擎标识 

ұ У Уэ SNMP Ȃ ұ э SNMP ᴇӨꜛ Уэ SNMP ̆
Уэ ѐ У Уэ SNMP ᴇȂ ̆ᴐѝУэ ᴇ SNMPv3 Ԇ Уэ
У ̆ SnmpEngineIDȂ 

ѝУэ OCTET STRINĞ ѝ 5͘32 Ȃ RFC3411 ѐ Ѭҩ
: 

 ₥ 4 э ֝н ̂ IANA ‍ ̃̆ HEX Ȃ 

 5 э ⅓Ю ᴉ ̔ 

0̔ᶑ  

1̔ 4 э Уэ Ipv4 Ȃ 

2̔ 16 э Уэ Ipv6 Ȃ 

3̔ 6 э Уэ MAC Ȃ 

4̔ ̆ 27 э ̆ ѬȂ 

5̔16 ⁸ḣ̆ 27 э ̆ ѬȂ 

6-127̔ᶑ Ȃ 

128-255̔ Ȃ 

3.2 SNMP的配置 

SNMP ᴐ ὤ Ю ̆ SNMP ₥̆ Ἴ ὡὤ
Ȃ 

3.2.1 设置认证名及访问权限 

SNMPv1/SNMPv2C ұὭ ᴇ̂ Community-based̃ ὤ S̆NMP Ԇ
̂Community-String̃ ᴐ б̆ а SNMP а

̆ х Ȃ ұ NMS Agent Ѯ Ȃ 
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Ruijie(config)# snmp-server community 
string [view view-name] [ro | rw] [host 
host-ip] [num] 

Ȃ 
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3.2.4 配置SNMP主机地址 

Agent ᾳЮ̆҂ֶў╟ NMS ̆ Agent ў╟ NMS ў
̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server host { host-addr 
| ipv6 ipv6-addr} traps [vrf vrfname] [version 
{1|2c |3 [auth | noauth | priv]}] 
community-string [udp-port port-num] [type] SNMP ў ў̆

v̆rf ̆ ̆
̂ SNMPv3 Ю ȁ̃
ὤ ⁞̂Ө SNMPv3  

SNMP

S N M P ]   
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3.2.8 关闭SNMP代理 

а ұ ԇ̆ ӊ ᵏҩὯ snmp Ԇ ԇ̆ ԇֶ snmp ת̆╘
аֶ Ԇ ᶕ ̕ Ὧ SNMP Ԇ ╘̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no enable service 
snmp-agent  

Ὧ SNMP Ԇ ╘ 

 

3.2.9 配置Agent主动向NMS发送Trap消息 

Trap Agent а ў╟ NMS ̆ ұ УҾ Ү֒ Ȃ
аἵ Agent ў╟ Trap ̆ ἵ ̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server enable 
traps [type] [option]  

ἵ Agent ў╟ Trap  

Ruijie(config)# no snmp-server 
enable traps [type] [option] 

Agent ў╟ Trap  

 

3.2.10 Link Trap策略配置 

ѐ Ԉ ұ LinkTrap̆ ╖ ̆ Link
SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖ Ȃ 

ԇ ᴐ  

Ruijie(config)# interface interface-id ὡ  

Ruijie(config-if)# [no] snmp trap 
link-status 

Ὧ link trap
╖ . 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 

3.2.11 配置发送消息操作的参数 

Ԉ Agent Trap УҾ ̆ Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server 
trap-source interface 

Trap  

Ruijie(config)# snmp-server  
queue-length length 

э Trap ‟  

Ruijie(config)# snmp-server  
trap-timeout seconds 

Trap  
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3.2.12 配置接口索引维持功能 

‫ ̂ע ̃ ḣ а ̆ ‾ұ Ȃ
ḣа ̆ע Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server if-index 
persist 

╖  

Ὧ ╖ ̆ no snmp-server if-index persist ԇȂ ᾳЮ̆ ╖ Ὧ Ȃ 

  Ю ╖ ̔ 

   Ruijie(config)# snmp-server if-index persist 

 

3.3 SNMP的监控与维护 

3.3.1 查看当前的SNMP状态 

ѝҩ SNMP SNMP ѐ УҾ ̆ ӊ ᵏҩ SNMP ԇ̆
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Unknown community name а ⁞  

Illegal operation for community name 
supplied 

ᴐ 

Encoding errors  

Get-request PDUs Get-request  

Get-next PDUs Get-next  

Set-request PDUs Set-request  

Too big errors (Maximum packet size 
1500) 

 

No such name errors а ἷ 

Bad values errors ḣ  

General errors У  
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writeview: default 
notifyview:  
groupname: public 
securityModel: v1 
securityLevel:noAuthNoPriv 
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ԈЮ SNMP УҾԆ ̆NMS Ԉ Ҿ УҾ
ᶕ ̆ ѝ ̔ 

Ruijie(config)# snmp-server location fuzhou 
Ruijie(config)# snmp-server contact wugb@i-net.com.cn 
Ruijie(config)# snmp-server chassis-id 1234567890 
0987654321 

ԈЮ ̆ ἵ ў╟ NMS УҾ Trap ̆ ѝ ̔  

Ruijie(config)# snmp-server enable traps  
Ruijie(config)# snmp-server host 192.168.12.181 public 

Э ̆ SNMP Ԇ ̆NMS ᵳ Ԉ
ҩ̆Ԉ HP OpenView ѝᴿ̆ Ԉӊ ̆ Ю ̔ 

 

 

Ԉ ѐ ἷ ̆   HP OpenView TOOL->SNMP MIB 
Brower  ̆ Ю ̆ Name ѐ ὡ IP 192.168.12.1̆ Community Name
ѐ ὡ Public̆ MIB έᴇ ἷ̆ Ю SystemȂ   Start Query̆ᵳ

MIB ҩ̆έᴇ MIB Values ̔ 
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MIB  

HP OpenView ╖ ̆ ̆ Ԉ   ̆
ὲӹ έᴇ SNMP ╖ ̆ ֒ ̆ а ̔ 

 

 

3.4.2 SNMP访问列表关联控制实例 

ӊ Ԉ ‟ Ὧ ̆ ‟ ѐἵ NMS Ԉ‾ SNMP Agent
̆ ⁸ NMS ̆ SNMP  

ὤ Ȃ 

ὤ Ю̔ 

Ruijie(config)# access-list 1 permit 192.168.12.181 
Ruijie(config)# snmp-server community public RO 1 
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Э ̆ IP ѝ 192.168.12.181 ў ‾ SNMP
ҩȂ   

3.4.3 SNMPv3 相关配置实例 

ԈЮ ἵ SNMPv3 ̅╗ v3user MIB-2(1.3.6.1.2.1)
Ю Ȃ ѝ MD5̆ᴳ ѝ MD5-Auth
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4 配置 MIB  

э ‟ѡҩ MIB̆ ꜛ Юᾃ ̔ 

MIB ‟  

MIB ֒ 

4.1 MIB列表 

ῆ MIB̔ 

 BRIDGE-MIB (RFC1493) 

 EtherLike-MIB(RFC1643) 

 IF-MIB(RFC2863) 

 RFC1213-MIB 

 RMON1-MIB̂ RMON etherStats, etherHistory,alarms, events э ̃ 

 SNMPv2-MIB 

 SNMPv3-MIB̂ USMȁVACM̃ 

MIB̔ 

 RUIJIE-AAA-MIB 

 RUIJIE -ENTITY-MIB 

 RUIJIE -RIP-MIB 

 RUIJIE -MEMORY-MIB 

ѐ MIB̔ 

Ԉᴳ show snmp mib ԇ ₥ ѐ MIB̔ 

Ruijie# show snmp mib 
sysDescr 
sysObjectID 
sysUpTime 
sysContact 
sysName 
sysLocation 
sysServices 
sysORLastChange 
ifNumber 
ifEntry 
ifEntry.ifIndex 
ifEntry.ifDescr 
ifEntry.ifType 
ifEntry.ifMtu 
ifEntry.ifSpeed 
ifEntry.ifPhysAddress 
ifEntry.ifAdminStatus 
ifEntry.ifOperStatus 
ifEntry.ifLastChange 
ifEntry.ifInOctets 
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ifEntry.ifInUcastPkts 
ifEntry.ifInNUcastPkts 
ifEntry.ifInDiscards 
ifEntry.ifInErrors 
ifEntry.ifInUnknownProtos 
ifEntry.ifOutOctets 
ifEntry.ifOutUcastPkts 
ifEntry.ifOutNUcastPkts 
ifEntry.ifOutDiscards 
ifEntry.ifOutErrors 
ifEntry.ifOutQLen 
ifEntry.ifSpecific 
...... 

4.2 获取MIB文件 

Ԉ http://ietf.org/rfc.html ῆ MIB ᶕ Ȃ 

Ԉ MIB ᶕ Ȃ 
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5 配置联动方案 

5.1 理解联动方案 

5.1.1 联动方案概述 

 
联动方案常见拓扑 

 

╟   Ὧ NBR ὤӇ ╟̆ў ‾ Ӈ
anti-arp-spoof ip ip-address  ╖ ̆ Ӈ arp ╖ ̆ Ӈ Э
╖ з ip-addr ѝ Ὧ IP Ӈ̆ ֶ ᾐἹ Ὧ arp Ȃ
ᵏᵳ Ӈ  

╟ў ᵏԈЮ╖ ̔ 

Ὧ NBR У WEB Э ╖ ̕ 

Ӈ Э ARP ԇ̆ ╟ ᾐἹ Ὧ ̆ Ԉ ╟ ᶑ ╘
̆Ԉ ARP Ȃ 
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5.1.2 基本概念/特性 

防ARP欺骗 

Ӈ ARP ╖ (anti-arp-spoof ip ip-address) ̆ эֶ IP ѝ ip-address
ARP ̆ ̆ IP ѝ PC Ὧ IP ‡̆ э Ю PC IP ѝ Ὧ IP

ARP ֶ х ̆ӱ ҩ э Ю ᾐἹ Ὧ ARP Ȃ 

    

╟ ὤ ╟Ѯ ̆Ӈ Ю Э ҩ ARP ԇ̆ Ю
PC ᾐἹ Ὧ arp ̆ Э аֶ ԇ(

ԇ ֶ Ӈ Ю PC а Э )̆ ̆ Ӈ Э
̆ ╘ ἼὯ ὤ ╟̆ ‡   Ӈ Ю PC а Э

ᾳȂ 

 

5.1.3 工作原理 

NBR бӇ ᶕ HTTP ⁸̆ NBR Ӈ ԇ HTTP POST ̆
Ӈ web server Ȃ �â�x�6��,�� IP
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Step 1 Ruijie(config)# co-oper entity { branch | 
center }  ip-address  {0|7} line 

 б ╟Ӈ
ᴁ IP

Ȃ 

 branch ὡӇ
̆center Ӈ
̆ Ю Ӈ
Ӈ Ȃ 

̔Ӈ web/enable Ȃ 

Step 2 Ruijie# show co-operv2 entity Ӈ ᶕ  

 

    

Ӈ ̔  ұ ѐ ᴁ ̆Э NBR Э Ӈ ̆Ю Ӈ
(а Ӈ )̆ Ӈ Ю Ӈ ҂ PC̆҂ ᴐ Ӈ
ȂУэ ″ ᵑ ̔1ȁб NBR Ӈ Ӈ ̕2ȁб 2

2 ԈЭӇ Ӈ Ӈ Ȃ 

 

ὡӇ ̔   ұ ѐ ὡ ᴁ ̆Э Ӈ ̆Ю PCȂ 

 

NBR ╟ ╗Ӈ ̆Ӈ ṁ⁮̔ 

1ȁ IP ̕ 

1ȁ Ἴ ip http authentication enablĕ‎ HTTP ѝ enable
̆ Ӈ ԇ̆‡ ѝ enable ҩ̆ ὲ Ȃ 

2ȁ ̆ enable secret ԇ ̆ з э
╟ У ̆ ‡ ╟ ֶ  ̕ 

3ȁ ╟Ӈ web ╖ ̆ ԇ̔enable service web-serverȂ 

 

5.3.2 启用/关闭联动功能 

ԇ ᴐ  

Ruijie#co-oper {enable|disable} /Ὧ ╟╖  

 

 

5.3.3 查看配置 

ԇ ᴐ  

Ruijie# show co-operv2 entity [switchport  
ip-address] 

╟ Ӈ ᶕ , Ӈ ip ̆
Ӈ ᶕ Ȃ 

ip-address : Ӈ ip Ȃ 

 Ruijie# show co-operv2 
topo 

 б ╟ Ӈ
Э Ὧᶕ  
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5.4 联动方案典型配置举例 

5.4.1 配置举例 

5.4.1.1 组网需求 

NBR+S5750+S2924G Ӈ̆ Ἴ IP ̆ з ╟ web server
╘Ȃ 

5.4.1.2 组网拓扑 

 

5.4.1.3 配置要点 

NBR Э Ӈ ᶕ ̆ Ӈ Ἴ IP ̆ ╟ web ╘Ȃ 

5.4.1.4 配置步骤 

1̃ Ӈ ( Ӈ ip ̆ ╟ web ╘̆Ԉ S5750 ѝᴿ ) 
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# ip  

Ruijie# configure terminal 
Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ip address 192.168.1.2 255.255.255.0 
Ruijie(config)# interface vlan 2 
Ruijie(config-if)# ip address 192.168.2.1 255.255.255.0 
Ruijie(config)# interface vlan 3 
Ruijie(config-if)# ip address 192.168.3.1 255.255.255.0 

# ╟ web ╘̆ web  

Ruijie(config)# enable service web-server 
Ruijie(config)# enable secret 0 admin 

 

ὲӹ S2924G б S5750 ̆נ ip а Ȃ 

2̃ NBR 

# ╗ 3 Ӈ ᶕ  

Ruijie# configure terminal 
Ruijie(config)# co-oper entity center 192.168.1.2 0 admin 
Ruijie(config)# co-oper entity branch 192.168.2.2 0 admin 
Ruijie(config)# co-oper entity branch 192.168.3.2 0 admin 

# ╟╖  

Ruijie# co-oper enable 

5.4.1.5 显示验证 

╟ ╖ ̆ Ю̆state ѝ COOPER OK̆ ‡ѝ ╟а ╖Ȃ 

Ruijie#sho co-operv2 entity  
type    hostname         ip                position    mode    state 
------ --------------- -------------- ---------  ----     ----------  
S5750   S5750            192.168.1.2     center      LAYER3   COOPER OK        
S2924G  S2924G          192.168.2.2      branch      LAYER2  COOPER OK        
S2924G  S2924G          192.168.3.2      branch      LAYER2  COOPER OK  
 

    

 
 


