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ӥ Ҋ↓ֲ  

  

 ֲ  

  

ӥ  

1.  

Ḥ ̔ Courier New ̆Ҭ ᵣ̆
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[ x | y | ... ]̔ ңҩ׆ ҩ Ҭ ѿҩ Ҍ Ȃ 

//̔ ҹ Ȃ 

3.  

ӥ ᵬ Ҭ ≢ ̆ ֓

ӈ Ҋ̔ 

： ȁ ȁ ᵬҬ Ԋ Ȃ 

：



WEB Ύ                                                                             ѿ  

῍ 143   1                      http://www.ruijie.com.cn 

1 ῏ԍ Ύ 

Ύ ҹ ꜛ ᶏ ֟ Ȃῤ ֟ ץ WEB

֟ ⱳ Ȃ ᵬ╠ה ΎȂ 

 

 说明： 

本手册中所描述的功能特性规格可能随产品的升级而发生改变。如有出入请以随机附带的

CD-ROM 上的相应文档为准。 

 

1.1  

 

1.2 ӥ  

ӥΏ  
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2  Web  

ᶏ Web ̆ ᶏץ ҩ Web NPE

ⱳ Ȃ 

2.1 ῀ Web  

ѿ ̔ Ҭ ῀ NPE ȍῤ \ \ Ȏ IP Ȃ

PC ╠ IP ҍ NPE IP ѿ Ȃ 

 

 

 说明： 

在复位或初始情况下默认的 WEB 管理地址为：http://192.168.1.1。 

在复位或初始情况下默认的用户名和密码都为 admin。 

网关模式下 PC 机连接设备的 Gi0/0 端口。 

如果设备在登录的过程出现断网（网线脱落，网络中断），那可能会出现 1～2 分钟左右

的卡死现象，两分钟左右过后就会提示您出错的原因！ 

 

ԋ ̔ ῀ ̆ Ҋ ̔ 

 

http://192.168.1.1/
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1ȁ ῀ ₯ ̆ ῀ Һ Ȃ 

2ȁ ꜛ̆ ץ Ҋ҈ץ ֜ ̔ 

 

 说明： 

要使用 web 管理，还必须确认 NPE 设备的 flash 上存在 web 页面升级包（设备 flash 里

面存在 web_management_pack.upd 这个文件），否则也不会出现上面的管理页面，这

些文件缺省已经安装在设备上，如果没有安装，请按说明书中提到的升级文件的方式安装

这些文件。 

 

2.2  

2.2.1  

    WEB
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1ȁ ̔ ᵬ ̆NPE ῏ ᵬ ᵬ ̕

Ҭľ ῏ Ŀ ԍ Ҭ ̆ ╠ ᵬ ῏ Ȃ 

2ȁ ̔ ῤ ҉ ῏ ̆ ῏ ⌠ῤ ץ

҉ Ȃ 

1 ῤ̃ ̔ Ҭ ῤ ̆ Ҋ ῀ Ҭ ῀ IP

Ȃ Ҋ ̔ 

 

2̃ ̔ ᾢ ҍ ̆ Ҭ

Ȃ ᶭ IP № ȁ Ḥ Ȃ Ҋ ̔ 
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҉ ľ IP
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2ȁ ̔ ῤ ҉ ῏ ̆ ῏ ⌠ῤ ץ

҉ Ȃ 

1̃ ̔ Һ ҹԅ Ḃ ̆ IP ̆ Ӈ

῀ ҩ Ip ץ ԅȂ 

 

2̃ ̔ ץ ῒҬ ѿ ̆ Ҋ ̆

ѿҩҊ ῤ ̆ ԋҩҊ ̔ 

 

3ȁ ̔ҍ ῏ Ҋ ̆ ῏ Ҋ Ȃ 

 

4ȁ ̔ 

 

҉ץ ץ ₯ ῀ ̆

’ԅ˻ 

 说明： 
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如果您更改了接口 IP 地址，需要重新在浏览器地址栏中输入新的 IP 地址才能访问

Web 配置系统。 

 

2.3 Web Һ  

    WEB Һ Ҋ ̔ 

 

 

2.3.1  

ҹ ᶫԅѿ֓ ⱳ ̆ Ḃ ᵝ⌠ ⱳ ȂҺ

ľ Ŀȁľ Ŀ ľ ₮ĿȂ 

1ȁ ̔ ₯  ₮ ֟ ̆

Ώ Ḥ ҍ Ȃ 

2ȁ ̔ Ḥ ̆ ҉ ᴪ₮   ̆

Ḥ ↕   Ȃ₮ Ḥ ̆ ₯  ꜚ ⌠

̔ 
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1̃ ₯ ̔ 

1-1ָ̃Ӈ Ṝᴪ₮ ̙ 

₯ ₯ᵖ ₯Ȃ 

1-2̃ ᵥ ‗₮ ̙ 

ץ ₯ ₯ ̆ Ҋ

 

1-3̃ ₯ ₯Ḥ Ȃ 

2̃ ̔ 

Ḥ ̆ ꜚ ⌠ ╠ ̆ ᴪ₮

Ȃ 
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ץ ↓₮ ꜚ Ҭ ⌠ ҩ Ḥ ľ̆ Ŀ

ᴆ ̆ ľbinĿ ᴆ ľ̆webĿ web

ᴆ ľ̕ Ŀ ꜚ ⌠ ᴆ ľ̕ Ŀ

҉ѿҩ ԅ ֓ⱳ Ḥ Ȃ 

₯ ⌠ ᴆҊ ̆ Ҋץ ᴆ̆

  Ȉ   Ҭ   Ȃ 

3̃ ̔ 

Ḥ ̆ ╠ ҬҌ ̆ ҡ
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2.3.4  

̕ ̆

ᶏ Ҭ ⌠ ץ ңҩ ꜛ ‗Ȃ 

2.4  

WEB ꜚᴪ ⌠ ̆ Ӟ ץ ₯

⌠ Ȃ 

̆ ץ Ḃ CPUȁῤ ᶏ ’̆ ̆

╠ Ḥ Ȃ № ȁ TOP10ȁ TOP10

ᴪ TOP10 Ḃ ῃ ᵝ ῤ ╠ ̆ ץ

ᵝ ̆ ‗ Ȃ 

2.4.1  

    ҉ ̆ ԅ ╠ ῤ ȁCPU ᶏ ’̆

ȁ Ḥ ̔ 

 

1ȁCPU̔ ԅ ╠ CPU ᶏ ̆ ץ ’Ȃ

CPU ̆ ΐᵣ Ḥ ̔ 

 

2ȁῤ ̔ ԅ ╠ ῤ ᶏ ̆ Ḃ ῤ ᶏ ’Ȃ

ῤ ̆ ץ ╠ ῤ ̆ ᶏ ῤ ̆▼ᵩ

ῤ ̔ 

 

3ȁ ̔ ԅ ╠ ̆ ̆

ץ ⌠ ╠ ҩ ̂ ̃ ̔ 
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4ȁ ̔ ╠ ̆ ╠ ̆ ҹ ֓

̆↕  Ȉ  Ȉ  Ȃ  ⌠ץ
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2.4.2.3 TOP10̔ 

 

1ȁ ҉ Ҋ  TOP10 ̕ 

2ȁ Ҍ ’  TOP10̕ 

3ȁ ץ ᵝ̕ 

4ȁ ₯ ┘ץ ╠ TOP10̕ 

5ȁ ₯ ᴪ ⌠ / ҹ/ ῃ Ȉ  Ȉ  Ȉ  ̆

ΐᵣ ̕ 

2.4.2.4 ᴪ



WEB Ύ                                                                             ѿ  

῍ 143   17                      http://www.ruijie.com.cn 

2
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̔ Ҋץ ̆ ץ ╠ ̆ ҩ

ῤ ̔ 
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₯ ̆ ₮ Ҋ̔ 

 

ᴪ ̔ Ҋץ ̆ ץ ╠ᴪ ̆ ҩ

ῤ ᴪ  

 

₯ ̆ ₮ Ҋ̔ 



WEB Ύ                                                                             ѿ  

῍ 143   21                      http://www.ruijie.com.cn 

 

2.5.1.1 №  

ⱳ ᶏ Ҍ ̂ ̃ ̆ ץ ̂ ̃

└ № Ḃץ̆ ᶏ ᴇṿȂ ₯ Ҭ

Ҋ̔ 
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1ȁ ’̔ Ḥ Ȃ ľ Ŀ ̆

Ḥ ץ̆ Ḥ Ȃ 

 

    1̃ ╠ Ḥ ̔ 

҉ ╠ Ḥ ̆ ҉ Ḥ Ӟ̆ ץ ╠

̂ ₮ ̃̆ ᴪ₮ ̆ ꜛ ᵝ Ȃ 
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 说明： 

问题：什么时候会出现告警提示？ 

1、 总流量达到了线路带宽（贵机构向电信等运营商申购的带宽）的 95%以上时。 

问题：如何解决出现黄色告警？ 

1、当只有总流量出现黄色告警，且“关键应用组”的流量与总流量相当，那么就到流

控策略或自定义应用分组 页面查看是否选择的应用都属于您要保证的应用，如果确

定都是需要保证的应用，那么说明贵机构带宽比较紧张，可以向运营商申请添加带

宽，来解决问题，确保机构办公流畅。 

2、当总流量出现黄色告警，且“抑制应用组”出现带宽使用较大，那么此时可以先限

制抑制应用组的流量，来解决流量过高的问题。 

3、总流量出现告警，普通类应用组的流量和抑制组的流量相当，那么您可以按顺序限

制抑制应用组、普通应用组的流量，来解决流量过高的问题。
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    1̃ ҉ ңҩ №≢ ҉ Ҋ ҹ

Ḥ ̆ ҉ ҉ Ҋ Ҭ ᶏ ̔ 

    ῏ /Ḡ ̔ ԍ῏ /Ḡ ҉/Ҋ Ҭ

ӊ ̆ҍ ҉/Ҋ № Ȃ 

/ῒז ̔ ԍ /ῒז ҉/Ҋ Ҭ

ӊ ̆ҍ ҉/Ҋ № Ȃ 
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ԅ ȁ Ḥ ̆ ҉ ҉Ҋ Ḥ

ȁ ҡ Ḥ ץ̆ Ḥ Ȃ 

Ҋ ̆ ץ ╠ ῏ /Ḡ ȁ /ῒז ȁ └ ȁ

Ҭ℗ ̔  

 

₯ ̆ ץ ╠ ̆ ̆

ῃҡ Ȃ 

Ҋ ץ Ḥ

Ȃ 

3ȁ ̔ ԅ ҉ ȁᴪ ץ̆ ᶏ

Ḥ ̔ 
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Ҋ ץ Ḥ Ȃ 

₯ ̆ Ҋץ₮ ̆ ԅ ҉ ᶏ Ḥ ץ̆

Ḥ ̔ 
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₯ ̆ ץ ╠ ̆ ̆

ῃҡ Ȃ 

2.5.1.2 №  

    ⱳ ᶏ Ҍ ᴆ ̆ ץ └ №

Ḃץ̆ ᶏ ᴇṿȂ ₯ Ҭ

Ҋ̔ 
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1ȁ ’̔ ѿ ԅ ҉̆῏ /Ḡ ȁ /ῒז ȁ └ ҈

Ḥ ̔ 

 

҉ ̆ ԅ ҉̆῏ /Ḡ ȁ /ῒז ȁ └ ҈

╠№≢ ȁ ᶏ ȁץ ҡ Ȃ ᴋᵥ

↕Ҍ Ȃ 

2ȁ ῏ /Ḡ ̔ ҉̆ ԍ῏ /Ḡ ᶏ

ȁ Ḥ ץ̆ ῏ /Ḡ
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₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

҉ ῏ /Ḡ Ḥ ̆ ₯ ľ Ŀ

╠ ᶏ ῏ /Ḡ Ḥ ̔ 

 

₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

3ȁ /ῒז ̔ ҉̆ ԍ /ῒז ᶏ ȁ

Ḥ ץ̆ /ῒז ȁ

Ḥ Ȃ 
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₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

҉ /ῒז Ḥ ̆ ₯ ľ Ŀ

╠ ᶏ /ῒז Ḥ ̔ 
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₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

4ȁ └ ̔ ҉̆ ԍ └ ᶏ ȁ

Ḥ ץ̆ └ ȁ Ḥ Ȃ 

 

₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ
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₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

2.5.1.3 №  

    ( )№ ̆ ╠ ’ ᶏ ̆

׆̆ ⌠ └ Ȃ ῤ

̆ᵰ ץ IP ╠ Ȃ ₯

Ҭ Ҋ̔ 

 

ԅ ȁᴪ ȁ ȁ ȁ

VIP ᴪ Ḥ Ȃ 

₯ ₮ ̆ ľ2.5.1.1 № Ŀ Ҭ

№ Ȃ 

̔ ⅞№ ҩ ̂ᶛ ȁ ⅞№̃̆NPE

ץ ҩ Ȃ 

 

 说明： 

要配置“用户组”请在“用户管理 >> 用户组织 >> 用户组织结构”中配置。 



WEB Ύ                                                                             ѿ  

῍ 143   33                      http://www.ruijie.com.cn 

 

2.5.2 VPN  

 

 

1ȁ ץ ҉ VPN VPN

Ḥ Ȃ 

2ȁ ץ VPN ᶏ ’Ȃ 

3ȁ ץ 10 ȁ30 ȁ1 № ┘ ѿ ╠ VPN

Ḥ ̆Ӟ ץ ꜚ┘ ╠ VPN Ḥ Ȃ 

4ȁ ץ ҩ VPN ҉ ᶏ Ḥ ̔ 

 

῀ IP̆ ̆ ₯ ̔ 

 

2.6  
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    Ҋ ̔ ᶷ↓₮ ῏ ̕ ᶷ ҈ҩ

№ ̂῏ /Ḡ ȁ /ῒז ȁ └ ̃ ̆ №

Ҍ ̆ ץ ₯ ῒ ⌠ № ҬȂ 

 

1ȁ ₯ ᶷ Ҭ ̆ ᴪ ₮ ̆ ץ
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̆ Gi0/2 Ҋ Ḡ̆ ῏

№ ⌠ Gi0/2 ҉ 70% Ği0/2 Ҋ ҹ 10M ↕̆῏

Ḡ № ⌠ 7M Ȃ Ҋ Ҭ № ץ Ḡ Ȃ 

₯ ̆ № ̔ ȁ

IP ȁ IP Ȃ ֓ ҉ ̆ ҌῬ ̆ ֓ ṿ

Ҋ Ҭ № Ȃ 

 

₯ ̆ ץ ╠ ᶛ └⌠ῒז ̔ 
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₯ ̆ ḱץ ╠ ҉Ҋ ṿ̔ 

 

2.6.1 ᴨל 

₯ Ҋץ⌠ ̆ Ḃ ԅ ₃ ᴨ̆ל

̔ 

 

1ȁ ₯ ⌠ Һ Ȃ 

2.6.2 VIP  

VIP ̆ ̆ ᶏ ̆ ̆

Ҍᾛ ᶏ Ҋ ᴆ̆ VIP ↕ᾛ ᶏ Ȃ 
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₯ Ҋץ₮ ̆ ץ VIP ⱴҍ−  ̔

 

1ȁ ⱴ VIP ̔ ₯ Ҋץ₮  ̔ 

 

ץ 1̃ ῀ VIP

IP IP ̆ ₯ ⱴ ѿҩ VIP ̆ IP Ҍ ҍ VIP

Ȃ VIP Ҋ Ҭ Ȃ 

2̃ Ӟ ץ ₯ľ Ŀ╠ ⱴ ̆ ╠ ̆

ҹ VIP ̆ ₯ Ҭ ҹ VIP Ȃ 
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2ȁ− VIP ̔ ₯ ľ− Ŀ ̆ −ץ ҩ VIP ̕

ѿ − ҩ VIP ̆ Ҭ Ҭ − VIP ̆ ҉

− Ҭ VIP Ȃ 

3ȁ ̔ VPN Ҭ VIP ԍľ

Ŀ ̆ ̆ Ҍ ῒ ȁҡ ̕ ₯

̆ VPN Ҭ VIP ԍľ Ŀ

̆ ȁҡ Ȃ 

4ȁ ̔ VIP VPN ԍľ

Ŀ ̆ ̆ Ҍ ῒ ȁҡ ̕ ₯

̆ VIP VPN ԍľ Ŀ

̆ ȁҡ Ȃ 

2.6.3 Ⱶ  

₯ ̆ ңҩ ̆№≢ ῤ Ⱶ

Ⱶ Ȃ 

1ȁ ῤ Ⱶ ̔ 

₯ ץ ῤ Ⱶ ̆ VIP Ȃ 

ῤ Ⱶ ҍ VIP ҉ ѿҩқ ̆ Ҍ V̔IP ѿ

῏ ֲ ̆ᶛ ᴑҙ ̕ ῤ Ⱶ ̆ ῤ Ⱶ ̆ᶛ koaȂ

ΐᵣ ľ2.6.2 VIP Ŀ Ȃ 

2ȁ Ⱶ ̔ 

₯ Ҋץ₮ ̆ ץ Ⱶ ⱴҍ− ̔ 



WEB Ύ                                                                             ѿ  

῍ 143   39                      http://www.ruijie.com.cn 

 

1̃ ⱴ Ⱶ ̔ ₯ Ҋץ₮ ̆ ῀ IP̆ ₯

ѿҩ Ⱶ Ȃ  

  

ѿҩ Ⱶ ץ ѿҩIP̆Ӟ ץ ѿҩIP ̆ Ҭľ Ⱶ IP ”̆ ῀

IPȁ IP̆ ₯ ̆Ӟ ѿҩ Ⱶ Ȃ 

 

Ⱶ IP Ҍ ̆ Ⱶ ѿ Ⱶ ӊ╠ Ȃ 
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2.6.4 VPN  

    ₯ Ҋץ₮ ̔
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2.6.5  

₯ ⌠ ̆ ץ ⇔ ̆

ᶏ̆ ץ ⱴ └ ̆

≠ Ȃ Ҋ ̔ 

 

₯ ⌠ Һ Ȃ 

2.6.5.1  

ץ Ὲ ’ Ὲ ̆ Ὲ ῤ ⅞ Ӟ̆ ץ

ᴋ ⅞ Ȃ 

₯ ₮ ̆ ѿ ѿ Ҋ

̔ 

1̃ ↕ ̔ ̆ ľ Ŀ ῀ Ҭ ῀

↕ ↕ ̆ ₯
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2̃ № ̔Ḡ ȁ ҹ └ ҩΐᵣ ╠ Ҋᶏ
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8 ̆ ₯ ץ ̆ ץ ӈ

̔ ῀ ȁ ȁ ҉Ҋ ̕ └ IP ץ

̆ ῀ IP
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̔ Ҋ ̆ Ҭץ ̆

῏ Ȃ Ҭ ̆Ҍ Ḃ ̆

Ӟ ץ Ҭ ῀

῏ Ȃ ₯ ᴪ ₮

̆ ץ ȁ− ȁ ̆  / ҹ/ ῃ Ȉ

 Ȉ   

 

̔ Ҋ ̆ ҬӞץ ̆

῏ Ȃ Ӟ ץ Ҋ   

ľ ῀ ̂ ̃ Ŀ ῏ Ȃ 
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̔ 

 

Ҋ Ҭ↓₮ԅ ץ̆

ӈ№ Ȃ ѿҩ ̆ ľ Ŀ ̆ ץ

̆ ₯ ץ ׆ Ҭ− ̆

Ҭ ̆ ⱴ῀⌠ ҬȂ 

2̃  
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ᴪ ̔ └ Ҋ ץ ᴪ ᴪ̆ 0-4000000̆

0 Ҍ └Ȃ 

̔ ᵰ ̆ Ҋ ῤ ᵰ̆Ӟ

ץ Ҋ ↓ ̕ Ҍ ᵰ ̆

ץ ₯ ̆ΐᵣ  

/ ҹ/ ῃ Ȉ ӈ Ȉ  
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3ȁ ₯ľ Ŀ Ҭ



WEB Ύ                                                                             ѿ  

῍ 143   49                      http://www.ruijie.com.cn 

 

ҩ ṿḱ ̆ ṿӞᴪ ᶛẠ Ȃ 

ṿ̔ └̆Ẋ ṿҹ 95%̆↕ 95%

ᴪ ⌠ ̆Ḡ 5% Ȃ 

̆Ҍ ᾧ ⌠ ̆ ↕ ⌠

Ȃ 

2.6.6  

₯ ₮ ̆ ץ ȁ ⱴȁ−

̆ Ҋ ̔ 

 

ⱳ ̆ ᴋᵥ ↓ Ҭ ᴆȂ 

 / ҹ/ ῃ Ȉ ҹ  Ȉ    

2.6.7 ℗  

₯ Ҋץ₮ ̆ ῀⌠ ̔ 
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1̃ ̔ ѿ ↓₮ԅ ╠ ̆

̆ ῒ ҍ Ȃ 

2̃ ̔ ╠ ҉ ̆ ╠

№ ̆ № Ҍ ̆ ₯  ̆

ҹ ᶫԅᴑҙȁ ȁ ȁ ̂ ̃ȁ ̂ ̃ԓҩ ̆ ץ

̆ Ҋ ̔ 

 

₯  ӊ╠ Ȃ 

3̃ ₯ ᴪ Ҭ ҩҊ ⌠ Ҭ ̆

ᵬᴪ ̆ ӊ╠ Ҭ

− ̕ ₯ Ḡ Ȃ 
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̆ ľ ᴆ Ŀ ̆ ₯ ̔

̆ ₯ Ҭ ⱴ῀ ↓  ̔

 

₯



WEB Ύ                                                                             ѿ  

῍ 143   53                      http://www.ruijie.com.cn 

 

₯ ̆ Ҋץ₮ ̔ 

 

̆ ₯ ̆ Ҭ ⱴ῀⌠ ↓ ̔ 





Ύ                                                                             ѿ  

῍ 143   
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WEB Ύ                                                                             ѿ  

῍ 143   56                      http://www.ruijie.com.cn 

̔ ₯ ̆ ץ

Ȃ 

 

̔ ѿҩ ῀ Ҭ ῀ ̆ ԋҩ

῀ Ҭ ῀ Ȃ 

̔ Ҋ Ҭ ҹ ᶫԅ ╠ ̆ Ҭ׆ץ

ѿҩ ̆ ԍ Ȃ ֓ ΐᵣ

Ҍԅ ̆ ⌠ ̆ ץ ₯ ҩ

ΐᵣ ѿҩ ̆ΐᵣ  / ҹ/

ῃ Ȉ ӈ Ȉ  ̕ 
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2.7.3  

2.7.4  

 

2.7.4.1  

⌠ ҉ ̔ ̆ ₯ ₮

̔ 

 

1̃ ̔ 
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῍ 143   
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ᶷ ̆ Ҋ̔ 

 

ᶷҊ Ҭ̆ ԅ ӊ╠ ⇔

ӈ ̆ ῒҬѿҩ ̆ ᴪ ľ Ŀ Ҭ

̔ 

₯ ץ ҩ ׆ Ҭ− ̕ ₯ ᴪ ᶷ

҉ ⱴ ᶷ Ҭ Ҭ̆ ᵬҹ ῏ Ȃ 

3̃ ̔ 

̆ Ȃ ₯

Ҋץ₮ ̔ 
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῏ ̆ ₯ Ȃ 

῏ ҹ ̆ Ӟ ץ Ҋ Ҭ ľ ῀ Ŀ ѿҩ

̔ 

 

4̃ └̔ 

└ ̆ ᾛ Ȃ 

5̃ ̔ 

ȂҊ Ҭ↓₮ԅ ̆

ץ ῏ ̆ ₯ ԅץ ⌠ ֓

ΐᵣ ѿҩ ̆  / ҹ/

ῃ Ȉ ӈ Ȉ  Ȃ 

6̃ IP ̔ 

῏ IP
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῏ IP ̆ ₯ Ȃ Ҍ⌠

IP̆ ץ ₯ IP ̆ΐᵣ ᵬ  / ҹ/ ῃ Ȉ

ӈ Ȉ IP  Ȃ 

7̃VPN ̔ 

VPN Ӟ Ȃ 

2.7.4.2  

    

 

Ҭ↓₮ԅ ╠ Ȃ 

₯ľ Ŀ ̆ ץ Ȃ 

₯ľ /῏ Ŀ ̆ ץ ̆ Ȃ 

ľ Ŀ ╠ Ȃ 

₯ľ Ŀ ȁ ץ ᴨᾢ ̆ᵰ ץ ᴨᾢ

̕ 

₯ ץ ̆ ₯ −ץ Ȃ 
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ץ Ȃ 

2.8 ӈ 

    ӈ ̔ 

 

2.8.1 ӈ №  

 

    ԅ ╠ № ץ ҩ № ȂῒҬ῏

/Ḡ ȁ └ ȁ ȁ /ῒז ҹ ӈ № ̆ῒזҹ ӈ

№ Ȃ 
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2.8.1.1 №  

    № Һ Ḃ Ὲ ῤ ᶏ ’̆ ḠῈ ῤ

ғ Ҍ ԍ ῏ ᵬ҉Ȃ 

1ȁ ӈ № ̔ 

₯ ץ ӈ № ̔ 

 

ľ Ŀ ῀ Ҭ ῀ № ̆ ₯ ̔ 

 

ⱴ῀ ӈ № ̆ ₯ ̆ Ҋ

Ҭ̔ 
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₯ ץ ҩ ׆ № Ҭ− Ȃ 

₯ ӈ № ̆ № Ḥ

ӈ № Һ Ҭ̔ 

 

2ȁ № ̔ 

₯ ӈ № Һ Ҭ ץ № ҩ №

̔ 
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₯ ץ № Ҭ ⱴ ̆ ₯ ץ ҩ ׆

№ Ҭ− Ȃ 

₯ Ҋץ₮ ̔ 

 

ῒҬ ᵣ ҹ῏ /Ḡ ̆ ᵣ

ҹ └ ̆ ᵣ ҹ ̆ ᵣ ↕

ҹ /ῒז ȁ ѿ ⌠ /ῒז Ȃ 

ҹ῏ /Ḡ └ ̆Ҍ ⱴ῀⌠ ҈ҩ №

Ҭ ңҩ № Ȃ 

ḱ ̆Ẋ  └  ḱ ҹ ῏ /Ḡ ̆ Ӈ ᾢ

└ № ̆ ḱ ׆ └ № Ҭ− ̆Ῥ ῏ /Ḡ

№ ̆ ⱴ ῏ /Ḡ № ҬȂ 

3ȁ − № ̔ 

₯ ӈ № Һ Ҭ −ץ ҩ ӈ № ̆

№ ̂ ῏ /Ḡ ȁ └ ȁ ȁ /ῒז ̃Ҍ − Ȃ 

2.8.1.2 ӈ  

    ԅ ῤ ̆ ץ ӈῒז ̆ ԍ ҩ

̆ ԍ ҩ Ⱶ Ȃ ӈ ῤ ῒ ѿ ̆ ԍ

Ҭ └ȁ ̆ Ȃ 

̔ ӈ ᴨᾢ ̆ ӈ ҍ ῤ ‖ ̂ ̃̆

≢ҹ ӈ Ȃ 

₯ ӈ № Һ ₮ ӈ ̔ 
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⇔ ӈ ̔ ῀ ӈ ȁ ȁ ↕ ȁ

№ ̂ ץ ӈ № ̆Ӟ ץ ԍῤ № ̃ȁ ↕

῀ ȁ IP̆ ₯ ⱳȂ 

    ӈ ̔ ḱ ̆ ₯ ḱ Ȃ 

    − ӈ ̔ − ̆ ₯ Ȃ 

2.8.1.3 ≢  

    ҩ ≢̆

└̆ ץ ₯ ̆ ₮ Ҭ ᶫ ̆ױ
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2.8.2  

ץ ӈ ̆ ԍ Ṝᶏ Ȃ 
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≢ ₯ ₯҉ Ҋ ̆ ҹ 9:00~12:00ȁ13:00~18:00̆ ₯

̔ 

 

3ȁ− ̔ − ҩ ҩ ̆ Ҋ Ҭ

̆ ₯ ↓ Ҭ ̆ −ץ ҩ ̕ ҩ ̆

Ҋ Ҭ ̆ ₯ Ҋ Ȃ 

2.8.3 IP  

    IP ҍ ῤ Ⱶ ῒז IP Ȃɒ ̔ Ὲ

OA ҙⱵ Ⱶ Ҍ ῤ Ḥ Ҭ ̕ ҩ Ṝ ҹԅḠ ῤ

֓ Ⱶ Ӈ ץ ҩ Ⱶ ҹ IP ̆

Ṝ ῒ Ḡ ˻ 

ѿҩ ľ/Ŀ̆ ԋ҈ № ≢ ̆ ip

ҌҬῒזᴋ ѿҩ ↕ Ҭ ľ/ĿȂ 

IP ̔ 

 

ᶷ ╠ IP ̆ Ҭ ҩ IP ᴪ̆ ᶷ

῏Ḥ ̆ ץ ȁḱ Ȃ 
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1ȁ ₯ ̆ ץ Ҭ IP ̆ḱ

IP ̔ 

 

2ȁ ₯ ̆ᴪ Ҭ IP ׆ IP

Ҭ− Ȃ 

3ȁ ₯ ̆ ץ Ҭ Ҋ ̔ 

 

4ȁ ₯ ̆ ץ Ҭ Ҋ IP ̔ 

 

5ȁ ₯ ̆ ҹץ Ҭ IP ⱴ ̔ 

 

    6ȁ IP ↓ ̔ 
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҉ץ     ↓₮ԅ ᶷ Ҭ IP Ҋ ̆ᵰ ץ

− ᵬȂ 

₯ ₮ ̆ ḱ ȁIP ̂ ꜚ

⌠ῒז ̃̔ 

 

₯ ׆ Ҭ IP Ҭ− ̆Ӟ ץ ҩ

̆ ₯ − Ȃ 

7ȁ ῀ ₮ 

    ᴆ ῀ ₮ IP̆ ₯ Ҋץ₮ ̔ 
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    ῀ IP̔ ᴆ ῀ IP̆ Ḃ ѿ IP Ȃ

ѿҩ ipuser-info.csv̆ ῤ Ҋץ ῀ IP Ḥ ̔ 

 

    ₯ ̆ ⌠ ᴆ ipuser-info.csv̆ ₯ ̆ᴪ₮ ᴆ ῀

̆ ⱴ ᴆ ҉ᴰ ⱳȂ 

 

₮ IP̔ ₯ ᴪ ₮ Ҋ Ȃ ₯ Ḡ

Ȃ 
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2.8.4 VLAN  

VLAN ӊ VLAN ID Ҍ ‖ ̆ ҩ VLAN ID ӊ ̆

ҩ VLAN ID ԍ ѿҩ VLAN ̆ ľ-Ŀ VLAN ID VLAN ID

ҩ VLAN IDȂ 

ѿҩ VLAN ľanyĿ̆ ԋ҈ № ≢ⱳ ̆ ῏ Ҋ

Ҭ ľanyĿ̆ Ҋ Ҭ native 

VLAN VLAN ̆ native VLAN VLAN ̆↕

Ҭ ľanyĿȂ 

VLAN Ҋ ̔ 

 

1ȁ VLN ̔ ῀ VLAN VLAN ID̆ ₯  ̆

ⱴѿҩ VLAN ԅ̔ 

2ȁ VLAN ̔ VLAN ₯ ḱ Ȃᶛ

vlan1 ̆ ₯ ̆ḱ VLAN VLAN ID ̆ ₯

̔ 
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3ȁ − VLAN ̔ − VLAN ₯ Ȃᶛ ̔ᾢ −

vlan1 ↕Һ ₯  −  Ȃ ῃ −  VLAN ↕

₯ Ȃ 

2.9 ῃ ᴪ  

ⱳ ץ └ ᴪ Ȃῃ ᴪ Ҋ ̔ 

 

2.9.1 ᴪ └  

1ȁ ᴪ └  

₯ ᴪ └ ̆ᴪ └ ң ̔ ԍ

ԍ ACLȂ 

   1̃ ԍ ᴪ └ ̔ 
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ACL ̔Ҋ Ҭ↓₮ԅ ACL ̆ Ҭ׆ץ

ᴪ └ ACL Ӟ̆ ץ ₯ 
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₯ ץ ḱ ̕ ₯ −ץ Ȃ 

2.9.2 IP ᴪ ’ 

₯ ץ ╠ IP ᴪ └ IP

ᴪ ’̔ 

 

2.10 ₯/ACL 

2.10.1 ₯ 

₯ ῀ └ № ȁ ȁ ̆

└̆ ₯ ҹ̆׆ ⌠Ḡ └ ῏ Ȃ 

῀ ₯ ̆ Ҋ ̔ 
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1ȁ ARP ₯ 

ARP ₯̆ ץ ̂ARP̃ ѿ ₯ Ȃ ₯

₯ ҉ ғ̆ ҉

Ȃ 

 

ARP ₯̔ ץ ⌠ ARP

̆ ARP Ҍ 10 ҩ̆ ᵩ ARP Ȃ 

ARP ̔ ץ ⌠ ῤ  (IP, 

MAC) ̆ᴺ ῤ PC ARP Ȃ 

ARP ↓ ̔ ₯ ץ ╠ ARP Һ

↓ Ȃ 

Ḥᴋ ARP̔ Ҭ ᴪ ꜚ Ḥᴋ ARP̆

 1�Ã �k�+

http://baike.m.hbshengran.com/view/149421.htm
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    ₯̔ ̆ ṿ ҡ ̆ 200

ҩ̆ ᾛ 300 ҩȂ 

₯ ̔ ץ  ₯ ╠ ⌠ ₯ ̆ ₯ 

ץ  ⌠ ₯ Ȃ 

3ȁ ῒז ₯ 

 

web ̔ ῤ ⌠

web ̆ ⌠ web Ȃ 

ⱴ IP̔ ῀ Ip  IP̆Ӟ Ҍ IP

̆Һ ҹԅ Ȃ ₯ Ḃ ̔ 

 

ping̔ ȁ ץ ῤ

ping ̆ ping ᴪ ѿ֓Ҍ ̆ ҹѿ֓ ping Ҍ

ҌῬ᷅ ԅȂ 

web ̔ ҹ 80 ̆ ḱ ԅ ̆ Ӈ Ṝ

ⱴ ⌠ ̆ http://ip : Ȃ 
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2.10.2 ARP  

 

1ȁ IP/MAC̔ IP/MAC ң ̆ѿ ѿҩѿҩ

̆ԋ Ȃ ₯ ₮ Ҋ̔ 

 

̔ ῀ IP MAC ̆ ₯ Ȃ 

̔ ̆ ̂ Ҍ ↕

̃̆ ₯ ̆ ᴪ ꜚ IP/MAC Ȃ

Ả ARP ӟ̆ ⱳ Ȃ 
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2ȁARP  

 

҉ץ ԅ ꜚ IP/MAC Ȃ 

3ȁ−  

ARP Ҭ̆ − IP/MAC ̆ ₯

Ȃ 

4ȁ ꜚ ҹ  

ARP Ҭ̆ ҹ ꜚ IP/MAC ̆ ₯

Ȃ 

5ȁARP ⱳ  

Ả ARP ӟ̔ Ả ARP ӟ ̆ ҉ꜚ PC Ҍ ҉

̆ ᾛ MAC PC ҉ Ȃ 

ᾧ ARP ̔ ẠҹҊ ῏ ̆ Ҋ Ҭ

ῳᾟ ῏ ҹ̆ ԅ ᾧ ARP ̆↕ ץ ᾧ

ARP ̆Ὲ ῏Ȃ 

2.10.3  

ⱳ ̆ ῤ ῃ Ȃ Ҋ Ȃ 
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   ԍ ACLȂ ₯ ̆ Ҋ ̆ ACL

Ȃ 

 

2.10.4 ACL ↓  

≠ ⱳ ץ ACL ̆ ԍ ῃ ᶏ Ȃ Ҋ Ȃ 

 

1ȁ ACL └↓ ̔ 

₯ ᴪ ₮ ACL ↓ ̆ ACL └

↓ Ҋ ̔ 
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    ѿ̆῍ ῒ̆Ҭ TCP UDP Ώ

̆ ҉ ȂIP ICMP Ҍ ῀ ̆

Ҋ ̔ 

 

ꜚᵬ̆ ᾛ ̕ 

̕ 

    Ip Ҭ ѿҩ  ̔ 

        IP ̔ ῀ ҩ IP ̕ 

        ̔ ῀ IP ץ̆ ̕ 

        ̔ ῀ IP ̆ ץ ῀ Ȃ 

    ῀ Ȃ 

   ₯ ץ  ѿ IP └↓ Ȃ 

 

 说明： 
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1 其中源或目的的 IP 地址和源或目的的端口号 都可以设置为任意。 

2 通配符掩码规定了当一个 IP 地址与其他的 IP 地址进行比较时，该 IP 地址中哪些位应

该被忽略。通配符掩码中的“1”表示忽略 IP 地址中对应的位，而“0”则表示该位必

须保留。如果忽略了通配符掩码，0.0.0.0 将被认为是缺省的屏蔽字。 

 

2ȁ ACL └↓ ̔ 

 

Ҋ Ҭ ACL ̆ Ҋ Ҭ ACL

↕Ȃ 

₯ľ ↕ Ŀ ץ ACL ↕ Ȃ 

₯ ץ Ҭ ACL ↕ Ȃ 

₯ −ץ Ҭ ACL ↕Ȃ 

2.11  

2.11.1  

ῤ ̆ Ҋ̔ 
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҉ץ     ↓₮ԅ ᶷ Ҭ Ҋ ᵰ̆ ץ −

ᵬȂ 

₯ ₮ ̆ ḱ ȁIPȁMAC ̂

ꜚ ⌠ ̃̔ 

 

₯ ׆ Ҭ Ҭ− ̆Ӟ ץ Ҭ ҩ ̆ ₯

− Ȃ 

2.11.2 ῀ ₮  

    ᴆ ῀ ₮ ̆ ῀ ₮ Ҋ̔  

 

    ῀ ̔ ᴆ ῀ ̆ Ḃ ѿ Ȃ ѿҩ

user-info.csv̆ ῤ Ҋץ ῀ Ḥ ̔ 
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Ἕ   ֦ ҉ ̂ ҉̃̆ῒ

Ҭ   ҉ ̂ ̃Ȃ 

῏ Ҋ Ҍ ̆ Ҋ №≢ҹ ׃ Ȃ 

2.13.1 ῏  

2.13.1.1 ῤ  

    ₯ ῤ Ҭ ῤ ̆ ₯  ̔ 

 

῀ IP ȁ ᾣ ̆ ₯ Ȃ 

̔ ѿҩ ҉ ₮ ҩ ̆ ҩ

ҍѿҩ ῏ ῏ ̆ ԍѿҩ ҩ ᵬ ῍

̆ᵖ ҍ Ȃ ₯

ץ Ҭ ₮ ̔ 
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2.13.1.2  

    ᾢ ҍ ̆ ̆ ₮

Ҋ̔ 

 

1
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 ꜚ IP ̔ 

҉ ľꜚ IP Ŀ̆ ꜚ IP Ȃ 

 

2ȁῒ Ḥ ̔ 

1̃ ̔ ľ IP Ŀ ̆ ̆ ԍ Ḥ Ȃ 

2 ᾣ̃ ̔ ᵬҹᾣץ Ӟ ᵬҹץ ѿ̆ № ⱳ Ȃ 

3̃҉ ȁҊ ̔ ᾛ ṿ̆

Ώ̆ ҹ 0.5~1000Mbps̆ 10MbpsȂ 

4̃ Ⱶ ̔ Ḥ̆ ꜚ̆ ̆ ̆ῒז Ȃ 
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2.13.2  

 

    ̔ ῀ IP ̆ ῏̆ ₯ ̕ 

    ̔ ץ

̆ ᴪ₮ ̕ ᵬ ̂ \ \ ᴆ ByPass\

̃ȁ ῤ ̂ῤ ῤ ̆ ̃ȁ ῀ VLAN

ID̆ ₯ Ȃ 

    ῒז ̆ ľ 3Ŀ̔ 

 

2.13.3 ῤ  

ҩץ ѿ ѿҩ ̆ ҩ ҹ Aggregate 

Port̂ AP̃Ȃ ᶫ AP ⱳ IEEE802.3ad ‰̆ ץ ԍ

̆ ᶫ Ȃ 

ῤ Ҋ ̔ 
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̆ ῤ ̆ ῀ IP ̆ ₯ Ȃ 

Ҋ ↓₮ԅ ╠ ̆ ₯ ץ Ҭ ḱ ̆

₯ −ץ Ҭ Ȃ 

AP ⱳ ̆ ץ № ȂAP ⱳ ԅ

ᴍ̆ AP Ҭ ѿ ̆ ᴪ ꜚ № ⌠ AP

Ҭ ῒ ҉ȂAP Ҭѿ ⌠ ̆ Ҍᴪ

⌠ῒ ҉Ȃ 

AP ץ MAC ȁ MAC ̆ MAC + MAC ȁ

IP ȁ IP ȁ IP + IP ȁL4 ȁL4 ȁL4

+L4 ȁ IP+L4 ȁ IP+L4 ȁ IP+L4

ȁ IP+L4 ȁ IP+L4 +L4 ȁ IP+L4

+L4 ȁ IP+ IP+L4 ȁ IP+ IP+L4 ץ̆

IP+ IP+L4 +L4 ṿ № ⌠AP ҬȂ

Ҋ ̆ ₯Ҋ Ҭ Ҋ ̆ ḱץ ῤ ̔ 

 

2.13.4 ῀  

    ῀ ῏ ̆ Ҋ ̔ 
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῀ ̆ ₯ ̆ ῀ ⱳȂ 

2.13.5  

NPE ῤ ℗ ̆ ᶫῤ ҍ ⱳ Ȃ

Ҋ ̔  

 

    ᵰ ץ ₯Ҋ  ῤ ҹ ȁ ҹῤ ̆ ₯

̆ Ȃ 

2.13.6  

    ̔ ԍ ᵬ̆ Ҋ̔ 

 

    ̔ 

1ȁ ̆ ̆ Gi0/1

̔ 
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    2ȁ ̆ ῀ ping ̆ 220.181.112.143Ȃ 

    3ȁ ῀Ҋѿ ̆ ҹῤ ↕ ῀ ῏ ̆ Ҍ ̆ Ҋѿ ҹ

ping Ȃ 

    4ȁ ῀ ̆ ҹ 0.5sȂ  

    5ȁ ῀ DNS Ⱶ IP Ȃ 

    6ȁ ̆ ῀ TCP ̆ Ⱶ Ȃ 

    7ȁ ῀ TCP ̆ ҹ 80
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1ȁ ̔ ȁ ῀ ᴨᾢ ȁ ACL ↓ ̂

ԍ ҩ ̃ȁ ῀Ҋѿ ̆ ₯ Ȃ 

ACL ↓ ̔ ₯ ץ ACL ↓ ̆ΐᵣ ᵬ ľ2.11.4 ACL ↓

Ŀ Ȃ 

Ҋѿ ̔ ľ₮ ĿҊ Ҭ Ҭѿҩ ̆ ῏ ᵬҹ

Ҋѿ ̆ ῏̆ ץ ľҊѿ Ŀ ῀ Ҭ ῀ѿҩ

IP ᵬҹ ῏ ̕ ľ₮ ĿҊ Ҭ Ҭѿҩ ̆↕ ľҊѿ

Ŀ ῀ Ҭ ῀ѿҩ IP Ȃ 

2ȁ ↓ ̔ 

 

    ̔ ↓ Ҭ ₯ ḱ Ȃ 

    − ̔ ↓ Ҭ ₯ − ̕ ₯ Ҋ

−ץ Ҋ Ȃ 

2.14.2  

̔ ԍ ̆ ≢ԍᴰ ԍ IP IP ̆ ѿ

Ȃ ԍ ̆ ץ Ҍ

№ ⌠Ҍ ₮ ץ̆ ⌠῏ ҙⱵҍ └ҙⱵ ῒ ̆⁞ Ȃ 
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Ҋ ̔ 

 

1ȁ ̔ ₯ Ҋץ₮ ̔ 

 

1̃ ̔ № Ȃ ץ

̆ ҈ ̔ 

 ҩ № ᵬҹ ῏ ̆ Ҭ

№ Ҋ № ̔ 

    ᶷ ↓₮ԅ ╠ ̆ ץ

ѿҩ № ᵬҹ ῏ Ȃ 

 ѿҩ ᵬҹ ῏ ̆

№ ̔ 
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    Ҭ ᶷ ̆ ᶷ ҉ Ҭ ҩ № ̆ ᶷҊ

₮ ľ Ŀ ῀ ̆ ῀ Ҭ ῀ ̆ ѿҩ ̆

Ҋ ̔ 

 

 ѿҩ ᵬҹ ῏ ̆

№ ̔ 

ᶷ Ҭ ̆ Ҋ ̔ 
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2ȁ ↓ ̔ 

҉ץ ̆ ץ Ҋ ↓ Ҭ

̔ 

 

₯ ץ Ȃ 

₯ ץ ῏ Ȃ 

̔ ╠ ̆ ԍ ̆ ץ ₯ Ȃ 

̔ ԅ ’Ҋ̆ ӊ ᴨᾢ ῏ ̆

ᴨᾢ ԍᾢ Ȃ ₯ ץ  ᴨᾢ Ȃ 

₯ ץ Ҭ Ҭ ’Ȃ 

₯ ץ ̆ ₯ −ץ ѿ Ȃ 

3ȁ ̔ 

₯ ̔ 
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₯ ץ Ҭ Ҭ ’Ȃ 

2.14.3  

IP
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̔ ⌠ Ȃ 

̔ Ȃ 

₮ ̔ ₮ Ȃ 

Ҋѿ ̔Ҋѿҩ ̂ ῏̃ ῀ Ȃ 

̔ ᴨᾢ ȂҺ ᴨᾢ ̕ ᴍ -N N̔ ṿ

ᴨᾢ Ȃ 

₯ ѿ ̔ 

 

₯ −ץ ѿ Ȃ 

2ȁ ̔ ₯ Ҋץ₮ ̔ 

 

Ⱶ ̆ ₯ ҩ ̕ 

₯ Ҭ − ҩ Ȃ 
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3ȁ ̔ ₯ Ҋץ₮ ̔ 

 

₮ ̆ ῀Ҋѿ ̆ ̆ ₯ ѿ

̔ 

 

₯ −ץ ѿ Ȃ 

2.14.4  

    ҉ ѿ № ̆

≠ Ȃ 

 

1ȁ ̔ 

₯ Ҋ ᴪ ΐᵣ ̔ 



WEB Ύ                                                                             ѿ  

῍ 143   106                      http://www.ruijie.com.cn 

 

̔ ҈ ̆№≢ҹľ Ŀȁľ Ŀ ľ

ĿȂ Ȃ 

̆ ₮ ₮ № ̕ 

̆ № ̆

№ ̕ 

̆ ꜚ ₮ ’ ᶏ

₮ ̕ 

    ľ Ŀ ľ Ŀ ľ Ŀ ̆

ṿ ̆ ҩ ԍ up ғ

̆ Ȃ 

    ₯ ץ ̔ 

 

    

2ȁ Ḡ ̔ 

    ₯ Ḡ Ȃ 

    Ḡ ᾢ ̆ ℗ ₮ ⱴ⌠ ѿҩ ҬȂ ₯

῏ ̆ ῀ ̆ ₯ ̔ 
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 ῤ Ⱶ ̔ 

 

῀ῤ Ⱶ IP   ⌠  IP ̆ ₮ ̆ ̆

₯ Ȃ ΐᵣץ ῤ Ⱶ ⌠ ip ҩ ̆

ᶏ TCP or UDP Ȃ 

− ῤ Ⱶ ̆ ₯− −ץ ԅȂ 

2.16 VPN  

VPN ῃ ľVirtual Private NetworkĿ ľ Ғ ĿȂ Ҍ

̆ ₮ Ȃԑ ҉ ңҩ VPN̆

ץ ѿ Ғ ᴰ ̆ ҩҒ Ҭ ԑᴰ Ҍᴪ

Ȃ 
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₯ VPN ̆ ῀ Ҋ ̔ 

 

ץ ’(Ὲ  or № ) ľ Ŀ ľ№ Ŀ Ȃ

Ҋ ׃≢№ № Ȃ 

2.16.1  

    1ȁ ᵝ ̔ ҉ ̆ Ŀ VPN ̆ ₯ Ҋ

̆ ῀Ҋѿҩ Ȃ 

2ȁ № ̔  





WEB Ύ                                                                             ѿ  

῍ 143   113                      http://www.ruijie.com.cn 

IPSec̔ ᴰ ⱴ ̆ ȁ Ȃ ̆
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ᵟ IP №Ḃץ ˻ 

̆ ₯ľҊѿ Ŀ ̆ ῀Ҋѿҩ Ȃ 

5ȁ  

 

̆ ң ̔ѿ Ữ ̆ԋ ῒז

↕ ץ Ữ⌠ῒז ҉Ȃ 

Ữ ̔ ҉ ̆ № ̆ ꜚ ̆

̆ ῀ ̆ ₯ Ȃ 

Ữ⌠ῒז ̔ ̆ AAA Radius Ⱶ ̆

SAMȁSMP Ȃ Ҋ ̆ ῀ IP

̔ 
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₯ľҊѿ Ŀ ̆ ῀Ҋѿҩ Ȃ 

6ȁ IPSec  

    IPSec ῃ ̆ ῃ ᶫҺꜚ Ḡ ץ̆

Ғ ҍ Internet ₯Ȃ 

 

    ῍֣ ̔ IPSEC ῃ ῍֣ ̆ ꜚ №

῀ ⱳ ῀Ȃ 
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L2TP IPSec ̆ ҉ Ȃ 

L2TP ̆ Ҋ ̔ 

 

IPSec ̆ Ҋ ̔ 

 

2̃ Ὲ IP̔ VPN Ⱶ Ὲ IP ̕ ₯ ץ ⱴ

ҩ̕ 

3̃ ῍֣ ̔ ῃ ῍֣ ̆ ꜚ № ῀

ⱳ ῀Ȃ 

4̃ ȁ ̔ VPN ȁ ̕ 

5̃ ̔ ῤ ̕ ₯ ץ ⱴ ҩ̕ 

6̃ ̔ IPSec ̆ ₯ ץ

ꜛḤ Ȃ 

7̃ ̔ ȁ ̂ 60 ̃ȁL2TP

Ḥ Ȃ ≢ ̔ ľ ῀ Ŀ ̆№

҉ ᴪῃ VPN Ῥ ⌠ ̆ Ҍ ̆

֓ ῤ Ṝ VPN ῒ̆ᵩ ↕ № ₮

⌠ Ȃ 

ӊ ̆ ₯ľҊѿ Ŀ Ȃ 

3ȁ ̔ 
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№ ⌠Ὲ VPN ̆ ⱳӊ ̆ ₯ Ҋ

ľ Ŀ ̆ № VPN Ȃ 

2.16.3 VPN  

ľ Ŀ ̆VPN Ҋ̔ 
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ץ VPN ̆ ₯ ҉ ̆ ץ

Ҭ Ḥ ̆ № ľ№ 1Ŀ Ḥ ̔ 

 

Ḥ ̔ 

 

Ӟ ץ ץ №

Ḥ ̔ 

 



WEB Ύ                                                                             
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    ̔ ̆ ҉ ⱴ ̆

Ȃ 

    ̔ ⱴ ̆ Ҋ ᴪ₮ Ҋ ̔ 

  

    ῀ IP IP ̆ ѿҩ IP ̆ IP IP ῀

ѿ Ȃ ҹѿҩץ ҩ IP ̆IP ӊ Ҍ ץ Ȃ ₯

Ḡ Ȃ 

2.17.3  

    ңҩ ῏ ̆ ̂DMZ Һ ̃̕ 

    ̔ 

 

    ῤ IP̔ ⌠ ῤ IP̆ Ⱶ IP Ȃ 

    ῤ ̔ ⌠ Ȃ 

    IP̔ IP Ȃ ̆↕ ҉ IP ᴪ Ȃ 

    ̔ ҉ ̆ ṿ ҹ 1 65535Ȃ 

    ̔ TCP UDPȂ 
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    ₯ Ȃ 

2.17.4 DMZ Һ  

    Ҭ ѿ ῃ ץ̆ ̆ ץ

ҹ DMZ Һ ̆ ⌠ DMZ Һ ҉Ȃ 

 

    ῤ IP̔ DMZ Һ IP Ȃ 

    IP̔ IP̆Ӟ ץ ѿҩ Ȃ 

    ₯ ⱴѿ DMZ
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2.18.3 ↓  

 

    ⱳ ץ ╠ № IP ’Ȃ 

2.19  

2.19.1  

2.19.1.1 ḱ  

 

Web ̔ ᶏ WEB ̆ ᶏ Ȃ ҩ

Ӟ̆ admin ˻ ḱץ admin  ˻

Telnet ̔ Telnet ̆ ᶏ Ȃ 

 

注意：修改后的密码请务必牢记，以免下次登录时无法进入。  
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₯ ᶏ ꜚȂ ꜚ 1 № ̆ Ҍ

Ạῒ ᴋᵥ ᵬȂ ⱳ ꜚ┘ ╠ Ȃ 

2.19.1.3 ₮  

 

ľ ₮ Ŀⱳ ᴪ− ╠ ̆ ⌠₮ Ȃ

Ḡ ̆ ᾢ ľ ᴍĿ ₮ ╠ Ȃ 

2.19.1.4 ᴍ 

 

₮̔ ⱳ ץ ╠ ₮⌠ ᴍȂ 

₯ ̆ ᴪ ₮ ᴆḠ ̆ ᴆ Ḡ ᵝ Ȃ 
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ᴍ̔ ҉ ᴍ ᴆ҉ᴰ⌠ ҉ Ȃ 

₯ ̆ ҉ ᴍ ᴆ̂ ᴆ ľconfig.textĿ̃Ȃ

̆ ₯ ῀Ȃ 

 

ᶏ ῀ ̆ Ȃ ῀ ̆ ӊ╠̆

ץ ₯ Ȃ 

̔ ₯ ץ ╠  Ȃפ
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2.19.1.5  

 

̔ ⱳ ץ ╠ Ȃ 

Ӟ ץ ľ ꜚҍ Internet Ⱶ Ŀ ̆Ӟ ᴪ Ḡ ԑ

҉ ѿ Ҍ̕ ҩⱳ ᶭ ԍ ԅ DNS Ⱶ̆ DNS

Ⱶ ̆ ⌠ľ ȈDNS Ŀ DNS Ⱶ Ȃ 

2.19.1.6 ⱳ  

ҩⱳ Һ ѿ֓ ⱳ Ȃ 

ᴆ ByPass̔ ⱳ ץ ̂ ̃

ңҩ Ҍ ῃ ̆ ҉ Ȃ ₯

ᴪ ₮ Ҋ Ȃ 
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3ȁ Ⱶ ̔ Ώ Һ Ⱶ ̆ ̆ ץ

ԅ̆ Ⱶ ≢ Ȃ 

4ȁ ᴆ ̔ Ώ Һ ᴆ ̆ ԋ ҽᶛ  serv@163.comȂ 

5ȁ ̔ ῀Һ ̆Ӟ  serv@163.com Ȃ 

6ȁ ᴆ ̔ ҩ Ḥ ⌠ ̆ ’Ҋ 60

№ ѿ ̆ ̔ ῤ Ҍ ̆ Ӈ ᴪ 1 ҩ ᴪ ѿ

ᴍ ᴆȂ 

7ȁ ᴆֲ ̔ ҩ ᶏ ᵬ ̆Һ ҹԅ

Ḥ Ȃ 

8ȁ ῏ Ḥ ̔ ↓₮ԅ ╠ Ḥ ̆ᵰ ץ ᵰ

̕ ₮ Ӈ ᴪ Ḥ ⌠ ᴆֲ ̕ 

9ȁ ҙ ȁ ȁ ̔ ҩ҈ҩ Ώ Ḥ ̆ Ώ̆

ץ Ḃ ҹױ ᶫ ⱵȂ 

 

Ҋ ῀̔ 

ҩⱳ ̆ ץ Ḃ Ȃ ̔ ᶫ ᵰѿ֓

ᴆ ץ ῀ Ȃ 

1ȁ ₯Ҋ ̔  

ץ ῀

ᴆ ̆ ᴆḠ ⌠ ̕ 

2ȁ ₯ ῀ ̔  

₯

⌠҉ Ҋ Ҋ ᴆ̆ ῀ ᴆ ̆

₯ ԅ˻ 

mailto:serv@163.com。
mailto:serv@163.com的密码。
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┘ ̔ 

ץ ┘ ̆ ץ 10 ┘ ѿ

˻ ᵬ ᴪ ᵣ ľ Ŀ ˻

 

2.19.1.7 SMNP  

 

̆ SNMP ҉ Ȃ 

1ȁSMNP ̔ ╠ V2 V3 ̕҉ V2 Ȃ 

2ȁ ᵝ ̔ ҹԅ SMNP Ⱶ ᵝ ̕ 

V3 ̔ 

 

V3 ԅ ῃ ̆ ⱴ SMNP  ⱴ Ȃ 
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2.19.2  

 

 说明： 

您可以访问锐捷网络官方网站的"NPE 软件版本"来下载最新的升级文件到本地，然后通过

该页面升级到设备。升级过程中不能关闭或者刷新本页面，直至出现升级成功的提示，否

则会导致升级失败。升级过程大概需要花您 50 秒左右的时间！ 

注意： 

1、如果是升级软件主程序必须将文件命名为”rgos.bin”，请确认所升级的版本型号与本设

备的型号相同。 

2、在升级过程中，可能会遇到整理 flash 从而导致页面暂时没响应，此时不能断电或者

重启设备，直到提示升级成功。 

 

̔ ₯ľ Ŀ ̆ ᵰҊ ⌠ ҉ ᴆȂ ₯

̆ ᴪ₮ ľ Ŀ ̆ ̆Ҍ ᴋᵥ ᵬȂ

50 ᴪ ⱳ̆ ₯ Ȃ 

http://www.ruijie.com.cn/product/Security.aspx
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╠ ̔ ╠ Ḥ Ȃ ₯ľ Ŀ ꜚ

╠ Ȃ ╠ Ҍ ̆ ľ Ŀ ľ ĿҌ

̆↕ᴪ₮ ľ Ŀ ̆ ₯ ꜚҊ ľ Ŀ ľ Ŀ

ᴆ⌠ Ȃ 

 

Ҋ ̔ ץ Ҋ ⌠ Ȃ 

 

₯ ̆ ᴪ ₮Ҋ ̆ ѿҩҊ ᾢ̆ Ҋ ⌠ ̆

ľ Ŀ ⌠ ҬȂҊ Ҋ ̔ 
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ꜚ ̔ ⱳ ץ ̆ ᴆ ꜚ

Ȃ 

 

Ҭ ꜚ ⱳ Ȃ 

ꜚ ̆ ҩ Ȃ 

ᴆ̆ Ҭ ᴆ ꜚ Ȃ 

̆ ₯ Ȃ 

̔ ꜚ ᶭ ԍ ԅ DNS Ⱶ ̆ ȈDNS  ⌠ץ

Ȃ 

2.19.3  

 

̔ ⱴ ̆ ץ Web

̆ᵖ Telnet Ḡ̕פ manager guest Ҍ − Ȃҹԅ

ῃ ⱳ ғ admin ץ ˻ 

̔ ᴋץ ῀ ̆ ᶏ ᾧᶏ Ҭ ̕ɒ z̔hangs; 

̔ web ̕ 
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̔ ₯ ᴪ ₮ ̆

ץ ⱳ ̕ 

2.19.4 VRRP  

 

VRRP (Virtual Router Redundancy Protocol̆ Όᵩ ) Һ Ḡץ̆

Һ ̆ ᴍ ץ Ҍ ῤ Ḥ ╠ Ҋ ⱳ ℗

̆ғҌ Ῥḱ ῤ Ȃ 

̔
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̆ Ӈ VRRP ᴨᾢ ᴪ ꜚ ҹ 255.Ҍ ḱץ Ȃ 

VRRP ᴨᾢ ̔ ѿ VRRP ᴨᾢ Ȃ 

2.19.5 ꜚ  

 

ꜚ ⌠ꜚ IP ӊ Ȃ 

╠   Ⱶ ᶫ ̕ ץ ₯

Ύ ̕ 

̔ ῀ ̕ 

DDNS ⱳ ̔ ↕ᴪ  Ⱶ  ꜚ ̕ ᴪ

Ҋ̕ 

2.19.6  

 

Ⱶ Ҋ Ⱶ Ȃ ╠ NPE

Ҋ ̆ ץ ⌠ Ⱶ Ȃ 
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1ȁ ῀ Ⱶ ip ̔ ῀ Ⱶ ip ̕ 

2ȁ ̔ ≢ ԅ̆ ӈ ̆ ԍ 20000
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